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HRTEHE -

AR R Ev2.1.xF 1
L R M v2 1 x TR EVv2.2.0/5, Al B EE R A R Elv2. 1 xFERLENE -

2.5 v2.1.0

v2.0.xH % F]v2.1.0

o MEFE . EEEHV2.0x7TT R R v2. .00 ] R B IEE v2.0 xF fbug, H
“EEAV2L0FRE, Il R P AT ENREV2.0.0. ERTESE AR U &KIE—T1 -

s BEAR . 7 I IEEHE, EHRHT ARSI ERS, ARET RS2 .08 E
¢ v2.1.0 Release Note

2.5.1 ZHEHA

« CAH% BIHE
o AMOPIAIETIRE
o EYHFHEE
o BATI R BhETREA
B
+ X FFChannel Message v2/i%
o RSN E
o FRE AL I BT 2 256K
o o HERTTENFE 2 H H &
+ build_chain.sh4: A [ISDKIE 43 45 5 4 sdk.crtfllsdk key
o NIRTHEREHAT T I SEENANTT B
o BER T RN S

(Z¥:]
o BE TS5 T channe WE I 7% A8 1R
AN

Fﬂgﬁ%?ﬁ?, IBRCA AT B B AR P T4, (BTEIRRshb AR TRt - 5 TR B LA BRI, &
HFTEHE -

AR ER EVv2.0.0 /7 1

4T AR AR A NV2.0xTH R EV2.1.0/5, A E 0 R 77 5 I Ev2.0.x5E BUENR « 5 7E
TR FNv2.1.02 )5 Eh Bt 8k Z I A2 (FE24K-256K 2 [8]) , [EIVE ZEv2.0.x A I AR BE 5 357 7] 45 5k
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../design/protocol_description.html#channelmessage-v2
../manual/configuration.html#p2p

FISCO BCOS Documentation, & i v2.5.0

|, ZEHEANNZSHEHITRIE, FEFED R - W HEEEHAV210EPEEHX R, FEE
FEv2.0.xo

2.6 v2.0.0

v2.0.0-re3 7+ 2 %v2.0.0

o AT . EEEHV2.0.0-re3 T A S HIA v2.00 i AR BIRRAE B v2.0.0-rc3 7
Hbug, EANSEHV2.0.05FHE, AKFv2.0.0/5, FTTIEEERE]v2.0.0-rc3

TR B 0 BEEHE, TR AHTARCIER £S5, FHRE T S A EV2.0.08T
¢ v2.0.0 Release Note

2.6.1 THEHIR

et
* AMOPIHUCLFFZ 4k
*« AMOPSCGHF 2t 1% i
e JSON-RPC getTotalTransactionCounti HFHE T b RIWAE ZES T
B
* RocksDBHEE = SCHri% 2N &
« f# FHTCMalloc AL A 771 F
BE
o [EEP2PREER BRI ALE I B A (m]
* [EEMySQLEExternal iz N RMEF B, &L
o BEE LT R T R R A B
¥ agic

Wgﬁf%ﬁ IFRRAT] LB B T, (B TCIER SRR BB Rr 1 - A TR B LR B0, &
HREHE -

2.7 v2.0.0-rc3

v2.0.0-rc2 2 Fv2.0.0-rc3

o AR . BEEFFHV2.0.0-rc277 S 1R re3 il ARG BFIRAIEE v2.0.0-rc2H Fbug,,
EASEHV2.0.0-re38H1E, FAHENv2.0.0-re3/5, TLEEREv2.0.0-rc2

P R B IR, TR AR5, SRR A E 2000
K

e v2.0.0-rc3 Release Note
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2.7.1 ZHHAR

Bkt

o SIS TG SCRR R E R i R A B EMySQL

o AT B SCFFRocksDB S |28, FAIEHTHERS A B EL LK FIRocksDB

o DARIEME: FIHECRUDE: O 30HE, #5816 1.0 3L EARANIR (25 SQLIE AL 5 X HLEE AR
B

o SEEABIFRDFHL

o BB IE A LNFIRPCEE (B IRAD, Fi— Rk

o MALFRAEIEER, BINERZ, SR ERF RN

o MALTERERRLER, ARVFIR/KEIRAT X . Ef@ﬂ%[storaqe] .max_capacityi@?ﬁ”fﬁﬁﬁ%E‘]Wﬁ
EEIPNGN

o BRI MAFHEILE [storage], M4 genesis % BN 2N B Hini i & 1A
o BN EA S EIRocksDB, 153 ## I[HR A Level DB
o T 5 B FRDZENPHEEH, REARENIEZESMHATE
(L5°8
o BB CRUDH: H &4 B HATH AT fE 1IN R 2510

2.7.2 AL

RC3EFIHE, BT IEREMRAERF T, (EICIAR oA B Rr I 8 75 22 A RS B 3T F
M, THEBTERE -

2.8 v2.0.0-rc2

v2.0.0-rc1 2% 5 v2.0.0-rc2

o AT . BEEHV2.0.0-rcl T AR T3 HIN v2.0.0-rc2 i FHERUE BRI E B v2.0.0-rc1 7
E"}bug, BEASEHAv2.0.0-c2 7B - AU ESEHEE, ARBIv2.0.0-re2f5, TLEERER
#v2.0.0-rcl

o AR . 57 255 I, EHMFHT ARSI ENES, HRET SEEv2.0.0-rc28
s
¢ v2.0.0-rc2 Release Note

2.8.1 THEHIA

o JRATTHERY. WIAT AN AL . THITHITEIE (PTE)
o AT =Uf70#: amdb-proxy - SQLStorage
WAL
o AL T XERAT R SR HZ . ARTEBUATI (B 3 SRR EE X ERAT .58 5 4L
o AT KIRFEIZHFAR, kX EREDE R
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o HATIAL T K2 5 HIGRAdERD 78 2 WS A8 2 B s
o A TR GHATIREISFZEE, LhR [E A B
o TR T IERERER, SRR RILE
HAbssE
o MM BB 6 R 46
o MMAFRENERLE
o 5 4mi5 I A chainIDFflgroupID
o THHFIMA %R
o GIHIR AN A timestamp(E B
o #9007 —precompilefJdemo
o CFFHDockerf& HE
o MERALERHE
o MERADZENEEHRE
Bugl& &
o RPCHALEZE asInt & AU PR Hi I Bug
o G5 HATOut of gasif 2 5 — B AL 5y it AN AL BRI Bug
o AR B AT DUFAHE R RS 5 — k] B A Bug
o insertf§EIE AR BETE Uk n]
o —HFREMEBE

2.8.2 FAM LA
2.9 v2.0.0-rcl

v1xFH 2% F]v2.0.0-rcl

o v2.0.0-re2 N FR A vLX, v2.0.0-rcl CEEFEREITvIXT AR 5 KREHE | (ErH#EE 7 v2.0.0-rcl

HHTEE BT s aE B 07 UK S IH AR
o BE20MBEE . HSE L
¢ v2.0.0-rc1 Release Note

2.9.1 ZHEHHAR

ZRH#

1. HTHEEA DR . ARSI GRS, RIS YERA LN B SS R RE I A -
2. FOE A A AR SR T RO S 0 A ARG, SEIIT RS BIERE - "l

7 BOR e 2B 3RS B -

3. BTN G S LIS RBETCH+E MR A 2UEIR, i solidity R 730, RRFAERES

HPATIERE -
4. Gl Nevmel EHEDE: STRATRANF REAUNLG 2 -
5. JHRELEP2P . MR [P ST S [XERE R .
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1. SEPI—ECRUDIE AR B DA &4, T CRUDE DB 4544, SHEHMMSQL
AL TF £

2. IR 5y LHEF PR - [XHR ERERAPE R LI B 2 LAIAMOPTH B8 FEE L] -
3. FHRLURSTREFIMLAA, SCHFSolidity 0.5.25UA -
4. FHERPCHEHE .
Za
L JHRIEGIN G, RIEEAE RS - FEE MM INRER, KifiKeyManager IRS5 1T HPHEH -

2. ;I—Z&Vﬁé)\fm?ﬁﬂ, LI ML AN LI FNEE A E AN, L5 R 2 B B AN ER 17 [P A7 & 245
.

3. FHRAUREIR R, ZTRATUIRIFRASOT -
HAth
1 RBNTTRHIERE T R -
2. MR B BTN ANS O SR SR A, SO B S RPN ST

2.9.2 FAM UL
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CHAPTER 3

AREE A 4EFISCO BCOSPT 75 AL B Z2EMAL B - A FIE T 7E L L ERF — 554717 55 FUFISCO BCOSEL A
Y #BhH P EARFISCO BCOSHR B AR « H M4k X B FH S B O - AN & #1E

3.1 HEtHFISCO BCOSHK Bt il &

IR DAFE f B BEAHFISCO BCOSHE N il #1E - M LA ERE T E build_chain. shIATEAR A E—
%44 5 S AFISCO BCOSHE, LlUbuntu 16.04 64bit RETHFIHERAE -

R
o BRACDHXHEE EHIT AR, EERE WU A B .
o BERSHHAERIERD, Z%5XHE .
o RT3 BOER A “fisco-beos IS, 7ECentOS 7H1Ubuntu 16.04 64bit 2253 M1 -

3.1.1 RN

o« TRAKH

FHAEETLE build_chain.shilA{KE i Topenssl, curl, FHTNEHMIESZEE . & HCentOS,
B GLH Bapt BN yumBUTRI AT - macOSHUfTorew install openssl curlBH].

sudo apt install -y openssl curl

o QIEERIEH R

cd ~ && mkdir -p fisco && cd fisco

e F#build chain.shiR

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/v2.5.0/build_
—chain.sh && chmod u+x build_chain.sh

19
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TEfR:

o QUSRI h 4% 1] @ S B K 8] TE % T #ibuild_chain shfl A, &2 curl -LO https://gitee.com/FISCO-
BCOS/FISCO-BCOS/raw/master/tools/build_chain.sh & & chmod u+x build_chain.sh

3.1.2 B RAH4T SRR

fEfiscoH & N HUAT N M ¥8 &, A R — £ B OBE 447 5 AUFISCORE - E T R ML 28
f130300~30303, 20200~20203, 8545~8548%% VA # HH -

’bash build_chain.sh -1 "127.0.0.1:4" -p 30300,20200,8545 -v 2.5.0

A
o HA pi T8 AL IRYR T, 435l & p2p_port,channel_port,jsonrpc_port

M T & 2 W M 5 A M E OE O, v230 K & B Bt B Flisten_ipff 4
Fi¥jsonrpc_listen_ipFlchannel_listen_ip, {BASERE X listen_ipAIfENTINEE, EMIES % X B

o WETFFZFUAL, channel_listen_ipZHEELESE 0.0.0.0 , HTLEHEE, HRIEEFRILSMEIE
B, BRI R HRE, W N MIPELREE B MRIIP

S HITH I 2 HHALL completed. WRHITHES, 1K Enodes/build. log 3l HFH HIEIRE

J

2

Checking fisco-bcos binary...
Binary check passed.

Generating keys ...
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1

Generating configurations...
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1

[INFO] Execute the download_console.sh script in directory named by IP to get
—FISCO-BCOS console.
e.g. bash /home/ubuntu/fisco/nodes/127.0.0.1/download_console.sh

FISCO-BCOS Path : bin/fisco-bcos

[INFO]

[INFO] Start Port : 30300 20200 8545

[INFO] Server IP : 127.0.0.1:4

[INFO] Output Dir : /home/ubuntu/fisco/nodes

[INFO] CA Key Path : /home/ubuntu/fisco/nodes/cert/ca.key

[INFO] All completed. Files in /home/ubuntu/fisco/nodes

3.1.3 J53)FISCO BCOS##
s BRIFTET A

’bash nodes/127.0.0.1/start_all.sh

BRI SHEERLTEHANZEWB - &N iE# FAnetstat —an | grep tcpld & #l #8
f130300~30303, 20200~20203, 8545~8548% E7&# HH -
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try to start node0
try to start nodel
try to start node2
try to start node3
nodel start successfully
node2 start successfully
nodeO start successfully
node3 start successfully

3.1.4 KEHE
o BB HEEEE

’ps -ef | grep -v grep | grep fisco-bcos

WHENSERL AL, WRHEEECN e, WA R (—Boim 0w S HSE0)

fisco 5453 1 1 17:11 pts/0 00:00:02 /home/ubuntu/fisco/nodes/127.0.0.
—1/node0/../fisco-bcos -c config.ini
fisco 5459 1 1 17:11 pts/0 00:00:02 /home/ubuntu/fisco/nodes/127.0.0.
—1/nodel/../fisco-bcos -c config.ini
fisco 5464 1 1 17:11 pts/0 00:00:02 /home/ubuntu/fisco/nodes/127.0.0.
—1/node2/../fisco-bcos -c config.ini
fisco 5476 1 1 17:11 pts/0 00:00:02 /home/ubuntu/fisco/nodes/127.0.0.
—1/node3/../fisco-bcos -c config.ini

3.1.5 REHEHE
e WIN, BET AnodeOFEEERTTT S5

’tail -f nodes/127.0.0.1/node0/log/log* | grep connected

HRE A NEHE HEEEEE, WHH A LUE Hinode05 AN T AU HER -

info|2019-01-21 17:30:58.316769| [P2P] [Service] heartBeat, connected count=3
info|2019-01-21 17:31:08.316922| [P2P] [Service] heartBeat,connected count=3
info|2019-01-21 17:31:18.317105| [P2P] [Service] heartBeat, connected count=3

s T T EES, RERERAIR

tail -f nodes/127.0.0.1/node0/log/logx | grep +++

EREERESMER H ++++Generating seal, F#AALIFRIER -

info|2019-01-21 17:23:32.576197]

—~[g:1] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++Generating seal on,blkNum=1, tx=0,
—myIdx=2,hash=13dcd2da...

info|2019-01-21 17:23:36.592280]

—~[g:1] [p:264] [CONSENSUS] [ SEALER] ++++++++++++++++Generating seal on,blkNum=1, tx=0,
—myIdx=2,hash=31d21lab7...

info|2019-01-21 17:23:40.612241]

—~[g:1] [p:264] [CONSENSUS] [ SEALER] ++++++++++++++++Generating seal on,blkNum=1, tx=0,
—myIdx=2,hash=49d0e830...

3.2 BLE M fEHEH G

TE#E ] 5 18 7T Web3SDKBE H2FISCO BCOST &1, LI E WX HEEIRA - TBAHASNEINEE, seph
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R BIIRENGEE . EHEESHANES 55X -

3.2.1 HERHKIS

o Javalf IR E
22 Javal MR K .
o PREUE R & H B 2lfisco H 3R

cd ~/fisco && curl -LO https://github.com/FISCO-BCOS/console/releases/download/vl.
<0.10/download_console.sh && bash download_console.sh

HEf#:

o TN SRR R P45 1)@ S BRI [B] T T, 1B E B ed ~/ffisco && curl -LO https://gitee.com/FISCO-
BCOS/console/raw/master/tools/download_console.sh

o UL G BCE S
i RSB SR O, IER S A 20200 AT SO0 R A channledi [ o

cp —n console/conf/applicationContext-sample.xml console/conf/applicationContext.
—xml

« BLEZEH S IUES

cp nodes/127.0.0.1/sdk/* console/conf/

3.2.2 F{EiEHE
=)

cd ~/fisco/console && bash start.sh

Bt N dME B R HB IR B E RS conf/applicationContext.xml HF 77 55 3k [ g & & 75 [
Welcome to FISCO BCOS console(1.0.3)!
Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.
| \ \ / \/ \/ \ | N/ \/ .
| $$S5S5S555 \$5SSS55 1 $SSSSS\ $S8S8S55\ 1 $S55555\ | $SSSSSSSNI $SSSSS\| $8888
<SS\ 585555\
| SS__ [ 85 ] —\$51 $9 \$S1 SS | SS9 | _/ $$1 88 \$S1 S5 | S
1 __\3$s
[ $$ \ | $$ \$$ \ | s$3 [ $S | S8 | $% SSI1 oSS [ 8S 1 8
=5 \$$ \
| 55558 | $$ _\$355SSS\| s$9 _ 1 $$ | $s | $$55$S55\1 S5 1 ss 13
EAVEEEETAN
| $S PSS NI $s1 oss_/ NI SS__/ SS | SS__/ $S1 sS__/ \I $5_/ S
R I W
| $$ | 55\ \$s 55 \$$ 55 \$$ $9 | $% 55 \$$ 55 \$$ $
=5 \$$ $$
\$s \$55555  \$5555$ \$5555$ \$55558 \CEEEEER \$5555$ \$555$
8 \$5555$
(continues on next page)
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EHERERM, 2% M. JavaSDKEZNIEIIZ R

3.2.3 S GRIER

# REUE i A
[group:1]> getNodeVersion
{
"Build Time":"20200619 06:32:10",
"Build Type":"Linux/clang/Release",
"Chain Id":"1",
"FISCO-BCOS Version":"2.5.0",
"Git Branch":"HEAD",
"Git Commit Hash":"72c6d770e5cf0£f4197162d0e26005ec03d30fcfe",
"Supported Version":"2.5.0"

}

# FRECTT HEEEEE B
[group:1]> getPeers
[

"IPAndPort":"127.0.0.1:49948",
"NodeID":
—"b5872ef£0569903d71330ab7bc85c5a8be03e80b70746ec33cafe27cc4f6£8a71£f8c84£d8af9d7912

‘—’"l
"Topic":[]
b
{
"IPAndPort":"127.0.0.1:49940",
"NodeID":
—"912126291183b673¢c537153¢cf19pbf5512d5355d8edea7864496c257630d01103d89%ae26d17740daeb

‘—’"l
"Topic":[]
}I
{
"IPAndPort":"127.0.0.1:49932",
"NodeID":
—"db75abl6ed7afa966447c403ca25878532370b0d9f942babfa551dc67ed6822d88dallaleddad9b5lae

"
",

"Topic":[]

rb5bal068901fe

d20cbc645c9a

afb8c64e9d20

3.3 #E M FHelloWorld &%)

3.3.1 HelloWorld &%y

HelloWorld &AM M LD, S HlEget () Flset (), HTFHREVKE 8L Ename . GANEWT:

pragma solidity 70.4.24;

contract HelloWorld {
string name;

function HelloWorld() {

(continues on next page)
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&L

name = "Hello, World!";

}

function get () constant returns(string) {
return name;

}

function set (string n) {
name = n;

}

3.3.2 EZHelloWorld &2

NT AR REARL, HelloWorld& A CAENE TEHEGF, L TEH A HF Fcontracts/
solidity/HelloWorld.sol, &% R4 EERIA .

# EEHIERALLTES HE I NLR E A2k
[group:1]> deploy HelloWorld
contract address:0xb3c223fc0bf6646959f254ac4ed4a77e355b50a344

3.3.3 §HHelloWorld &%)

# BEAFRE
[group:1]> getBlockNumber
1

# A getH O KR name® & ALK AR deployFa 4R B AL
[group.l]> call HelloWorld 0xb3c223fc0bf6646959f254acd4eda7e355b50a344 get
Hello, World!

# WELARRE, REAZ, EHHgectE O AHEBKARE
[group:1]> getBlockNumber

1

# A seti® B name

[group:1]> call HelloWorld 0xb3c223fcO0bf6646959f254acd4eda7e355b50a344 set "Hello,
—FISCO BCOS"

0x21dca087cb3ed44f44f9p882071ecbecfcb500361cad36a52d39900ea359d0895

# HIREERLHIHRE, REENFEREHR, KRS EER
[group:1]> getBlockNumber

2

# W getBE AR M nameZT &, KEIR EREGERL
[group.1}> call HelloWorld 0xb3c223fc0bf6646959f254acd4eda7e355b50a344 get
Hello, FISCO BCOS

# IBHESIG
[group:1]> quit

&
EREA LA AT LUIT deployByCNS T4, TH?E%%E%E’JA?’JJ%ELZIK? R S%X
2. WHEYE callByCNSi4Y, FRAARSHEIX
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cHAPTER 4

2

AT/ B FIFISCO BCOSHRIE L FIF Z DAppHIZE AR MM R AV O &« IR, FALRAE T
TV I LR E R TR AR R -

4.1 FLEBL

XIRBER D MR H AR — T TR, AFR R KRB RS, Wi KA L
PATRRE N - RECENIEREARFRIRAE, AT AE .

4.1.1 XM A

X REE (blockchain) RZELFFM 2 EREM— S, EF A XTI INC CHEEEES
AblockchainfJHE&:, T2 Phchain of block ik —FhHEIELEM -

Chain of blocksZ i I X HIEIL MG (hash) EREXA— SR BESN A AVEERALT 0. DXCERBEN R H
ZIWEARL XA S, HEFE X Pehain of blockBUIELET , TR — A AT E A AR AR ZR & BOR
QI -

X ERBERAE —MAEN S EEASE N, Sl BRI RIE RN, AR OhiE « XELLE BN AT B s bk
AEELET, SSIAIE A ERGER A - FRONGE A A0 . BORZEM £, XKIRBER M A2 5
DAREENE - REESCEIRSE - A AR . HREE . BRI . HRE . BREANESMERER
AR IR AR B AR AR T 2% -

XEREERARFAEREIRT LR T, A G 713k HINBE . SUIIRIR - (R E 3 IR 2470
KA ROR I RTE, B EEORMEN B Z A AES, KREERORFI R AT
SEftE, FISCO BCOS[XIREEJR/ZF & X REEROREA b, LIERT 204 . 1EaE . "R . ZAE .
FEAAGRIT . SRR ESE T HIIAES, MLRESKEALE, FREHZ5 . FiEDE . To T HE

HEHTHHE -

LN

MAR A B, ATEEIKS - RHTKERE, FrRiclk. Xk BEEEDE . €2 51F
i, ZNSEHHEIFREFAILZE 0 KA B D2 msikR, DUEREEAXR, s
TERR, PRIEB S AL %4 . T XHREEE & SO A T AU ZIRA B — Mo 080K, 8
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WBER R XREGR LA« £ 77 HRNLH - BEESLY . FIREFES —RIIEORFFEIER, Arsesl—
B A BHETE - LUEHFLEMRHE TR .

KA BESHERNEFXR, 25, KF, HFRE-
X R

XL R JOFAD R RIRRSGH,  XREEAYEE— D XERFION“BIH R (genesis block) , JREEAERHIX
BRA<RERR, B RREER B, XA ST AR — XA hash(E 8, HhashBEIAHMA
DX R BB 2B OME— HORURTESL, TR A ARSI R BEIRSE Y, B J9“Blockchain™HI B [XIREE . 1§
TIRBRES ¥, SEE ERIER A AR E R, FLEMIAIE, R BEER— A KRB EE—
MR, M SEEANREERIE N ET, MMESPIRA SRS -

— D XREEABIRLE T KR AN KR, K& XREE, hash HIRBEZFS - IRERRE—
EEAGE, XKRERAS MR HEERIIRCEMHERNEER, RIEL IR, BADXRE
KNEHIAE, BEIIMSEHEERNR, —BAZKK, EIM~JLMT T ZH .

25

THAINNE—B A ER B RGAEREGE, ATHEASY, WHANED, P Ed Fi,
DINEHE, #TMEREHSE, THRNEABIESWaFEARE, B3E, ZT5HEFESE . AL
BN, HECHRHARTS%E%, KixFH F (G#idsendRawTransactionF 8 1) |, HEZ T A
AL H O, HUTH R RE GRS, MR HTEEPRESEIE, RERTHITEIIX SR,
REEIE— R RAE, 2SN, SIARR SN N E R T ESMERM—20E -

WEE A S INAAR L S B H B (receipt) 24, I G —— TN BHRFEXFE, HTHRGE L
ST RAERPEEWNGERE . HE . HERgasE25 . AP UFHAZ Fhashfe B EIH, AIER
Zy TR -

MGEAIE RIS, &G —F R0, BT D5, 7 SWENE KRG S RIEE R T
SHEGFPRSE BEFRE, HASEIERINAILRME, WS FEENEE s -

ik 7

R PRI R RN, X PR REER . WAL L

ERAARDARARMXRERGE, HAQE—DNARAY, LidhashFEH A RGE] — 1 IE— 1R
ak s, REXPHPRKS, AP HZAAE X MR BRIk A ERE BN —E B X R
Tt e, TR A NV EE AR LORdE, XA K 2 bRy <o Rk = -

WEREELAN, — MERESAWEIEE, EHERE T ME—fibht, WOV ENIKE, FREX
AARPRENL - It HICRS - OIS EIRRSISE - BREaLsimdiEd, Sl X Pk — it
HACES, RIEIRSEGE RG] 07 i TR S 68 B M AVEUE, RIGZITE RREE S A FUIRES A
i, ER SIS RRPRSEIERS) - BRESLNHERN, RERFEH K B LREA, FHE
BERTR, —BAZEEBRZ SR FSE R -

AR

FISCO BCOS KA “M FEA 3t RIBR | XERFIE 5 B A5, b2 H —RIRFEREEESLNBTT
CERMFREZ R - BRESAPUT IR ERPREEE, L RWLHEIN, SHRREERT AL,
TEeR—2, AR, BT LRy R -

WS B FTEAE, (5 XIREE LA IR AFEE 80E, B kP EEWRESE, &
TR, EAEEYIBITEREFMERMAIEE, BRESLPIUTE R & MR R — L
5iz8, AEMEIRI S LR T &R -

fES %)
e
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H— A, EPPRESEIETRE A A DR, BERNFSLalT, IWSEIEESFEEIK, IWRHE
AREBIRSS AR RER (Patricia Tree) , RASEIRHIMAE 20— K, RIE\EAFKIZRTFE,
AAPIRASEERA TR L, BRI AREIE CESE TR, D EERIRTRERR -

SR

AN HLR KR BEGUR AR O, TR, RIXREE - XERBEE N — D AURGE, AT LLEANFE R
REFRZE5TE . KFEIEZSPITERE, HEIARLITRELER . EXEREEE - EAMEENS
SEEREERR, FRE-ZME, FEENERERE, TSR SERERE, Fragr s
Gbr AR -

E=

T

TR T XIRBE RGP R RENE, A XEREE R L% B pOTH BL, AT AR — i q e RS 53| [XR
BERGM GRS - PHIZE - BERRIE, BEMRFEXER . 225 . IREFEIE, HFxE iRt s
SEPEAIEAE ERAE O o TR AIPRRR I ARSI, A — B ME—INodelD, LLRIEELEM 45 L AME
—

RIS RS 5REMBIRGFR, A0 IR S ANEY 5. IR RS2 528D R0
R, HOVEIKRE TR - HOVRIEERIEX R USERIGRITRE . WETAASE5HR, P, o
FPREFFORAE, AT UBOY R AR S5 B 1R AR SS

LRE

\

ARSI BB R A0 L% L R R
LORHAERDS RGP EFIEKNOAE, #Mleader & —IKICHK -
2. ZHERMAATENIANGRESNE L, HTLRERIEE, K Leader’s H HICIK -
3. B BIERIS MM —EENME, RIETEZ 58 BRI S REE— 20, ToH -

[X R B8 AT LR SR BEVEE A BEE A TA/EEIER  (Proof of Work) &R 1ERH  (Proof of Stake) |
ZHEMN R UEBA  (Delegated Proof of Stake) , LB HEH A A0 SE F 145 5 2 2585 S 1HPBFT  (Practical
Byzantine Fault Tolerance) , Raft%, 7 7h—SLFiiat a0 R B 2 R LECL A 2SR _EiR JL R
BEHAITENAS, DIIGEL S GEFE LU EREFI RIS n] & -

FISCO BCOSHIRIEHUR FAR LA BT, FISCRrE2MILIREE, SR EIEPBFTHIRaft, JFE0H 274
SEINEE R, o B R AR

BREA AT 19955 HINick Szabo B R 1, 15 LIKUFEUE LHIRE B ahBUIT R &4y, Bt
BWESNLARTENREEI, RNARESSTERE, BEEatV@LIIRR LS, e s
AT, HEERAREHTIA -

FISCO BCOS;z FIA R A AU T B =B - MNE SCMNMERCH, AT LA 2 REE - 22
1R RREESE

BREA LI R &, JF& R ERE 21T, R B HESE LA P 0E -

FEANGREFEFK, #TEFREGIREBNRE, KiE, Bollid. O9FLESITE
Fhsolidity,C++,java,go,javascriptrust , 155 PR IEF & IUWLAR M E - £ EENE, R
B ETE S A mEEE b, i RBERING, SYESUF SRS -
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HEAFEEFANS, BELLTFLBEENPIR, LAPRGY, FRSANSE - DHitatm
WAL REE], HAREREIA G BRE 2T (H & 2B O U7 R] H A& 29 BLARTERIEL
¥, BRI BT R R T O H SRR IR R A AR R, RESER RO BT T
NELIRFEIRR R 20, FEIRFS LM, A LSS EsEE, milkSsHEEAS RN
AR;, HAT AL BT R A )RR S 2 RIS

WP IHENHANEREERSONITERYE, RRRFHEREER TR, Za LM F HHEHEA -

BREA LRI
NIRRT RS, KREAGUAF A HIE - T PUTITEYUCE R GIRSAITSS, SO

fiE
NENIER . SUIRETEER, MoFERRE, KEAMBELHRSLHZEXRERS L, HELS
HIEEE, ARABENDE— IR SR HCE, SRS IS EA
Ja . EAPLHITER NS LA R MBI INT, HFRbiTER.

g et . FSUM—-SERXRERSG R, BUNNEFDERE, FBESLIFEILE . R
[B] - ARSI RS MRERRES BN IA R, BT LURPUERRBEARA, DRIEEARF T A
ER—=ANIE SR — & LRI TR SR — B, TR T2 .

LRTTAT R ALLE A FEEVM, 2 HDocker, WebAssemblyZs, FISCO BCOS i SR B 5% F
Bt BEETFHZRRX T ZVGRRIEVM, H &SRR L IR -

KR 5E&

B RALFIE R 2 & BT BAL USRI 2 S &, BBee R R Z AR B R (1912~1954) 2 H 19 —Fhah
SOTREA, S| REIXREESUN, RS L SR - BbiL - 1830 . AP e R, IR MR
RENEIY . TP - EMERNEERLHERE S, 2T —ERm M SRS - IRE . 0%, X
BEARESCRFEE 2R HL S5 A 2 s R IT, 5 A SRR BRI B A T X 5 -

20144 5 MM X SR 2 TR R BRI REA YN, FIEXHE A B s miEr:, 7EX ek
A EASE (L AR, MLIEDR, "LHEMISE, ZeMS) Eitb, IS EE — gl %%
AN SHY, ZEFEEEY) (The Ricardian Contract) , 7] LUFEFE L&) SEH -

EARPITIE T BB E LRI, RIAIRTAZ 72 5 2 e R BR AR [A] 2 DA R R B A\ 1R, 9 45 AR
7, B B —T, —PaNEEMEE, EPOARNES TS LB T, mRI a2
DIEBRVEER, BUERE TRESFER BN A RABTIR - P USALIRN R A0 2 X SR A B 1 R SE it
BR AR — D EEREA -

4.1.2 BB ST

Pk BOE R XCIREER Ry A HE, BXRARE, AVEBE. ANEREEITE NECA] LIBER a2 5 52 2
EAZES5HEE; AR IR W—MWE—DERAN) e, AELREEMEANEE K8
BEEH RIEL D EMIAM— BRI, SR T SRR, S EIHREEE, 1 ABKEEEERAK
S RERE, — B0 S AT kIR - IEROVEHEANLE], T R EEE td 5 g o v T -
FIONBERRRBEMNAEREE - A~ 28 - XHENRTHRAMS HEE, 755 EARIER LRAPUIR T E R,
R T — R IPBFTS: 2 T £ 75 Z R RIE IR FE A FRNLE], AR HAPOWIZT FI = BERENLH], ML AL
TRARNS I, RSN  HHE—BEMBEEN - AR BT AR AT Lt T Rigp i -
BREBEAE AR KRBEEOR LSRR, & SEREA R Z0RE, MARE - SNBSS R, W
SRl FE S DUCREMSEAREFE R AL S5 - BREBEARRZE, MR T L S5-a R E LS5 0, i
[ R AT MVl A FR R T 1)

e
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PERETETR

Bt R R TEE BEFE R B LAY TPS (Transaction Per Second) , B R EFPEEAL TR FFHIAFIAL 5
B, TPSHE, ThEREMS o XHEEATURITERRFEPRER T TPSZAb, B TIARTIE, MG R/ NE

BRI SER TR 5 50 AR B KR BE 28 )5, 50 BE - B MIRE—RIIREE . SIBRIART B F RS
B, A0 LR RS — D XRFE100 8, R AMAMRIIAT Zo N X, Bl—4/Nif - SRAPBFTHRIAR
W, ATMER AR, — BB B RATEN, HiEa e lsHR.

W L& AR 7 ORI — € OTPSHIBRIAR SRR T, BESCRF £ D HRT G it fA] TAE - b —BoA R
HMIPBFTIGRBNAMN R SE, T RMBAEENAL, A e SETPS N, FAREEn. Bk H
T BENLECR RS R C KA R RN, 7T DABGEX A R -

HREMEAL

PERERIIEALE P T7 1,16 L5 /E  (Scale up) FISFATH /& (Scale out) - il EFRIRAER PR A BEIREAL
P RCE, WAGRAGHEGES), IR EAUERRE, RO RS . AT BiE R 5
EE RIFRIATY g, TRCRHS A - 2 RETFURBARBIAF « WSSTRAALHE, H25E SN
MEEBER, MEEAREE ZHIEK -

PERETEPRAIBIE ARG, BEPFECEINCPU - INTF - FRRERURS - SR SRR UIMHSC, HREETPSHIHEN,
NEFEERNET RN, FEEEHRE -

Zatk

ZRVERNMRERRTES, THEMEENHRAMG ELZ T 25X IERS . ERGZEE, HERITEM
BUL - AGBIE - BORBINAMIRE R, AL S5 2 10 7 B TR R - B ER . RS ENEE
RCH BT 0K~ FEALHIR 5 5 (W] -

G RESEREAROER, FEFLZSENDTRR, REZZEE, 2EMZ20T, e
BRI, R 2T HRESE, WFES5ENT LR, RERMZ4E .

HEADLH

HEANLFIFRETC I ZIIE RN NHEFIIMABEZ BT, FEB LS HHAR - BRAME, BURATEAR
W, FREEHETREEZE, AR EEHRTIE, RERET S FEET A
2, NS FEMHIAR DI AT AT SV ARH - NSRS, YU A ARKEEHEEICE
BE R AT REAE BARSS B, B ER— U017 AT LUEMIZINLAFIA .

R F2

B BE AN PR R AS[F] N G35 & FBURR A FIEGR 1L 5 i H], 4l m] LB S A48 E - 249N
AR VER . XBREIERE - RESEOH MBI TS BESAERBIR, RIELSFTFE, @a]InA
B 2 A PRI 1 A

WRSE D BLA A BT, Rl A A AT A A R PR 15 A3 #] (Role-Based Access Control) i, —~
SERIT R A NZEEHE, RHRIEN, NHAAE, sHEME, WEH, B TMAEIE] L
RIETREADZER, TEOENRESRERES:, fLURESSFEFITELALT, AL S%E
A ERRRE AT .

REAL LRI

ET XREEIE AL S5 R BRE S 5 5 H0 AL AR REE, DIERRAEAIGE, 2RI LER
B, PUMAE B OB EE 2, BB E R D ABERREFA R BIES T, DA AR
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AITFsR A H 23858 - anfirxr 32 BRI R TR, DU ER Ra B R MIREA, & —
RE A -

BRAACRITE SC DN E B, BORAEME RGTT RV SH, BE R/ MR, BURFEIRAEN, R
HOMSCER - frhE - A S KR - MBR - ME 24 am AR EHE, @ 0 FEEMNSUEEBE, ER
Bl S REREME, SINBEZARIMETT, NELEPHEFRITHTER.
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Yy 2R

XM EZH TR R AU, YRR A RE M B )R T B, YE R R A e EA
ENZ5EEMSBERLE, AZS5HEHENS5EEMS LA GEERE, AKHRmEHE— 15T
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R 5 (RSB ABIR BT, 554 T BLBICEIAN F E 6005008, (MBS - BUR Bl anas
ERRTE B I 5 % A IR - (RSB HAMNEIE, FrasI i RIRS R s # AR
P T8 5 I T RE RS

KR R UM RO BE, W1 LUR AW BRSO SR, MRVE A gl A ) T e - AE D A RRACR TR 2L
FFAE R OBUR |, o B SRS AT R AR 0 B R 8 R B R AN [ R

YR
B L 3

SR HEEW R Z 2 5T A TIE, BUIHLH, ZaizE, WEHITE—-RINMRE, ZORHEA
Z5HHTHAN, TIEREE, W RIT 2 hadEd R, DURREWSHEEEM, Wafhe ettt
Q%ﬁ@%?%%ﬁ%ﬁ&%ﬁﬁoﬁﬁﬁﬁ@,%%ﬂ%ﬁ%%ﬂ%ﬂﬁﬁ%%%ﬁﬁ&ﬁﬁ#ﬁ@
7o

— M ERREER S BRI R XS 5 R HERRER R &, LRI, RIS RF IR
ELAMARMPEES, MELEYATTA, FENMS52EEHE, RS 5XHTha%, X
AR S LSS E BN RGEUE, ZRSMBEEVI ] EE —EE AR, ks M.
NRBATHEARE, HAEHHRSHRN, RIEFLAEHRE, @t T mEaEa LN, 21T
NSRlE, ik EE, WSHEE, ERIETRGIREE, ZRSNTRDRE T RS-

R SSEIREIHIRRER L, &5 5 HREMMAT S0 S XESE, A% 5 . 8RR
e, WRREERTEERCR, (IS5 0IFT, RG2S e R T IRE -

REFRE

FE— P XREE RGN REUP IR GG IRIE M BTIREAEARSS A - %% . NFF - BEETPAESE, dEITERsE
Ao B GRS ERIE RS . Thl M 48m DRI RS - A SR« 7B (A BCss, R REE — it
HIPLBAT I ELE MRS T, R HETXIRERRNIE, AFEIMREE . 2RSSR E,
HEECES, #FZ A EREE, EFTAMARE . wmOLI . HRS5HIIRSE, BrmilT
THREE, 6O#FEHR S SDKF, X MEIRAEFFLAT, MAFERMATANEESE, RESH N
PEASE - A - BCERIESS, SEENIREZR . BBNRE, AT BRI -

QAfARE LA PRI AN N, (EA AN SRR G, PRE, AR5 e, BIRAAR, FEMUT
JUAEEATEE: EHIE, WWELBREEFG, FRRRIERS . KBESIR . ST BAEMEA
B AR SRR AR (R L, XSTRANMSE, ER-Far M, KiEs . J NRiTHERk
55, dockerSs 75 FUAR AT LA B A X RERIPRIEIL T 5

WG, WEEREMIAEA, MAKREVIERNE . BCEMARRRE, RUERENE, H3hHERNT
B, EEEREATEREEZAY, WARRJUPRENTLEITEMRIT /R . L8 iTiosk .
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FISCO BCOSHE# B ALME A& Ui R0, Rt T —uREnyan 17, BT 48 PR sE @ T & i Ef
i, REAWHIER TR, mRZVMKSHENS R, RIFOETEN . MAESLECE, FHMAX
WRES, ETFE b2 [AIPhE TR . Sl PREsR BRI, 0 & 15 X HREE R (R 4E R 2 JL o B
B/ N LU -

HaminsE

XEREESRVIRUR 2 ZI0E, [ RICRALEM, & WA S NOIER DK, PrE iR # & RIF AP E
MZ5THAE BT EZN) |, SENESRERERIK, FERK, THEEAREBERSGRE,
E—ENRZE, —BOFEETRELTERNESE, MERFHENARRE, S raEtaett, £
BRI AR, ATREME IR LRI MR A XS, BT DR EAE R IA BT AT 50 -
HRIaEEZRILD RN JENER, PR, ofsfrtE . mmEEREgayfo-

X B BGRI AR AVEEE, R SHRSEREANE—EY, a1 ERHEEATES 5%
L EANTNE, (HRORAEN AT LA suT BB ABR AR B, 2 B FT B P IERRE SR LU S5 R
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KRR FFS RALSS, AP RE S FIFFIER RS, T LER AFERHE RS, 2B FERE
DX, BMEHSXEMILKFEERE, JURE—EFEMEHE, HEIREN LR, NESEEL %
TREINHTI TS - 2 KERIBOT ERE B RARDL, RS LA SIS .

ERBIRHBIRAFTT &, BIRMERNA, PR EIRIF IS, T T RiEEIERL

%5

BYE IR

(X SRS RN TREAIEATIBH LA AV RS — B0, R TS S PE fE R A ERRUE AR
SR N GATR TR, AT GEFE 0 TR SRR LA B [ B R TI R . B
B A, TGS R LUR R

SEUE BB MR E 2SR R, B SRR - SR . BEETAE .
EHWENR, HRS5ELSLHT, ORRERERLARSZ2RASHOE PR, L5
3

FOSETTRT, A KRG A RE TR U, X R MRR A TP, 4 Il
R AR, (T IRAEIORRS, MR

WS RO T TIPSR R WICPU AT B« FRGEP 7 o7 BRI « REARIONTAL 4 E BRI S -
(X HREE R GEM LRI BT - 20 5 BRI B, 60097 A B %

e 1 W A T AT VA 3 VR PR B VR P A %

WRE AR AT LU F R O TR, TR EIE M R TR, SR LR
BENRMBEH ISR . S8 ARKEEEE, RABBERENIETE, BFRSEL . BHE
B RS A

W
B [CRBEBORL S T SRR, FEERBERAT 6 LIRICORIE N6, BAKHEER

Gl B TARRIEM A SAT AR Z 5, BOnPEEe - JEIRE ST SRR 5 B if -

FTTHRE T ZE A T & XERBE R H T N - SRR EME MBS IR, FELUFHAHARTE,
P &Mk 55 T I B4 T AR A TS B B AT B
WEET O SEABIXRERG R, i@t & OMXRERGIEITRE, WEEARLHE

WEERHITHIT 0T, IREERRINLSHE, RIMSRF, Llm XL B & R ERIRMES, X
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FISCO BCOSTE M AN R%IT, Thiekn, it TEZ FmE BE S IT#T 735 .

4.2 FHEESE X EREEN H

ARER 2 — P ETFISCO BCOSKXREE M F MG FIF 2 2l e, NkSZHFofr, a0
BOTSEEL, RGBS G0 LU TR B B XREE, fJa /rdh— 1 N AR ESEEE, s i T5 it
I Web3SDK SEHG X HREE L& 2\ Wi FH 7 ] -

i?&%ﬁ%ﬁ?ﬁﬁ)ﬂ%&%Lmuﬁ%VE%i‘%, B &Javaft & B ARBRE, A FGradle TE, #4&Solidityi
2 o
E I ERE, RESTRIILLTRE:
1. R — LS5 R A S TR IE
2. QK Solidity & 2E5 (LAl JavaZt
3. WA PE & Web3SDK
4. g —RIH, HEEWeb3SDKE| M H T
. GnfAliE T Web3SDKEF A28 0, T fifWeb3SDKIA A 4448 1 Y[R 3
FAEH SRR G ) SE IR BRI, BT AR B B PRETF & B TR A -

W

HE: HSE 70U SEAFISCO BCOS XIRBERFEEAIZHI G BN B AR, AZREHHRIERORAL
SCRSFE R AIASE N T

4.2.1 7~ K
REREER IR BRI, AEMEsE XSk HEA S 2SS ER, K CE et —
B R P A &R, RS IILL TR

o RERSTER BREE L HT P

o REMESEIIR R P Rk

o B LUEF K P 7 4

4.2.2 5M&IT 552

FEXHREE EEATRATT &I, S5 ek SfRR, B Jomh ZuT e B A fE

BY, B ANTE BT
Y&, FEUCELA DRE R RE AL AN O, KRR A MR O EESKHL .

pedir attann
FISCO BCOS#& ML & 2CRUDFE A A1, Al LUET &A0IER, HXT QIR FIT M #RIE -
BRI AN TR BRI — MR E ARt _asset, URFEWOT:

o account: FHE, BEFMKF (string e AY)

« asset_value: 55/ & &M (uint256357!)

HraccountZ F 8, Hl#E(Et_asset BRI TR EL AT, XHBEREZ 58 F B A1 E F TR A0
Ko t_asset BB
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BT
W SBOT B, TR EM, &Ik, TiRThEE, MRIhEERE oW T:

// BB EH

function select (string account) public constant returns (int256, uint256)

// B

function register(string account, uint256 amount) public returns (int256)

/) B

function transfer(string from_asset_account, string to_asset_account, uint256
—amount) public returns (int256)

SEEEYRRY

pragma solidity 70.4.24;
import "./Table.sol";

contract Asset {
// event
event RegisterEvent (int256 ret, string account, uint256 asset_value);
event TransferEvent (int256 ret, string from_account, string to_account,
—uint256 amount) ;

constructor () public {
// PREREP O e _assetik

createTable () ;

function createTable () private {
TableFactory tf = TableFactory (0x1001);

// WEHR, key : account, field : asset_value
/71 BERE (R / B /

F A it [————— e /
// account / asset_value /
A e [————— /
//

// Al

tf.createTable ("t_asset", "account", "asset_value");

function openTable () private returns(Table) {
TableFactory tf = TableFactory (0x1001);
Table table = tf.openTable("t_asset");
return table;

/%
iR ARIEE K P R R A
ZH
account : HNKF
R )
A —: BRE0, MKPAFFAERE -1
SR FASENONER, B e
*/
function select (string account) public constant returns (int256, uint256) {
/7 AT
Table table = openTable();
// Hif

(continues on next page)
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(B2 7))

/%
iR
24

Entries entries = table.select (account, table.newCondition());
uint256 asset_value = 0;
if (0 == uint256(entries.size())) {
return (-1, asset_value);
} else {
Entry entry = entries.get (0);
return (0, uint256(entry.getlInt ("asset_value")));

B
account : %ﬁﬁm%Fj
amount : ﬁ%fréigﬁ

IR B H

*/

0 BEFEEMAT)
-1 WS O
-2 HAbEER

function register (string account, uint256 asset_value) public returns (int256) {

int256 ret_code = 0;
int256 ret= 0;

uint256 temp_asset_value = 0;

// B RS AE

(ret, temp_asset_value) = select (account);
if(ret '= 0) {

Table table = openTable();

Entry entry = table.newEntry();
entry.set ("account", account);
entry.set ("asset_value", int256(asset_value));

// A
int count = table.insert (account, entry);
if (count == 1) {
// R
ret_code = 0;
} else {
/7 KM TEANBREE H iR
ret_code = -2;
}
} else {
/7 WP EFAE
ret_code = -1;

emit RegisterEvent (ret_code, account, asset_value);

return ret_code;

/%

R - BTRE

ZH
from_account : E%i%ﬁﬁ¢MKFJ
to_account : Eﬂ] %Fm%)j
amount : &%%%Eﬁ

IR[EIE:

0 BEERRLI
-1 BB BIR P A
-2 BB IR A

(continues on next page)
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-3 BHUIN R
—4 R H
-5 HAEHR
*/
function transfer(string from_account, string to_account, uint256 amount)
—public returns (int256) {
// BER RSB
int ret_code = 0;
int256 ret = 0;
uint256 from_asset_value = 0;
uint256 to_asset_value = 0;

/) BRI RS AL ?

(ret, from_asset_value) = select (from_account);
if(ret '= 0) {
ret_code = -1;

/) R AR
emit TransferEvent (ret_code, from_account, to_account, amount);
return ret_code;

}

/) BEMRP B ?

(ret, to_asset_value) = select (to_account);
if(ret !'= 0) {
ret_code = -2;

/7 BN B P AN R
emit TransferEvent (ret_code, from_account, to_account, amount);
return ret_code;

if (from_asset_value < amount) {
ret_code = -3;
/7 R I S 2
emit TransferEvent (ret_code, from_account, to_account, amount);
return ret_code;

if (to_asset_value + amount < to_asset_value) {
ret_code = —4;
// RO P <A
emit TransferEvent (ret_code, from_account, to_account, amount);
return ret_code;

Table table = openTable();

Entry entry0 = table.newEntry();
entry0.set ("account", from_account);

entry0.set ("asset_value", int256(from_asset_value - amount));
// BRI
int count = table.update(from_account, entry0, table.newCondition());
if (count != 1) {
ret_code = -5;

/7 KM TEAPREE HoAEE R 2
emit TransferEvent (ret_code, from_account, to_account, amount);
return ret_code;

Entry entryl = table.newEntry();
entryl.set ("account", to_account);

(continues on next page)
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entryl.set ("asset_value", int256(to_asset_value + amount));

// BT

table.update (to_account, entryl, table.newCondition());

emit TransferEvent (ret_code, from_account, to_account, amount);

return ret_code;

}

#: Asset.sol BAIMSEIMFEES| AFISCO BCOSEMEA— T RSN HE O X Table. sol , Z RS
A A I O EHFISCO BCOSIEZ S « Mk &5 A AR B4 /ECRUDEE OB, HWFRESI AN ZEO &
A . Table.sol SAEHAE 25X H .

4.2.3 A YRIF
/N, BATRIBL ST RIETT T 6 asset . sol MBSO, AH T 52852, (HEJavalEF 7T
EE A Solidity 54Y, 75 E5E R Solidity &2 341 R JavaSUEF -

EHIGRME THRIFELER, AIliasset . sol BAIUHE#Econsole/contracts/solidity H¥ -
F|Fconsole H 3 T HtAso12 java. shI AR ToE, BIEWT.

# P3| fisco/console/HE

$ cd ~/fisco/console/

# WIEEY), FEEE— 1 JavallBAZE, v URIESCPRIN H BS54
$ ./sol2java.sh org.fisco.bcos.asset.contract

—

BITHIhZ G, FEFEconsole/contracts/sdk HFA M java « abiflbin %, W FA/R-

|-— abi # HEMiMabi HE, FilsolidityBPRiELER M abi 3HF

| | -— Asset.abi

| | -— Table.abi

|-— bin # EMMIbinHE, Filsolidity &Yt b n3 1

| | -— Asset.bin

| | -— Table.bin

|-— contracts # ﬁﬁisolidityﬁ?'ﬂf}gﬁgjiﬁi FREGRIFE AN ENZEET
| |-— Asset.sol # ¥Ul#KMAasset.sol &Y, KifiTable. sol

| |-— Table.sol # SEILRYGCRUDIEIERE N HE: D

|-— java # FHERIERAEEN Javas XX

| |-— org

| |-—fisco

| | ——bcos

| | ——asset

| | -——contract
| |--Asset.java # Asset.sol&HERMIMTava X fF
| |--Table.java # Table.sol&WAERMMTava i
|-— sol2java.sh

javaH & F 4 A Torg/fisco/bcos/asset/contract/E M2 H X, %Z H X T & HAsset.
javafTable. javafi M3, HAasset . javagJava HAHAsset . sol BATHFERI L -

Asset . javafEEREO:

package org.fisco.bcos.asset.contract;

public class Asset extends Contract {

// Asset.sol&?N transferfZHAER,

public RemoteCall<TransactionReceipt> transfer (String from_account, String to_
—account, BigInteger amount);

// Asset.sol&?N registerfZHAER,

(continues on next page)
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public RemoteCall<TransactionReceipt> register (String account, BigInteger,
—asset_value) ;

// Asset.sol&? selectiEHOHER

public RemoteCall<Tuple2<BigInteger, BigInteger>> select (String account);

// MEiassec &ML, EfiassetX %
public static Asset load(String contractAddress, Web3j web3j, Credentials_
—credentials, ContractGasProvider contractGasProvider);

// HEAssert.solE?, Hfiasset T H
public static RemoteCall<Asset> deploy (Web3j web3j, Credentials credentials,
—ContractGasProvider contractGasProvider) ;

}

H ' load 5 deploy B EUH T Assett 5, EA1HE 1 433 FH R F G B solidity & 293 M, 4 EH
ETX2ENE-

4.2.4 SDKH' &

FATRAE T — P Java TREIUA BT Z M, &Ik BUava TRIH

# B gava TR H L4966

$ cd ~

$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/asset-app.
—~tar.gz

# fREBE gaval B Hasset ~app H

$ tar -zxf asset-app.tar.gz

HEf#:

etn R E N M % oW @ T KN E L E TN &, FE R o -LO
https://www.fisco.com.cn/cdn/deps/tools/asset-app.tar.gz

asset-app i F f) H SR E5M 0

|-— build.gradle // gradleBtE X4

|-— gradle

| |-— wrapper

| |-— gradle-wrapper.jar // FAT FEGradle ItHR(CIBEIE

| | -— gradle-wrapper.properties // wrapperﬁ)ﬂ%ﬂ% FIRLEER., ttﬁﬂgradleﬁ‘]ﬁﬁz’x%fglﬁ
|-— gradlew // Linux@#FHUnix FHTFHITwrapperfidfishel 17

|-— gradlew.bat // Windows N THUTwrapperfid It FHIZA

|-— resources // ALY BRI
|-— applicationContext.xml // HWiHBELE X H
|-— contract.properties // THEERE-SLIMIbEAI SO
|-— log4ij.properties // HE&BEEXH

|-— src

| |—— main

| | |-— java

| | |-— org

| | |-— fisco

| | |-— bcos

| | |-— asset

| | |-- client // MEREFuAMAE
| | | -— AssetClient.java
| | |-— contract // WEJavaf?IR
| | |-— Asset.java

| |-— test

|

|

|

|

(continues on next page)
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| |-— contract //FFEilsolidity?AIXHF
| |-— Asset.sol

| |-— Table.sol
|

|

-— tool
|-— asset_run.sh // WHB{THIA

i H 5| AWeb3SDK

T H fbuild.gradle X 5| AWeb3SDK, AFEMBE - HEIAFTENEIT:

« Web3SDK5| A T LAY Asolidity i 1% 28 FH Fjarfl, I #Ebuild. gradle CAEFREANIN LUK K

repositories {
maven {
url "http: //maven.aliyun.com/nexus/content/groups/public/"
}
maven { url "https: //dl.bintray.com/ethereum/maven/" }
mavenCentral ()

* 5] AWeb3SDK jarfJ

compile ('org.fisco-bcos: web3sdk: 2.5.0")

B 5 BCE S

o XEREET SOEPACE
P8 DU RBETT 5305 LA SDKIE

# HEA~HE
# PEULT SRR R E R BEE
$ cd ~

$ cp fisco/nodes/127.0.0.1/sdk/* asset-app/src/test/resources/

* applicationContext.xml

R W B B AR % B Mjsonrpe_listen_ip127.0.0.18% #0.0.0.0, channel_port>%20200,
MapplicationContext .xmlBL B A HAMBI . HXRET SEERB NI, 7FEFFEMBE LA
HapplicationContext.xml, EMARIESFESDKH Y-

4.25 WVEH X%

FATEENA T WA B Cr951 B 5] A LU ELE Web3SDK, A5 /- 4B A @ i Javat2 F A A4, ]
FELURGBIA B E U - asset-app™il H A S RFIFCEERIE, AP UEREER, WENBZL
HKassetClient T 5 .
AssetClient.java: i1t YA FAasset. javaL N G A ME B S WA, B12/src/main/java/
org/fisco/bcos/asset/client, PG AR ZEFHIT -

o VR

WG AR 1) F 22T BE N 14385 Web3j 5 Credentials¥f 5, 3X 0 SAE QIR B B A& AR RO A &2
FH)deploy B load B £ A 75 ZLAH FH -
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// BEinitializePHITIIIAIN

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml");

Service service = context.getBean (Service.class);

service.run () ;

ChannelEthereumService channelEthereumService = new ChannelEthereumService () ;
channelEthereumService.setChannelService (service) ;

// WG web3 735

Web3j web3j = Web3j.build(channelEthereumService, 1);

// . credential shf%

Credentials credentials = Credentials.create (Keys.createEcKeyPair());

o M-SR S

A LLE F deploy 8 load MBI IR AL B AN 5, IE B RAR, MiEEHTIREESY, JFEE
BACERREH OIS LI -

// BREBAY

Asset asset = Asset.deploy(web3j, credentials, new StaticGasProvider (gasPrice,
—gasLimit)) .send () ;

// In#EAELInE

Asset asset = Asset.load(contractAddress, web3j, credentials, new_
—StaticGasProvider (gasPrice, gasLimit));

- FEOHHA
FER-E LR SR R O, AL LR [ S55R «

// selectiHH

Tuple2<BigInteger, BigInteger> result = asset.select (assetAccount) .send();

// registerf& A

TransactionReceipt receipt = asset.register (assetAccount, amount) .send();

// transferf[

TransactionReceipt receipt = asset.transfer (fromAssetAccount, toAssetAccount,

—amount) .send () ;

4.2.6 i&17
A D E AN BE X SR & R N M TE TSI T Thee, B TR LLEAIE, Wi
THRE RS IEH -

. ik

# PIEIIE H &

$ cd ~/asset—app
# JRiETH

$ ./gradlew build

RN, W ERE S T Raist B . distH 3 FE—asset_run. shlid . ELTHE
o BUEETFtE—— B A SO FHRK -

o IBAasset.sol G

# HAdist HE

$ cd dist

$ bash asset_run.sh deploy

Deploy Asset successfully, contract address is
—0xd09ad04220e40bb8666e885730c8c460091a4775
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$ bash asset_run.sh register Alice 100000

Register account suc« sfully => account: Alice, value: 100000
$ bash asset_run.sh register Bob 100000

Register account successfully => account: Bob, value: 100000

o TR~

$ bash asset_run.sh query Alice
account Alice, value 100000

$ bash asset_run.sh query Bob
account Bob, wvalue 100000

o BURR

$ bash asset_run.sh transfer Alice Bob 50000

Transfer succ sfully => from_account: Alice, to_account: Bob, amount: 50000
$ bash asset_run.sh query Alice

account Alice, value 50000

$ bash asset_run.sh query Bob

account Bob, wvalue 150000

Ba. 2=, BAES SN A, £89%1F, SDKELES VST AMET —1ETFISCO BCOSE X
HBERINF -
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58 FH = Mt

RERME TFISCO BCOSF A MIHEAFM, HHFMALFAFISCO BCOSF & & FhIhgefM H 7=
5.1 IR HUATRF

FA AT DL B RE LU AR — 77 2URBUFISCO BCOSFIHUTHET - #EFE M GitHub N 3 Fiidmis — il -
o B TRAEAER S HEERITISRIE SO, AT LIZEUbuntu 16.04F1CentOS 7.2 LA _ERRAGEAT -
o B 7R Mtdockerfi g, MGHAFF o docker-hubifiit
o RIERIFREATHUTIEY, BRI .

5.1.1 T #Ti%%i¥fisco-bcos

BT GES SEE B TSEERF . 7EUbunt 16.04F1CentOS 725 - 75 MRelease T F Bl % 1
HBG AT -

5.1.2 dockeriEfg

MV2.0.0MR AT 1R, FRATHR AL BN b A tagHIdocker i 15 o X7 R Fmasters> 3, M1 t1astest irEH]
% FLZHdockerbi S it S %X H .

build_chain.shfIAIEIN [ -, & BtdockerzUEBEADILRE, T A B TE - EHEZ 51X -

Hf#: build_chainshfI AN THRBE S H, Bifdockerfffl T ——network=host PWZ&IE=L, SEFRfEH+
Pl e R EARYE B M 4557 5 il 2GS -

5.1.3 JEiE9RIE

1


https://hub.docker.com/r/fiscoorg/fiscobcos
get_executable.html#id2
https://github.com/FISCO-BCOS/FISCO-BCOS/releases
https://hub.docker.com/r/fiscoorg/fiscobcos/tags
build_chain.html#id4
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HER: R FEE S THEETRERNAR, wEIETRE NEIKBUE, HREMNSGIE . ZM%
AN L BN, GisE IR 5-20 0 BN

FSICO-BCOS fif fil il FHCMake 3 RS A AT EF B IS, XEWRE TR EHERA 28 IERS L
VEIARIE H AL

1. ZEWETEMKIE (KT 7a)
2. MFISCO BCOSTELI&CHS -
3. 1&fTcmake £ UM I S H YR -

GREAKI
e Ubuntu
#EZFUbuntu 16.04LL ERARAS, 16.04LLF BIRRCANEE St sk, RIS 4w 3K T401F T B M 1ibssl -

sudo apt install -y g++ libssl-dev openssl cmake git build-essential autoconf
—~texinfo flex patch bison libgmp-dev

¢ CentOS
THEFF 15 FH CentOS7 LA _F AR A -

$ sudo yum install -y epel-release centos-release-scl
$ sudo yum install -y openssl-devel openssl cmake3 gcc-c++ git flex patch bison
—gmp-static devtoolset-7

¢ macOS

¥ xcode10LL FRRZAR o macOSHRIN A1, 225K M T Homebrew -

’brew install openssl git flex patch bison gmp

TLREACES

’git clone https://github.com/FISCO-BCOS/FISCO-BCOS.git

i i

PRI RE R AL FFISCO-BCOS/build/bin/fisco-bcos o

cd FISCO-BCOS

git checkout master

mkdir -p build && cd build

source /opt/rh/devtoolset-7/enable # CentOSIEPUTI TS, HAh AR5
Cent OSIH#H cmake3

cmake ..

= PEREALAS RIS IN — 5 400 FH 2Rz s g i

make

Uy e Uy o 0 0y O

R

o W B R W 4% R S B I A T VR R EOR B E 1 2 N heeps://gitee.com/FISCO-
BCOS/LargeFiles/tree/master/libs N%;, HAEFISCO-BCOS/deps/src/
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G IR T 4

o TESTS, Etiloff, BATCMIRLRIFIT K - i#idcmake -DTESTS=on . .FTIFEATCIMNERIT 5 .
DEMO, Etihoff, MEAREFRIFI X - i#iTcmake -DDEMO=on . .fJ FEICMEATT % -
TOOL, Bkiloff, T EFRFHIFFF K. jfifcmake -DTOOL=0on ..¥THF TEFX, RMAFISCOT

H rocksdbiE X T B -
» BUILD_STATIC, PKiloff, B &4mIFEH K, HFfUbuntu- i@ ifcmake -DBUILD_STATIC=on
CATHERSGRFE K -
o A2 BCIRRE SR -
# Z¥poxygen
$ sudo apt install -y doxygen graphviz
# RIS SR A AR SR AL T bui 1d/doc
$ make doc

5.2 fEH-ELSK

HfE: BT S SHHLEMS T - CPURINFRIR, RN THRIERS RS, —ailes EAH
HFEHELZ A -

NERERBHRT QEENRLE, TARRRESHAMESERR, AR CEREL S5 7 KA
R, SPHECE T AR -

E [ RREE [ FFLE
CPU | 1.5GHz | 2.4GHz

N7 | 1GB SGB
B | 1% 8%
o | 1IMb 10Mb

5.3 (FHIF &

e CentOS 7.2+
¢ Ubuntu 16.04
¢ macOS 10.14+

54 FA#EEILR

TE: JAERE T E build_chainfil & B ¥5 2 ik F P & P pf FHFISCO BCOS, *f T 48k 2% B FH &
ZFISCO BCOSIHES % izt E T H

FISCO BCOS#& fft Tbuild_chain.shifl A #f By B /7 B 3 % EFISCO BCOSHX B4 8% , 1% il A& BX A
MGitHub N imaster X HRFTUE TR FE Al PUTIR T R IR AIE R -
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5.4.1 BIZARTIRER A
e build_chain.shfIAFH TH#AE R —FKEEF T S RBCE S, AR T openss 1IFRIE AT
B E R D2 openssl 1.0. 2R BARAS « IR AGIRFS A7 FFISCO-BCOS/tools/build_chain.sh o

o PREEARGE AT UG A - LI TE € T A IPAELH - - £ hE i i — e e AL B0, SR
A 255 RFISCO BCOSHE - —1H- £ AR E — > HA A 3L47 -

o BVIEARER -1, -TIFR10g 5 FIDEBUG, p2pfRiREAIALENT 0.0.0.0-

W RETHEMER, p2pBRBGARITIPR 0.0.0.0, HTZ2%E, ERIEEIRILS MESHET,
B R VT, an N FIPEHT E A Sh R TP

5.4.2 #Bh

Usage:

-1 <IP list> [Required] "ipl:nodeNuml,ip2:nodeNum2" e.g:
—"192.168.0.1:2,192.168.0.2:3"

-f <IP list file> [Optional] split by line, every line_

—should be "ip:nodeNum agencyName groupList p2p_port,channel_port, jsonrpc_port".
—eqg "127.0.0.1:4 agencyl 1,2 30300,20200,8545"

-v <FISCO-BCOS binary version> Default is the latest v$S{default version}/

—e <FISCO-BCOS binary path> Default download fisco-bcos from GitHub.
—If set -e, use the binary at the specified location

-0 <Output Dir> Default ./nodes/

-p <Start Port> Default 30300,20200,8545 means p2p_port,,
—start from 30300, channel port from 20200, Jjsonrpc_port from 8545

—-g <List FISCO-BCOS releases> List FISCO-BCOS released versions

-1 <Host ip> Default 127.0.0.1. If set -i, listen 0.0.0.
‘*)O

—-s <DB type> Default rocksdb. Options can be rocksdb /
—mysqgl / scalable, rocksdb is recommended

—-d <docker mode> Default off. If set -d, build with docker

—-c <Consensus Algorithm> Default PBFT. Options can be pbft / raft /
—rpbft, pbft is recommended

—-C <Chain id> Default 1. Can set uint.

—-g <Generate guomi nodes> Default no

-z <Generate tar packet> Default no

-t <Cert config file> Default auto generate

-6 <Use ipvé6> Default no. If set -6, treat IP as IPv6

-k <The path of ca root> Default auto generate, the ca.crt and ca.

—key must in the path, if use intermediate the root.crt must in the path
—K <The path of sm crypto ca root> Default auto generate, the gmca.crt and_
—gmca.key must in the path, if use intermediate the gmroot.crt must in the path

-D <Use Deployment mode> Default false, If set -D, use deploy mode,,
—directory struct and make tar

-G <channel use sm crypto ssl> Default false, only works for guomi mode

—-X <Certificate expiration time> Default 36500 days

-T <Enable debug log> Default off. If set -T, enable debug log

-S <Enable statistics> Default off. If set -S, enable statistics

—-F <Disable log auto flush> Default on. If set -F, disable log auto,
—flush

-E <Enable free_storage_evm> Default off. If set —-E, enable free_
—storage_evm

-h Help

e.g
./build_chain.sh -1 "127.0.0.1:4"
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5.4.3 ETiH
15T

P18 2 B A BERIIPSI SR LURCRE DIP NI AL, LOES 70k - RAR e A B0 280 pions L 0 77
AECEICHE, HAEAT SR 05 BOA 303007 i583 . BT AR T R — LA FIfEA -

£35 T

+ FATRBEE SRR A, MIET 1 SR E L R E ] -

+ HATHE, TR R DIRSS, B 1P i NUuM AgencyName GroupList', AT N I H S A& 4
B, s NAEE T xx o

+ CIP:NUM FWLEsRIIpibik LUSOIZHLES DA™ S8 AgencyName® FRWlia4%, FT 8 EM#HAPIE
F o GroupList FRZATEMKT SFTERAE, Lo, 5%l Fla0°192.168.0.1:2 agencyl 1,2 K
Rip A 192.168.0. 1 FINLES FEBAT A, XN AE TV agencyl', BT grouplfgroup2 .

FEE—ARESCHNOIT, 8 I ETLAZH .

192.168.0.1:1 agencyl 1,2 30300,20200,8545
192.168.0.2:1 agencyl 1,2 30300,20200,8545
192.168.0.3:2 agencyl 1,3 30300,20200,8545
192.168.0.4:1 agency2 1 30300,20200,8545
192.168.0.5:1 agency3 2,3 30300,20200,8545
192.168.0.6:1 agency2 3 30300,20200,8545

B LR % Fipcont, MIFEA Nolan <@, FOREMEESM:, & HEHNHINDEBUG -

bash build_chain.sh -f ipconf -T

e Ti[Optional]

T8 E fisco-beos _HHITERZERE, MASK fisco-becosE N LIIPAZAIERT - NEE
BF, BXIAMGIitHub N #imasters X EHTH) 3 HIFEF -

# MGitHub & release i, A RN, 477 55

$ bash build_chain.sh -1 "127.0.0.1:4"

# {1 bin/fisco-bcos ], ARAH] 47T 5

$ bash build_chain.sh -1 "127.0.0.1:4" —-e bin/fisco-bcos

o1 Tji[Optional]

TEEEMMECE TR H % -

piETi[Optional]

TBET AR H, BT A= MRE, 5 5&p2p.channel jsonrpe (], 73# 1% 1, AR E =
¥ H e 7] NP EANR] T S BT i G i 2

# AT ASHIER 30300,20200,8545 F1°30301,20201, 8546 -
$ bash build_chain.sh -1 127.0.0.1:2 -p 30300,20200,8545

g Ti[Optional]

51| HFISCO BCOS E. 42 & A BT A 5 -
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vi&Tji[Optional]

F T 1& 7€ #5 #FISCO BCOSHY {3 A i — 3 i U ZS - build_chain® I\ N EiRelease I [HIfR HT IR A, &
BIZ LT T #2218 Eversionfl A H % Bconfig. inilit B XM # M [compatibility].
supported_version=${version} o i 5 [E] ﬁfff)ﬂ—eﬁ@?ﬁ, WJ@EE%[compatibility].
supported_version=${version} NRelease Il [ HHATHLAS -

4% i[Optional]

15 FH dockert& =X #% #FISCO BCOS, fff 1% & Wil AN A B kil , (HE SR P B Sl es &
docker MK B dockertXfR, BN F il AdockerfE4H - 1 A B FHUTW M4 Boh T A

$ ./start.sh

IR start.sh A B B0 S8 a 2 WTF

S docker run -d ——-rm —-name nodePath} -v nodePath/}:/data ——-network=host -w=/
—data fiscoorg/fiscobcos:latest -c config.ini

s i[Optional]

G5EEU, ZEChdbss, B FFrocksdb ~ mysql ~ external - scalable - 2K\ f# FHRocksDB -
* RocksDBHEZ(, 18 FHRocksDBE NG itk HE 1 -

. ?F/I};E?Lgﬁit i FIMySQLIE N JE sl 22, 19 5 B 7EMySQL, 75 Z7E R ZHini SO A e B 509
HRER -

« Externalt&=zX, FHMySQLIE N EimEEE, A Handb-—proxyiEHEIEE, BT SE
Famop GBS, T2 ERFHini B E topic/F & -

o scalablef®3, XIREFRFIRASEIEFEENFRIBIEE S, XREIRIRYEECE 7872 DIBR & v 24
f'IRocksDBSE I - MNTH FEAIF B KR T RE, L/ {# i scalablefSi -

ciTji[Optional]

BSEGET, SHEOIREERM . HEICFFPBFT « Raft- rPBFT - EAAILIHEEZEPBFT -
e PBFT: WE T RILIRBETEANPBET.
e Raft: WETRILIABETEARaf-
e rPBFT: WETHILIREIENPBFT-

ci%Ii[Optional]

F T 1 7€ $5 FEFISCO BCOSHY A BE FRIR o % B 1% % W 5 i F 2 80X Bconfig. inifit B X
Wllchain].id, ZXGLHEVIEEL, BOAREN-

# ZHEIRMR N 2
S bash build_chain.sh -1 127.0.0.1:2 -C 2

gk Tji[Optional]

TESHGETN, X BRI, 58 E B IFISCO BCOS - 5 F g Wik 23k — i Hilfisco-beos y 2%
R -
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z1%Tj[Optional]

TEBHOE, WEVIRTE, LT S et -

t 1% [Optional]

VIR T 48 8 AL AOIE P I AIE R E SO -

61%&Ti[Optional]

ORI R HIPvOlE s, T -

T [Optional]

TEBHCE, BWEKETIN, ET R A log A ADEBUG - logfXELE 2% X F «

k%I [Optional]

i P18 € R BEIE B AR AZ LA S HIES, SEIEERE, BiE T LM e cacrt/cakey, U
RETTEERIAPFUER R F Flca, AP TIEFHE B firoot.ert, AT EIUEFHE -

Ki%ETji[Optional]
E 2 A P4 € B IE B A AAVHS LA T S AIE R, SREERE, BETLIAE

fgmca.crt/gmcakey, WIS HTHEE FIFABHFIUE & H [Hlca, AP 4 B3R L7 E 8 Hhgmroot.crt, F
FER L UFPEE -

GiETi[Optional]

M2.5.07 G, EEEAT, HP A IEE T &5 5SDKEZE B HHEZSSL, X E M iET N chain.
sm_crypto_channel=true. EXIATT 5 5 SDK)channeliE 2 {# FHsecp256k 1 HIE S -

D% [Optional]

TEBHOEW, BB, LR AR H R4 9IP_P2PY: 1, BOA T A NI RIS S -

E%ETji[Optional]

TSEGET, & EZIRTN, 5 Free Storage Gastiz, BRIAKHFree Storage Gastizt

5.4.4 T S HHA LM

o cert 3 PFR T AFCBE FHRAE B AL UES -

. L)ijgfﬁ%E’\Di#?%?ﬁﬁ%ﬁﬂﬁ%%%@?ﬁ%ﬁ*ﬁ%EEE~ fisco-bcosA[HUTHEF « SDKHT T HIIE
Ff-

o BAIPIUF RN fnode« 3R N EMET ST R BB E UM - Hficonfig. ini B H A ERD
&, confHRTHFMHIES CHMBEMEREE - BEXHFEE, B2HXE. 80T AT LR
ftstart . shfllstop.shliZR, AT BEEIFELT H .

o BNIPIHFR TR B start_all. shflstop_all.shli MR T8 shAE (LT E 17 5 -
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nodes/

— 127.

| |

5 sprE % ssLithz
| |

| |

| |

| |

|

0.0.1
fisco-bcos # _iFHITEF
node0 # TR0 AR
| — conf # BCESHER
ca.crt # BEIRIEP
group.l.genesis # FFALIWIUAMLELE 12 CHEANA] B2
group.l.ini # #FALIMCE IR
node.crt # TALIETP
node.key # 11 iFAEH
node.nodeid # Tiid, NERI16EHHIFER
— config.ini # TEFEE N, WEWIIP . bHE
—— start.sh # B#HA, HTEIIT A
L— stop.sh # IR, FHTEIET A
nodel # 7RI HR

sdk # SDKST H sSLiEREALE

| — ca.crt # SSLIEHRIED

— sdk.crt # SSLiEfZUEP

L — sdk.key # SSLiERIERFEH

F— om # spRSTRE®SSLERIE, TE: ERETRXRENSEN A 2ERZER, BTHA

gmca.crt # ESSLIEEMRIET
gmensdk.crt # [E%SSIEHINEUE
gmensdk.key # [E% SsIEHINEUEFAH
gmsdk.crt # [EHESSIEEZEAUED
gmsdk.key # [E&SSLIERE LUV

— cert # UEPFE

agency # HUFIEF 5
agency.crt # HUIETD
— agency.key # PR
— agency.srl

— ca—agency.crt

—— ca.crt

L— cert.cnf

ca.crt # BEUED

ca.key # HEFAEH

ca.srl

cert.cnf

4.5 T ERAK
448 Fbuild_chain.sh4E AL -

start_all.sh

IEEEE]

HXTHET A -

stop_all.sh

{1 =R H X MR T A -
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download_console.sh

F#kconsole HHIZ -
o VIETISCRF N #iF8 € U console
o £EI1 B NACE T # A console FIE T Fl

download_bin.sh

T FN#ifisco-beos it HIFEF, HIAF -

Usage:
-v <Version> Download binary of spectfic version, default latest
-b <Branch> Download binary of spectfic branch
-0 <Output Dir> Default ./bin
-1 List FISCO-BCOS released versions
-m Download mini binary, only works with -b option
-h Help
e.g

./download_bin.sh -v 2.6.0

5.4.6 1 FH 254

TEoh W A B B

B 18] B A BRAE 7 SR 7EH S B Linux AL 25 L {5 Fbuild_chain@ #1588, HB)-ATHTR, RiEHNE
TEsh M EIFL S LB AT -

L BT T T oAb S T @B, 15 I A1 0T N SRt B B PR R IE RGER k], ks
T Linux R4 T #ifisco-bceos.tar.gz -

2. TN AT TUE N EEGHT A Ibuild_chainffl A -

3. [ f%fisco-beos.tar.gzFlbuild_chain.sh®| B 7R iRk 55 4% . 77 Z & B hn ik 55 88 B 3keafn, ZSR L
Hopenssl 1.0.22L_FRUA

4. fi#Efisco-beos.tar.gzfF £l fisco-bcos Al FUAT LM, 1EN-eii i H IS4 -

5. FHEEAN] _E4TT S AUFISCO BCOSEX B %E, ff FHERIALIRYH 130300, 20200, 8545 4PN H S &
FH30300-30303,20200-20203,8545-8548)

6. PUTFHEATES, BUEFARL2.2.0, 2. 2. ofFR-vikIZEL -

# fEFIsco BCcoSHLHBE

$ bash build_chain.sh -1 "127.0.0.1:4" —-p 30300,20200,8545 -e ./fisco-bcos -v 2.2.0
# FEREIE, With A1l completed #EIR

Generating CA key...

Generating keys ...
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1

Generating configurations...
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1

[INFO] FISCO-BCOS Path : bin/fisco-bcos

[INFO] Start Port : 30300 20200 8545

[INFO] Server IP : 127.0.0.1:4

[INFO] State Type : storage

[INFO] RPC listen IP : 127.0.0.1

[INFO] Output Dir : /Users/fisco/WorkSpace/FISCO-BCOS/tools/nodes

(continues on next page)
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(B2 7))

[INFO] CA Key Path : /Users/fisco/WorkSpace/FISCO-BCOS/tools/nodes/cert/ca.
—key

[INFO] All completed. Files in /Users/fisco/WorkSpace/FISCO-BCOS/tools/nodes

FRHBE T A
ARHT AR b/ N AR R AR LT — N SRR SR R
FIHTT R A RFAHIE

BNREIERAE, HE L—T M Inodes/127.0.0. LHF T T
1. FRHGEF54E R A

curl -LO https://raw.githubusercontent.com/FISCO-BCOS/FISCO-BCOS/master/tools/gen_
—~node_cert.sh

Hf#:
o WNSR hy W 2% [n] S B (R T VR N 8k, 38 5 curl -LO https://gitee.com/FISCO-BCOS/FISCO-
BCOS/raw/master/tools/gen_node_cert.sh

1. ARG AN T

# —cta EVLIET LA AE R
# —ofiHH BT E ik, HEF newNode /conf P ESTFIEN M agency#iZs & WIE-FFIFAER

bash gen_node_cert.sh -c ../cert/agency -o newNode

[ RATE T T T % A OE -

bash gen_node_cert.sh -c ../cert/agency -o newNodeGm -g ../gmcert/agency/

R BCE A

1. ¥R Y fnodeOBL & 3145 T A&

cp node0/config.ini newNode/config.ini

cp nodeO/conf/group.l.genesis newNode/conf/group.l.genesis
cp node0/conf/group.l.ini newNode/conf/group.l.ini

cp node0/+*.sh newNode/

cp -r node0/scripts newNode/

2.  #newNode/config.ini®# W Wr ®BIIPF 3% O 5 FlrpcltE #H &
Eﬁlisten_ip\ channel_listen_portﬂ:]jsonrpc_listen_port; po) :J:[prHﬁ B
ﬂ%EﬁIlisten_port

3. ¥ B T A AUP2PER B HF AIPATPortil A JR B 1T A Mconfig.inif HI[p2p]F BL o B B T
JSIP:Port 127.0.0.1:30304 1], 1EXUG FO[P2PIBLE

HfR: NETIFRMAELE, p2pf B EIFIPE 0.0.0.0, HTZ2%E, ERIEEIRLSSMLEN,
BN Z 2R ST AL, 0. N MIPEREE B4 MRIIP
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" “bash

[p2p]
listen_ip=0.0.0.0
listen_port=30300
;enable_compress=true
; nodes to connect
node.0=127.0.0.1:30300

node.1=127.0.0.1:30301
node.2=127.0.0.1:30302
node.3=127.0.0.1:30303
node.4=127.0.0.1:30304

1. BT A, $dTnewNode/start . sh

2. i@ i consoleRF Hr T M AFEAL, 1ES FHiX EFIX HE, nodeIpd] LUl it fif @ cat newNode/
conf/node.nodeidIREL

3. B EEM LA
G5 A RGBT I SDKIE 43

BN REIERIE, B L—T A M Inodes/127.0.0. LHF FHHT
1. FRHGIEF5 4 R A

curl -LO https://raw.githubusercontent.com/FISCO-BCOS/FISCO-BCOS/master/tools/gen_
—node_cert.sh

R
o WAy W) 4% 1) 3 S BRI R TEV% R 8, 18 Z 8 curl -LO hitps://gitee.com/FISCO-BCOS/FISCO-
BCOS/raw/master/tools/gen_node_cert.sh

L ERGHTTT AAASTE

# —cTRENIE T MAVH BT AE A2
# —ofi i EIFEE MR, HA newsDKH R TFAEN M agency T & BIEHFIFAH

bash gen_node_cert.sh -c ../cert/agency -o newSDK -s

| T RRATE T T T 98 S ROET -

bash gen_node_cert.sh -c ../cert/agency -o newSDK —-g ../gmcert/agency/ -s

A BT E 43
1. FREUUMIE 548 BB AR

curl -LO https://raw.githubusercontent.com/FISCO-BCOS/FISCO-BCOS/master/tools/gen_
—agency_cert.sh

1. ARG A AT LS

# —c TREHEIET MFAHITERR, HR MU0 ca. crt H ca.key, NRca.cre"ca, NLFH
Efroot.crt($ﬁm¥ﬁ)

# —g TREEBEEES LFAFAMTERE, BR N U gnca. crt F gmea.key, WHgmea. crtsd " ca, M|
ifﬁﬁ%@gmroot.crt(¢§hﬁﬁ%)

# —a FALA R %

bash gen_agency_cert.sh —-c nodes/cert/ —-a newAgencyName
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| TR ATE AT TR -

bash gen_agency_cert.sh —-c nodes/cert/ —-a newAgencyName —-g nodes/gmcert/

ZRSaRE A

ffFHbuild_chainfl A LIRSS 28 £ BEHAKIFISCO BCOSEE BB HE T B (58 B AN B 301, R4l
A LIS %X H .

5.5 ik Ui
FISCO BCOSM 4R FTH M CAREANLE], TFRHMEBRZRANER N, REG RN - YOEM . 528

P AR -

FISCO BCOSTHHx509WmY E 1545 =0, R\ B LS R, BIARH=ZRIEREM, B LM N5
FEEUES « MRS « TR IEP -

TEZRFAIRMH, —FEEHA — D BEED IO N AEERAEH, WX A S FE P . BREIREE
G2 A DUE VLA FIEf1ER 3 Fagency . csr, ZAVMIEFagency.crt .

MR E T AR, LA T BT &R SIS -

TAIETRET S SRR, BT S5HMEE SIS 7 S @ LSSLERE, I T inZhmi .
sdkiEF 2 sdk 5 7 FOBERFEIE, FUMEMsdkIET, RVFsdks 17 S TIEE -

FISCO BCOS 7 s AT iS5 8 480

RS =TT B E T R, TS E [ HCFCAIEBHRE T A

5.5.1 fAfhEN
FISCO BCOSHJIEF45# F, FEUFMAE, 93l RELASEHEA - LM < 7 S FISDK -

REEZRS
s BRRAHRAEHENRY, HREVIIESER L Fagency . cse APMIUAHIAIES -

ca.crt %ﬁiﬁzﬁ
ca.key HEFASH

FISCO BCOSHITSSLINZLRER, #HEMFSEEca. crt BT S A A B ILER -

B
o YU EENUMAAG, AT LAUAR 77 AR MlsdkaE -

ca.crt HEIEP

agency.crt HUAFIEH
agency.csr WU IEF7E R
agency.key MLAIFAEH
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1 5/SDK

» FISCO BCOST7 s AL ¥E 1 S UE T FIAAEH, T3 507 51 B SSLAN B+
» SDKEFESDKIUEFFIFAEA, HT5 XHEETT S @ SSLIN %Rz -

ca.crt #HEUEP
node.crt #7177 IET)
node.key #7150
sdk.crt #SDKUET
sdk.key #SDKFAEH

T AIEFnode . crt @3 T AIEBFVAGUERE B, 17485 HAMTY S/SDKE FRIER 2 A B Crf
FAnode . keyMTHBHTES, &% BT FInode . crt X 7 #7550 IE

5.5.2 iE P AERTE
FISCO BCOSHIERAEFIMARL T, AT LA ol 2 LB A ke MR
A AR UE S
o BREAEEZR 51 2 1F Fopensslin 215 K §EFA A ca . key, RIfcakeyE M HEIEF ca. crt

A AL

o MU {EHopensslin &4 B LFAagency . key

o MU FEAVISFA A agency . key B BN IEFI1E R U HFagency.csr, Kikagency.csr’FBEH
HEAE

o BEIABER O & B FA Hca . key, MIEE B ML L F 1 K X Hagency . csrE 5L IE
Flagency.crt, HRHMIEF agency . crt ZIEEXT ALK

A2 BT A /SDKIE
o AL node . key FIIERIFER L Hnode . csr, VMMWEHERAMFHAMFHagency . keyFIEFHF
K Mnode . csr W RINAIET - R, v FHMRERT 2 HSDKAEAIET
5.5.3 i M UE AL #RAE

S8 RCUE P SEHA B FE 7 (8 L B A8 DA A F AT Ry -
HUEF IR, FEM AR R SRHEE AL, BEMT:
B B3 AT 5 B KN~ /mynode, T s HXAIT:

mynode
— conf
ca.crt
group.l.genesis
group.l.ini
node.crt #TAIEPIH, FTEEH
node.key #T1SAAEH, UEPEHHTEEMH
node.nodeid
— config.ini
— scripts
l— load_new_groups.sh

(continues on next page)
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L reload_whitelist.sh
start.sh
stop.sh

W P HANES B3R A~ /myagency, BHRUR:

agency
agency.crt #UEIES, UEPEHITEEEH
agency.key #VUFAEH, Wb EEHATEZ A
agency.srl
ca.crt
cert.cnf

SHRIE T

o AT ARBABUERIER M, E¥~/mynode/node/conf/node . keyIBEEU IR B ORI A
FAEH, ¥ ~/myagency/cert .cnBHh H O HFHELE

openssl req -new —-sha256 -subj "/CN=RenewalNode/O=fisco-bcos/OU=node" —-key ~/
—mynode/node/conf/node.key -config ~/myagency/cert.cnf -out node.csr

BAESERUE 2TEZ A H R N AESIEFIER L fnode . csr-
o BHREIUEFIERILIF

cat node.csr

BAEEE BRI T

MIIBGzCBwgIBADAGMROWEgYDVQQODDAtSZW51d2FsTmOkZTETMBEGAIUECgwKZml z
Y28t YmNvczENMAsSGALUECwwEbmOk ZTBWMBAGBygGSM4 9AgEGBSuUBBAAKAOIABICU
KLPO9GFRF6bBz+pfHC11ifgzgqrPiVoSPtwubXx+NRAIS02EENMpnLgaXWm+OyadKz
PgqUneVDQ6U+CvgY2IPygKTAnBgkghkiGOw0OBCQ4xGjAYMAKkGALIUdEWQCMAAWCWYD
VROPBAQDAgXgMA0OGCCgGSM4 9BAMCAOgAMEUCIQDa8PzS1sCdk+riWgEsaOdvBnY+z
NDw6LU44WHCtrW6iNQIgY7NedEpAvPGmMOXalJsvYm2Xy6BmOMIL7NEIP9Y0ail=

o A FH HLRE AL ER A0 LA UE 35 30 3E 15 SR 3 node.csrE &K FTUE P, 1B ¥~ /myagency/agency.
keyBHUNIR B CRIVAFARH, 184 ~/myagency/agency . crtlEECHR B S HINIE S

openssl x509 -req —-days 3650 -sha256 -in node.csr —-CAkey ~/myagency/agency.key —CA_
—~/myagency/agency.crt -out node.crt -CAcreateserial -extensions v3_req -extfile ~
—/myagency/cert.cnf

DAsIEER (NN

Signature ok
subject=/CN=RenewalNode/O=fisco-bcos/0OU=node
Getting CA Private Key

BAETRUE 2TEZ A H RN RS E IEFinode . crt -
« BETAHTES

cat ./node.crt

BAESERUR BRI T

MIICQDCCASigAWIBAgIJALm++fKF6UMXMAOGCSgGSIb3DQEBCWUAMDcxDZzANBgNV
BAMMBmMENZWS5 jeTETMBEGA1UECgwKZm1zY28t YmNvczEPMAOGALUECWWGYWd1bmN5

(continues on next page)

54 Chapter 5. f#fF it



FISCO BCOS Documentation, & i v2.5.0

MB4XDTESMDkyNjEwMJEyNVoXDTI5MDkyMzEwWMjEYNVowO JEUMBIGA1UEAwWwLUMVU
ZXdhbE5vZGUxXEzZARBgNVBAOMCMZpc2NvLWJI jb3MxDTALBgNVBASMBGS5vZGUWV JAQ
Bgcghk JOPQIBBgUrgQQACgNCAASALCiz/RhURemwe/gXxwpdYn6s6gz4laEj7clm
18£3UQCOdNhBDTKZy6mllpvismnSsz61J31Q001Pgr4GNiD8oxowGDAJBgNVHRME
AJAAMASGA1UdDWQEAwWIF4DANBgkghkiGI9wOBAQsFAAOCAQEAVVLUYeOJBEfrlbbwp
E2H2QTb4phgcFGvrW5tqfvDvKaVGrS jJowZPKX+ruWFRQAZJIBCc3/4MOQ1PY1WpB
R5a9Tpc7ebmUV1tY7/GgAS1DExdt2ngSvLxOKWgE++FveCdJzOEGuuttTZx JWFhQ
Yr9rP1KhzhE02jMO1lFIxdoCrG/WkcKmzJEyHAVwxLr2FOF 9g9e909xyUkt 2Q0RBGD
T4dIO0eLRK6V1pnNkbBNRYG+tGMg2nBUPCAKJIbV1LnhaNNRRbES5z7I4JkRnLHea 6P
1VIiwnmbv9a3aM71snisPAz8PY5Ddmf1o87UiL02J2UnOmg+gt ABO9CODUROGbSHS

Q6CXDA==

o RENUIEF IR SRR E
H T fisco-beosff i ZEF 45, FEHNMNIEBFT SIEF 47+

cat ~/myagency/agency.crt >> ./node.crt

o BEEHEIT AFNES

’cat ./node.crt

BESERUR Rt h

MIICQDCCASigAwIBAgIJALm++fKF6UMXMAOGCSgGSIb3DQEBCWUAMDcxDZzANBgNYV
BAMMBmMENZWS5 jeTETMBEGA1IUECgwKZm1zY28t YmNvczEPMAOGALIUECWWGYWd1bmN5
MB4XDTESMDkyNjEwMJEYNVOXDTIS5MDkyMzEwWMjEYNVowO JEUMBIGA1UEAwWwLUMVU
ZXdhbE5vZGUxEzZARBgGNVBAOMCMZpc2NvLWJI jb3MxDTALBgNVBASMBG5vZGUWV JAQ
Bgcghk JOPQIBBgUrgQQACgNCAASALCiz/RhURemwe/gXxwpdYn6s6gz4laEj7clm
18f3UQCOdNhBDTKZy6mllpvismnSsz61J31Q0001Pgr4GNiD8oxowGDAJBgNVHRME
AjAAMAsSGA1UdDWQEAwWIF4DANBgkghkiGOwOBAQsFAAOCAQEAVVLUYeOJBEfrlbbwp
E2H2QTb4phgcFGvrW5tqfvDvKavVGrsS jJowZPKX+ruWFRQAZJIBCc3/4MOQ1PY1WpB
R5a9Tpc7ebmUV1tY7/GgAS1DExdt2ngSvLXOKWgE++FveCdJzOEGuuttTZx JWFhQ
Yr9rP1KhzhEo2jMO1lFIxdoCrG/WkcKmzJEyHAVwxLr2FOF 9g9e909xyUkt 2Q0RBGD
T4dIO0eLRK6V1pnNkbBNRYG+tGMg2nBUPCAKJIbV1LnhaNNRRbES5z7I4JkRnLHea 6P
1VIiwnmbv9a3aM71snisPAz8PY5Ddmf1o87UiL02J2UnOmg+gt AB9CODUROGbSHS

Q6CXDA==

MIIC/zCCAeegAWIBAgIJAKKO/dNNnUmlgMAOGCSgGSIb3DQEBCWUAMDUXD JAMBgNV
BAMMBWNOYW1uMRMwEQYDVQQKDApmaXNjbyliY29zMQ4wDAYDVQQLDAV jaGFpbjAe
FwOxOTASMIYwWOTU4NDFaFwOyOTASMjMwOTU4ANDFaMDcxDzANBgNVBAMMBMENZWS
eTETMBEGA1UECgwKZm1zY28tYmNvczEPMAOGALUECWWGYWd1bmNSMIIBI JANBgkg
hkiGOwOBAQEFAAOCAQS8AMIIBCgKCAQEAUPgzl54aXwdt+dcR1+a0z3X7yyO0PUymm
DgMg3070eWXWYa8MWss5GBGWa2SLepuX/uryzZJUUYcmSDwAo7Rsrf8zmbiHgouEC
1iy01IgM+9jE7/IywRpRZO7W/QNrvOvRXxDJIsr120vs760aMRKWD6UCA7b0Q/m/H
N8VC66r3cvcgeylq49idwOnhh5g80921MF1vu30Rire8kzckzUDr/SV3yt036tZs
D+91/3jHRc/tWo38nkiPy3DIm2001rNeJ4+IHnX0fxQxOwsiAeFluxtCq/ZFh4pTL
51JZ2To7bzRcORLOdAz40svwDxJKyrMf1hueO0kGDCOWMExzzvx20T14wIDAQABOXAW
D jAMBgNVHRMEBTADAQH/MAOGCSgGSIb3DQEBCWUAA4IBAQBLIXrFIPQP1Kosm2q/0
KktQA040h/y6w94Z4bHve0AqzTZn3/t£590e9C4£8F /Da+D+nVOGETLLEQRSHT+r
CCAAM78gN90oXmfkt 3LvK/YXLNCVB6SSXw8fQx+bfDbIVRB5ivkGl+pmmnh3polzU
zbrnfdSQi0ZVIMJIPsAr jWwkE1i0GkXeiXov3051iEX6J5pgu3AMe2RRMwyJiJeud
PRPCsSF5BN6QrtMubwEnyvyrrX0/drBMt HLMCgecLd/nYMyJ4P15L6UnxC8taQs jM
rAtP3RZrBvBTwXKEDOge/hGIzrO9I1vjfCEuxV3DL1KfGVewuuboW2t YFWGEfmrEX
MB7w

o A AT S IE P node. crtBE R R T S Hconf 3R
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cp -f ./node.crt ~/mynode/node/conf

« BRI A

’ bash ~/mynode/node/start.sh

® QETJ 5/\1/\

’tail -f ~/mynode/log/logx | grep +++

EHEEN %\TT'?’.Fﬁjﬁ++++Generatlng seal, F#ARHLIRIEH.
N FIAERIE, SRR T UEBEHRERE -

5.5.4 PUSKUEFHENIRE 5 HE
LR BERNE BB O AN, FEEPEEREAUED A TR E, SHHUE P FI0penSSLAT & 5
CEHAERER AN, 2iEMbuild_chain. shlIARZELIERERIE, BWEDSEWT:

o AR ca. keyEFBEL BT ca. crt

o [FRPMFAHagency . keyERGEFBIE R X Hagency . csr

o HHAERMHCa. keyFIEEIE Fca. crt ¥ UEHIE K L HFagency . csrF A F FNWLAIUE Hagency .

crt
o AT SR node. keyiﬁ}iiﬁ%iﬁﬁ‘ziﬁ:node csr

o RV FA Hagency . keyFINTIE Fagency . crt M iEF1E R L HFnode . csrB L 52T S E
Fnode.crt

o YT EAEPBFHIE P BHES S node . crt, FHERIER] LIS S IE B ERE
» SDKIEFsdk. crt BXSRET SIEPEL
o FRARMIERIEPca. crt, TAIUEPnode . crt BHLTH T SconfH & AL

5.6 i FHCFCAUEFHERE T &
{8 PR L EE T3 4

5.6.1 WK HIHEE M

o HHEARFISCO BCOST1 A {8 H AT sE B HIENEC secp256k1 %%
o E#MFISCO BCOST A, f# F B s R A SM2

* FH P[] CFCAESE BETRIA S & B A IR

o WSERNEFINIES iR - T RERCEES IEH

o [HHBNEIHIAC S Z%Eopenssl 1.0.2k AR

. CfcaEF’ HHca.crt——node.crt Z UL B 45 Efisco beos B i L B A B = JE $5 45 45 HAH
75, PR EEM Fofca & F) ZUF-B1ER T S 8 sdk FRIIE 4% FH

TRV P 458 4% B AL — 2 5
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5.6.2 KA ACUE 3 3E RICH
S UE B RAE R

RIECFCARIE SR, AR A Hnode . keyFITW S IEFnode. crt
IR S F G fEnode . keyH, ARUGRAEARFITIT

MIGEAQEAMBAGByqGSM4 9AGEGBSUBBAAKBGOwawIBAQQQZQESJAJEs 97BAj3mJIbme
JSYNG+5kClhuAmXpZ1laI5VyhRANCAASLs7td5X1aDPLynH9HjruPLlovdYx1nIWu
E9mB8iTehZ++gd4b6YWXZoAi1izCgjvXIRIPEXOSkNavVSzJG7whmgb

ER, TARAREREFE, MEXREMNSNEEZHRIRDH, 07 S8HEEMLNFAHA

B 4 BIIE B35 K XX Enode . esr X £ CFCA, B FIPEMAE R HIE Bnode.crt, [Fl, CFCAS
QAT/J\JJZ@“/\%NIE El’ﬁﬁlft:ﬁ ca.crt

BRI SIEBnode . cremFIANT

MIIC/zCCAeegAwIBAGIJALk+dh2WPTueMAOGCSqGSIb3DQEBCWUAMDUxD JAMBGNV
BAMMBWNOYW1uMRMwEQYDVQQKDApmaXNjbyliY29zMQ4wDAYDVQQLDAV jaGFpbjAe
FwOxOTExMDEwWODMOMDZaFw0yOTEwWM jkwODMOMDZaMDcxDzANBgNVBAMMBmMENZWS
eTETMBEGAL1UECgwKZm1zY28tYmNvczEPMAOGALUECWWGYWd1bmNSMIIBI jJANBgkg
hkiG9wOBAQEFAAOCAQS8AMIIBCgKCAQEAP4AkRIwECodSiUragb0zR/QLMGjpzuz5
r+s78RA09G90Lg4g8NiGN1POC+vrQZPtF1Tzf8Ax+0DaC6L33JHIDTH6GCE/gDSOW
blsBCZtB02opgHcKjzgRD1IL7ITwS507wtEMm3bplade7rZbYav1lBQzSQ4aBgwDt 7
8YX8XkgqDun4KYDL6EGPg7xDTKpkE81hCUlL4huXdo4HX016JeabP8J7EEsIfdtUZ
prl/e+0mvgKs7HThJA610T2spSAFFNh+q48ZbGUEUF2iROA4 Twnk /H9zI5phMSt 5
DgQONP4D1w5DM7poDsOhc8GpM7gDOmMnhC5gmiomBSY1iZRmB3 JSUQWHWIDAQABOXAW
D jAMBgNVHRMEBTADAQH/MAOGCSgGSIb3DQEBCWUAA4IBAQAIGSVKYPHI JWtKSpzV
RgszxygfpxpH+X1z2LXHrNhE1mVSmcfU74rmuldO1COEJcOFTe/XTVUMgB14PWuh
Bpigh/pDMEP3eMLN1KuJhH2SxPmTJTKtAkAg2uu8Q6nr7UJA58Ja9PA8c1T4YNDO
XnI4r/cEF8qoNBw2Gna8+ENuglD8IbLMt4JbX0z1lmjIL6sInfRZ8SUOGPANSVIiz
/638yys1l0X7b66MkGHoUt 6mnMzncmO0BC jXOu0DUC4kx57EKLXS5 jaB3Wm6 jJogDE
hOGRKcNXMkct51ISRTJI7Yrn+mPOELiACDOpM/dbNsgfyxwxQMcmZe2gNHgZcpIlL
C7/4

5.6.3 JFIGHEBEFISCO BCOSTI &

R AT SRR T S HIE S, FREEAFISCO BCOSI LR E TR, SR N R AERIE, #BIE
WS SUHEM -

AT, FATRERE AN B TR E T 5 R 4

HLES AR
BT AP, WOS5RHE:

E% X m iR S 28 H vps R SS28 . RPCIA T HEIEFF 225 [ R HH A B SEHbIE(Qn i M B 3R 5 127.0.0.1),
BE5 P R I ssh RS B AN —E -

o FREL generator

cd ~/ && git clone https://github.com/FISCO-BCOS/generator.git
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o RN

cd ~/generator && bash ./scripts/install.sh

M/ x H P £ & S B B E K T4 T oS PR, o oA o E
H~lcert/node_127.0.0.1_30300, ~/cert/node_127.0.0.1 30301, ~/cert/node_127.0.0.1 30302, ~/cert/node_127.0.0.1_303033%
7T, 8 EXReFLII

node_127.0.0.1_30300 # TAMEFFEHCCHFR, ZW AT Nnode_ip_port
cert_127.0.0.1_30300.crt # PAIET, AW Ncert_ip port.crt
node.key # TEFH, &M node. key

o PO ROAEHEIE

’cp -r ~/cert/node_127.0.0.1_30300 ./meta ‘

’cp -r ~/cert/node_127.0.0.1_30301 ./meta

’cp -r ~/cert/node_127.0.0.1_30302 ./meta ‘

cp -r ~/cert/node_127.0.0.1_30303 ./meta ‘

o ERCHEAH O X
¥ — S E T AT A IEPnode . crt N Emeta X R T

’cp ./meta/node_127.0.0.1_30300/cert_127.0.0.1_30300.crt ./meta ‘

cp ./meta/node_127.0.0.1_30301/cert_127.0.0.1_30301.crt ./meta ‘

’cp ./meta/node_127.0.0.1_30302/cert_127.0.0.1_30302.crt ./meta ‘

’cp ./meta/node_127.0.0.1_30303/cert_127.0.0.1_30303.crt ./meta ‘

« 15 group_genesis.ini, ZFEH KA INip
o AR O X 2R

’./generator -—create_group_genesis ./group ‘

2B Al A group. 1.genesis R AL G X B
o (BT AL E S

" “bash

cat > ./conf/node_deployment.ini << EOF
[group]

group_id=2

[node0]

; host ip for the communication among peers.

; Please use your ssh login ip.

P2p_1ip=127.0.0.1

; listen ip for the communication between sdk clients.

; This ip is the same as p2p_ip for physical host.

; But for virtual host e.g. vps servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.

(continues on next page)
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(B2 7))

; Please see https://tecadmin.net/check-ip-address—-ubuntu-18-04-desktop/
; for more instructions.

rpc_ip=127.0.0.1

p2p_listen_port=30300

channel_listen_port=20200

jsonrpc_listen_port=8545

[nodel]

p2p_ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30301
channel_listen_port=20201
jsonrpc_listen_port=8546

[node?2]

P2p_1ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30302
channel_listen_port=20202
jsonrpc_listen_port=8547

[node3]
p2p_1ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30303
channel_listen_port=20203
jsonrpc_listen_port=8548
EOF

o AR

echo "" >> ./meta/peers.txt

./generator —--build_install_package ./meta/peers.txt ./nodeA

AR I E SR

1s ./nodeA

# AR AR t ree MG BR

# RIS R nodealE BT FTR,

— monitor # monitorfiiZR

L node_127.0.0.1_30300 # 127.0.0.10R%5%% 05 30300007 S0 E L 1E5k
I node_127.0.0.1_30301

L node_127.0.0.1_30302 # 127.0.0.1JR% % ¥ 0530300077 S-S R
L node_127.0.0.1_30303

— scripts # AR TEBA

— start_all.sh # TAMERBNHA

L — stop_all.sh # TiafibEEIERIA

HUA AR BT A

bash ./nodeA/start_all.sh

BE T R

ps —-ef | grep fisco

JEEERAES i L 0 T AR
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5.7 BLE X5 HECE T

FISCO BCOSKHFFZNMKA, ML MIIKA, IKARFEIEME ERE, AR 5 M E
FRES, ﬁﬁ%/‘ﬁ/ﬂ?ﬁﬁﬁ\jﬁ@ﬂﬁconfig.ini%ﬂ%ﬁ\mﬁﬂi@ﬂﬁgroup.group_id.genesis\ group.
group_id.inio

e config.ini: FEEIM, FEEERPC- P2P- SSLIEF - KA B A8 . REMESERE
B

/O °©

* group.group_id.genesis: BFHBENXM, BANFEN R, YAEE, NAFHE
HUZEE . FEAMRALREE . FERE . HoRgaskRHIZE BN -

* group.group_id.ini: R ZECE M, B MARNE, BERERT SAER-

5.7.1 EALE X Hconfig.ini

config.iniRfinif&z, FZEIFHE rpec~ p2p - group - network_securityFllog fr & I -

HE:

o = EWLETA MIPY N B HLIP, Flisten_ip/jsonrpc_listen_ip/channel_listen_ipiE 5 4} FIP, 245 & &
W, AEE0.0.0.0

« RPC/P2P/Channel s B3 H 0L F1024-6553570 N, HANRES AL 25 oA S FH W Wi 1 1 2%

o NETHLZFARLEE, listen_ip/channel_listen_ipZ ZHLEZ 0.0.0.0 , HTZ2FEE, HRELFRIL
SMBEN, BECOhZEREVT L, . R IPEU:E RSP

Bt ERPC

e channel_listen_ip: Channel i WTIP, 5 #7175 AISDKENL 2 EFE, EHAEEN0.0.0.0;

* jsonrpc_listen_ip: RPCHITIP, Z2EE, EAKEN127.0.0.1, HHIIMNUHFER, EK
Wr 5 S AMMIPE0.0.0.0;

e channel_listen_port: Channelditd, ¥R E|Web3SDKALE HHchannel listen_port;
e jsonrpc_listen_port: JSON-RPC¥iH -

o f#: T % 2 e H % E R, 2300 & & B B E Flisten_ipk 4
¥jsonrpc_listen_ipFchannel_listen_ip, {EAT3{R B % listen_ipHIREHT DI AE:

o AEEF{E Elisten_ip: RPCHIChannel 3 IT TP H BL & Hlisten_ip

it B H [ B £l &listen_ip~ channel_listen_ipEjsonrpc_listen_ip: e fE
Hrchannel_listen_ip#fljsonrpe_listen_ip, %78 ELE FIECE Wi Hlisten_ipFM{E L

RPCEC E7= B4 T

[rpc]
channel_listen_ip=0.0.0.0
jsonrpc_listen_ip=127.0.0.1
channel_listen_port=30301
jsonrpc_listen_port=30302
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Bt & P2P

L EIACAFISCO BCOS W /i fEconfig. ini it & FEL B LT S 1P MPort, P2PAHRALE f115:

R NETIFRAEL, listen_ipZHEEE 0.0.0.0, HTZE2%EE, HRBELRLSMEER, &
BUNZER R, 0. N PIPEAS E RN TP

e listen_ip: P2PWAFIP, ERINXEH0.0.0.0-
e listen_port: T AP2PWITIHO -

e node.*: T FEEENIE T S IP:PortBiDomainName : Port - 5 X g4 , (BRI EE
B A P Foh IR IRD -

e enable_compress: F/BMEEMHAOEEEDT, BLE Ntrue, FAF S ML, IE
Hifalse, FIHRFAMEEMEINEE, MEEEFEMNFESZ L .

P2PFLE 7R BI40 T

[p2p]
listen_ip=0.0.0.0
listen_port=30300
node.0=127.0.0.1:30300

node.1=127.0.0.1:30304
node.2=127.0.0.1:30308
node.3=127.0.0.1:30312
Fe B A SR A2

[group] FEEART G FTEKPFTE AR ERE.
* group_data_path: FEEUR IR
* group_config_path: AR E U -
qﬁ,.ﬁﬁﬁfﬁigroup_config_pathﬂ%ﬁ—ltﬁ/‘]}iﬁﬁ .genesi sIE SRR -

[group]
; PTEBAHEURE T A dataF B
group_data_path=data/
; EFEINEZEIE NS . genesis HF
group_config_path=conf/

BLEIEHER

ETL42%FE, FISCO BCOST A IARHSSLINZHEE, [network_security] BLESSLIEREIIERE
=y

Ay

e data_path: WEBFFAFATHREHR -

o key: T EFAAMXT T data_pathfiE1E -

» cert: U Pinode. crt X Fdata_pathfJEE -
e ca_cert: calF PHHEZ -

» ca_path: calE 3R, LcalffFE -

e check_cert_issuer: & ESDK& & H # & A & 77 &5 , K iLHN HF B
(check_cert_issuer=true) -
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[network_security]
data_path=conf/
key=node.key
cert=node.crt
ca_cert=ca.crt
;ca_path=

AU B2 BIR

ETUEEHEE, FISCO BCOSAVFT A AZEERNT SINARI R BYFR, JFEYE 5B 2 ey
SRENER, JEY [certificate blacklist]FlE:

crl.idx: B&Z T & HNode ID, 19 A Node IDA[3E T node . node i d XA REL idx 2B L 8
17,.“5’]%5']

B BRFAE RIS S ECARY &
B BYRECEREIIAT:

; UETIERZE
[certificate_blacklist]

crl.
—0=4d9752efbb1del1253d1d463a934d34230398e78703112805728525ed5b9d2ba29%e4ad92c6fcde515
3787c338a4

EEHERR
FISCO BCOS Y FFIaEsR K fboostlog, HEME FEA Tconfig.inif[log) BELEDIH -

H &8 AL E

FISCO BCOSi#E A H ERE WU T -

e enable: BH/AAHHEE, KE N NtrueRRBHHEE;, B NfalseRREHHE, BAKE
Htrue, HEREMNK AT IZETX B NEalse, FEEFTED H &5l as B a5

e log_path:H BB

o level: HERH], HaFEMIEtrace- debug-~ info-~ warning- error LR HERH, &
BEXMHSRAE, HEXHFP2BRTETZINNESE, HERMMIKE N EFerror >

warning > info > debug > traceo

* max_log_file_size: HEYHEKEE, itE8MIMB, EAN200MB -
 flush: boostlogﬂj{l)\ﬂ:)i'El/uﬁiﬁﬁﬂﬁéﬁ FRRF RGERE, BUCRRZE X E Fifalse -
boostlog/~FIFCE LT -

[log]
; =REHBEE, Bl Ntrue
enable=true
log_path=./log
level=info
; BOHAERERER, B h200mB
max_log_file_size=200
flush=true
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GiitHSEE

% RS IR RGO KPR RGP AR E 2, FISCO BCOS v2.4.05| A T4 H A,
it BB EW I Tconfig. ini -

FCEST I H STk

ZEBNIFEREY EH T E WL IR E MGasH it T 68, FISCO BCOSYEconfig.iniH #& fi
Tenable_statisticiEBWORABFKFIZIIEE, BRIARAIZIIEE -

* log.enable_statisticHlEMtrue, /3 ME&IMEMGasSiT TIkE
* log.enable_statisticBll & Alifalse, FH ML EFGasF1TIhEE
BLE RGBT -

[log]
; enable/disable the statistics function
enable_statistic=false

Fe B ML SE T B &K 18] B

HFMsit HEREEH Y, 5/ AN Tlog.stat_flush_interval ¥ HIG T8 PR H & i H 5T
ORAER, BOAN60s, BLERFILR:

[log]
; network statistics interval, unit 1is second, default is 60s
stat_flush_interval=60

fie & 5% Bt
Bt config. iniH ) [chain] BLE T S5 EME - WECEDIEEERN TES BahER, HPAFRE
.

o id, HID, BXIAH1;

* sm_crypto, 25.0MALUS, TR IFLUEEHEASNAFEERAED, true®om™ A EHES
R, falseFon T AMEHAEEEEN, Bilhfalse;

s sm_crypto_channel, 250MALLE, 75 375 SDKERE A EZSSL, Mk T & &
(% E 2 SSL S SDKIEEE, BRiA Ffalse -

BLE T R aRA

FISCO BCOS 2.0+fTE R A F R %25, Alifidconfig.inifF i) [compatibility] ELE T A HIFEA
P, HWECE TR T RS HaiER, P AFEBHN -

* supported_version: = N TREN=7-Y <) PN

HE:
o A[HI ©/fisco-bcos —version | grep “Version” * i 2 & FFISCO BCOS Y = il SCHF ) 5 i iU AR
* build_chain.sh R HT X HEETT SECE S, supported_versionfit & A FISCO BCOS 4 Hij F1 5 a1 il AN

o BT S FHENET AR, B IHAIFISCO BCOS — it it J BB FISCO BCOS it #IBI A, T
J/NA[ & supported_version

5.7. EEEXH5BCET 63




FISCO BCOS Documentation, & i v2.5.0

FISCO BCOS 2.2.0T MM [compatibility ] BLEUIT:

[compatibility]
supported_version=2.2.0

AERLE: VAN
N T PRBETT SEARVLEE, FISCO BCOST A Z N ERIETY s8R VLR, BRI RIETFINES
EZiXH .
config.ini‘:F’E’Jstorage_securityﬁﬁ?@ﬂﬁ%ﬁm%, FEARE:
s enable: sEmTBRERME, EIAAHE;
* key_manager_ip: Key ManagerfR&SHIEREIP;
* key_manager_port: Key ManagerfR55 Wi ;

e cipher_data_key: T AEIEINZEEHIIZ L, cipher_data_keyHIESHE G INERIET
o

VEE N T R BRI T

[storage_security]

enable=true

key_manager_ip=127.0.0.1

key_manager_port=31443
cipher_data_key=edl157£4588b86d6la2el745efe7lebea

MERCE.: e

R X B EE R EMERRSS . Bk 2 BE4H (A BT YR AH B S0, FISCO BCOS v2.5.05| A T i &
W ThEE, 3B AL FESDKE| Y S 1 SRk R 1) R HI DL K T S A R = PR ), BLE Y Teonfig.
iniff)[flow_control]l, EXIAFRH, HEBRFEMAZITESEXE.

SDKiF >R 2 Rl AL &

SDKiE R ERRFIN THEL BT [flow_control].limit_req®, FATIRFISDKEFE| T S & KH
KECH, HERETY S AERBSEEETOER, 1ERSWIELE, SDKIERERBHIBOIARH, &
BB ZYEE, TERFlinit_reqfLBEWIAIE M ; £, FTHSDKIERMEEREIFF i S B0l 2
22000 SDKIE KR FIAN T -

[flow_control]
; restrict QPS of the node
limit_reg=2000

T3 ] 3 R o i

T B X R[] - AMOPIH B % Hi 5 Fid 2 L8 i &, R 3L IR SR A09H B 6L % B, FISCO
BCOS v2.5.05| AT ¥ fl I 2 FRFIFITHEE, ZECEWH TECE Y /P A BER EIR . (B AR X R
HiH . ZHFRPHRE, ST A FETEESEEEN, SERXHRELE . AMOPHE -
e [flow_control] .outgoing bandwidth_limit: T RERE, B AMoit/s, M
AR IZERN, 2ERXREE, BEERE PR L ENAMOPER, HAZ
PR X R RAMZ G BORE, FEEMBINRE, HEITARERSBDE, &
qgfoutgoing_bandwidth_limitﬁﬂﬁrﬁﬁﬁﬁEl':]; P
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I A RRERS, HRFEENsMBit/sHIBCE RGN T:

[flow_control]

; Mb, can be a decimal

; when the outgoing bandwidth exceeds the limit, the block synchronization_,
—operation will not proceed

outgoing_bandwidth_limit=5

5.7.2 BHH ARG E LA
BAREEA LR E S, HRESEEST A EIL, IS A HARGEEMFATERE . A
AR E AT S M conf HER . genesis)ﬁ%@aﬁiﬁ:ﬁp o

: grouplHy3 G E — i 44 ﬁgroup .1l.genesis, FHA ARG E T EOFERHEID - i FiE
Fgastf K HFIBLE -

HIE: BEASGREN, HFEE:

« BRERANZ: BARRERENTEHREES), Rt MRIERANITR T SR E
—%

s TRBESEATER . RGRECEIEAQERG AT RAGR, BEMIRILE AT

« BEMIIRILIE, BOESEL T genesisBLE, HTAIELE A AR, RGUBRERWIIA L HERS Fgenesis A
B

o T genesisPCEZREEAN AT A —2, BIEER JT43%0%E T.5 build_chain FRUZECE

FHAME

[group] BLERAID, 77 AMRIEZIDVIIG LA -
FHH2RIRFEERC B R BIan T :

[group]
id=2

HREE

[consensus | W XILIFMKRELE, BH:
e consensus_type: LIREERA HESCHEFPBFT, RaftfirPBFT, ELAFEHAPBFTIHRETE,

e max_trans_num: — XA ERERKRZSHE, BOIAZE1000, BEWIIRILE, RlEEEH S50
SVHEZSEL

e node.idx: #HIHT H I E, BEE T 25 HIHT & fNode ID, T & HINode IDFA]
i 1F${data_path}/node.nodeid3 f 3K BU(H H'${data_path} Al 38 iF F AL Bconfig.
inif [network_security]. data_path@aﬁlﬁﬁﬂy)

FISCO BCOS v2.3.05| A\ TrPBFTH:RE L, BAR 5% X B PBFTAERELE LI T

* epoch_sealer_num: — M RFMINEZES SR A8H, BOAREHRAT AEE,
IR e ATl ) & B EIZ S AL

e epoch_block_num: —MHREEHHEE, EIAN1000, AE S A B S EZ S

HEfE: PBFTHEDE X HAb M RE AR
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Bo & 1 A FHPBFTH R BE LN T

/J/\TjJ\D(@Eﬁ
[consensus]
; FAIRE R, Eﬂﬁfﬁ#@PBFT(consensus_type:pbft), Raft (consensus__
Lstype:raft)ﬁﬂrPBFT(consensus_type:rpbft)
consensus_type=pbft
LS S S UNT k1
max_trans_num=1000
— MR EHANER S S5 HRIANT S8, cpBETECET, W H AR EE AR
epoch_sealer_num=4
— IR, rPRETECE T, W HAMIHE A AR
epoch_block_num=1000
; leader ™ A RIIDSF
node.

node.
node.

node.

—0=123d24a998b54b31£7602972b83d899b5176add03369395e53a5£60c303acb719%9ec0718efled51fehp7e9cf4836£26
—1=70ee8e4bf85eccda9529a8daf5689410£f£f771ec72£c4322c431d67689%efbd6fbd474cb7dc7435£631a592b98£22bl
—2=T7a056eb611ad43baec685efd86d4841bc65aefafbf20d8c8£6028031d67af27c36c5767¢c9¢c79cf£2017169ed80££220b

—3=£d6e0bfe509078e273c0b3e23639374£0552b512c2bealb2d3743012b7fed8a%dec7b47c57090£fa6¢cc5341922c32]

B &I ST EPBFTHRE

;IR E
[consensus]

; IREYE, BRI PBFT (consensus_type=pbft), Raft (consensus._
—type=raft)MrPBFT (consensus_type=rpbft)

consensus_type=rpbft

BRI R 5 HL
max_ trans _num=1000
R FEBHNEI S 5 R0 S50 cerTEC BT, X HEMIREEAARL

epoch sealer_num=4

;o RS, reRETECE L, A H AR EE AR

epoch_block_num=1000

; leader i EIDFFE

node.
—0=123d24a998b54b31f7602972b83d89905176add03369395e53a5f60c303achb719ec0718efled51fe

node.
—1=70ee8edbf85eccda9529a8daf5689410ff771ec72fc4322c431d6768%efbdofbd474cb7dc7435f63

node.
—2=7a056eb611a43bae685efd86d4841bc65aefafbf20d8c8£6028031d67af27¢c36c5767¢c9c79cf£201

node.
—3=fd6e0bfe509078e273c0b3e23639374£0552b512c2bealb2d3743012b7fed8a9%dec7b47c57090fa6

7e9cf4836£26

Fab592b98£f22bl

[69ed80££220Db

cc5341922c32]

RERABCE

state H T X SRR BE R, AL T genesis WHFH [state]

o type: stateZRT, HHI S FFstorage state FIMPT state, %klkjjstorage state, storage state’Rf ¢ 5 HUT
HERGFHAERGRT, BB R, MPT state’¥f L 5 HATE RFHEAEMPTH A, SRR, HES
SEEERT EAE R -

HE: T storage state

[state]
type=storage
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gashii &

FISCO BCOSHE 2 LIRS EHIHLEVM), N T B 1IEE S EVMEIDOSE i, EVMAEHUTZ HE, 5] A
Teast i, ARERHGESAHITIEPHEBAITEMGEE TR, 64558 5 i KgashR #F1 X B
KeasPR], #5858t X BT VE FE Fgasi i FR #l(gas limit), M %75 5 X P - FISCO BCOSZ Bk
IEE . L T gasi®it, (URE AR G mx KgasfR#], X5 Kgasill i £ 7L & Fmax_trans_numF13Z
5 KgasFR#l—#AI R . FISCO BCOSiE T genesisf) [tx] .gas_limitRELE 5 KgasbRHl, ERIA
F£300000000, HEFIIATEERS, AR ] G 782 oA A gas PR -

[tx]
gas_1imit=300000000

EVMAL &

FISCO BCOS v2.4.05| AFree Storage Gasfi2#iz, A CPUMNIFIEGasiHFEF BT, TS
#iXH . Free Storage GastRIHIFF B KFHEITgenesis L evm.enable_free storagelil
B I -

R
* evm.enable_free_storage V240 1A3(FF, ¥ supported_version /NTv2.4.0, EEIHEE
HE M SR, RN SCRRZR

o BEWIIRMET, evm.enable_free_storage G5 AQIHERLAF, BEWIIRILE, 8 MG HE A EEE
evm.enable_free_storage BLEW, FENMEMN genesis BLEMASHEL

* evin.enable_free_storage FRNKE Hfalse

. evm.enable_free_storageiﬁﬁﬁtrue: HEFree Storage Gast =z,
» evm.enable_free_storage® & Nfalse: KHFree Storage GastEzt
BLE RGN

[evm]
enable_free_storage=false

5.7.3 M AT Z2 AL E Ui

AR RIS B AL T sconf B3R N . ini RIS

. groupl A ZPfl & — M4 Ngroup.1.ini, AIZEIE FEAIEL S A/ - PBETH RN B %
FITTL - PBFTILIRFIT AR A% & « PBFTR ST HISFELE - HITX 5K ESE .

fii & storage

77 % B B 3 FfRocksDB -~ MySQL - External = # & 5 | F /7] DLAR 98 55 2% % 1 /DB, H
HRocksDB1H BE B /=1 ; MySQLZ #F F P {f FIMySQLEGIE &, 77 IR A E ; Externalif 1 ZUHE X
i [fimysql, B HEE B HFRELRIERE . & XS B AMDBF 1% 1T - RCIARA A B ATH
FiRocksDB# X LevelDB ARG B IF A RER TN, 1193 F5IHMZSLevel DB -

A
« V23.0MUATFIR, NETHEMUES", HEF (T MySOL THERAVEI External 17 EREZ(
o HEAFH External, &R supported_version BB Fv2.2.080H DL R A
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AIEE I

BHE: HEEHIAMysqEERE, BLE type HMySQL -

type: 1 fif WIDB3K % | 3 #FRocksDB- MySQL Externalflscalable, A X
K/NE . DB # ﬂvRocksDBHﬂ‘ . KBRBE RGBT B B F i TRocksDBA M £ 9%
W typejleIySQLE?L AR IERE lﬁlmysqlﬁ P& % ; typeNexternalff , 7 )f—i SEBY
AR AT 1 (MlmysqlE 7 ﬁ AMDBAY, ! i B 15 & %X B, typeNscalablelf, 7F & X
Bbinary_log=true, ILHf '{j(jtﬁjﬁi%ﬂ X S EHE 5 5 A7 68 75 AN [ fRocksDBSE 7l # , 77 fi
X EREHE FIRocksDB LI iR PE A B Wiscroll_threshold multiple*10008)#esEf], SEfF|LIFF
T AR GG X R B i 44 -

max_capacity: BLEATTAHATHAERFERZREK] .

max_forward_block: ECE ARV AMHTHNFEXRIIA N, 778 MO XS HZ 8GR, T
R ISR SR R E A R -

binary_log: MW E Ntruelf¥TFFbinary_log, LT IEHFIRocksDBIWAL -
cached_storage: #HHIZREMHFHZE, Hiltrue-

EE

&/ AE PN W= R

topic: HtypeNExternallf, FEAEIZT B, FRXREERGKIERAMDBH opic, 1#4H
HFEEILH .

max_retry: %’ltypeﬂ?ExternalHﬂ‘, TEREZTE, R7-EANRMAERXE, FHES
#iXH .

scroll_threshold multiple: é’ltypej‘UScalableET, I T B A T B X R AR A 4T

iR {E, #scroll_threshold_multiplex1000. EXIAN2, XIEURHEE20005 A EE AR
FIRocksDB S 7 -

do_ip: Htype IMySQLES, TFEALBEILXFE, FRMySQLHJIPHLL -

db_port: HtypeIMysQLIf, TFEALEIZFE, FRMySQLAS -

db_username: Htype AIMySQLES, FTEALEILZFE, F/RMySQLIH 4 -

db_passwd: Htype WMysSQLE, TFEALEZTFE, FRMySQLHA F NI E -

db_name: HtypeIMySQLIf, FEALEIZFE, FARMySQLH M HIIEIEES -
init_connections: HtypeAIMySOLA, FEALEIZTFE, FRS5MySQLELIWIIAIEREEL,
BN o EHEOMERTH -

max_connections: HtypeMySQOLR, FlEACEZFE, F/RE5MySQLE i KiEHEL,
BRA20 - FEFECAERIAT «

T & [storage] HIBL B R B -

[storage]

; Storage db type, rocksdb / mysql / external, rocksdb is recommended
type=RocksDB

max_capacity=256

max_forward_block=10

; only for external

max_retry=100

topic=DB

; only for mysgl

(continues on next page)
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db_ip=127.0.0.1
db_port=3306
db_username=
db_passwd=
db_name=

Lo E

FISCO BCOSH 22 & it 7 B FLE T A 7, F - Al RS B L ST K - TR e SR BT i)
W fFE BB S AL E -

T 5 A & PR
BT 2R EEMRELT SN EH KL N FE, FISCO BCOSHE fft T [tx_pool].

limit#l[tx_pool] .memory limit P NECEICRIEHIZ SHHA &= :

* [tx_pool].limit: FRHIZZH AT LIEMHIHE AL HEE, BiN150000, i i%REE,
& R BT R S S AR -

e [tx_pool].memory_limit: XHMNZ G HHMNGER/NRE, ERIANs12mB, T % BRI
&, B A RN SRR B SR .

T oA EREWT:

[tx_pool]
1limit=150000
; transaction pool memory size limit, MB
memory_limit=512

5T otk AR R E

NIRTHX SEE ROIMERE, FISCO BCOSKH T X Z RS HEL B, 485 FEE, THHNREE
LRSI S FRE R R DA A P, AP IE AR 2 AR EZ M ARGEIR, R TPk
TERFETT DRIAL B HE £ BB RME . FISCO BCOSHEME T [tx_pool] .notify_worker_ numfit B IR
eSS A SR

e [tx_pool].notify worker_ num: FPHEREREEE, BiAA2, BEVOZE A8

oA AR BT -

[tx_pool]
; number of threads responsible for transaction notification,
; default is 2, not recommended for more than 8
notify_worker_num=2

PBFTHiRALE

FEEFFPBFTAIEAMERE - AT FHTE - 430K, FISCO BCOSHT T X AT A BRI M &5 T — R 5114L
EFEPBFT X ST EL BN S HE SRS - PBFTIE B &AL < PBFT Prepare L4510 01055 -

HEME: P CRIRE — S 2K, @ PRIETR 77 S PBFTHRECE — 5.
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PBFTIH A B KL E

PBFTHIRE AN T RIES VUSRS AN, S0 3R AIEIE R IREEE, S Eb Ty
ARRZIEE, MBI T, ORI B AL H 2 AN A4 IR B, R AR R AT
BECETFSIA T ce IRERITE B R Z R, HERRELZ B eel-1, ZEET M PBFTH
3o

WELHE RS A —IK, BEERFIWT:

; the ttl for broadcasting pbft message
[consensus]
ttl=2

PBFT: 17T a1 i (R iE B

ZEIPBFTIR RITE KRR &S HEEX P NITEIENR DL S, R B F
fif 25 [ , FISCO BCOS v2.0.0-rc27E #f 2H 7] 28 B Egroup.group_id.inifJ[consensus] 5l
Amin_block_generation_timefil & Wik % HIPBFTH IR 4T &L B AT A], BRI HARTT S FT AL
[B]#8 ¥ min_block_generation_time BITHMRZ ZE K TFOA S HIGIIRMAE, AHFT 648 AH
X

HE:
e min_block_generation_time EXIA500ms

o AT KT AR B 5 1000ms, R IT 1000msHT X B AT A E B8 5 50, HiRRE 25
AT B, S RE L,

e min_block_generation_time RE[E T S HRE R 1000ms, iR B E BT 1000ms, RSEL
U\min_block_generation_timeﬁﬂ500ms

[consensus]
;min block generation time (ms), the max block generation time is 1000 ms
min_block_generation_time=500

PBFTX 51T o S H%

2 R E|CPUA FfN [ 4% 1B IR X R HERE 1 52, PBFTEEME T 2 B — N XA AT T B 5 KA
SR, ZREESREIEXSAEBFUSSHEXRANAITEHR AT S5, BTG,

0, 7] 38 1 ¥ A 2 Bt Bgroup.group_id.iniHJ[consensus] .enable_dynamic_block_sizefii
BUE AfalseR KXW ZETE, WX R KT E B & K 5 # Ngroup.group_id.

genesisE"] [consensus] .max_trans_nume

KA XBIT O S EENSHBEIEME RN T

[consensus]
enable_dynamic_block_size=false

PBFTHHEE LA E

FISCO BCOS v2.2.00L4L T PBFTVH B FZ Z AL, FRIEM X IWTE 7 5t N PBFTIE RERER & Eik & il
TR, BEARM 4% TR FIPBFTVH B 6L, PBFTVH B A LALIEBSE S %X B . F#idgroup.
group_id.inifJ[consensus].enable_ttl_optimizationft & I 5 8 K HIPBFTIE B 5 4
TSR -

e [consensus].enable_ttl_optimizationBil® Ntrue: ITHPBFTIHERE XM IIKHE
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* [consensus].enable_ttl_optimizationBlBE Nfalse: FHIPBFTHEKE KNI IEHE

e supported_version/NNTFv2.2.06), ERIAFTHFPBFIVE B8 K TKHE,; supported_version/)
Fv2.2.00F, BRAKFIPBFTIH 5 & LR

KHIPBFTIH B & AL RIS ECE LN T -

[consensus]
enable_ttl_optimization=false

PBFT Preparefl &5 L1k

% [ERIPBFTHE L, Leader/ # [WPrepare N X i )58 5 B e K ME 28 78 H A H 7 57 S A8 5 it
i, AT A MY 5, FISCO BCOS v2.2.0fL 4L T Preparefd 45 #4 . Preparefd [N i X 3R A
X GB AR, HAMHE IR S B Preparel f5, MMAENARKH T SR aH LS,
[FlLeaderif KL LRI 5, M ZITIESEXE . Al#dgroup.group_id.inif[consensus] .
enable_prepare_with_txsHashlit & Wi 585 1% KB -

* [consensus] .enable_prepare_with_tstash@ﬂ B HNtrue: ¥ ﬁPrepare/FE g5 oA
k., PrepareiH B/ XA &5 H A5

* [consensus] .enable_prepare_with_txsHashfit & Hfalse: X [HlPreparefl 45 14 I
1k, PreparelH B ELNXRE & 2R S

. supported_versionZ< /J\ ?VZ.Z.OHT , [consensus] .enable_prepare_with_tstash%j(
N ‘Ntrue; supported_version/ Fv2.2.08F , [consensus].
enable_prepare_with_txsHashBkik Nfalse

ERE: FP—EEER, JURIUERTE T 5. enable_prepare_with_txsHash Bt & —%X

K HIPBFT Prepare 451 LU BCE 40T

[consensus]
enable_prepare_with_txsHash=false

rPBFT3LRACE

FISCO BCOS v2.3.05| ArPBFTHRE A, BARFZ% X0 R ORUEPBFTREIE M 44 & M a9 M, 51
T Prepare EL IR 15 SRIG LU L% SRBS RS LA A5 T 28 -
* [consensus] .broadcast_prepare_by_tree: Prepare@ﬁﬂj(fﬁ%%lﬂ%ﬁﬁ/?%Iﬂﬁi"%, 154
H Ntrue, FF/5PrepareHHR R KM, % E Nfalse, K Preparefd BARS #E5EHE , XA
HNtrue

NI 9T A Prepare SR 1 SRS J5 WA EE

* [consensus] .prepare_status_broadcast_percent: Prepare%?&@ﬁiﬁ*ﬂﬁ?%ﬂ@%‘,ﬁﬁ;ii
IR A BRI E T, BUEE25%11002 7], EXINH33

* [consensus] .max_request_prepare_waitTime: T fiPrepare’k 7KK, SHFLT HA
i%Prepare Y KA IE, ERIAN100ms, BT XPMEES, T 52 [ EHAE % Prepare & 1Y fS1F
K

N APBFTIES - J5 Prepare A5G, A EISHH KRB E -

* [consensus] .max_request_missedTxs_waitTime: 7 fPreparefl N FEkKE, FEHL
T B E A AEleader T 5[] 2 Prepare AR S BRI E, BRIA100ms, & 7ESE R & O N[5
B4 B IEleader™ M Prepare IR, M FEVLEE — 17 fIFKE KAL), HEFRHEN, BHiE
[f]leaderid SKEL R AT 5 -

PBFTELCARLE LN T
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; BRI B PreparefIBPIRT R RIS

broadcast_prepare_by_tree=true

; INIETF R prepare AR I A5

;BT A RENLEE 335 R AR P prepare KA

prepare_status_broadcast_percent=33

; prepareflBPIRT GRS N, Stk preparefl T SR 100msiXER T SR K preparetl, SralHABTY
B REE R  preparet)

max_request_prepare_waitTime=100

;TSR Sl A AR leaderT SE P prepare il K IE N 100ms
max_request_missedTxs_waitTime=100

B ELE

R R M THRER 7, B RFE SR 5 A%, FISCO BCOSTRE i #H41# f A1t T $iH
TR 4 BE R0

HEfR: R —EEZR, B RIEATR 7 S PBFTHRECE — 2K -

X R[S B

Sy T HERIX B R A AE A S IR BT AT R, FISCO BCOS v2.2.0%F X B FI A7 T 4L,
PEARAY R 1L SEMEA 2% 0 2 . Wit group. group_id. inif [syncl.sync_block by treefFH
a5 1 R 45 0 500 -

* [sync] .sync_block_by_treeﬁﬂﬁﬁtrue: T R FEP LA S
* [sync] .sync_block_by_treeﬁﬂ%ﬁfalse: K X B R SR s

* supported_version/f 7N Fv2.2.08F . [sync].sync_block_by_tree®k N
Htrue; supported_version/NTFv2.2.00, [sync].sync_block_by_ treeBtilHfalse

BAk, T RBERIR IR N X B [E B Y. FISCO BCOS v2.2.0i8 5] A T gossipth il & H 7] 25 X ik
A, gossipfh UM RECETI T group. group_id.inifJ [sync]H, BEMAEWTF:

* gossip_interval_ms: gossipfM¥ A KPR, BAH1000ms
s gossip_peers_number: T AEIRED RIS, FEHLERAISRE T S3H, BiAA3

T
1. gossipfMNECETL, (NFEF S REBOIR FBIAHT AR
2. WIERUERE 7 5. sync_block_by_tree it & —3X

TR X ERAPIRT BB E AN T -

[sync]
7 BRFF R X SIR )45 S
sync_block_by_tree=true
;BT EER1L000ms AP —IREHT R PR
gossip_interval_ms=1000
;BT BIREE L 3 AR E T AR T RS
gossip_peers_number=3
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o PR RE AL BC B

7T BEAKSDKE ZE T A MIEEHF R, A XRE RS AT B, FISCO BCOS v2.2.05] A
TR MIRT KR, MK IT1E S %X E. 7@ dgroup.group_id.inilJ[sync] .
send_txs_by_treefFBE KA SR RS, FHAREWT:
» [sync].sync_block_by_tree: ¥E Ntrue, FTHXHPIRT KR, K E HNfalse, KH
L GIRT FE L1 SRS
KIAZE SR B RS IR E T -

[sync]
7 BOATT RS GRS B SR

send_txs_by_tree=false

R
o T BT R, TRIERTE 1 538 SHPRT &I 2% send _txs_by_tree Fit & —%X

o supported_version /~/NTv22.00F  BRINFT 22 5 BIR T #& AL SR B& ;  supported_version /|
Fv2.2.00F, BRIAKHIZE S IR #E SRS

LG R AL E

N 5 R FERIMEFE, FISCO BCOS v2.2.05| AETRECHIA HiL LK, BEETTS
Zix B Effﬁiigroup .group_id. iniHy [sync]. txs_max_gossip_peers_num@ﬂﬁﬁf%%&ﬁ%
ZERRATREHE, BAhS-

T NREZGIEEDSTANERN, REBKZTHRESELTIAMREFE, NEK
txs_max_gossip_peers_num ¥ ER/NEIK, B HEOARLERIT]

RIS AT SEBCEW T

[sync]
; B AR MEILES S ANE T SRR SRS
txs_max_gossip_peers_num=5

HORXHEE

FISCO BCOSXZFFAZ Z HIFHATHT - RS HATHITH K, BE L KRNI ST ridT, &5
HFE, HIHFITHATI Estorage statet = T AR -

A
HNEWRGEE, v2.3.05ER T enable_parallel BLE, % HLET{NFE supported_version < v2.3.0 BT AR, v2.3.0kA .

« storageStatefH3(: FEIFITRS
* mptStatefZ=\: KAIFITRS

[tx_execute]
enable_parallel=true
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AERLE: AR E

T By ZREA IR BEIRAR ELRNE . FISCO BCOS v2.5.05| AN T i EIEHIThEE, SCRFREHN B 1ISDKIE K
HRRH DL E RS, BLE A Tgroup. {group_id}.inifJ[flow_control]l, BRINKH], WHE
FFEAIRIHES X

SDKEIFFAHKIIE FKE KR HIACE

FELH N BISDKIE SKOE B PR HI A, TECE I [flow_control] . limit_req, FTIR#HISDKEFF|#EH
HId RIERECE , YEFET S AE KRBT B ETAER, ERESWIEY, SDKERELH 1 K 3 KR
BOAKH, HEFRBIZDEE, FEKlimit_reqit BIRIHE K); 3, 1T SDKIE K #E LR #1H Al &
A EFP AT 2521000 SDKIE K 7RG T0 R -

[flow_control]
; restrict QPS of the group
limit_reg=1000

T 2E 1] it 2 PR U BT

T B LEXERE A & o 22 09 48 i & omi 21 HORBLER 197 B &L %%, FISCO BCOS v2.5.05| A T #¥4
RPLERBINIIEE, HECE T RHAFHHE R LR, EARKIXRIGR . ZHRPHRE, ST
K EET A EEN, SERRRELE-

e [flow_control].outgoing_bandwidth_limit: AT REIRE, B AMpit/s, H#
HHH REIZEN, SERLEXR, HEASREIXRLIAMRZ S HORE, ZEETEKIA
FH, HEEITHRERBITNAEE, H¥outgoing bandwidth limitHlEIaiHH; 5 -

TIFREH T B E RS, HRHEE N 2MBit /s IELERBIN T

[flow_control]

; Mb, can be a decimal

; when the outgoing bandwidth exceeds the limit, the block synchronization,,
—operation will not proceed

outgoing_bandwidth_limit=2

5.7.4 IR E RS S

FISCO BCOS A%t H Al EZH A T AL ZHCRA T REM AR SED:

2 H] & # AL setSystemConfigByKey i & RAEHHIX L R5i 530, getSystemConfigByKey i 2 7] B H R4;
A GOETHER

HE: NEWUBEE MBS x_count_limitFltx_gas_limit, {0 FI1E M A EHGX LS.
o MLERM4&ELCPUSERE A MERERFR: i/ x_count_limit, BEFFE(RML S5 % 77
o WEEBERER, HITRZ G gas N E: P Kix_gas_limit-

rpbft_epoch_sealer_num F1 rpbft_epoch_block_num (S TPBFTHARBEIEARL, N T REEIRMERE, AL
MBS ARG, RUANEDL rpbft_epoch_block_num BLE(E K/

# WE— DR AHTEERZTHE N 500

[group:1]> setSystemConfigByKey tx_count_limit 500
# Biftx count_limit

[group:1]> getSystemConfigByKey tx_count_limit
[500]

(continues on next page)
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# WEL S gashrifilZy400000000

[group:1]> setSystemConfigByKey tx_gas_limit 400000000
[group:1]> getSystemConfigByKey tx_gas_limit
[400000000]

# rpBETHIREET, WE— P MRFEEERS 5 LR R A E 4
[group:1]> setSystemConfigByKey rpbft_epoch_sealer_ num 4
Note: rpbft_epoch_sealer_num only takes effect when rPBFT is used
{
"code":0,
"msg":"success"
}
# éﬁmrpbftiepochisealerﬁnum
[group:1]> getSystemConfigByKey rpbft_epoch_sealer_ num
Note: rpbft_epoch_sealer_num only takes effect when rPBFT is used
4

# rpBFTHINEIET, wE— M HRBEAHREE R 10000
[group:1]> setSystemConfigByKey rpbft_epoch_block_num 10000
Note: rpbft_epoch_block_num only takes effect when rPBFT is used
{

"code":0,

"msg":"success"
}
# Eifrpbft_epoch_block_num
[group:1]> getSystemConfigByKey rpbft_epoch_block_num
Note: rpbft_epoch_block_num only takes effect when rPBFT is used
10000

5.8 ZHAHMME

REFEUBRFAMFIIATZHAMFEIN G, BRETHEONAZE:

o THEUFAIfEAbuild_chain. sh@Ji%%ﬁiéﬂlZﬂ%%if”z%@

e TH#ouild_chain.sh@lEIIZHAHX 2R HFHAT A,
SR BN K REETT A, R H /ué?&%ﬁf—?ﬂ PR
SR A B FER R GERS By, T A AR E B IR
TR T EE, EIET AR S BFEE,
TR AR AR

HE:
* build_chain.shi& T JF & & FARL & FME% 5
o FERM I SSHE, WM g T

5.8.1 EHIMIHITEZA

W, EIRAMINMIFATZ HA R NE X SREER T R TZ R A R 7 2

« BRI O R FERE T2 A, s 2 XN, EERIEE T AFRE,
BATA BN
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« HITEHE: XBRETFEITAHETEZIHA, THTZ ARSI RT R, 5E RIS
I NCIE R

HE1 >
B2 «» 127001 127.0.0.1
node0 node1

) & 75
P
- ‘\ 1
& N & :
iy E
(1

'y
127.0.0.1 127.0.0.1
node3 node?2
24l

RJEHifh
N D\ S BRI M T R T 2 H X REE NG, A B R ETTE

5.8.2 ZIEHKIH

HREFISCO BCOSIXHREE T A, #i%iFopenssl, cur I KMIEIE, BAamaint:

# CentOS
$ sudo yum install -y openssl curl

# Ubuntu
$ sudo apt install -y openssl curl

# Mac OS
$ brew install openssl curl

5.8.3 B2

ARELIME EERPURR BN - T - =8F4E . \TRKERAMBINNE], HMESRAERTE-
EIE X RGEH MG

e agencyA: 7£127.0.0.1F21MT A, [FETgroupl~ group2 -~ group3;

* agencyB: f£127.0.0.1EH2MTA, B Tgroupl;

e agencyC: f£127.0.0.1 EE2MTA, B Tgroup2;

e agencyD: f£127.0.0.1 EH2MA, B Fgroup3.

HE:

LN RF, ARV EZ AT SHEER —GVLES, BEUURTE VL8 A8 EFEIHE T S5
H, 5% Wi E

BEMGEIHRIS B, %07 SR G Fagency AT 5B TETARH, AEKE, BUCRMIETH
BRI HIMLES

%ETHM%%M’EHT R A BN RIIPH SR SR8 LRI R ALER R B, R RE R B EIIT—
X!
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P s BTV X SR T BT B SR

build_chain sh3CFHERIRINSREAE K RBEMEE, A (LA 2R MR EETT S BCE SR
HEA K
 DIERIEER

mkdir -p ~/fisco && cd ~/fisco

o K Hibuild_chain.shfifl 7=

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/v2.5.0/build_
—chain.sh && chmod u+x build_chain.sh

BT X B R GTRCE X

# ERIX RGN E X ip 1ist
$ cat > ipconf << EOF
127.0.0.1:2 agencyA 1,2,3

127.0.0.1:2 agencyB 1
127.0.0.1:2 agencyC 2
127.0.0.1:2 agencyD 3
EOF

BERE X Hip_1istNE

cat ipconf

=k BRI S R BRI T & L

ip:num: YVENLPLL N B R SECE
agency_name: NI

# group_list: TRFTBAIRIHSIER, AFERHHLLEZS MR
127.0.0.1:2 agencyA 1,2,3

S W D ow

127.0.0.1:2 agencyB 1
127.0.0.1:2 agencyC 2
127.0.0.1:2 agencyD 3

% F build_chainfifl A+ 2 2 T [X L85 7 5 B B U %
build_chain®BEZSEUHESH X H .

# RIBACEAENELXSEE FEMIEIEM30300~30301, 20200~20201, 8545~854 6% %A # 5
$ bash build_chain.sh -f ipconf -p 30300,20200,8545
Generating CA key...

Generating keys

Processing IP:127.0.0.1 Total:2 Agency:agencyA Groups:1,2,3
Processing IP:127.0.0.1 Total:2 Agency:agencyB Groups:1
Processing IP:127.0.0.1 Total:2 Agency:agencyC Groups:2
Processing IP:127.0.0.1 Total:2 Agency:agencyD Groups:3

...... b oAt . ...

[INFO] FISCO-BCOS Path : ./bin/fisco-bcos

[INFO] IP List File : ipconf

[INFO] Start Port : 30300 20200 8545

[INFO] Server IP : 127.0.0.1:2 127.0.0.1:2 127.0.0.1:2 127.0.0.1:2
[INFO] State Type : storage

[INFO] RPC listen IP : 127.0.0.1

[INFO] Output Dir : /home/ubuntulé/fisco/nodes

[INFO] CA Key Path : /home/ubuntul6/fisco/nodes/cert/ca.key

[INFO] All completed. Files in /home/ubuntulé6/fisco/nodes

(continues on next page)
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# AR R

nodes

|-— 127.0.0.1

| |-— fisco-bcos

| —=— node0

| |-— conf #7iMHCE H¥E

| |-— ca.crt
|-— group.
|-— group.
|-— group.

\ .genesis
\

\

\ |-— group.

\

\

\

\

.ini
.genesis
.ini

w NN P

|-— group.3.genesis
|-— group.3.ini
|-— node.crt
| -— node.key
\ ‘—— node.nodeid # 10ET fiNode ID(EE
|-— config.ini #77/AM0E I
|-— start.sh #1825
‘—— stop.sh #19 mfE  E AR
—-— nodel
|-— conf

...... seatE s AR . ..

HEMR: EERRIXIREET B T ANFEY L, 2R REETT .78 VLA R I EE AL

BB A
AR M start_all.shfflstop_all.shilA S shFIE E7 &S .

# AT HHEFR
$ cd ~/fisco/nodes/127.0.0.1

# JEEhT A
$ bash start_all.sh

# BET AR
$ ps aux | grep fisco-bcos

ubuntul6 301 0.8 0.0 986644 7452 pts/0 Sl 15:21 0:00 /home/
—ubuntul6/fisco/nodes/127.0.0.1/node5/../fisco-bcos -c config.ini
ubuntulé6 306 0.9 0.0 986644 6928 pts/0 Sl 15:21 0:00 /home/
—ubuntul6/fisco/nodes/127.0.0.1/node6/../fisco-bcos -c config.ini
ubuntulé 311 0.9 0.0 986644 7184 pts/0 Sl 15:21 0:00 /home/
—ubuntul6/fisco/nodes/127.0.0.1/node7/../fisco-bcos -c config.ini
ubuntul6 131048 2.1 0.0 1429036 7452 pts/0 Sl 15:21 0:00 /home/
—ubuntul6/fisco/nodes/127.0.0.1/nodel/../fisco-bcos -c config.ini
ubuntulé6 131053 2.1 0.0 1429032 7180 pts/0 Sl 15:21 0:00 /home/
—ubuntul6/fisco/nodes/127.0.0.1/nodel/../fisco-bcos -c config.ini
ubuntul6 131058 0.8 0.0 986644 7928 pts/0 Sl 15:21 0:00 /home/
—ubuntul6/fisco/nodes/127.0.0.1/node2/../fisco-bcos -c config.ini
ubuntul6 131063 0.8 0.0 986644 7452 pts/0 Sl 15:21 0:00 /home/
—ubuntul6/fisco/nodes/127.0.0.1/node3/../fisco-bcos -c config.ini
ubuntulé6 131068 0.8 0.0 986644 7672 pts/0 Sl 15:21 0:00 /home/
—ubuntul6/fisco/nodes/127.0.0.1/node4/../fisco-bcos -c config.ini

BERHALRE
NEX N, HEEMWNT A2 & H++H FE . K Fl &, noded nodelld
At & :J:groupl\ groupZﬂlgroup?); node2 -~ node3E ﬁ':groupl; node4 ~ node5/&

Fgroup2; node6- node7fE Tgroup3, 7] i@ idtail -f nodex/log/+ | grep "++"& F
BT HETIER -
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HE:
TRIEFELRITEH +++ HE, +++ BEFES L.
FHAID
» blkNum: Leader™ m /™ A4 T X BR = 5
o tx: FIXRPEERITHEE;
* nodeIdx: AT HERT];
e hash: RIS ERERT X RIE A -
# BEnode0 groupliEBIEHHIR (ctri+ciBEMATT)

$ tail -f nodeO/log/* | grep "g:1l.x++"
info|2019-02-11 15:33:09.914042| [g:1] [p:264] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodelIdx=2,hash=72254a42....

# THnodel group2:EIEH T

$ tail -f nodeO/log/* | grep "g:2.x++"

info|2019-02-11 15:33:31.021697| [g:2][p:520] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeldx=3, hash=ef59cfl7...

# ... BHBnodel, node2 G MHHERIERZZ L FEIERTE. ..

# BHEnode3 grouplze T IR R

$ tail -f node3/log/*| grep "g:1l.x++"

info|2019-02-11 15:39:43.927167| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeIdx=3,hash=5e94bf63...

# BEnode5 group2i&iEiE iR

$ tail -f node5/log/* | grep "g:2.x++"

info|2019-02-11 15:39:42.922510| [g:2][p:520] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeldx=2,hash=b80a724d...

RLEZH G

12 & 18 1T Web3SDKHEH2FISCO BCOSTi &, SEIME X REEIRE - FB RS NENEE, REfp Bk
WETFEEAER . BH SRS TERNES X .

BHE: B &K TIava 8LL LA, Ubuntu 16.04 % 4t % $openjdk 8B A - CentOS1H & 2% O0racle
Java 811 I HI;‘(ZIK SR R A R0 4% (0] S B BT TR TEVE N 8, 1B E IR curl -LO https://gitee.com/FISCO-

BCOS/console/raw/master/tools/download_console.sh & & bash download_console.sh

#FF|fiscoHE
$ cd ~/fisco

# REEEHIE
$ curl -LO https://github.com/FISCO-BCOS/console/releases/download/v1.0.10/
—download_console.sh && bash download_console.sh

# ARG ERIEE

$ cd console

# Ul group2™ SIEPHEEH GHLE B3R
$ cp ~/fisco/nodes/127.0.0.1/sdk/* conf/

# KW nodeO)channel _listen port

(continues on next page)
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$ grep "channel_ listen_port" ~/fisco/nodes/127.0.0. 1/node*/conf1g ini

/home/ubuntulé/fisco/nodes/127.0.0.1/node0/config.ini: channel_listen_port=20200
/home/ubuntul6/fisco/nodes/127.0.0.1/nodel/config.ini: channel_1i _port=20201
/home/ubuntul6/fisco/nodes/127.0.0.1/node2/config.ini: channel_11 _port=20202
/home/ubuntulé6/fisco/nodes/127.0.0.1/node3/config.ini: channel 1i _port=20203
/home/ubuntul6/fisco/nodes/127.0.0.1/noded/config.ini: channel_1i _port=20204
/home/ubuntulé6/fisco/nodes/127.0.0.1/node5/config.ini: channel_listen_port=20205
/home/ubuntulé/fisco/nodes/127.0.0.1/node6/config.ini: isten_port=20206
/home/ubuntul6/fisco/nodes/127.0.0.1/node7/config.ini: CWﬂHP@T;}JSi@ﬁiport:20207

HE: (EHESGEET AR, EH G ERNT R SHEEH S B ERAT

B #E T & B E X fFconf/applicationContext .xmlFJ AL E W T, & #Hl 5 Mnode0(127.0.0.
1:20200)73 AN =Peroupd, EHIGHEEHTEFSHE X

cat > ./conf/applicationContext.xml << EOF
<?xml version="1.0" encoding="UTF-8" ?>

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:p="http://
—www.springframework.org/schema/p"
xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://
—www.springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalLocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx—-2.5.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring-aop-2.5.xsd">

<bean id="encryptType" class="org.fisco.bcos.web3j.crypto.EncryptType">
<constructor-arg value="0"/> <!-- 0:standard 1l:guomi —-->
</bean>

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.
—handler.GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20200</value>
</list>
</property>
</bean>
<bean id="group2" class="org.fisco.bcos.channel.handler.

—ChannelConnections">
<property name="groupId" value="2" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20200</value>
</list>
</property>
</bean>
<bean id="group3" class="org.fisco.bcos.channel.handler.

ChannelConnections"

(continues on next page)
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&L

<property name="groupId" value="3" />
<property name="connectionsStr">
<list>
<value>127.0.0.1:20200</value>
</list>
</property>
</bean>
</list>
</property>
</bean>

<bean id="channelService" class="org.fisco.bcos.channel.client.Service"
—depends-on="groupChannelConnectionsConfig">
<property name="groupId" value="1" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
</bean>
</beans>
EOF

BahEH &

$ bash start.sh

# FiH N REERMEIY BERE con f/applicationContext.xml T S B E R R IR
Welcome to FISCO BCOS console(1.0.3)!

Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

| | \/ \/ \ / \ | \/ \ / \/ o
{H;$$$$$$$\$$$$$I $SSS8S1 $S$55S| $558559\ | SSSSSSS| SSSSSS| S9S8S8SS| $SSS8S
{%ig__ I SS 1 S$S___\$| $3 \$| 55 | S8 | S5/ $1 99 \$1 S5 | §1 S5\
{Hzi \ I 55 \$$ \| $s [ $S | $$ | $$ Sl Ss I 55 | S5\8$
{ﬁ2$$$$ I 55 _\$5SS$s| 85 __| S$ | $S | $$8S8S81 S5 | $S | S$$_\$S$SS
{%ig ZSSob N S1 oSS/ 1 Ss_/ S8 | SS_/ S1 Ss_/ 1 ss__/ $1 \__|
{Hzi | $5 \\$$ EEAL-E EEAL-E $9 | $$ SS\$s SS\$s EEAL-E
Tzz \$S5558 \$55555 \$55558 \$55555 \$555555  \$55558 \$55555 \$5555
=8

lgrowp:11> - - - |
[ FHH R 5

EVECE TEHE, ATETES G RAREALLS -

HE: ZRAZNT, BHARKAMEEMIL, mENMPEALLH N SFEARRAXREEEN, ~Nai
T At 2 [X B e

BEHl 6 XA S
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=)

# ... llgroupl X5 . ..

$ [group:1]> deploy HelloWorld

contract address:0x8cl7c£316cl1063ab6c89df875e96c9f0f5b2£744

# BEgroupl HHIHE, HEHIN A IRALRIER, BUEREgroupl @2 HHIRIEHR
$ [group:1]> getBlockNumber

1

#o... ﬁgroupZ?’ifﬁ%. ..

# YE|group2

$ [group:1l]> switch 2

Switched to group 2.

# IAlgroup2&Z s, IR GaH RN HERERT), BUERE group2& B HIRIER
$ [group:2]> deploy HelloWorld

contract address:0x8cl7¢c£316c1063ab6c89df875e96c9f0f5b2£744

# BEgroup2FIkem, RN IRHHERIER, SNEREgroup22 TIIFIER
$ [group:2]> getBlockNumber

1

# oL, [’iﬂgroupBﬁff%. ..

# YE|group3

$ [group:2]> switch 3

Switched to group 3.

# [Mgroup3K L5, IREILE a7 R AASE 5 HRE L)

$ [group:3]> deploy HelloWorld

contract address:0x8cl7cf316cl063ab6c89df875e96c9f0£f5b2£744

# BFgroup3HaiHE, MENIRHETEY, SNERE group3 &G I HIER
$ [group:3]> getBlockNumber

1

# ... URBINEERNE, EH AR Rgroupd NMEE, HEIH HEIgroupd|#
$ [group:3]> switch 4
Group 4 does not exist. The group list is [1, 2, 3].

# REHE
$ [group:3]> exit

BEHS
TRERE, 2¥itiReport HiE, HESDTFEE XWT:

HE:
TEFH—IFE, SFTH—%ReportH &, ReportH HEH A FBS X TF:
e g:: FFAHID
e num: HIBREE;
e sealerIdx: HIHT ARSI
* hash: XIRIETF;
s next: P PRBREE;
e tx: XIREEHILHE
* nodeIdx: HHITIHZERT-

# HEATHHEZE
$ cd ~/fisco/nodes/127.0.0.1

# BHgroupl RGN HHIXH™4
$ cat node0O/log/* |grep "g:l.«Report"

(continues on next page)

82 Chapter 5. ¥/ FMH




FISCO BCOS Documentation, & i v2.5.0

(8L T)
info|2019-02-11 16:08:45.077484| [g:1][p:264] [CONSENSUS] [PBFT]""""""*"Report,num=1,
—sealerIdx=1,hash=9b5487a6...,next=2,tx=1,nodeldx=2

# BEgroup2HRIEN: HEXHE

$ cat node0/log/* |grep "g:2.xReport"

info|2019-02-11 16:11:55.354881| [g:2][p:520] [CONSENSUS] [PBFT]""*"""*"""Report, num=1,
—sealerIdx=0,hash=434b6e07...,next=2,tx=1,nodeIdx=0

# BE group3tHUIFNL: BHEiXHR4E

$ cat nodeO/log/* |grep "g:3.+Report"

info|2019-02-11 16:14:33.930978]| [g:3][p:776] [CONSENSUS] [PBFT]"*""""*""Report, num=1,
—sealerIdx=1,hash=3a42fcdl...,next=2,tx=1,nodelIdx=2

TRIMAGEA
WL ER G, FISCO BCOSFIRHEE T AIMAZIRERA, WA m TG ERAMER, A EES
EVAENTHETFM, EHeEESHB R G RIEF; -

AT LURinode2 A group2 1], SRR ©A8 BIRFE A, IIAFTT A -

BE: FSINAGEER, BT
o I ANodelDFEE
o BEHNT SIEF N ERSHNT A2+ B E

¥ Dl group2 B AHIC & Fnode2

# AT HEZ
$ cd ~/fisco/nodes/127.0.0.1

# ... Mnodeo¥ Ul group2fIlit &% node2. . .
$ cp nodeO/conf/group.2.* node2/conf

# ...HBnode2 (BRGEMET SIEHLIN) ...
$ cd node2 && bash stop.sh && bash start.sh

KB node2 75 AID

# 1H1I0fFEnode2node 1D, Fnode2lIA\Elgroup2fiHE|iZ%node 1D
$ cat conf/node.nodeid
6dc585319e4cf7d73ede73819c6966eadbed74aadbbcbalbbb777132£63d355965¢c3502bed7a04425d99¢dctb7694alcl.

# I G Algroup2 & E %, Kinode2 il A Zgroup2

# .. EERESG X, HEDEHE (BB group2)
$ cd ~/fisco/console && bash start.sh 2

. EEEH A node 2 AT AL L.
1. BEYHFHRT A%
[group:2]> getSealerList

— W S SR

—9217e87c6b76184cf70a5a77930ad5886eab68aefbcceld09bdb799e45b520baab3d5bb9%abedddeab94]51df179d54d4

—

—227c600c2e52d8ec37aa%9£f8de8db016ddclc8a30bb77ec7608b99ee2233480d4c06337d2461e24c266]7b6fd53acfab

mh

£00a08

E e Ton ‘thngé 96cfd4adc989f
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—8b2c4204982d2a2937261e648c20fe80d256dfb4d7bda27b420e76697897b0b0ebb42c140bde8bf0f27

]
)I noderJl] )\?U > \'L/\%A 5

# addSealer¢*ﬁﬁHy>aﬂxEJ4 R node ID

$ [group:2]> addSealer,,

—6dc585319e4cf7d73ede73819c6966eadbed74aadbbcbalbbb777132£63d355965¢c3502bed7a04425d
{

"code":0,

"msg":"success"

3. BHEMRT SR
[group:2]> getSealerList

— A e

—9217e87c6b76184cf70a5a77930ad5886eab68aefbccel9090db799e45b520baa53d5bb9%abedddeab94y

—

—227c600c2e52d8ec37aa9£8de8db016ddcl1c8a30bb77ec7608b99ee2233480d4c06337d2461e24c2661

—

—7a50b646£fcd%ac7dd0b87299f79ccaal2adb3af875bd0947221babdeclclbadadd7£f7£690c95cf3e7962

—

—8b2c4204982d2a2937261e648c20£fe80d256dfb47bda27b420e76697897b0b0ebb42c140b4e8bf0£27

—

—6dc585319e4cf7d73ede73819c6966eadbed74aadbbcbalbbb777132£63d355965¢c3502bed7a04425d
S BN

i

]

# W group2 X i E

$ [group:2]> getBlockNumber
2

#... Mlgroup2 &35

# B Hellowor1d&?, Wi &N, FHENEZERW, EREgroup23ilfE N
$ [group:2] deploy HelloWorld
contract address:0xdfdd3ada340d7346c40254600aed4bb7a6cd8e660

KW group2 5 HIkE, REWHINTN3, HREAZE, HREgroup2ttiliFi
[group:2]> getBlockNumber

W Ur =

# BHIEHG

$ [group:2]> exit

HEBEFEFIMAT 5 RGO

# FEANTAPTEE R

cd ~/fisco/nodes/127.0.0.1

# BENSLEN (ctrl+cBEMmAIT)

$ tail —-f node2/log/* | grep "g:2.x++"

info|2019-02-11 18:41:31.625599| [g:2] [p:520] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=4, tx=0,nodeIdx=1,hash=c8aled9c...

...... [ SN BN

# BEnode2 group2HBEN: BHIXH=4

$ cat node2/log/* | grep "g:2.xReport"

info|2019-02-11 18:53:20.708366| [g:2][p:520] [CONSENSUS] [PBFT]"*"""Report:,num=3,
—1dx=3,hash=80c98d31...,next=10,tx=1,nodeIdx=1

# node2tiReport [ Hm N 3RIX R, UiBHnode2C& A group2
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F T A

# BETTAETE s& FILET A
$ cd ~/fisco/nodes/127.0.0.1 && bash stop_all.sh

5.8.4 H17E£H

HITLHRX PR 1A S BN S @ AR, LIS S B T 25 RGNl
o BEAHL: BFEDUATT A, TEIPYIN127.0.0.1;
o BEH2: EFENATSE, TAEIPHHN127.0.0.1.

HE:
« ENHAGEY, AEVCEZANTTSAHEER -GS, EUURE Y128 A8 EFEIE T S EE
o NEURIATZHT FIRE, X BN groupl
o HITZHGTEH, TAEIAFLE HEEERES BIEAMIRFN R

Fo S AR DU 9 R X R
Fbuild_chain.shffl A< 4 A 8RR 2E D017 5 (X SREE 75 HO B SO HF R

$ mkdir -p ~/fisco && cd ~/fisco

# IKBlpbuild chain.sh7ZR

$ curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/v2.5.0/build_
—chain.sh && chmod u+x build_chain.sh

# PN BEFA DT S KRR (TR, BT S B A F L L)

$ bash build_chain.sh -1 "127.0.0.1:4" -o multi_nodes -p 20000,20100, 7545
Generating CA key...

Generating keys
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1

Generating configurations...
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1

FISCO-BCOS Path : bin/fisco-bcos

[INFO]

[INFO] Start Port : 20000 20100 7545

[INFO] Server IP : 127.0.0.1:4

[INFO] State Type : storage

[INFO] RPC listen IP : 127.0.0.1

[INFO] Output Dir : /home/ubuntul6/fisco/multi_nodes
[INFO]

CA Key Path : /home/ubuntulé6/fisco/multi_nodes/cert/ca.key

[INFO] All completed. Files in /home/ubuntul6/fisco/multi_nodes

BEIETR T A

# AT HEE
S cd ~/fisco/multi_nodes/127.0.0.1
S bash start_all.sh

# BEEIEHN

$ ps aux | grep fisco-bcos

ubuntulé 55028 0.9 0.0 986384 6624 pts/2 S1 20:59 0:00 /home/
—ubuntulé6/fisco/multi_nodes/127.0.0.1/node0/../fisco-bcos -c config.ini

(continues on next page)
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ubuntul6 55034 0.8 0.0 986104 6872 pts/2 S1 20:59 0:00 /home/
—ubuntul6/fisco/multi_nodes/127.0.0.1/nodel/../fisco-bcos -c config.ini
ubuntul6 55041 0.8 0.0 986384 6584 pts/2 S1 20:59 0:00 /home/
—ubuntul6/fisco/multi_nodes/127.0.0.1/node2/../fisco-bcos —-c config.ini
ubuntulé 55047 0.8 0.0 986396 6656 pts/2 S1 20:59 0:00 /home/
—ubuntulé6/fisco/multi_nodes/127.0.0.1/node3/../fisco-bcos -c config.ini

BE T RILAER

# BEHBnode0IRIEN (ctri+ciBEIfEIT)

$ tail -f nodeO/log/* | grep "g:1l.x++"

info|2019-02-11 20:59:52.065958| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeIdx=2,hash=da72649%e...

# BEnodelHiIRHFN

$ tail -f nodel/log/* | grep "g:l.x++"

info|2019-02-11 20:59:54.070297| [g:1][p:264] [CONSENSUS] [SEALER]++++++++Generating
—seal on,blkNum=1,tx=0,nodeldx=0,hash=11c9354d...

# BEEnode2dIRIEIL

$ tail -f node2/log/* | grep "g:l.x++"

info|2019-02-11 20:59:55.073124| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++Generating,,
—seal on,blkNum=1,tx=0,nodelIdx=1,hash=b65cbac8...

# BF node3FLiEFMN,

$ tail -f node3/log/* | grep "g:l.x++"

info|2019-02-11 20:59:53.067702| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeIdx=3,hash=0467e5c4...

Frgroup2/in A X SR 5E

HITZ AKX RS M genesi sEEE X ILFAF, {Elgrouplid RFE, HFEAS -

# EANT A HEZ
S cd ~/fisco/multi_nodes/127.0.0.1

# ¥l group1WIitE

$ cp nodeO/conf/group.l.genesis nodeO/conf/group.2.genesis
$ cp nodeO/conf/group.l.ini nodeO/conf/group.2.ini

# EEdFA D

$ sed -1 "s/id=1/1id=2/g" nodelO/conf/group.2.genesis

$ cat nodeO/conf/group.2.genesis | grep "id"

# CBENE id=2

# FHigroup.2.genesis X IFFMIFIRT ST, HIFRCIKFFIHIRT &H

# FFELEPE MBI EAT A

$ cp nodeO/conf/group.2.genesis nodel/conf/group.2.genesis
$ cp nodeO/conf/group.2.genesis node2/conf/group.2.genesis
$ cp nodeO/conf/group.2.genesis node3/conf/group.2.genesis
$ cp node0/conf/group.2.ini nodel/conf/group.2.ini

$ cp nodeO/conf/group.2.ini node2/conf/group.2.ini

$ cp nodeO/conf/group.2.ini node3/conf/group.2.ini

# BRAMTH
bash stop_all.sh
$ bash start_all.sh

U
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BERALRER

# THEnode0 group2#iRfEN (ctri+ciBEMA1T)

$ tail -f nodeO/log/* | grep "g:2.x++"

info|2019-02-11 21:13:28.541596| [g:2][p:520] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeldx=2,hash=f3562664...

# BFnodel group2FLiFHMN,

$ tail -f nodel/log/* | grep "g:2.x++"

info[2019-02-11 21:13:30.546011| [g:2] [p:520] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1, tx=0,nodelIdx=0,hash=4bl7e74f...

# BHEnode2 group2ttiRIEH

$ tail -f node2/log/* | grep "g:2.x++"

info[2019-02-11 21:13:59.653615| [g:2] [p:520] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeIdx=1,hash=90cbd225...

# BHEnode3 group23LiHFN

$ tail -f node3/log/* | grep "g:2.x++"

info|2019-02-11 21:14:01.657428| [g:2][p:520] [CONSENSUS] [SEALER] ++++++++Generating,,
—seal on,blkNum=1,tx=0,nodelIdx=3,hash=d7dcb462...

AR S
REEH &

EHENRNEIES G, WHHET THRIE T EER S, BUEHERI G N E] ~/fiscoH*x:

cd ~/fisco

A G

curl -LO https://github.com/FISCO-BCOS/console/releases/download/v1.0.10/
—~download_console.sh && bash download_console.sh

Uy S Uy S

RLEHH G

# KW channel_ port
$ grep "channel_ listen_port" multi_nodes/127.0.0.1/node0/config.ini
multi_nodes/127.0.0.1/node0/config.ini: channel_listen_port=20100

# FEAEHIE HE

$ cd console

# PEUUT SRS

$ cp ~/fisco/multi_nodes/127.0.0.1/sdk/* conf

Bl & = & B B X HFconf/applicationContext.xmlf Bt & @1 & , 7Enode0 (127.0.0.
1:20100) LFECE T H M group (grouplFigroup2)

cat > ./conf/applicationContext.xml << EOF
<?xml version="1.0" encoding="UTF-8" ?>

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:p="http://
—www.springframework.org/schema/p"
xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://
—www.springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx-2.5.xsd
http://www.springframework.org/schema/aop

(continues on next page)
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http://www.springframework.org/schema/aop/spring—aop—-2.5.xsd">

<bean id="encryptType" class="org.fisco.bcos.web3j.crypto.EncryptType">
<constructor-arg value="0"/> <!-- O:standard l:guomi -->
</bean>

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.

—handler.GroupChannelConnectionsConfig">

<property name="allChannelConnections">

<list>

<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20100</value>
</list>
</property>
</bean>
<bean id="group2" class="org.fisco.bcos.channel.handler.

—ChannelConnections">
<property name="groupId" value="2" />
<property name="connectionsStr">
<list>
<value>127.0.0.1:20100</value>
</list>
</property>
</bean>

</list>

</property>

</bean>

<bean id="channelService" class="org.fisco.bcos.channel.client.Service"
—depends-on="groupChannelConnectionsConfig">
<property name="groupId" value="1" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
</bean>
</beans>
EOF

i B A AR S

# ... EBhEdGe

$ bash start.sh

# BN ERRAESI GBS RT), BHEEN, FREETAEIET « channel listen portﬁﬁ%ﬁ:‘gﬁ
]

Welcome to FISCO BCOS console(1.0.3)!
Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

| s sl ss | $5 1 s5\$s

(continues on next page)
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[E2))
[ S5558 I 55 _\$5535388| $9 1 $s 1 s8s | SSSSSS8| SS9 I S5 1 S$S_\$555S
I;}i; LSS NI $I oSS/ S5/ S8 | S5/ S| ss__/ | S5/ S \__lI
IHii | $5 \\$S5 S5\$s S5\$S $S | SS9 $5\8$$ S5\$s S5\$S
;}\22 \$55555 \$55558 \$55555 \$55558 \$555555  \$55555  \$55555 \$35555
=S
¢ ... Agrowpr2z®... ]

# ARECEFIR
$ [group:1]> getBlockNumber

# [Mgroupl¥fEHelloworl1d&?N, HEERW, EREgroupl HIHEBRIEH
$ [group:1]> deploy HelloWorld

contract address:0x8cl7cf£f316cl063ab6c89df875e96c9f0£f5b2£744
# RECEFIS R, BREREEN, HREgroupi HRETIEHR

$ [group:1]> getBlockNumber

1

# ... lgroup2K 5. ..

# PHElgroup2

$ [group:1]> switch 2

Switched to group 2.

# ARECH AT

$ [group:2]> getBlockNumber

0

#[ﬂgroupZ%&%HelloWorldéﬁ@

$ [group:2]> deploy HelloWorld

contract address:0x8cl7c£316cl1063ab6c89df875e96c9f0£f5b2£744
# RBUCHHTHR S, EREEEN, R Egroup2tiIRERIEH
$ [group:2]> getBlockNumber

1
# BHIERE
S[group:2]> exit

i HEEE T A HIRE

# DB S EE
$ cd ~/fisco/multi_nodes/127.0.0.1/

# BFgroupl HEHUEN, BE|Report | JB T groupl FIEE M 1/

$ cat nodeO/log/* | grep "g:1.xReport"

info|2019-02-11 21:14:57.216548| [g:1][p:264] [CONSENSUS] [PBFT]"""""Report:,num=1,
—sealerIdx=3,hash=be961c98...,next=2,tx=1,nodelIdx=2

# BEgroup2B BN, BE|Report T IE T group2fIHE 1Ak

$ cat nodeO/log/* | grep "g:2.xReport"

info|2019-02-11 21:15:25.310565| [g:2] [p:520] [CONSENSUS] [PBFT]"""""Report:,num=1,
—sealerIdx=3,hash=5d006230...,next=2,tx=1,nodeldx=2

BT

# FRETREEE s TR
$ cd ~/fisco/multi_nodes/127.0.0.1 && bash stop_all.sh

5.8. ZHAHATE 89




FISCO BCOS Documentation, & i v2.5.0

5.9 AT

5.9.1 ZHMySQL

M OET S FE R A X EIR E EMyYSQLLFE 5 o A =X 2 BT, 7R E S E#EMySQLAR 55,
fEUbuntuFlCentOS iR 55 7 L FUBR & /7 =040 R -

Ubuntu: HUT FHI =44, ZEd8F, BLE root k2 .

sudo apt install -y mysgl-server mysqgl-client libmysglclient-dev

JE 5 MySQL ARZS & ifi: root I 8565

service msyql start
mysgl —-uroot -p

CentOS: HAT T I A% iy QAT 205 -

yum install mysqglx
#HYERR AR A 1 i nux, T B Emariadb, mariadbiemysgli)—"10
yum install mariadbx

JE5) MySQL k55, EFfiH 7 root F S EHHS -

service mysqgld start

$E TS T mariadb, WEH R4 EE

service mariadb start

mysgl —-uroot -p

mysqgl> set password for root@localhost = password('123456");

5.9.2 FLEMySQLS %
BENE X my.cnf

’mysql —-help | grep 'Default options' -A 1

PITZ A LAE B0 N a8

Default options are read from the following files in the given order:
/etc/mysgl/my.cnf /etc/my.cnf ~/.my.cnf

B Emy.cnf

mysqlffKiX M/etc/mysql/my.cnf, /etc/my.cnf, ~/.my.cnfF IIFEACE « KIREHIX LM, HEFE—NF
TERSCHE, TElmysqld|BE T NN (WRAENESIE) -

max_allowed_packet = 1024M
sgl_mode =STRICT_TRANS_TABLES

HEmysql-sever, KiFS% -

Ubuntu: HUTIF L ES

service mysql restart

CentOS: HUTII N2 EH/H
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service mysqgld start
#ETHE T mariadb, WIERH NHEFGHSEE
service mariadb start

FEZEGT 2

mysgl —-uroot -p
#FHITTHEM S, BEmax_allowed packetHIfE
MariaDB [ (none)]> show variables like 'max_allowed_packet%';

o o +
| Variable_name | Value |
o o +
| max_allowed_packet | 1073741824 |
t—————————————— o ———— +

1 row in set (0.00 sec)

#FHUT TG4, ﬁ%sqlfmodeﬂ/ﬂﬁ
MariaDB [ (none)]> show variables like 'sgl _mode%';

e e +
| Variable_name | Value |
e e +
| sql_mode | STRICT TRANS_ TABLES |
o e +

1 row in set (0.00 sec)

5.9.3 A EHEMySQL

FISCO BCOS7E2.0.0-rc3 2 J5, FCHF T fiE i E b EiEMyYSQL, A TR RIMySQL A =, Bl & %
B REEFEDOEEIEE . @Eﬁﬁfi‘m %

ez e

ZHAEMEREXRET AXFEBEIZAHAH, BHAHRATH LHE . BEF
it - KB EHHEELRESH - t#E T E —4\%,ﬁxﬁm—¢ﬂ;&?ﬁr§§1ﬁﬂ,
B, X B BE R4

BAFICS B X M1 &L

T MABC, H FTABE :J:Groupl,B,CE FGroup2. I
BT RlXf N T2 # L, ZERERMENT

BET P _— a2
: HEA T
= 7 HEB (L I LS 4 ‘
' @ ' Gy L

2 E & £

WEEFR, TEBETZMRAE, NEBATHOE DT R, X R AEIEESEFE2 TN, 5
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TEAARABHATHR—DT A, FABC=1T 5, 75 HGroupl_A (Groupl N fIAT /., T
[@) , Groupl_B, Group2_ B, Group2 CZFEIR -

TE U EESAF, A EAE SRR -

RS MEEEZ A, TETABKEENIEENZHANEE, BESEZ N TPR-

HER A

mkdir -p ~/fisco && cd ~/fisco

# HKElbuild chain.shiZ

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/v2.5.0/build_
—~chain.sh && chmod u+x build_chain.sh

A= e B A

# EM KRR E X ipconf
cat > ipconf << EOF
127.0.0.1:1 agencyA 1
127.0.0.1:1 agencyB 1,2
127.0.0.1:1 agencyC 2
EOF

# BEIE M

cat ipconf

127.0.0.1:1 agencyA 1
127.0.0.1:1 agencyB 1,2
127.0.0.1:1 agencyC 2

{8 Fibuild_chain# & [X R

### FEEXEHEE GEBIMIA30300~30302, 20200~20202, 8545~854 7 IRH W S H)
#a# XBXBEFEMLFEEMT S8 -s Mysor” LI T 40 .
bash build_chain.sh -f ipconf -p 30300,20200,8545 —-s MySO

Generating keys

Processing IP:127.0.0.1 Total:1 Agency:agencyA Groups:1
Processing IP:127.0.0.1 Total:1 Agency:agencyB Groups:1,2
Processing IP:127.0.0.1 Total:1 Agency:agencyC Groups:2

Generating configurations...

Processing IP:127.0.0.1 Total:1 Agency:agencyA Groups:1l
Processing IP:127.0.0.1 Total:1 Agency:agencyB Groups:1,2
Processing IP:127.0.0.1 Total:1 Agency:agencyC Groups:2

Group:1 has 2 nodes
Group:2 has 2 nodes

BB Aini X
group. [BELH inifi & SCE AR, FAAASEMERE G R MySQLAVEL B B, - BUIZMySQLIVEL & E B0~
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Iﬁiﬁ\db_ipldb_port|db_usernameIdb_passwdldb_name\
|Groupl_A|127.0.0.1|3306|root|123456|db_Groupl_A]|
|Groupl_B|127.0.0.1|3306|root|123456|db_Groupl_B]|
|Group2_B|127.0.0.113306|root|123456|db_Group2_B]|
|Group2_C|127.0.0.1|3306|root|123456|db_Group2_C|

EEnode0 | figroup.1.inifii &

&2 ~/fisco/nodes/127.0.0.1/node0/conf/group. 1 .ini[storage] Bt A PR 2%, BLE 41K A% - db_passwd A% B H

CACE

db_ip=127.0.0.1

db_u:

name=

db_passwd=

E¥node1 T figroup.1.inifit &

&2 ~/fisco/nodes/127.0.0.1/node0/conf/group. 1.ini[storage] Bt A PR 2%, ¥ 40 K A% - db_passwd A% B H

GATR

db_1p=127.0.0.1
db_port=3306
db_username=root

EMnode1 F figroup.2.inifit &

{& B ~/fisco/nodes/127.0.0.1/node 1/conf/group.2.ini[storage | BX BN 2%, Fii U1~ A - db_passwdh &f B [

A -

db_1ip=127.0.0.1
db_port=3306
name=root

EXnode2 T figroup.2.inifit &

23

{EI~/fisco/modes/127.0.0.1/node2/conf/group.2.ini[storage| B (AN 2%, HTHEUN T A% - db_passwd &t B 1

R -

sername=root
=db_Group2_C

vd=

JEBIT R

cd ~/fisco/nodes/127.0.0.1;sh start_all.sh
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A i

ps —ef|grep fisco-bcos|grep -v grep

fisco 111061 1 0 16:22 pts/0 00:00:04 /data/home/fisco/nodes/127.0.0.1/
—node2/../fisco-bcos -c config.ini

fisco 111065 1 0 16:22 pts/0 00:00:04 /data/home/fisco/nodes/127.0.0.1/
—node0/../fisco-bcos -c config.ini

fisco 122910 1 1 16:22 pts/0 00:00:02 /data/home/fisco/nodes/127.0.0.1/

—nodel/../fisco-bcos -c config.ini

JEBIRLEI, 3 PMfisco-beosHRE « ARLPIANIEIES % H EFHIANL B2 T IER -

RE H S

HITTNEFES, BE T Anode0BERA T R AL (HABTT S KM

tail -f nodes/127.0.0.1/node0/log/log* | grep connected

EFBUEBERRL AL, W AT LA Hinode05 HAM AT A ER -

info|2019-05-28 16:28:57.267770| [P2P] [Service] heartBeat,connected count=2
info|2019-05-28 16:29:07.267935| [P2P] [Service] heartBeat, connected count=2
info|2019-05-28 16:29:17.268163| [P2P] [Service] heartBeat,connected count=2
[ 1l
[ 10

info|2019-05-28 16:29:27.268284 | [P2P] [Service] heartBeat,connected count=2
info|2019-05-28 16:29:37.268467| [P2P] [Service] heartBeat, connected count=2
PAT T ETES, KRERTGAELNA

tail -f nodes/127.0.0.1/node0/log/log* | grep +++

1B 15 2 AN H ++++Generating seal 278 HHIEH -

info|2019-05-28 16:26:32.454059| [g:1] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=28, tx=0,nodelIdx=3,hash=c9c859d5. ..
info|2019-05-28 16:26:36.473543|[g:1] [CONSENSUS] [SEALER] ++++++++++++++++_|
—Generating seal on,blkNum=28,tx=0,nodelIdx=3,hash=6b319fa7...
info[2019-05-28 16:26:40.498838| [g:1] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=28, tx=0,nodelIdx=3,hash=2164360f...

G XA S
A

cd ~/fisco;

curl -LO https://github.com/FISCO-BCOS/console/releases/download/v1.0.10/download_
—console.sh && bash download_console.sh

cp —n console/conf/applicationContext-sample.xml console/conf/applicationContext.
—xml

cp nodes/127.0.0.1/sdk/* console/conf/

& R BC B A

i ~/fisco/console/cont/applicationContext. xmIE XA W FECE FR 5 E)
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<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20200</value>
</list>
</property>
</bean>
</list>
</property>
</bean>
BRES &

cd ~/fisco/console

sh start.sh 1

#HE TableTest &4

[group:1]> deploy TableTest

contract address:0x8cl7cf£316cl063ab6c89df875e96c9f0£f5b2£744

BEBIREHRRERL

MySQL -uroot -pl23456 -A db_Groupl_A
use db_Groupl_A;
show tables;

| c_8cl7cf316cl063ab6c89df875e96c9f0f5b2£744 |

| c_f69a2fa2ecadd9820218062164837cobeecc909%abd |

| _sys_block_2_nonces_ |
| _sys_cns_ |
| _sys_config_ |
| _sys_consensus_ |
| _sys_current_state_ |
| _sys_hash_2_block_ |
| _sys_number_2_hash_ |
| _sys_table_access_ |
| _sys_tables_ |
| _sys_tx_hash_2_block_ |

12 rows in set (0.02 sec)

BERIEEPERB

show tables;
b +
| Tables_in_db_Groupl_A |
ettt +

c_8cl7cf316c1063ab6c89df875e96¢c9f0f5b2£744 |
c_f69a2fa2ecad9820218062164837cbeecc909%abd |
_sys_block_2_nonces_ |
_sys_cns__

_sys_config_ |
_sys_consensus_ |

(continues on next page)
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_sys_current_state_

_sys_hash_2_block_

_sys_number_2_hash_

_sys_table_access_

_sys_tables_

_sys_tx_hash_2_block_

u_t_test |

R B A\ — AR

MR B AR
call TableTest 0x8cl7cf316cl1063ab6c89df875e96c9f0f5b2f744 insert "fruit" 100 "apple

"
—

0x082ca6abaz292f1f7b20abeb3fb03£f45e0c6£48b5a79cc65d1246bfe57be358dl

FIHMyYSQLE i, B iflu_t_testREIE

P S =

#EH A P AR R

select * from u_t_test\G;

ER B R R R I B I I I I I i e e 1_ FOW **,*,k*khkhhkhkhkhhkrkhkkhkhkhkhkhkhkhhkhkxkxk*k

_id_: 31
_hash_: 0a0ed3b2b0a227a6276114863ef3e8aal34f44e31567a5909d1dalaecel3le575e
num_: 3

_status_: O
name: fruit
item_id: 100
item_name: apple
1 row in set (0.00 sec)

5.9.4 @ fCHE T RIMySQL

AR A AR T SR AR 2.1.000 K DL FIRR AR B 3L, 75 B 7E2.0.0-re388 #2.0.07 1 il i A H 1
[RIMySQL” A1 [a] 77 20 2= 5 i A A s BEEA SR « 1B S5 O U s i 7 1E . FHEAE2.0.0-rc2
{5 5B AR RIMySQL” U (8] 77 3 £ B A S AFEERE - 1B S % O i Ui iE 1k

HE: M AMySQLE -

ez e

ZRHZEMRAR X IRBE T S B 2, AR 5 - BIRFME - RS A ERRE Y -
LR N AR — 17 SO B —T~amdb-proxy <], a0, XIREMZH, H=1T5AB,C, HFABRE
THEALB,CE TR . TS AFICHBIXT N IR ESLF], BT SR T2 R ESLF], 2L A
wm:
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wmEEPrR, TABETEZ A, AFFFE TR DT A, X Hamdb-proxy ik 55 FIMySQLE 73 T

K, AT XAOANERFHE TR — N5, BFABCENTA, 93 HGroupl_A (Groupl FHIATI &, T
[&]) , Groupl_B, Group2_B, Group2_C#H ~. FHELLEEAE], fAERECETRE-

TRIER

L Eamdb-proxy RSS2 1, FEFEAKRHENEEMZBANRE, BASHENTIR-

HEA K

o SISO

mkdir -p ~/fisco && cd ~/fisco

o FKHbuild chainfflz

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/v2.5.0/build_
—chain.sh && chmod u+x build_chain.sh

A= A G B A

# ERXEERLE M ipconf
cat > ipconf << EOF
127.0.0.1:1 agencyA 1
127.0.0.1:1 agencyB 1,2
127.0.0.1:1 agencyC 2
EOF

# BEIEM
cat ipconf
127.0.0.1:1 agencyA 1

(continues on next page)
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127.0.0.1:1 agencyB 1,2
127.0.0.1:1 agencyC 2

{5 Fbuild_chain#& 2 X B

### FEEXEHEE GELIMIN30300~30302, 20200~20202, 8545~854 7 IRAE W HH)

Generating keys

Processing IP:127.0.0.1 Total:1 Agency:agencyA Groups:1
Processing IP:127.0.0.1 Total:1 Agency:agencyB Groups:1,2
Processing IP:127.0.0.1 Total:1 Agency:agencyC Groups:2

Generating configurations...

Processing IP:127.0.0.1 Total:1 Agency:agencyA Groups:1l
Processing IP:127.0.0.1 Total:1 Agency:agencyB Groups:1,2
Processing IP:127.0.0.1 Total:1 Agency:agencyC Groups:2

Group:1 has 2 nodes
Group:2 has 2 nodes

BT Aini ST
& Xnode0 T figroup.1.inifit &

BM~/fisco/nodes/127.0.0.1/node0/conf/group. 1.ini L1 H [storage] Bt I ZY, B NI RN

[storage]
type=external
topic=DB_Groupl_A
max_retry=100

EXnode1 F figroup.1.inifit &

BM~/fisco/nodes/127.0.0.1/node1/conf/group. 1.ini L1 H [storage] Bt I Y, WE NI RN

[storage]
type=external
topic=DB_Groupl_B
max_retry=100

EEnode1 T figroup.2.inifil &

BM~/fisco/nodes/127.0.0.1/node1/conf/group.2.ini X 14 H [storage] Bt N2, WE NI RN

[storage]
type=external
topic=DB_Group2_B
max_retry=100
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EMnode2 F ffigroup.2.inifit &

fE(~/fisco/nodes/127.0.0.1/node2/conf/group.2.ini X £ H [storage| Bt I ZY, BB NI R IR

[storage]
type=external
c=DB_Group2_C
max_retry=100
##amdbfUH
YRR AL

cd ~/fisco;
git clone https://github.com/FISCO-BCOS/amdb-proxy.git

TRAS %

cd AMDB;gradle build

PmiFT G, SEM— NdistH3, UM

— apps
L AMDB.jar
— conf
—— applicationContext.xml
—— contracts
Table.sol
': TableTest.sol

—— doc

amop .png
leveldb.png
README . md

— log4j2.xml
— mappers
L data_mapper.xml

— 1lib
— log
.— start.sh

fic &amdb-proxy

amdb-proxy 5 17 fFE 1 #2, amdb-proxysZclient, 17 fiEserver, 3 510 F8 kamdb-proxy Ik %5 E 5% 77
AR AT EHC E amdb-proxy K 1T HtopicRI AT, 5K FtopicHI/M4E1E 2% AMOP, amdb-proxy i 221l i
HEFENA -

WEREE

cp ~/fisco/nodes/127.0.0.1/sdk/x ~/fisco/AMDB/dist/conf/
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amdbZE 4] #5 D1

cd ~/fisco;
###dist_Groupl_AseT M. .Groupl_AX N amdbS ]
cp AMDB/dist/ dist_Groupl_A -R
###dist_Groupl BT M.Groupl_BXf R A amdbSE Al
cp AMDB/dist/ dist_Groupl_B -R
###dist_Group2 BT H.Group2_ BN N K amdb3E |
cp AMDB/dist/ dist_Group2_B -R
###dist_Group2_CreTi M. .Group2_ CXf N amdbSf]
cp AMDB/dist/ dist_Group2_C -R

2 LaRBER, ATLLE Bl ~/fisco H S HISUIFLERI AN T -

15:53 AMDB

14:58 build_chain.sh
15:58 dist_Groupl_A
15:58 dist_Groupl_B
15:59 dist_Group2_B
15:59 dist_Group2_C
14:59 ipconf

15:08 nodes

drwxrwxr-x 8 fisco fisco 4096 May
—rwxrw-r—— 1 fisco fisco 37539 May
drwxrwxr-x 5 fisco fisco 4096 May
drwxrwxr-x 5 fisco fisco 4096 May
drwxrwxr-x 5 fisco fisco 4096 May

5

1

4

ArwxXrwxr—x fisco fisco 4096 May
fisco fisco 68 May

fisco fisco 4096 May

—IrW—-Irw—r——

B N R

drwxrwxr—x

DBfI&
MySQL -uroot -pl23456
CREATE DATABASE bcos_Groupl_ A ;
CREATE DATABASE bcos_Groupl_B ;
CREATE DATABASE "bcos_Group2_B ;
CREATE DATABASE bcos_Group2_C ;
BB AL E

X B BiMySQLIIBCEF BT

Iﬁiﬁ\db_ipldb_port|db_usernameIdb_passwdldb_name\

|Groupl_ A[127.0.0.1]13306|root|123456|bcos_Groupl_A]|
|Groupl_B|127.0.0.1|3306|root|123456|bcos_Groupl_B]|
|Group2_B|127.0.0.1|3306]|root|123456|bcos_Group2_B]|
|Group2_C|127.0.0.1|3306]root]123456|bcos_Group2_C|

fic B i #2725 MapplicationContext.xmI 3, 75 225 2 A AL & 7 . #5 topicil Enode.topic, MySQLHL &
{5 BB & f135db.ip - db.port- db.database - db.userf/ldb.password -

J1Group1HATI s L Eamdb-proxy

F~/fisco/dist_Groupl_A/conf/applicationContext.xmIEE R 40 T B & G5 E)

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">

(continues on next page)
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(82 £ 7))
<list>
<value>127.0.0.1:20200</value>
</list>
</property>
</bean>
</list>
</property>

</bean>

<bean id="DBChannelService" class="org.fisco.bcos.channel.client.Service">
<property name="groupId" value="1" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
<property name="topics">

<list>
<value>DB_Groupl_A</value>
</list>
</property>
<property name="pushCallback" ref="DBHandler"/>
</bean>
<!-- database connection configuration -->

<bean id="dataSource" class="org.apache.commons.dbcp2.BasicDataSource">

<property name="driverClassName" value="com.mysqgl.jdbc.Driver" />

<!-— please configure db connection here-->

<property name="url" value="jdbc:mysgl://127.0.0.1:3306/bcos_Groupl_A?
—characterEncoding=UTF-8&amp; zeroDateTimeBehavior=convertToNull" />

<property name="username" value="root" />

<property name="password" value="123456" />
</bean>

1 Group1#IB s L Eamdb-proxy

*Rf~/fisco/dist_Group1_B/conf/applicationContext. xmU{EM A U1 AL & (FR 5 )

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupld" value="1" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20201</value>
</list>
</property>
</bean>
</list>
</property>

</bean>

<bean id="DBChannelService" class="org.fisco.bcos.channel.client.Service">
<property name="groupId" value="1" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
<property name="topics">
<list>

(continues on next page)
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[E2W))
<value>DB_Groupl_B</value>
</list>
</property>
<property name="pushCallback" ref="DBHandler"/>
</bean>
<!-- database connection configuration -->

<bean id="dataSource" class="org.apache.commons.dbcp2.BasicDataSource">

<property name="driverClassName" value="com.mysql.Jjdbc.Driver" />

<!—— please configure db connection here-->

<property name="url" value="jdbc:mysgl://127.0.0.1:3306/bcos_Groupl_B?
—characterEncoding=UTF-8&amp; zeroDateTimeBehavior=convertToNull" />

<property name="username" value="root" />

<property name="password" value="123456" />
</bean>

J9Group2B 7 st Eamdb-proxy

i ~/fisco/dist_Group2_B/conf/applicationContext.xmI{EM 41 N AL E (BB 75 E)

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="group2" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupld" value="2" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20201</value>
</list>
</property>
</bean>
</list>
</property>

</bean>

<bean id="DBChannelService" class="org.fisco.bcos.channel.client.Service">
<property name="groupId" value="2" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>

<!-— communication topic configuration of the node -->
<property name="topics">

<list>

<value>DB_Group2_B</value>

</list>
</property>
<property name="pushCallback" ref="DBHandler"/>

</bean>
<!-- database connection configuration -->

<bean id="dataSource" class="org.apache.commons.dbcp2.BasicDataSource">

<property name="driverClassName" value="com.mysql.jdbc.Driver" />

<!-— please configure db connection here-->

<property name="url" value="jdbc:mysgl://127.0.0.1:3306/bcos_Group2_B?
—characterEncoding=UTF-8&amp; zeroDateTimeBehavior=convertToNull" />

<property name="username" value="root" />

<property name="password" value="123456" />
</bean>
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J1Group2i)CTI &AL Eamdb-proxy

5{%~/ﬁsco/dist_Group2_C/c0nf/applicationConteXt.me%ﬁﬁl?'ﬂ WREEGSEE)

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="group2" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="2" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20202</value>
</list>
</property>
</bean>
</list>
</property>

</bean>

<bean id="DBChannelService" class="org.fisco.bcos.channel.client.Service">
<property name="groupId" value="2" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>

<!—- communication topic configuration of the node -->
<property name="topics">
<list>
<value>DB_Group2_C</value>
</list>
</property>
<property name="pushCallback" ref="DBHandler"/>
</bean>
<!-- database connection configuration ——>

<bean id="dataSource" class="org.apache.commons.dbcp2.BasicDataSource">
<property name="driverClassName" value="com.mysqgl.jdbc.Driver" />
<!-- please configure db connection here-->
<property name="url" value="jdbc:mysqgl://jdbc:mysqgl://127.0.0.1:3306/bcos_
—Group2_C?characterEncoding=UTF-8&amp; zeroDateTimeBehavior=convertToNull" />
<property name="username" value="root" />
<property name="password" value="123456" />
</bean>

& 5iamdb-proxy

cd ~/fisco/dist_Groupl_A;sh start.sh
cd ~/fisco/dist_Groupl_B;sh start.sh
cd ~/fisco/dist_Group2_B;sh start.sh
cd ~/fisco/dist_Group2_C;sh start.sh

Ei’]jﬁ‘n\\

cd ~/fisco/nodes/127.0.0.1;sh start_all.sh
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A i

ps —ef|grep org.bcos.amdb.server.Main|grep -v grep

fisco 110734 1 1 17:25 7 00:00:10 java -cp conf/:apps/*:1ib/* org.
—bcos.amdb.server.Main

fisco 110778 1 1 17:25 7 00:00:11 java -cp conf/:apps/*:1ib/* org.
—bcos.amdb.server.Main

fisco 110803 1 1 17:25 2 00:00:10 java -cp conf/:apps/*:1ib/* org.
—bcos.amdb.server.Main

fisco 122676 1 16 17:38 72 00:00:08 java -cp conf/:apps/*:1ib/* org.

—bcos.amdb.server.Main

ps —ef|grep fisco-bcos|grep -v grep

fisco 111061 1 0 17:25 pts/0 00:00:04 /data/home/fisco/nodes/127.0.0.1/
—node2/../fisco-bcos -c config.ini
fisco 111065 1 0 17:25 pts/0 00:00:04 /data/home/fisco/nodes/127.0.0.1/
—node0/../fisco-bcos -c config.ini
fisco 122910 1 1 17:38 pts/0 00:00:02 /data/home/fisco/nodes/127.0.0.1/

—nodel/../fisco-bcos -c config.ini

JFEIETN, SEEIH4 N javaif e, 3/ Mfisco-beosiHFFE - ANALINANIETE S H EMIABLE & & 156 -

A H &5

PUTFETES, BB T AnodeOBERATT A EL (HABTT HRLD

tail -f nodes/127.0.0.1/node0/log/log* | grep connected

IEFE B RIRLUNE AR, A5 H AT Hinode05 7 M2 11 A # -

info|2019-05-07 21:47:22.849910| [P2P][Service] heartBeat connected count,size=2
info|2019-05-07 21:47:32.849970| [P2P] [Service] heartBeat connected count,size=2
info|2019-05-07 21:47:42.850024| [P2P] [Service] heartBeat connected count,size=2

AT T RS, REEDAIR

tail -f nodes/127.0.0.1/node0/log/log* | grep +++

IEH G L2 A5 H++++Generating seal /R IR IEH

info|2019-05-07 21:48:54.942111| [g:1][p:65544] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=6,tx=0,nodelIdx=1,hash=355790£f7...
info|2019-05-07 21:48:56.946022| [g:1][p:65544] [CONSENSUS] [SEALER] ++++++++++++++++ |
—Generating seal on,blkNum=6,tx=0,nodelIdx=1,hash=4ef772bb. ..
info|2019-05-07 21:48:58.950222| [g:1][p:65544] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=6,tx=0,nodelIdx=1,hash=48341lee5...

EREH G XA S

EZ T R EEMySQLH B FH %) & A A28 5 E T .

5.10 &#Hl5

154 £ FFISCO BCOS 2.0E B B i LR, BBt Web3SDK 5 X HGETT Sy, SEIN
X EREETT SEIRANEE P RER - EHEWEEENGS, BREEHXEREERE « EH KT & . 36
BHEHAGNE . I, BHERME—EARIETE, B owl LU 5REER I Solidity & 29 30 9w 1%
FTava i3 -
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5.10.1 #EHI &ML

G W ER, BIFELFIE SR IISEL

o 184 FBARHUTHREM S, O EAXKHEEAERGEE, HESNMEH AN, Hfi
¥4 HISON-RPCHE: O, FIH5ISON-RPCE A4 - FHBRR: 847 DUF HtabB b4,
FHEIFHEETRERG FRATES -

« FHLAMXRMSE: FLHEMAROFTENSY, BL5 3B ASHE LA,
5 JSON-RPCHz [ [7] 44 i < K HL A\ S ERRIUE B 7 BUAEA 2 %5 JSON-RPC API .«

5.10.2  Han S BEEE
BAHEE S

* FIFCNSHERZE M & 2GR

- ¥FE A4 deployByCNS

- JAHAY: callByCNS

- BIHCNSHZE ELE R queryCNS
o WEELEFIHAH A

- FEEY: deploy

- WHE: call

HAth i<

s BHXHREE: getBlockNumber

o BRI HFIK: getSealerList

o TN S EIHUE B getTransactionReceipt
o PIMEEA: switch

5.10.3 iR

s Ctrl+A: W BIEITE

s Ctrl+D: BHEHIE

s Ctrl+E: I EIEITTRE

e Ctrl+R: HREARITH AL
o 1 [AETINNE 5 4

o | IR R A4

5.10.4 & & R
LA AR, BEESEIMGLSHITISE R, HAEKHBERPITER, HUTERS
Hok.
o FHER: G REFROBUTER, I8 json T R E -
o BERLERL: G AR ERMHUTAE R, I B B json T R E -
_ PG 6T S FIISON-RPCHE I | AEiRF0 52X H .
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— 12| & W in 2 FH Precompiled Service®z AR, $HiRIGZ %X H

5.10.5 &l G ELESE1T

HE: FIESRM: HEEFISCO BCOSKHREEESH JT 42 TA 5 il TH .

IREE I &

cd ~ && mkdir -p fisco && cd fisco

# RBFERIG

curl -LO https://github.com/FISCO-BCOS/console/releases/download/v1.0.10/download_
—console.sh && bash download_console.sh

R
o W SR H M 4 H] T B W R JE R 0, E E I curl -LO  hittps://gitee.com/FISCO-

BCOS/console/raw/master/tools/download_console.sh && bash download_console.sh

H RGN -

|-— apps # EiHlE jarf HE

| -— console. jar

|-—— 1lib # mffﬁﬁmjar/ﬂgi

|-— conf

| |-— applicationContext-sample.xml # [f'&E i

[ |-— log4j.properties # H&EIE L/

|-— contracts # SATTEHT

| —— solidity # solidity&#FERLHR
-— HelloWorld.sol # {iEA#: HelloWorld&#, AIHREFIVHH
-— TableTest.sol # HHCRUDEOMAY): TableTest &, TIEREMIEH
-— Table.sol # HRfftcrRUDEIEREZOGY]

—-— console # {1%’mr$%§/\fmT%E%FWT“97abi, bin, javaX{HHZE

| —— sdk # sol2java.shIRGRFERNENabi, bin, java XiFHZ

|-— start.sh # #&flEEBNEE

|-— get_account.sh # KA

|-— sol2java.sh # solidity &P HIRIFEN javat YIS A T EMIA

|-— replace_solc_jar.sh # ZilE jartl B

Ao B H &

o XHRBETT SANERIACE
- B Hsdk B X FHca.crt ~ sdk.crtflsdk . key LAFE N Econt HEX T -

- RcontH & T E"]applicationContext—sample.xmlj{ # ' W 4%
HapplicationContext .xml X ff. BB applicationContext .xml1 X, HAEHME
TR0 TN 2 AR A1 DX B BE 1Y U BE B O B B - 389K R B BER 1% 8 i channel_listen_ip(&
T AR AN Fv2.3.0, EE B E Dilisten_ip)7127.0.0.15#0.0.0.0, channel_port420200,
MlapplicationContext . xmlfit & B .

<?xml version="1.0" encoding="UTF-8" ?>

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:p="http://
—wWww.springframework.org/schema/p"

(continues on next page)
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&L

xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://
—www.springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx-2.5.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring-aop-2.5.xsd">

<bean id="encryptType" class="org.fisco.bcos.web3j.crypto.EncryptType">
<constructor-arg value="0"/> <!-- O:standard 1:guomi ——>

</bean>

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.
—handler.GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list> <!-- BMFAFRZERE —1bean ——>
<bean id="groupl" class="org.fisco.bcos.channel.

—handler.ChannelConnections">
<property name="groupld" value="1" /> </-——

%'ﬁifﬂﬂ/‘]groupID ——>
<property name="connectionsStr">

<list>
<value>127.0.0.1:20200</
—value> <!-- IP:channel_ port ——>
</list>
</property>
</bean>
</list>
</property>
</bean>

<bean id="channelService" class="org.fisco.bcos.channel.client.Service"
—depends-on="groupChannelConnectionsConfig">
<property name="groupId" value="1" /> </-—— EHIDNIMHIH -—>
<property name="agencyName" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
</bean>

</beans>

FLE AR 2 50X

HE: EHE 1A
o HIE BRI
52 [ftsk: JavaSDKEEhRM 5 -

o SEHGEEHFE - MREANEES DT AERE, BT REN LT g AR LR AT e
RHEHAH, FNtESaRAT AR, HREFEEMEA -, BTIEFRNS - @RS
=1N) ,&Eﬂﬁ—ﬁ\%,ﬁﬁ%%iﬁﬁﬂﬁ%ﬁﬁ RERTERFAE S, XFEAE RIS RN R RIRE A R
Fr—E

P B [ 2 R ) &
[ F RS 6 BCE S R E RS 6 MR ERER XA, R
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o XHRBETT SANERAIACE
- B Hsdk HRX THca.crt ~ sdk.crtflsdk.key XN Econt HE T -

- ¥conftH F N HlapplicationContext-sample.xmlX f ®E| @ %
HapplicationContext .xml X . Bl BapplicationContext .xml XXM, HAZRIME
T ) TN AR DX R B T 5 I B M BB - 3R QSR B BE R 1% & ichannel _listen_ip(&
AR A /N Fv2.3.0, & E B E Tilisten_ip) 7127.0.0.15%30.0.0.0, channel_port 420200,
MlapplicationContext . xmlft & B .

« STFFEBFER

<bean id="encryptType" class="org.fisco.bcos.web3j.crypto.EncryptType">
<l—- encryptType{EiﬁEj’?l, FIFEEFR ——>
<constructor-arg value="1"/> <!-- 0O:standard l:guomi -->

</bean>

. HUEEREE

# F#isolcd-all-0.4.25-gm. jarilffconsole HEK
$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/solcj/solcd—
—~all-0.4.25-gm. jar
Bt garty,
$ bash replace_solc_jar.sh solcJdJ-all-0.4.25-gm. jar

TEfR:

et R E K W% E @S KN ELEE T &, FZE A ol -LO
https://www.fisco.com.cn/cdn/deps/tools/solcj/solcJ-all-0.4.25-gm.jar

EHGRBE-DRITNORFSN TR, FHEITLE Rsolidity &2 X9 F Njava s LI - LT
B, AW

o Rrsolidity B X Econtracts/solidity HE T «

o BT i21Tsol129ava. shlIZAR(TRETE € —MNjavall 1. 4) 5E Al dm 1% & 4555 - HlU, contracts/
solidityH 3% N € BHelloWorld.sol- TableTest.sol- Table.sol& %, 8 E &4
Horg.com.fisco, MW T:

$ cd ~/fisco/console
$ ./sol2java.sh org.com.fisco

BITHIhZ G, H2FEconsole/contracts/sdk HEEMjava « abiflbin H%, W TFHR-

|-— abi # ZWIFERabi B3, Flllsolidity & HRMIFERabi LI
| |-— HelloWorld.abi
| | -— Table.abi
| |-— TableTest.abi
|-— bin # WEFELENKIPinBR, HFillsolidityBAMIENDbIn M
| | —— HelloWorld bin
| | -— Table.bin
| |-— TableTest.bin
|-- java # FHURIFEIEEZE K Tavad i
| | -— org
| -— com

|
| |-— fisco

| | -— HelloWorld.java # ZaiEfHelloworld Java Xi#
| |-— Table.java # FWiFEMICRUDIZOAEY) Java Xt

| |-— TableTest.java # YER TableTest Java i
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javaH & T 4 Al Torg/com/fisco/B B¢ & H X - ®H B 1R H & N R & & javas
Y'Y ##HelloWorld.java\ TableTest.javafliTable. java- H HHelloWorld.
javafliTableTest . javas&javah i ITiE & Hjava &2 3

E: TEHIVEH S Hconsole/1ibHE N &solcd-all-0.4.25. jar, HIITFR0AMKRI S5
B MRMHOSIRA G RIERREE R &4 HFES, 5 MR N RIESRjartl, R5E#console/
1ibHE FHsolcd-all-0.4.25. jare Eﬂéﬁﬁi‘i./replace_solc_jar.shﬁiﬂj—‘iﬁﬁ%ﬁﬁ, T8E
NEIGIE SR jar R, LW

# TF#isolcg-all-0.5.2. jariilifEconsole B3R N, REIFEWT
$ ./replace_solc_jar.sh solcJ-all-0.5.2.jar

NEE LG Ejartl

04K A Y jar e

$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/solcj/solcd—
—all-0.4.25.73ar

0.5 A A N YR % jar £

$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/solcj/solcd—
—all-0.5.2.jar

[ B0 40K A AR 1% jartl

$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/solcj/solcd~-
—all-0.4.25-gm. jar

305 & L9 %jar

$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/solcj/solcd—
—all-0.5.2-gm. jar

R G
ETRIEASTIEL S, BihiEHE:

$ ./start.sh
# W ARG BRI

Welcome to FISCO BCOS console(1.0.4)!
Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

| | \/ \ 7 \ 7/ \ | \ 7/ \ 7/ \/ o
{H;$$$$$$$\$$S$$I $SSS8S| SSSSSS | SSSSSSN | SSSSSSS|  $SSSSSS| $89S8S8S| $SSS8S
{%22__ I $$ 1 $S___\$| $3 \$| $$ | $3 | $S_/ S| $$ \ST 8 | $1 $S__\
{Hiz \ | $$ \$S \| $8 I $$ | $8 | $$ Sl $s I 88 | $S\s$$
{H;$$$$ | $5 _\$$8SSS| 88 __| $$ | 88 [ 88888881 $$ 1 $$ | $S_\$388S
[ﬁzg oSS N S 8S_/ 1 $s_/ $S I $S_/ S1 8$__/ | $$__/ $1 \_|
{Hiz | $S \\$$ $S\SS $S\SS $S | $$ SS\SS $S\SS $S\SS
:122 \$SSSSS \SS8S88S  \$S8885S \$85888 \$SSSSS8S  \$S885SS \$5S888 \$S8SS

S

-

(continues on next page)
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J& BhRHI AR 5B
BB = Wi G R

./start.sh —--version
console version: 1.0.4

M/ 156 5 5
P B N E A

il & A A2 AU AR get_account.sh(BEI AR FIVATR 2B i 8 B0, A2 A RO 7 ST AEaccounts B
KT, S BN AR EAZ AT - s B sV LM

./start.sh

./start.sh groupID

./start.sh groupID -pem pemName
./start.sh groupID -pl2 pl2Name

VN

EHIGREYLER — MK, ERES G EE R ENHA SR .

./start.sh

TEERASE

R GREYLER — IR, RS ITEE A S B -

./start.sh 2

o VERK PR MOBELLTERS ) £ RUE SO PR A TR B bean -

i FHPEMAS X AAA A /B 3

o TR K pem X IERIK P RSN, BIAZEL BEAHS - -pem~ pem L IFRETE

./start.sh 1 -pem accounts/0xebb824al1122e587b17701ed2e512d8638dfb9c88.pem

i FHPKCS 124 S RA A U R 30

o [ERTEERIpI2UERIK T, FERMAEN, WMASE. BHAS . -pl2. pI23UFEE

./start.sh 1 -pl2 accounts/0x5ef4dflbl56bc9f077ee992a283c2dbb0bf045c0.pl2
Enter Export Password:
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TR EHE BEhRInEp1 230 B3 T mRE:

exception unwrapping private key - Jjava.security.InvalidKeyException: Illegal key,,
—size

Al fE RJavafl A B R ., & %Z W’ 77 # : htips://stackoverflow.com/questions/3862800/
invalidkeyexception-illegal-key-size

5.10.6 EHIG WL
help

i \helpeliEh, BEEHGTEGL

o

[group:1]> help

—

addObserver Add an observer node.

addSealer Add a sealer node.

call Call a contract by a function and,
—paramters.

callByCNS Call a contract by a function and
—paramters by CNS.

deploy Deploy a contract on blockchain.
deployByCNS Deploy a contract on blockchain by CNS.
desc Description table information.

exit Quit console.

getBlockByHash Query information about a block by hash.
getBlockByNumber Query information about a block by block,,
—number.

getBlockHashByNumber Query block hash by block number.
getBlockNumber Query the number of most recent block.
getCode Query code at a given address.
getConsensusStatus Query consensus status.

getDeployLog Query the log of deployed contracts.
getGroupList Query group list.

getGroupPeers Query nodeId list for sealer and observer
—nodes.

getNodeIDList Query nodeId list for all connected nodes.
getNodeVersion Query the current node version.
getObserverList Query nodeld list for observer nodes.
getPbftView Query the pbft view of node.

getPeers Query peers currently connected to the
—~client.

getPendingTransactions Query pending transactions.
getPendingTxSize Query pending transactions size.
getSealerList Query nodeId list for sealer nodes.
getSyncStatus Query sync status.

getSystemConfigByKey Query a system config value by key.
setSystemConfigByKey Set a system config value by key.
getTotalTransactionCount Query total transaction count.
getTransactionByBlockHashAndIndex Query information about a transaction by,
—block hash and transaction index position.

getTransactionByBlockNumberAndIndex Query information about a transaction by,
—block number and transaction index position.

getTransactionByHash Query information about a transaction,
—requested by transaction hash.

getTransactionReceipt Query the receipt of a transaction by,
—~transaction hash.

getTransactionByHashWithProof Query the transaction and transaction,

—proof by transaction hash.

(continues on next page)
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(LT

getTransactionReceiptByHashWithProof
—proof by transaction hash.
grantCNSManager
grantDeployAndCreateManager
—create user table by address.
grantNodeManager

—by address.
grantSysConfigManager

—by address.
grantUserTableManager

—name and address.

Query

Grant
Grant

Grant

Grant

Grant

the receipt and transaction receipt,

permission for CNS by address.
permission for deploy contract and,

permission for node configuration,
permission for system configuration,_

permission for user table by table

help (h) Provide help information.
listCNSManager Query permission information for CNS.
listDeployAndCreateManager Query permission information for deploy,,
—contract and create user table.
listNodeManager Query permission information for node,
—configuration.
listSysConfigManager Query permission information for system
—configuration.
listUserTableManager Query permission for user table,
—information.
queryCNS Query CNS information by contract name_
—and contract version.
quit (q) Quit console.
removeNode Remove a node.
revokeCNSManager Revoke permission for CNS by address.
revokeDeployAndCreateManager Revoke permission for deploy contract and
—create user table by address.
revokeNodeManager Revoke permission for node configuration,
—by address.
revokeSysConfigManager Revoke permission for system
—configuration by address.
revokeUserTableManager Revoke permission for user table by table
—name and address.
listContractWritePermission Query the account list which have write_
—permission of the contract.
grantContractWritePermission Grant the account the contract write
—permission.
revokeContractWritePermission Revoke the account the contract write
—permission.
grantContractStatusManager Grant contract authorization to the user.
getContractStatus Get the status of the contract.
listContractStatusManager List the authorization of the contract.
grantCommitteeMember Grant the account committee member
revokeCommitteeMember Revoke the account from committee member
listCommitteeMembers List all committee members
grantOperator Grant the account operator
revokeOperator Revoke the operator
listOperators List all operators
updateThreshold Update the threshold
queryThreshold Query the threshold
updateCommitteeMemberWeight Update the committee member weight
queryCommitteeMemberWeight Query the committee member weight
freezeAccount Freeze the account.
unfreezeAccount Unfreeze the account.
getAccountStatus GetAccountStatus of the account.
freezeContract Freeze the contract.
unfreezeContract Unfreeze the contract.
switch (s) Switch to a specific group by group ID.
[create sqgl] Create table by sqgl.
[delete sgl] Remove records by sqgl.

(continues on next page)
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[insert sqgl] Insert records by sqgl.
[select sqgl] Select records by sqgl.
[update sqgl] Update records by sqgl.

o help B/ REFFMAIIE R we mLIEEfiA

« BEAEFMSHERN AR, BAGS -hEi-helpEF - AN

[group:1]> getBlockByNumber -h

Query information about a block by block number.

Usage: getBlockByNumber blockNumber [boolean]

blockNumber -- Integer of a block number, from 0 to 2147483647.

boolean —-- (optional) If true it returns the full transaction objects, if false,
—only the hashes of the transactions.

switch

B TswitchBFs, VIHEITEERH - B S R IR AR -

[group:1]> switch 2
Switched to group 2.

[group:2]>

I FEYMEE, FH{REconsole/conf B FhllapplicationContext . xml(ﬁ@ﬂ%)ﬂﬁ%)}
RS AR MR E) U EEE T ENER, AR EER T Siphiin D IEM, %7
RIEFBAT -

getBlockNumber

i21T7getBlockNumber, & X EE .

[group:1]> getBlockNumber
90

getSealerList

51T getSealerList, H AT HFI5E -

[group:1]> getSealerList
[

—0c0bbd25152d40969d3d3cee3431£fa28287e07cf£2330d£3258782d3008b876d146ddab97eab427964

—

—10b3a2d4b775ec7£3c2c9e8dc97fa52beb8caab9c34d026db9b95a72acldlclad551c67c2b7£fdc3417

—

—622af3702bd29c60ae8f15d467b67c0a7fe5eb3e5c63fdc27a0ee8066707a25afa3aaleb5a3b802d3a

S5bfbb281591f

71857eada75836¢

e5e26de9dbaf
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getObserverList

i5{TgetObserverList, & WET H4115 -

[group:1]> getObserverList
[

—037c255¢c06161711b6234b8c0960a6979e£039374ccc8b723afea2107cba3432dbbc837a714b7da20111£74d5a24e91

]

getNodelDList

i21TgetNodeIDList, &F& 17 5 M iEHp2p T i fnodeldd| 58

[group:1]> getNodeIDList
[

—41285429582¢cbfe6eed501806391d2825894b3696£801e945176c7eb2379%alecf03b36b027d72£480e

—

—~87774114e4a496c68£2482b30d221fa2f7b5278876da72£3d0a75695b81e2591c1939fc0d3fadblbcc

—

—29c34347a190clec0c4507cbeedbabbcd4d7a8f9f54ef26da616e81185c0afllal8ceadeachb74cf6fol

—

—d5b3a9782cbaca271c9642aea391415d8b258e3a6d92082e59cc5b813cal23745440792ae0b29f4962
1

getPbftView

iZ1TgetPbftView, 2 EpbftilE -

[group:1]> getPbftView
2730

getConsensusStatus

iZ1TgetConsensusStatus, &H IR -

[group:1]> getConsensusStatus

[
{
"id": 1,
"Jsonrpc": "2.0",
"result": [
{
"accountType": 1,
"allowFutureBlocks": true,
"cfgErr": false,
"connectedNodes": 3,
"consensusedBlockNumber": 38207,
"currentView": 54477,
"groupId": 1,
"highestblockHash":
—"0x19a16e8833e671aal1431de589¢c866a6442ca6c8548bad40a44£50889cd785069",

9d15bacd4346.

59c997bafc9e.

20292b24bc5d

£568£8ad58b7

"highestblockNumber": 38206,

(continues on next page)
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"leaderFailed": false,
"max_faulty_leader": 1,
"nodeId":

—"f72648fel65dal7a889%bece08cale57862cb979c4e3661d6a77bcc2de85cb766af5d299fec8ad4337eeddl42dcal2bal

"
",

"nodeNum": 4,
"node_index": 3,
"omitEmptyBlock": true,
"protocolId": 65544,
"sealer.0":

—"6a99£357ecf8a001e03b68aba66£68398ec08£3ce0£0147e777ec77995369%9aac470b8c9f0£85£91ebb58a98475764b

"
",

"sealer.1l":

—"8a453£f1328c80b908b2d02ba25adca6341bl6bl16846d84£903c4£4912728cbaael050cedf24cd9cl3¢010ce922d339

"
",

"sealer.2":

—"ed483837e73eelb56073b178f5ac0896fa328fc0ed418ae3e268d9e9109721421ec48d68£28d6525642868b40dd265

"
",

"sealer.3":

—"f£72648fel65dal7a889%ecel08cale57862cb979c4e3661ldba77bcc2de85cb766af5d299fec8ad4337eeddl42dcal2bal

:_)",
"toView": 54477
by

[

"nodeId":

—"6a99f357ecf8a001e03b68aba66f68398ee08f3ce0f0147e777ec7799536%9aac470b8c9f0£85f91ebp58a98475764b

:"
—

"view": 54474
b

{
"nodeId":

—"8a453f1328c80b908b2d02ba25adcab341bl6b16846d84£903c4£f4912728c6aaell050cedf24cd9¢c13¢010ce922d339

("
—

"view": 54475
b

{
"nodeId":

—"ed483837e73eelb56073b178f5ac0896fa328fc0ed418ae3e268d9e9109721421ec48d68£28d6525642868b40dd265

("
—

"view": 54476
b

{
"nodeId":

—"f72648fel65dal7a889%bece08cale57862cb979c4e3661dba77bcc2de85cb766af5d299fecB8a4d4337eeddl42dcal2bal

o
—

"view": 54477

getSyncStatus

j&1TgetSyncStatus, EF FIFIRE -

[group:1]> getSyncStatus
{

(continues on next page)
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"blockNumber":5,

"genesisHash":
—"0xeccad5274949p9d25996£7a96b89c0ac5c099eb9b72cc00d65bc6ef09£7bd10b",

"isSyncing":false,

"latestHash":
—"0xpb99703130e24702d3b580111b0cf4e39ff60ac530561dd9%eb0678d03d7acceld",
"nodeId":
—"cf93054cf524f51c9fede%9a76a50218aaa7a2cabeb58£f6£5634£9c2884d2e972486c7fel1d244d4b49c6148clcb524bc
"peers": [
{
"blockNumber":5,
"genesisHash":
—"0xeccad5274949p9d25996£7a96b89c0ac5c099eb9b72cc00d65bc6ef09£f7bd10b",
"latestHash":
—"0xpb99703130e24702d3b580111b0cf4e39f£60ac530561dd9%eb0678d03d7acceld",
"nodeId":

—"0471101bcf033cd9e0chbdbeef76cl44e6eff90a7a0b184705976£8ba32b2516c0528338060a4599fche3bafeell88bc

}I
{
"blockNumber":5,
"genesisHash":
—"0xeccad5274949b9d25996f7a96b89c0ac5c099eb9b72cc00d65bco6ef09f7bd10b",
"latestHash":
—"0xb99703130e24702d3b580111b0cf4e39ff60ac530561dd9%eb0678d03d7acceld",
"nodeId":
—"2b08375e6£876241b2a1d495cd560bd8e43265£57dc9ed07254616ea88e371dfa6d40d9a702eadfd5g

n
—

}I
{
"blockNumber":5,
"genesisHash":
—"0xeccad527494909d25996£f7a96b89c0ac5c099eb9b72cc00d65bc6ef09f7bd10b",
"latestHash":
—"0xp99703130e24702d3b580111b0cf4e39f£f60ac530561dd9%eb0678d03d7acceld",
"nodeId":
—"edlc85b815164b31e895d3f4fc0b6e3f0a0622561ec58al0cc8£3757a73621292d88072bf853ac52f

"
—

1,
"protocolId":265,
"txPoolSize":"0O"

2025180£9d966.

a9%a9bbbl0ab4]

getNodeVersion

i&{TgetNodeVersion, & 17 S IRAN -

[group:1]> getNodeVersion
{
"Build Time":"20190107 10:15:23",
"Build Type":"Linux/g++/RelWithDebInfo",
"FISCO-BCOS Version":"2.0.0",
"Git Branch":"master",
"Git Commit Hash":"be95a6e3e85b621860b101c3baecee8be68£5£450"
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getPeers

& TgetPeers, FLE 17 5. Hpeers -

[group:1]> getPeers
[

"IPAndPort":"127.0.0.1:50723",
"nodeId":
—"8718579%9e9a6fee647b3d7404d59d66749862aeddef22eb6bbabaafelaf6fcl28fc33ed5a%al05abdda

om
—

"Topic": [

"IPAndPort":"127.0.0.1:50719",
"nodeId":
—"697e81e512cffc55fc9c506104fb888a%ecfde29ecabfefbbb334b0ebbbfcdef8fabb60eb614a0f2bel]

:"
—

"Topic": [

"IPAndPort":"127.0.0.1:30304",
"nodeId":
—"8fc9661baal057034f10efacfd8be3b7984e2f2e902f83c5c4e0e8a60804341426ace51492ffael087d

("
—

"Topic": [

51e12004c6bf

§8d0b5993464c

6c0b968bd5e9.

getGroupPeers

i&1TgetGroupPeers, E& T T EgroupHIFEIRTT S FTMIER T 5515, -

[group:1]> getGroupPeers
[

—~cf93054cf524f51c9fedefa’6a50218aaa’7a2cab6e58£6£5634£9c2884d2e972486c7feld244d4b49co]

—

48clcb524bcc

—~edlc85b815164b31e895d3£f4£fc0b6e3£f0a0622561ec58al0cc8£3757a73621292d88072b£853ac52£0a%a9%bbl0a54b

—

—-0471101bcf033cd9%e0cbdbeef76cl44e6eff£90a7a0bl847b5976£8ba32b2516c0528338060a4599fc5e

—

—2b08375e6£876241b2al1d495cd560bd8e43265£57dc9ed07254616ea88e371dfa6d40d%9a702eadfdbe
]

getGroupList

i&1TgetGroupList, B FHFELHYI|F:

[group:1]> getGroupList
[1]
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getBlockByHash

iZ4T getBlockByHash, #RIENXIREHEMXREE - S5
o XHEA: OxTFKI X ERIG A 1E -
s XGtrdE: Bilfalse, KRAPHIZHAERZHEAE, KE wve, BRTHEREER -

[group:1]> getBlockByHash,
—0xfoafbcc3ec9ebdac2c2829c2607e95ealfalbe914call57436b2d3c5£1842855
{

"extraData": [

]I

"gasLimit":"0x0",

"gasUsed":"0x0",

"hash":"Oxfoafbcc3ec9ebdac2c2829c2607e95ealfalbe914call57436b2d3c5£1842855",

"logsBloom":
—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000

L
—

"number":"0x1",

"parentHash":
—"0xeccad5274949p9d25996£7a96b89c0ac5c099eb9b72cc00d65bc6ef09£7bd10b",

"sealer":"0x0",

"sealerList": [

—"0471101bcf033cd%0cbdbeef76cl44e6eff90a7a0bl847b5976£8ba32b2516c0528338060a4599%fc

"
",

—"2b08375e6£876241b2a1d495cd560bd8e43265£57dc9ed07254616eaB88e371dfa6d40d%a702eadfd5e

"
",

—"cf93054cf524£f51c9%fede9a76a50218aaa’7a2cab6e58£6£5634£9c2884d2e972486c7feld244d4b49c

"
",

—"edlc85b815164b31e895d3£f4fc0b6e3£0a0622561ec58al10cc8£3757a73621292d88072b£f853achb2f

n
—

Iy
"stateRoot":"0x9711819153£7397ec66a78b02624£70a343b49c60bc2£21a77b977b0ed91cef?

"timestamp":"0x1692£f119c84",
"transactions": [
"0xal4638d47cc679cfoeeb7f£36a6d2a30eab6cb8dcf0938719f£45023a7a8edb5d"
]I
"transactionsRoot":
—"0x516787£85980a86£d04b0e9%9ce82a1a75950db866e8cdf543c2cae3e4a51d91b7"
}
[group:1]> getBlockByHash,
—0xfoafbcc3ec9ebdac2c2829c2607e95ealfalbe914callb7436b2d3c5£1842855 true
{

"extraData": [

1,

"gasLimit":"0x0",

"gasUsed":"0x0",

"hash":"Oxf6afbcc3ec9ebd4ac2c2829c2607e95ealfalbe914call57436b2d3c5£1842855",

"logsBloom":
—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000

o
-

"number":"0x1",

"parentHash":
—"0xeccad5274949p9d25996£7a96b89c0ac5c099eb9b72cc00d65bc6ef09£7bd10b",

"sealer":"0x0",

(continues on next page)
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"sealerList": [

—"0471101bcf033cd9%0cbdbeef76cl44e6eff90a7a0bl847b5976£8ba32b2516c0528338060a4599%fc

o
—

e3bafeel88bc

—"2b08375e6£876241b2a1d495cd560bd8e43265£57dc9ed07254616ea88e371dfa6d40d9%9a702eadfd5¢025180£9d966.

o
—

—"cf93054cf524f51c9fede9a76a50218aaa7a2ca6e58f6£5634£9c2884d2e972486c7feld244d4b49c6148clcb524bc

L
—

—"edlc85b815164b31e895d3£f4fc0b6e3f0a0622561ec58al0cc8£3757a73621292d88072bf853ac52f

"
—

]I
"stateRoot":"0x9711819153£f7397ec66a78002624£f70a343b49c60bc2f21a77b977b0ed91cef9
“‘"l
"timestamp":"0x1692£f119c84",
"transactions": [
{
"blockHash":
—~"0xfeafbcc3ec9ebdac2c2829c2607e95eal0falbe914call57436b2d3c5£1842855",
"blockNumber":"0x1",
"from":"0x7234c32327795e4e612164e3442cfae0d445b9%9ad",
"gas":"0x1c9c380",

"gasPrice":"0x1",

"hash":
—"0xal4638d47cc679cfbeeb7f36a6d2a30ea56chb8dcf0938719ff45023a7a8edb5d",

"input":

a9%a9bbbl0a54]

—"0x608060405234801561001057600080£d50506040805190810160405280600d81526020017£48656¢6c6£2c20576£

"

o
"nonce":
—"0x3443a1391¢c9¢c29f751e8350304efb310850b8afbaa7738f5e89ddfce79b1d6",
"to":null,
"transactionIndex":"0x0",
"value":"0xQO"

1,
"transactionsRoot":
—"0x516787£85980a86fd04b0e9ce82a1a75950db866e8cdf543c2cae3e4a51d91b7"

}

getBlockByNumber

iZ1TgetBlockByNumber, RIEXREEEMXREE - SEL
o XIRERE: kR -
o ZHkrE: Eilfalse, XA S RERTHWEA, WENrve, BRTHEMEEE -

[group:1]> getBlockByNumber 1
{

"extraData": [

]I

"gasLimit":"0x0",

"gasUsed":"0x0",

"hash":"Oxfoafbcc3ec9ebd4ac2c2829c2607e95ealfalbe914call57436b2d3c5£1842855",

"logsBloom":
—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000

"
",

(continues on next page)
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"number":"0x1",

"parentHash":
—"0xeccad5274949p9d25996£f7a96b89c0ac5c099%9eb9b72cc00d65bc6ef09£f7bd10b",

"sealer":"0x0",

"sealerList": [

—"0471101bcf033cd9%e0cbdbeef76cl44e6ef£90a7a0b184705976£8ba32b2516c0528338060a4599fc

"
",

—"2b08375e6£876241b2a1d495cd560bd8e43265£57dc9ed07254616ea88e371dfa6d40d%a702eadfd5e

"
",

—"cf93054cf524f51c9fede9a76a50218aaa7a2ca6eb58f6£5634£9c2884d2e972486¢c7feld244d4b49c

"
",

—"edlc85b815164b31e895d3f4fc0b6e3f0a0622561ec58al0cc8£3757a73621292d88072bf853ac52f

"
—

1,
"stateRoot":"0x9711819153£f7397ec66a78b02624£70a343b49c60bc2f21a77b977b0ed91cef9

"timestamp":"0x1692£119c84",
"transactions": [
"0xal4638d47cc679cfoeeb7f36a6d2a30ea56chb8dcf0938719££f45023a7a8edb5d"

1,
"transactionsRoot":
—~"0x516787£85980a86fd04b0e9ce82a1a75950db866e8cdf543c2cae3ed4ab51d91b7"

}

getBlockHashByNumber

51T getBlockHashByNumber, fit X & ERGRFIEH - SE
o RSB TEHIEEL

[group:1]> getBlockHashByNumber 1
Oxfé6afbcc3ec9ebdac2c2829c2607e95ea0falbe914call57436b2d3c5£1842855

getTransactionByHash

olf

B

¥

j&1T getTransactionByHash, 1813 504 7 B 10 2C 5 f .

o XHWER: OxITF LI FIGA1E -

o BN Wk, RETHTEZLSHEIENEIR, ERZSEE] LRAE S 5 finput BT 7 Hi t -
PUES<35IE - See AR ZUII RN 2 i

[group:1]> getTransactionByHash
—0x1dfc67c51£f5cc93b033£c80e5e9£eb049¢c575a580863483aa4d04£530a2¢c87d5

W)

"blockHash":"0xe4el1293837013£547ad7£443a8£f£f20a4e32a060b9%cac56c41462255603548b7b

"blockNumber":"0x8",

"from":"0xf0d2115e52b0533e367447f700bfbf2ed35ff6fc",

"gas":"0x11lela300",

"gasPrice":"0x1llela300",

"hash":"0x1dfc67c51£f5cc93b033fc80e5e9feb049c575a58b863483aa4d04£530a2¢87d5",

"input":
—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000

v

e3bafeel88bc.

025180£9d966.

148clcb524bc

a%a9%bbbl0a54]

000000000000

v
",

(continues on next page)
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"nonce":"Oxlaec6ed447dad9b9al40bf39a91a4d75fd19ea77£7dc38ccf940d8d510d78bdo",
"to":"0x42£c572759£fd568bd590£f46011784be2a2d53£f0c",
"transactionIndex":"0x0",
"value":"0x0"
}
# input FEESVEONGRL, BITENNEAEEDSS, BASEUE-
[group:1]> getTransactionByHash,
—0x1dfc67c51£5cc93b033£c80e5e9feb049c575a58b863483aa4d04£530a2c87d5 TableTest

"blockHash":"0xe4el1293837013f547ad7f443a8ff20a4e32a060b9%cac56c41462255603548b7b

"blockNumber":"0x8",

"from":"0xf0d2115e52b0533e367447£700bfbf2ed35ff6fc",

"gas":"0x1llela300",

"gasPrice":"0x1llela300",

"hash":"0x1dfc67¢51£f5cc93b033£fc80e5e9feb049c575a58b863483aa4d04£f530a2¢c87d5",

"input":
—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000

"nonce":"Oxlaec6ed447dad9b9al40b£f39%9a91a4d75£d19ea77£7dc38ccf940d8d510d478bd0o",
"to":"0x42fc572759fd5680bd590f46011784be2a2d53f0c",
"transactionIndex":"0x0",

"value":"0x0"

Input
function: insert (string,int256, string)
input value: (fruit, 1, apple)

getTransactionByBlockHashAndIndex

A

i&1TgetTransactionByBlockHashAndIndex, iEid XIRIGAFIL H R EHLHEE . ZE:
o REMEA: OxFFLMIXRIG A (E -
o XHRG|: TFtHIEEE

« BAZ: Wk, ZERSTERZSNENIAN, FHIZZET LU AL S Kinput AT i H o
AT ERE B L3 MIANEAT -

[group:1]> getTransactionByBlockHashAndIndex,
—0xed4el293837013£547ad7£443a8££20a4e32a060b9%cac56c41462255603548b7b 0

"blockHash":"0xe4el1293837013f547ad7f443a8ff20a4e32a060b9%cac56c41462255603548b7b

"blockNumber":"0x8",

"from":"0xf0d2115e52b0533e367447f700bfbf2ed35ff6fc",

"gas":"0x1lela300",

"gasPrice":"0x1llela300",

"hash":"0x1dfc67¢51f5cc93b033fc80e5e9feb049¢c575a58b863483aa4d04£f530a2¢c87d5",

"input":
—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000

A\l
",
"nonce":"Oxlaec6ed447dad9b9al140b£f39%9a91a4d75£d19ea77£7dc38ccf940d8d510d478bd0o",
"to":"0x42fc572759fd5680bd590f46011784be2a2d53f0c",
"transactionIndex":"0x0",

"value":"0x0"

(continues on next page)

5.10. &EH#HI& 121

000000000000

000000000000



FISCO BCOS Documentation, & i v2.5.0

[group:1]> getTransactionByBlockHashAndIndex,
—0xe4el293837013£f547ad7£443a8£f£20a4e32a060b9cac56c41462255603548b7b 0 TableTest

"blockHash":"0xe4el293837013£547ad7£443a8£f£f20a4e32a060b9%cac56c41462255603548b7b

"blockNumber":"0x8",

"from":"0xf0d2115e52b0533e367447f700bfbf2ed35ff6fc",

"gas":"0x11lela300",

"gasPrice":"0x1llela300",

"hash":"0x1dfc67¢51£f5cc93b033£fc80e5e9feb049c575a58b863483aa4d04£530a2¢c87d5",

"input":
—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000

"nonce":"Oxlaec6ed447dad9b9al140bf39a91a4d75fd19%9ea77£f7dc38ccf940d8d510d78bd0o",
"to":"0x42£c572759£d568bd590£46011784be2a2d53£f0c",
"transactionIndex":"0x0",

"value":"0x0"

Input
function: insert (string,int256, string)
input value: (fruit, 1, apple)

getTransactionByBlockNumberAndindex

iZ1TgetTransactionByBlockNumberAndIndex, it X mEMZ 5 RTI ERLHER - S
o XHEEE: bR
« BHRG]: TathEEL.

o BN Wk, KAZHTERL SN EAIAIR, [ ZET LOR AL S Ainput AT H i H -
USSR ERE S 205 5 WA -

[group:1]> getTransactionByBlockNumberAndIndex 8 0
"blockHash":"0xe4e1293837013£547ad7£443a8£ff20a4e32a060b9%cac56c41462255603548b7b

"blockNumber":"0x8",

"from":"0xf0d2115e52b0533e367447£700bfbf2ed35ff6fc",

"gas":"0x1lela300",

"gasPrice":"0x1lela300",

"hash" :"0x1dfc67c51£5cc93b033£c80e5e9feb049c575a58b863483aa4d04£530a2c87d5",

"input":
—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000

Al
o
"nonce":"Oxlaec6ed447dad9b9al40bf39a91a4d75fd19%9ea77£7dc38ccf940d8d510d78bdo",
"to":"0x42fc572759fd5680bd590f46011784be2a2d53f0c",
"transactionIndex":"0x0",

"value":"0x0"

[group:1]> getTransactionByBlockNumberAndIndex 8 0 TableTest

{
"blockHash":"0xe4el293837013£547ad7£443a8£f£f20a4e32a060b9%cac56c41462255603548b7b

(continues on next page)
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"blockNumber":"0x8",

"from":"0x£0d2115e52b0533e367447£700bfbf2ed35ff6fc",

"gas":"0x1llela300",

"gasPrice":"0x1lela300",

"hash":"0x1dfc67¢c51£5¢cc93b033fc80e5e9feb049c575a58b863483aa4d04£530a2¢c87d5",

"input":
—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000

"nonce":"0xlaec6e447dad909al140bf39a91a4d75fd19ea77£f7dc38ccf940d8d510d78bd0",

"to":"0x42fc572759fd5680bd590f46011784be2a2d53f0c",

"transactionIndex":"0x0",

"value":"0x0"

Input
function: insert (string, int256,string)
input value: (fruit, 1, apple)

getTransactionReceipt

j&1T getTransactionReceipt, HiT A FME A E I HEIH . S5
o XHMA: OxI K SHIEGFE -

s BEANK: Wk, REXGHTEZTSHEREEG AL, FHIZSEAT LUK 5 E P
HJinput - outputflevent logf# AT M5 - (JE: input™ Bt fEweb3sdk 2.0.4k% A% A1 35 38 o #4) F Bx
ZRTRRATCIZ S B A fi#fT outputFlevent log - )

[group:1]> getTransactionReceipt,
—0x1dfc67c51£5cc93b033£fc80e5e9feb049c575a58b863483aa4d04£530a2c87d5

"blockHash":"0xed4el1293837013f547ad7f443a8ff20a4e32a060b9%cac56c41462255603548b7b

"blockNumber":"0x8",

"contractAddress":"0x0000000000000000000000000000000000000000",

"from":"0xf0d2115e52b0533e367447£700bfbf2ed35ff6fc",

"gasUsed":"0x94f5",

"input":
—"0xeb£f3b24£00000000000000000000000000000000000000000000000000000000000000600000000

"
",

"logs": [
{
"address":"0x42fc572759£d568bd590£46011784be2a2d53£f0c",
"data":
—"0x0000000000000000000000000000000000000000000000000000000000000001",
"topics": [
"Oxc57b01fa77f41df77eaab79a0e2623fab2e7ae3e9530d9%1cab225ad65f2b7ce
;}"
]
}
]I
"logsBloom":

—"0x0000000000000080000000000000000000000000000000000000000000000000000000000000000
"output":"0x0000000000000000000000000000000000000000000000000000000000000001 ",
"status":"0x0",

"to":"0x42£c572759£d568bd590£46011784be2a2d53£0c",

(continues on next page)
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(82 £ 7))
"transactionHash":
—"0x1dfc67c51£5cc93b033£c80e5e9feb049c575a58b863483aa4d04£530a2¢c87d5",
"transactionIndex":"0x0"

[group:1]> getTransactionReceipt,
—0x1dfc67c51£5cc93b033£c80e5e9feb049c575a580863483aa4d04£530a2c87d5 TableTest

"blockHash":"0xe4el1293837013f547ad7f443a8ff20a4e32a060b9%cac56c41462255603548b7b

"blockNumber":"0x8",

"contractAddress":"0x0000000000000000000000000000000000000000™,

"from":"0xf0d2115e52b0533e367447£700bfbf2ed35ff6fc",

"gasUsed":"0x94£f5",

"input":
—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000

"
",

"logs": [
{
"address":"0x42fc572759£fd568bd590£f46011784be2a2d53£f0c",
"data":
—"0x0000000000000000000000000000000000000000000000000000000000000001",
"topics": [
"0xc57b01fa77f41df77eaab79a0e2623fab2e7ae3e9530d9%b1cab225ad65f2b7ce

1,
"logsBloom":
—"0x0000000000000080000000000000000000000000000000000000000000000000000000000000000

("
—

"output":"0x0000000000000000000000000000000000000000000000000000000000000001",

"status":"0x0",

"to":"0x42fc572759fd5680bd590f46011784be2a2d53f0c",

"transactionHash":
—"0x1dfc67c51£f5cc93b033fc80e5e9feb049¢c575a580b863483aa4d04£530a2¢c87d5",

"transactionIndex":"0x0"

Input
function: insert (string, int256,string)
input value: (fruit, 1, apple)

Output

function: insert (string,int256, string)
return type: (int256)

return value: (1)

Event logs
event signature: InsertResult (int256) index: O
event value: (1)
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getPendingTransactions

21T getPendingTransactions, L IRSERFOENAL 5 -

[group:1]> getPendingTransactions

L]

getPendingTxSize

i5{TgetPendingTxSize, ETINEFULENIT S E (XHMHRILSEE) -

[group:1]> getPendingTxSize
0

getCode

iZfTgetCode, MRIEELIMNEEIR G “HHITHS . ZEL
o BEHHE: OxHIELIHIEGRE B LA LURTG S -

[group:1]> getCode 0x97b8cl9598fd78laaeb53al957e£9¢c8acc59£705
0x60606040526000357c01000000000000000000000000000000000000000000000000000000009004631

FEEEff££f16806

getTotalTransactionCount

j&17 getTotal TransactionCount, 1) B = F1R1H32 %0 (W& NOFFER)

[group:1]> getTotalTransactionCount
{

"blockNumber":1,

"txSum":1,

"failedTxSum":0

deploy

zf7deploy, #REEL - (ERIAFEftHelloWorld & 2 FlTableTest.sol i 177~ 51 {8 FH) 4L
o BNAIR: TREBHI ALK LA sol/548), HlHelloWorldak# HelloWorld.sol# 7] «

# FEHelloWorld&a#y
[group:1]> deploy HelloWorld.sol
contract address:0xc0ce097a5757e2b6el189%aa70c7d55770aced 7767

# E B TableTest B84
[group:1]> deploy TableTest.sol
contract address:0xd653139b9%abffc3fe07573e7bacdfd35210b5576

&
« MEAFRERNIEY, AFTERsolidity &L HEIERI G MR H X Mcontracts/solidity/ B
KN, SREHATERERNE  #tab¥ ] I Kcontracts/solidity/ B3R FHIELALHR -

s AHREMENENGIA T HM AL ElibraryZE, FIABHA Himport "./XxxX.sol"; . HAHRKT]
ABIE A Fllibrary ¥ iifEcont ract s /solidity/ H¥ -

o IR AL5IH T library %, library/ZE AR Z PRI LILibF R £, DUETX 2 EEEY
Slibrary 3 o library ZE SN RER MBI -
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« B TFISCO BCOSE £ FR UK M M Mk X2 8, [ thsolidity & £ B9 7 15 A 5
Hpayable k¥, %KY =5 Esolidity &2V Kjava & A S FE G I KW -

getDeployLog
iZ4TgetDeployLog, HIAFFHMNHYFIEH EHESANAEKGER - AEEEEIEHRE LN E, 7
HID, BALWFIELMIE - S4L

« HEMTE, ik, RIEEANHEEREEHNHEELR, SEaBOTHEER, R
HeERE . HEIRERS M, BOAZ 2050 ERGHTHI HSEE -

[group:1]> getDeployLog 2

2019-05-26 08:37:03 [group:1] HelloWorld
—0xc0ce097a5757e2b6e189%aa70c7d55770aced 7767
2019-05-26 08:37:45 [group:1] TableTest
—0xd6531390b9%abffc3fe07573e7bacdfd35210b5576

[group:1]> getDeploylLog 1

2019-05-26 08:37:45 [group:1] TableTest
—0xd653139b9%abffc3fe07573e7bacdfd35210b5576

H: WREEEMENIHESAHEFER, E&Bconsole HK FHideploylog. txt 4« Z3HH
FAEEGT 100004550 B A2 H E1E % -

call

iBfTcall, HEH . SEL
o BHLIR: EBERELILIRT LI sol F4) -
o BAMIE: FRE A LREHNE, A LUHHERT IR BEETZR0, U0, 0x000ac78 AT LA 5 AOxacT8 -
s BAEN%: AANGAEOS .

';‘%ﬁf{ HENEOSERE . SHEEZHESE, HPFE/FE . FHRBESHFTEM LG
5 WAHASHTE %BHJ:EF‘E? H tnr,2,31, ﬁl?ﬁq“ﬂz?ﬁ%j‘?ﬁ%ﬁ, mxsl 5, %
fi[“alice”,’bob”], EREHSHHPANEG M, A/REE Ntrued Hfalse -

# YA HelloWorldfget i A name F4F &
[group:1]> call HelloWorld.sol 0xc0ce097a5757e2b6el89%aa70c7d55770aced47767 get
Hello, World!

# JHHelloWorldWsetE X Ename FAF £

[group:1]> call HelloWorld.sol 0xc0ce097a5757e2b6el89aa70c7d55770aced7767 set
—"Hello, FISCO BCOS"

transaction hash:0xa7c7d5e£8d9205celb228belfe90£f8ad70eeb6ab5d93d3£526£30d8£431cble70

# W HelloWworldMiget A K Mname FAFH, RERERZTERL
[group:1]> call HelloWorld.sol 0xc0ce097a5757e2b6el8%aa70c7d55770aced7767 get
Hello, FISCO BCOS

# WHHTableTest MlinsertEAMAILE, FH Nname, item_id, item_name

[group:1]> call TableTest.sol 0xd653139b9%abffc3fe07573e7bacdfd35210b5576 insert
—"fruit" 1 "apple"

transaction hash:0x6393c74681f14ca3972575188c2d2c60d7£3fb08623315dbf6820£c9dccl19cl

Output
function: insert (string,int256, string)

(continues on next page)
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return type: (int256)
return value: (1)

Event logs
event signature: InsertResult (int256) index: 0
event value: (1)

# VHTableTestMselect HEOEIMILHR

[group:1]> call TableTest.sol 0xd653139b9%abffc3fe07573e7bacdfd35210b5576 select
~"fruit"

[[fruit], [1], [apple]]

7#: TableTest.sol &AL 2% X B

deployByCNS

iZ17deployByCNS, SRFCNSEFRE G . FICNSHEN &Y, FTHENZEREAH . 24
s BYEIR: EERENAK-
o BURRAS: MERSHRRAS (KREANGEBIT40) -

# FEHelloWorlda#J1. 0
[group:1]> deployByCNS HelloWorld.sol 1.0
contract address:0x3554a56ea2905f366c345bd44£fa374757£fb469%6a

4 HEHelloWorld&42. 0k
[group:1]> deployByCNS HelloWorld.sol 2.0
contract address:0x07625453fb4a6459cbfl4f5aa4d574cae0£17d92

4 T ETableTest B4
[group:1]> deployByCNS TableTest.sol 1.0
contract address:0x0b33d383e8e93c7c8083963a4ac4a58b214684a8

&
HERPRENEY, AFERsolidity & 2R E = HI S M B KK contracts/solidity/H
ER, REHATERERIT] « #tabfr] LI Econtracts/solidity/ HE FIEALIK -

o B ERENELNGIH T HM AN Hlibrary %, 5IHEE Aimport "./xXX.sol"; . HAHRKF]
ABIE L) Fllibrary Y i fEcont ract s /solidity/ H¥ .

o WS-G5 H TlibraryE, libraryZE U4 B A FRL A LALibFAF R IR, DUE T X 5002 3 5 4
Slibrary FESUF o library ZE S ANREEAET B AN A -

« B FTFISCO BCOST % Fr DL K T B & ik X A1 2 8, [ thsoliditys 29 9 5 ¥5 A 3 #
Hlpayable k¥, Z%KET &5 Hsolidity & LVEH A K java & A ST EGH BERS KW -

queryCNS
‘%izfqueryCNS, RIEENLHRAELIRAS ([%ESE) BEIRCNSKILREE (AAAME AL Bk
1) . B

o BLILTR: %B%E@Aé@Z%o

o BURART: (AHE)EERSLRAES -
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[group:1]> queryCNS HelloWorld.sol

| version | address

| 1.0
—-0x3554a56€a2905f366c345bd44£fa374757fb469%6a |

| version | address

| 1.0
—~0x3554a56ea2905£366c345bd44£a374757fb4696a

callByCNS

iZ17callByCNS, RACNSHHEL, RIHANEEERAEGN . 24

s BENEMEENMAS: ANLWMERASHELE S 5, # HelloWorld:1.
0BfHelloWorld.sol:1.0. HEMEEAMAKER, #lUlHelloWorldiHelloWorld. sol,
T3] FH BT AR A1 &2

« BYEOA: AARKEHEROY -

« S HANEOSEIRE . SHHEZKIR, HPFERFE . FTRBSHFEE M LG
5, WHSHFTEM LDTHES, Lw23], FHEHTRFHFERLFTREYE, mX35, 6
fA[“alice”,’bob”]; A /R R Htrued FH false -

# VHHelloWorldA#I1. 0%, HidsetBHE O X EnaneFHF&H
[group:1]> callByCNS HelloWorld:1.0 set "Hello,CNS"
transaction hash:0x80bb37cc8de2e25f6alcdcb6b4a0lab5b5628082f8dadc48eflbbclfbld28b2d

4 JHfHdelloworld 842, 0k, WBidsetFEOIXEnane 4T &
[group:1]> callByCNS HelloWorld:2.0 set "Hello,CNS2"
transaction hash:0x43000d14040£f0c67ac080d01790949906885d4a1495d3cfdla79ffb5f2945f64

# WHBelloWor1dA#1. 0, EidgetE MK nameFFHF &
[group:1]> callByCNS HelloWorld:1.0 get
Hello, CNS

# PAHHelloWorldEAEFAR (2. 0fR) , Bt getiZ AIKEname 747 &
[group:1]> callByCNS HelloWorld get
Hello, CNS2

addSealer
i24TaddSealer, RFT NI N FIRTT S . BEL

o 7 Bnodeld

[group:1]> addSealer,
—ea2cab519148cafc3e92c8d9a8572b41ea2£62d0d19e99273eel18cccd34ab50079%b4ec82fe5f4ae51bd
{

"code":0,

(continues on next page)
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"msg":"success"

addObserver

jzfTaddObserver, K17 SR MEET & . S5
o 7 S nodeld

[group:1]> addObserver,
—ea2cab519148cafc3e92c8d9a8572b41ea2f62d0d19e99273eel8cccd34ab50079p4ec82fe5f4ae51bd
{

"code":0,
"msg":"success"
}
removeNode

iéﬁr oveNode :T'?, SR H - 3E T addSealeri & A LLEHE H AT SR FIRTT &, 1813 addObserverfiy
£

. %‘,ﬁnodeld

[group:1]> removeNode,
—ea2cabl19148cafc3e92c8d9%9a8572b41ea2£62d0d19e99273eel8cccd34ab50079b4ec82fe5f4ae51bd
{

"code":0,
"msg":"success"
}
setSystemConfigByKey

& fTsetSystemConfigByKey, LS E N A X X B RZRA S - HI X E BN RSE S A XL
Frtx_count_limit,tx _gas_limit, rpbft_epoch_sealer_numfllrpbft_epoch_block_num-
XL ARG S A B 44 AT LR tab B 42

o tx_count_limit: XIREARFTEATHEL
o tx_gas_limit: TS HUT LIVFTHFER B K gasEl
* rpbft_epoch_sealer_num: rPBFTRSACE , — IR AN RE R HR T 5% H
* rpbft_epoch_block_num: rPBFT RAGIECE, — D3R EHAHEREH
£
* key

W

¢ value

[group:1]> setSystemConfigByKey tx_count_limit 100
{

"code":0,

"msg":"success"
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getSystemConfigByKey

iZ1TgetSystemConfigByKey, MRIFHEINRGSENIE . S

* key

[group:1]> getSystemConfigByKey tx_count_limit
100

grantPermissionManager

iz {TgrantPermissionManager, IZAUK - FIEEE B PR - S50
o ki

[group:1]> grantPermissionManager 0xc0dOe6ccc0b44cl12196266548bec4a3616160e7d
{

"code":0,

"msg":"success"

}

T DUER IR 5 A< M7 Bl AR AT LS 28 A PR 4 ) 45 P SR

listPermissionManager

i24TlistPermissionManager, G BEE H AN R IR 271 3%

[group:1]> listPermissionManager

| 0xc0dOebccc0b44cl2196266548becd4al3616160e7d | 2

revokePermissionManager

iZfTrevokePermissionManager, fHUEHIK P AVEEE B AR - 23K
o Mk ik

[group:1]> revokePermissionManager 0xc0d0e6ccc0b44cl2196266548becd4a3616160e7d
{

"code":0,

"msg":"success"

grantUserTableManager

1T grantUserTableManager, AKX P RAGR . 2%
. K&
o MKk
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[group:1]> grantUserTableManager t_test 0xc0d0ebccc0b44cl2196266548bec4a3616160e7d
{

"code":0,

"msg":"success"

listUserTableManager

iZ1TlistUserTableManager, EIfHIHE* H A REMRIK SR . S5
.« R

[group:1]> listUserTableManager t_test

revokeUserTableManager

j&fTrevokeUserTableManager, HESIK X P REAER . S5

« RY
bkl
[group:1]> revokeUserTableManager t_test 0xc0dOebccc0b44cl2196266548becd4al3616160e7d
{
"code":0,
"msg":"success"

grantDeployAndCreateManager

11T grantDeployAndCreateManager, AU HUERE S ARG P R AR -

B
IO bihilR
[group:1]> grantDeployAndCreateManager Oxc0d0e6ccc0b44cl2196266548bec4a3616160e7d
{
"code":0,
"msg":"success"

listDeployAndCreateManager

iz 1TlistDeployAndCreateManager, FIAHELE SAFGIEHA P R APRIIIK 513 -

[group:1]> listDeployAndCreateManager

(continues on next page)
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| address | enable_num
. |

| 0xc0dOebccc0b44cl2196266548becd4a36l6160e7d | 2 o

revokeDeployAndCreateManager

iZ1TrevokeDeployAndCreateManager, TUHNK - HIFE & LURIQIEH P RAR . S35
o TP HhE

[group:1]> revokeDeployAndCreateManager 0xc0d0ebccc0b44cl2196266548bec4a3616160e7d
{

"code":0,
"msg":"success"
}
grantNodeManager

51T grantNodeManager, AU AT S B HAR - S50
o i Pk

[group:1]> grantNodeManager 0Oxc0dOe6ccc0b44cl2196266548bec4a3616160e7d
{

"code":0,

"msg":"success"

listNodeManager

i217listNodeManager, EIRHE T S EHE MK Y -

[group:1]> listNodeManager

revokeNodeManager

iZfTrevokeNodeManager, fRIUEHI - A7 SUEHEANR - S
o Mkt

[group:1]> revokeNodeManager 0xc0d0ebccc0b44cl2196266548bec4a3616160e7d
{

"code":0,

"msg":"success"
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grantCNSManager

1517 grantCNSManager, AR A FHCNSH R - 34
o i P HhE

[group:1]> grantCNSManager Oxc0d0e6ccc0b44cl12196266548bec4a3616160e7d
{

"code":0,
"msg":"success"
}
listCNSManager

iZ1T1istCNSManager, EiRHHE FHCNSHIK 5% -

[group:1]> listCNSManager

revokeCNSManager

iZ1TrevokeCNSManager, fRIEHI - A1 FHCNSAUR - S
o MK Hbk

[group:1]> revokeCNSManager 0Oxc0d0e6ccc0b44cl2196266548becd4a3616160e7d
{

"code":0,
"msg":"success"
}
grantSysConfigManager

i&47 grantSysConfigManager, AN P MBI RS SEANR - S5
o ik

[group:1]> grantSysConfigManager 0xc0dOe6ccc0b44cl2196266548becd4al3616160e7d
{

"code":0,
"msg":"success"
}
listSysConfigManager

i&1TlistSysConfigManager, EifHE B AL SEMIIKF % -
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[group:1]> listSysConfigManager

| address

revokeSysConfigManager

iZfTrevokeSysConfigManager, #EHIK P B RGESEARUR - S%4:
o MK bk

[group:1]> revokeSysConfigManager 0xc0dOe6ccc0b44cl2196266548becd4a361l6160e7d
{

"code":0,
"msg":"success"

grantContractWritePermission

i247 grantContractWritePermission, NI X &4 5 H: O B ARR . 2450
o EYIHIHE
o MKtk

[group:1]> grantContractWritePermission 0xcO0ce097a5757e2b6el189%aa70c7d55770aced 7767,
—0xc0d0ebcccO0b44cl12196266548bec4a3616160e7d
{

"code":0,

"msg":"success"

listContractWritePermission

;& 1TlistContractWritePermission, T/RA I NSNS B D HRANREIMK S « 28
o EPHIE

[group:1]> listContractWritePermission 0xc0ce097a5757e2b6el89%aa70c7d55770aced7767

| address | enable_num

o
X

Q

o
Q.
o
()

o
Q

Q

Q

o
o
NS
IS
Q

i
N
=
0
o
[\
o
()}
(€]
S
fee]
o
()

Q

NS
@

w
o
=
()}
P
o
o
)

-
(o}

11

revokeContractWritePermission

izfTrevokeContractWritePermission, TN X &N #HOEEANR - 238
o EUNHbAE
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o ML

[group:1]> revokeContractWritePermission,
—0xc0ce097a5757e2b6e189%aa70c7d55770aced 7767,
—0xc0d0ebccc0b44cl12196266548becd4a3616160e7d
{

"code":0,

"msg":"success"

quit

iﬁﬁquit\ qﬁZexit, IBHEHIE -

quit

[create sql]

& Tcreate sqE A QI £, Hmysqlid AjE= -

+ BIEHFP Rt demo, HE¥ Nname, HEMFE Nitem idflitem name

[group:1]> create table t_demo (name varchar, item_id varchar, item_name varchar,
—primary key (name))

Create 't_demo' Ok.

EE:
o QPRI TBEREY N AT R RA, AR AR E L T B R, iR AT R R E
o WTEE EHTE . Flan0lE_demo®, FHEF B yname-

« RINERS XARBIRFETWERAZHEAMS, XEERIUEANME—, XIREERZEOHE LTS
RN -

« MR TBROVER, HRENTERAY, 5, RI|IFBIHET NEER -

desc

BfTdesci BRI MR FBER, - mysqiiF AP .

# Hiflt_demoRMIFEER, MUEERNERAMEMTEA
[group:1]> desc t_demo
{

"key" . "name n ,

"valueFields":"item_id, item_name"

[insert sql]

iz fTinsert sqUiE AT ALK, FHmysqliEAJFE -

[group:1]> insert into t_demo (name, item_id, item_name) values (fruit, 1, applel)
Insert OK, 1 row affected.

EE:
o AL FesqUIE AL AR AR T8 7 B fE -

« BARYEF IR AT - SREE DT L E & T ERTA SR, FEMENGS, Wal5HA
ARFEANG5 -
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[select sql]

i Tselect sqiBAIE LK, FHmysqliFAITE -

# WINEE T FBAND R

select » from t_demo where name = fruit
{item_id=1, item_name=applel, name=fruit}
1 row in set.

 BWEEHREFERINLE

[group:1]> select name, item_id, item_name from t_demo where name = fruit
{name=fruit, item_id=1, item_name=applel}

1 row in set.

# A FHNLE

[group:1]> insert into t_demo values (fruit, 2, apple2)
Insert OK, 1 row affected.

# [ ana BT EEL MRS

[group:1]> select x from t_demo where name = fruit and item_name = apple?2
{item_id=2, item_name=apple2, name=fruit}

1 row in set.

# HHLinitFE, SRETLE, WEREREEEIA N

[group:1]> select * from t_demo where name = fruit limit 1
{item_id=1, item_name=applel, name=fruit}

1 row in set.

# HHLinic FE, BREATIER, MBPENL

[group:1]> select x from t_demo where name = fruit limit 1,1
{item_id=2, item_name=apple2, name=fruit}

1 rows in set.

EE:

BEIRIE K sqliB AL I fEwhere 7 A) FHE R B 5 F B (H -

RATIEAE B limit BT LUBEA, SR ZEL 7 Hloffset(f % &) MIE K% (count) -

where 55 1 1) H L ffand 87, HAfor~ in- like - inner- join, unionld X T if) - ZREKAE
WA -

o BINPVETR RS - SREGE DUEFFLNEEFHNFRH, FEMENES, WEI5HR
ARTHHANE]S -

[update sql]

izfTupdate sqUB A EHICE, FHmysqliEA)E .

[group:1]> update t_demo set item_name = orange where name = fruit and item_id =1
Update OK, 1 row affected.

D

HEE:

o FHTIC KsqliE A1) Biwhere T A) L TR At R A B BH(E -

o BIAMMETIRAA S - BSHREE URFFLNEEFENTFRE, TEMLNGIS, WE5HA
ARTFEHANG]IS -

[delete sql]

izfT7delete sqliE A BRI, HmysqliEAIFE -
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[group:1]> delete from t_demo where name = fruit and item_id = 1
Remove OK, 1 row affected.

EE:
o MHBRICRsqlif A H I where 7 AL TR HE R 10 T8 7B (H -

o BARYEF VAT - ERECE DRI AE S FERRTA SR, |FEMLEWSS, WE5HA
RFEANE]S -

BEE: U7 freezeContract’ ~ ‘unfreezeContract‘Fl‘grantContractStatusManager* = 1> & £\ & H {45 6l &
%, FTEERHBIER G, FATHEITERIENRAR . ZAHNEREFEE SN T HRIKSFAH, BIER
BN HIFEERHBIESE -

freezeContract

j&f7freezeContract, X 18E B LHITHREGERIE - SEL
o BMINE: FREBALAR LIRE A LML, HAOXETEIEL T -

[group:1]> freezeContract Oxcc5fc5abe347b7£81d9833£f4d84a356e34488845
{

"code": 0,

"msg":"success"

unfreezeContract

iz1TunfreezeContract, XJ¥5E & A HITRERIERIE . S5
o BAHHE: FREB AL LRSS AMAE, EAPOxHETZRIELII -

[group:1]> unfreezeContract Oxcc5fc5abe347b7£81d9833f4d84a356e34488845
{

"code":0,
"msg":"success"

grantContractStatusManager

iz {TgrantContractStatusManager, F T CEMRIKS 4 EMk 5% T8 E SRS NEEAR - S5
o BAMIE: FE AL LIRG S AL, HAOxFTSIEL T -
o M-S HHE: tx.origin, FHHIOXETZIELLI -

[group:1]> grantContractStatusManager 0x30d2al7b6819f0d77£26dd3a9711ae75c291£7£f1
—0x965ebffc38b309fa706b809017£360d4£6de909%a
{

"code":0,

"msg":"success"

getContractStatus

i&{TgetContractStatus, EIHFEE SLIPRE . 3L
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o BAME: EESNF LRSS ML, HAPOoxBIRARLII -

[group:1]> getContractStatus Oxcc5fcb5abe347b7£81d9833£4d84a356e34488845
The contract is available.

listContractStatusManager

jzfTlistContractStatusManager, FIARER FETE € A LNIHINRIK 5513 - S3K.
o BYMILE: EEBSLFLIRG S LML, HAoxEI SR -

[group:1]> listContractStatusManager 0x30d2al7b6819f0d77f26dd3a9711ae75c291f7f1
[
"0x0cc9b73b960323816ac5£52806257184c08b5acO",
"0x965ebffc38b309fa706b809017£360d4£6de909%a"

grantCommitteeMember

INGEZA SRR, MRSFREZRA, WEERIRT), SNHERERKS 2EENREE, WE
NMRAEFBEHARERER T AR . ZHIKS AT LRIEYE . EHERRLE - T A%, #EZ> %X
He 28

o IS HhE: RERINZRS AZR A

[group:1]> grantCommitteeMember 0x61d88abf7ced4a7£8479cff9ccld22bef2dac9%p9a
{

"code":0,

"msg" :"success"

revokeCommitteeMember

WHAEZ AR AHIMBER S EHEIREE, WEMNEREEFARERFERREN . ZH
o KSHIE: REREZKSHZRATIR

[group:1]> revokeCommitteeMember 0x61d88abf7ced4a7£8479cff9ccld22bef2dac9b9a
{
"code":0,

"msg":"success"

listCommitteeMembers

HHTHIGHEZR 2R -

[group:1]> listCommitteeMembers

| address | enable_num .
o |

| 0x61d88abf7ceda7£8479cff9ccld22bef2dac9b9a | 1 o
- |

| 0x85961172229%aec21694d742a5bd577bedffcfecl3 | 2
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updateThreshold

WEEFHANEE, AWRERKSERESTA, BINTEHANREER . S5
o ANRME: BUETERE[0,99]

[group:1]> updateThreshold 75
{
"code":0,

"msg":"success"

queryThreshold

AR E -

[group:1]> queryThreshold
Effective threshold : 50%

queryCommitteeMemberWeight

HEEER 2R ANEL-

[group:1]> queryCommitteeMemberWeight 0x61d88abf7ce4a7£8479cff9ccld22bef2dac9b9a
Account: 0x61d88abf7ceda7£8479cff9ccld22bef2dac9b9a Weight: 1

updateCommitteeMemberWeight

BRIHRAMKE RN, RELREKSREATIR, AT FRERREN, ERRERAKS &
FREEETRENTER . 25

s ZAIKS: BEEBEHERNZRAKS
- WENE: FEBRHINE

[group:1]> updateCommitteeMemberWeight 0x61d88abf7ced4a7£8479cff9ccld22bef2dac9p9a 2
{

"code":0,

"msg" :"success"
t
grantOperator

NIBYENKS, BYEABIETESN - SIEMA A RMEHECNSHIAIR, 6% A 2% AT LIRS
“4E, MRSFBIERA, MARS . S5

o IS HhE: IS sk

[group:1]> grantOperator 0x283f5b859e34f7fd2cf136c07579dcc72423b1lb2
{
"code":0,

"msg":"success"
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revokeOperator

AR S P 4ERR, ZAFTLIRE, RH AR, MARSE . 25
o IS HbE: BEHZIKS IS 4ERR

[group:1]> revokeOperator 0x283f5b859e34£f7£d2cf136c07579dcc72423blb2
{

"code":0,
"msg":"success"
}
listOperators

BB EN RIS -

[group:1]> listOperators

freezeAccount

iEfTfreczeAccount, WHEREMKE HEATURESHRIE « XBE KR X RIS s R 5 Hat
R BH:

o K-S HME: tx.origin, EHHOXHTZRLIN -

[group:1]> freezeAccount Oxccbfcb5abe347b7£81d9833f4d84a356e34488845
{

"code": 0,

"msg":"success"

unfreezeAccount

iZ{TunfreezeAccount, XfFEEMS HITRERERE - FNXE L ES L H KT, BERIER IR IZIKS
WAFE - 25

o K-Skt tx.origin, HAOXHIZRL I -

[group:1]> unfreezeAccount 0Oxcc5fc5abe347b7£81d9833£4d84a356e34488845
{
"code": 0,

"msg":"success"

getAccountStatus

iZfTgetAccountStatus, ETEEMS FPRA « XHEE LR L LMK S, EWBRIEFIRRIZIKS kA
T - L

o IKSHinE: tx.origin, HHOXHTZRL I -
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[group:1]> getAccountStatus Oxcc5fc5abe347b7£81d9833£4d84a356e34488845
The account is available.

5.10.7 Fff%: JavaifiEfcE

Ubuntuifif %3 Java

# BEEBRIN Javahi R (Java SELLL L)
sudo apt install -y default-jdk
# B gavaiii K

java -version

CentOSIfi%Z 3 Java

HEE: CentOSTFOpen]DKTLEEIEHR TE, TEZ 3 Oracle]JDK #5517 -

# DI, s ava sail PRI, ¥ [\A’HE"]jdkﬁi/ﬁsoftwareE‘i

# MoracleEM (https://www.oracle.com/technetwork/java/javase/downloads/index.html)i%k
Froava SELIERIRRATHE, FlUNTF#Ejdk-8u201-1inux-x64.tar.gz

$ mkdir /software

# MEIE jdk

$ tar -zxvf jdk-8u20l-linux-x64.tar.gz

# BE gavallii, YwlE/etc/profile’

$ vim /etc/profile

# FTFF LU T 1 = A5 A2 S0 B R

export JAVA HOME=/software/jdk-8u201 #X&— 1 HFHZ, JECH
export PATH=S$SJAVA_HOME/bin:SPATH

export CLASSPATH=.:$JAVA_HOME/lib/dt.jar:$JAVA_HOME/lib/tools. jar
# Hprofile

$ source /etc/profile

# BiljgavaliA, HIMAIRASE B FEEIRAR, 223 -

java -version

511 Ik EH

FISCO BCOSTHE MK 7 AARIAFIX 708 — DAL A 7 - FERFAARHAR RN X RERGE, F—PIk
FUXF RLE W AAFIANG - ELrp, AN A S 2 0 B A R AT RS B A A B (R
Pk, R ko9 T S8R LRI AR DR AN —SL LA ) B SEJRIA, ik I AR 2
SR P St - T OO FH P SRR RN RN RE R SOA BT RS « P R B 2 R R T A T
WCHE A ELAE O RO AL, R BEL THZIK P AR E AL, DU AT BUR IR - #81F -

HIE: EZAINEAERES, T RAERE, #H T TERABOARIK A ITHRE . (BAEKERR AR
Eh, APREOEE ORI, , HFZERTRFDY, BRIk MBS B %2R .

AR EABNEIK 0 - MR, R EEH — € BLinux B EEA -

FISCO BCOSHEMt T B A FTWeb3SDKH LLAIFEMK /', [FIEF it T Web3SDKFIE ] & SRAZREMK P FAEH -
FH AT LIRSS SR I35 W P FASH 726 PEMEL E PKCS 1288 0 S0 - Horh | PEMIAR =X B B SC A2 4
FEH, TMPKCS1218 H PRt R O & B A EFAEA -

5.11.1 Tk H 65k
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5t FH Bl A B0 32 i

[ 24 A Pl R get_gm_account . sh5JEE Bget _account . shit WA A T X —5, 1ESH#
YERI®], ANEEGR -

1. FRBUHA

curl -LO https://raw.githubusercontent.com/FISCO-BCOS/console/master/tools/get_
—account.sh && chmod utx get_account.sh && bash get_account.sh -h

A
s W R A M L& m T B KA ETTE TN E, FZR cwl -LO htps://gitee.com/FISCO-
BCOS/console/raw/master/tools/get_account.sh & & chmod u+x get_account.sh && bash get_account.sh
-h

[ B RRAR I B T TET AR 7 < AR A

curl -LO https://raw.githubusercontent.com/FISCO-BCOS/console/master/tools/get_gm_
—account.sh && chmod u+x get_gm_account.sh && bash get_gm_account.sh -h

R

o W SR H M 4 A S B KW B TC R e, F ZE W cwrl -LO  hittps://gitee.com/FISCO-
BCOS/console/raw/master/tools/get_gm_account.sh && chmod u+x get_gm_account.sh && bash
get_gm_account.sh -h

 get_gm_accountir 2 § Hassl, W B k£ ¥ T #H , F ZE WX cwl -LO
https://www.fisco.com.cn/cdn/deps/tools/tassl.tar.gz , f# & K #E~/ fisco/tassl, 1.0.9)2 DL N b 72X A
TE~/ tassl

PAT EHEIETE S, BRI NN EE] T EREA, SNEEER -

Usage: ./get_account.sh
default generate account and store private key in PEM format file
-p generate account and store private key in PKCS12 format file
-k [FILE] calculate address of PEM format [FILE]
-P [FILE] calculate address of PKCS12 format [FILE]
—-h Help

2. i FH B A AR i PEMAR X FAEA

o HERCRAH S ik

bash get_account.sh

PUT BT a4, ATV EIRRUN IR0, EIEIK P hb A A P ik o S04 BOFABHPEMLf: -

[INFO] Account Address : OxeeS5fffba2da55a763198e361c7dd627795906ead
[INFO] Private Key (pem) : accounts/Oxee5fffba2da55a763198e361c7dd627795906ead.pem

o F8EPEMANEH ST IT B P Hohk

bash get_account.sh -k accounts/0Oxee5fffba2da55a763198e361c7dd627795906ead.pem

T LR 4, 4RIMT

142 Chapter 5. ¥ FH Tt



FISCO BCOS Documentation, & i v2.5.0

[INFO] Account Address : Oxee5fffba2dab55a763198e361c7dd627795906ead

3. {5 AL BPKCS128% 2 AT

o HERCRAA 5 bk

bash get_account.sh -p

PAT EEIR TS, ATLUSEIE MR A, RS, A RO B p 1230

Enter Export Password:

Verifying - Enter Export Password:

[INFO] Account Address : 0x02f1b23310ac8e28cb6084763dl16b25a2cc7f5el

[INFO] Private Key (pl2) : accounts/0x02f1b23310ac8e28cb6084763d16b25a2cc7f5el.pl2

o TREp 2RI ERK Pk, FIRRE A p123X Y

bash get_account.sh -P accounts/0x02f1b23310ac8e28cb6084763d16b25a2¢cc7f5el.pl2

PUT LR A<, SRR

Enter Import Password:
MAC verified OK
[INFO] Account Address : 0x02f1b23310ac8e28cb6084763dl16b25a2cc7£f5el

Vi FH Web3SDK | 2 ik

/ /B E R

EncryptType.encryptType = 0;

//BIBEEIK S, W E X SR S R E S K
// EncryptType.encryptType = 1;

Credentials credentials GenCredential.create();
/ /T

String address = credentials.getAddress();

/ /W& P ARLER

String privateKey = credentials.getEcKeyPair ().getPrivateKey () .toString(1l6);
/ /P AH
String publicKey = credentials.getEcKeyPair () .getPublicKey () .toString(16);

BLHRAEFEE, F2 WO EINIKS -

5.11.2 Ik HIFE6E

. Xb%DKi%i%ii%%ﬂ?ﬁ%B‘Z%Bﬂ#bﬂ‘?ﬁi, Fir LA 7 AL AT LA 8 A K008 2 v Bl A 3 5T

o ISR S, EAPKCS12IN B, TPEMAS ZE B U176 -
o FF & ST LIARIR SEFR L 55 5 Bk B R SR AR h ey =

5.11.3 K BfEH

i) & DERRL BA ST

25 & FE ALK P AR A AR get_account.sh, AR AP O P2 34 FEaccounts B3R R, 5l & INEAIIK P S
VI EEZERT - EHleBs a0 JLF:
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./start.sh

./start.sh groupID

./start.sh groupID -pem pemName
./start.sh groupID -pl2 pl2Name

LNNEE)

GRS — MK, SR S ECE SRR RS R -

./start.sh

TEERAS

EHI GRS — MK, ERaSITEENHASE .

./start.sh 2

o TR TEE IR S 6 ECE U A AL Ebean -

i FH PEMAS S AAH U R B

o FEAREKpem L IHHIK A RS, BIASEL BT - -pem - pem LIFHHE

./start.sh 1 -pem accounts/0xebb824a1122e587b17701ed2e512d8638dfb9c88.pem

¥ FIPKCS12#& S ANEA - /B B

o ERTRERIpI2ICHFIIKE , FEMAEN, MASE: BAS . -pl2. pl23UHHE

./start.sh 1 -pl2 accounts/0x5ef4dflbl56bc9f077ee992a283c2dbb0bf045¢c0.pl2
Enter Export Password:

Web3SDKin & 748 344

fn 55 o K P A Rl R Zliget_accounts.sh*'i i T PEME{PKCS12%% = B M 7 FA 85 SC 4, ) AT LG o
I EPEMELPKCS 120k 7 FABH ST 5 K 7 - n# FABHH B 1 22 : P12ManagerflPEMManager, H
H', P12ManagerF TINEPKCS 1248 =CHIFAEH U, PEMManager T I PEMAS A FAEA ST -

» P12ManagerF{%%5fj]:  fEapplicationContext.xml* it B PKCS 120k /7 FIFAEA SCAF B AR AN 251

<bean id="pl2" class="org.fisco.bcos.channel.client.P12Manager" init-method="load"
o>

<property name="password" value="123456" />

<property name="pl2File" value=
—"classpath:0x0£c3c4bb890d90299db4c62be0174c4966286¢c00.pl2" />
</bean>

T &R

//IN#EiBean

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml") ;

P1l2Manager pl2 = context.getBean (Pl2Manager.class);

(continues on next page)
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/ AREFERIREECKeyPair, BTEE T p1 20K 7 SUHFITFEE
ECKeyPair pl2KeyPair = pl2.getECKeyPair (pl2.getPassword());

/ /A 7St i A e FAEAAN A B
System.out.println ("pl2 privateKey: " + pl2KeyPair.getPrivateKey().toString(l6));
System.out.println("pl2 publicKey: " + pl2KeyPair.getPublicKey () .toString(1l6));

//HEiweb3sdkfFH R Credentials

Credentials credentials = GenCredential.create (pl2KeyPair.getPrivateKey ().
—toString (16));
System.out.println ("pl2 Address: " + credentials.getAddress());

+ PEMManager fiff FH 3551
TEapplicationContext.xml H FL B PEMIK F 1 FARH U BE 12

<bean id="pem" class="org.fisco.bcos.channel.client.PEMManager" init-method="load"
>

<property name="pemFile" value=
—"classpath:0x0fc3c4bb89bd90299db4c62be0174c4966286c00.pem" />
</bean>

T FHACAS P

//I#Bean

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext-keystore-sample.xml") ;
PEMManager pem = context.getBean (PEMManager.class);

ECKeyPair pemKeyPair = pem.getECKeyPair();

/ /A 7Rt i A e FAERAN A
System.out.println ("PEM privateKey: " + pemKeyPair.getPrivateKey ().toString(l6));
System.out.println ("PEM publicKey: " + pemKeyPair.getPublicKey () .toString(1l6));

/ /R web3sdk I Credentials

Credentials credentialsPEM = GenCredential.create (pemKeyPair.getPrivateKey () .
—toString(16));

System.out.println ("PEM Address: " + credentialsPEM.getAddress());

5.11.4 K #ak it &

FISCO BCOSHIMK F* #i 1k HECDSA A $A 1T H 1556, FECDSAA 7 /1163 H) % 715 1T Hkeccak-256sumMs
7, BUTE RG220 F T B163H I ForlE RNk P ial, B NF T HER D 16dH SR, LUK F i
HEK 40 - FISCO BCOSHIMK ik 5 LUK FREA - {3 Bkeccak-256sum5 SHAIAHF], #1525 %X
H,

PUR DIk A%
1. £ ECDSATAEH

B4, FA1HE FHOpenSSLAE AU IR #h 26 AABH , 6 6 # 4% 1 5 208 Fsecp256k1 - $UAT FHIAI A4, 4
R PEMAE ZC FIFA A LR A7 FEecprivkey.pem LA H -

openssl ecparam -name secp256kl -genkey —-noout -out ecprivkey.pem

PITTERTES, BEEXHFAE -

cat ecprivkey.pem
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A] LA BT T Ao

MHQCAQEEINHaCmLhw9S9+vD0IOSUd9ThHO9bBVIXTbbBeTyFNvesoAcGBSUBBAAK
oUQDQQgAE jSUbQAZn4tzHnsbeahQ2J0AeMu0iNOxpdpyPo339Dig3gdl jrv07wvix
z0zLpUNRcJCC5hnUS500MD+4+7Zxc8zQ==

ETRIRFEAIITELL, T TERTES

openssl ec -in ecprivkey.pem -text -noout 2>/dev/null| sed -n '7,11lp' | tr -d ": \n
—" | awk '{print substr($0,3);}"

AT ARSI S LU o Ay

8d25lb400667e2dcc79ec6de6a143627401e32ed2234ec6976908fa378deeZab7a9d963aefd3bc2f8fl+ceccba5435lW

2. RIEA AT E 4L
AT ARG A AT S0 R A ik o Bl 175 2k Bkeccak-256sum TE AT LALMGILHL R 2

openssl ec -in ecprivkey.pem -text -noout 2>/dev/null| sed -n '7,11lp' | tr -d ": \n
—" | awk '{print substr($0,3);}' | ./keccak-256sum -x -1 | tr -d ' -' | tail -c 41

BEIRLUNE R, R T B R = ik -

’dcc703cOe500b653ca82273b7bfad8045d85a470

5.12 B LS

5.12.1 H*H

85 5 7L AMOP (Advanced Messages Onchain Protocol) 4% 5 7E h Bk B BE$2 it — 1% & = 3
WHEMGE, KEEFMA MM, REHNE T XHRET S, T ERT S8R MET &, Wl
FAMOP#4TiE, AMOPHI %

o LB AMOPTH B /AR RBEST ZFFIR, THEAETT AR LM (R, ER7EZFR -

« FTEE: AMOPH B&HIfy, Hzh Tk X EREE R 48 = BT A AT 47 A BE B AE AT IR, REBR WO 20
B PEERATH, TH B ERIERTIA -

o FL: AMOPYHE B TE S « AL, NFH D Ecpu i H, BEFR S FIFH M4 5 -
o 4 AMOPHIFTE BT EERS F HSSLINZ:, I EIE L E, L EF S IAENLE] -
o S H: HHAMOPHKS, JCTRESDKMEZI/MLE: -
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5.12.2 BHRZEM

XER§EPIEBP2PIILE

FEFMNXIE 1

mm—m— i m g

DURATSUIDCIRM A ], 45 XA :

HEFMX 52

N SRS S

o BESNXIE: B PIERATAL S5 AR SS D DX Bk 55 7 ARG E T X BREESDK., i HE 3 X BRBE T 4. -
o XIRBEP2PIZE: IE XA E A UM XERBETT ., X O X, XEREETT St Al sk B e

FEPNER «

5.12.3 &

AMOPTEFALMMESMNICE , LU R Web3SDKAIAL E R - SDKECE (Spring Bean) :

<?xml version="1.0" encoding="UTF-8" 72>
<beans xmlns="http://www.springframework.org/schema/beans"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema—-instance" xmlns:p="http://www.

—springframework.org/schema/p"

xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://www.

—springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalocation="http://www.springframework.org/schema/beans

http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx

http://www.springframework.org/schema/tx/spring-tx-2.5.xsd
http://www.springframework.org/schema/aop

http://www.springframework.org/schema/aop/spring—aop—-2.5.xsd">

<!-- AMOPVHRACFRLTRWILE, MIFLPrFERLE ——>
<bean id="pool" class="org.springframework.scheduling.concurrent.
—ThreadPoolTaskExecutor">
<property name="corePoolSize" value="50" />
<property name="maxPoolSize" value="100" />
<property name="queueCapacity" value="500" />
<property name="keepAliveSeconds" value="60" />
<property name="rejectedExecutionHandler">
<bean class="java.util.concurrent.ThreadPoolExecutor.AbortPolicy" />
</property>
</bean>

(continues on next page)

5.12. B

147




FISCO BCOS Documentation, & i v2.5.0

<!-- PEERMLE -—>
<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">
<list>
<value>127.0.0.1:20200</value> <!—— #%z: 1P:¥H -->
<value>127.0.0.1:20201</value>
</list>
</property>
</bean>
</list>
</property>
</bean>

<l-- XBRETAEREE -—
<bean id="channelService" class="org.fisco.bcos.channel.client.Service"
—depends-on="groupChannelConnectionsConfig">
<property name="groupId" value="1" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref="groupChannelConnectionsConfig"></

—property>
<l-— WMRFEMHopic\IEThEE, ERF T HAERER ——
<!-- <property name="topic2KeyInfo" ref="amopVerifyTopicToKeyInfo"></

—property>—-—>
</bean>

<!—= ﬁi@ﬂﬁﬂg%topic@]ﬁﬁgﬂﬁﬂﬁfg%%Eﬂ%ﬁﬁﬂ‘é/\, QE‘R@EET—‘/I\tOpiC, muﬁﬁ%ﬁientryﬂ/‘]
TR KR o ——>
<l--
<bean class="org.fisco.bcos.channel.handler.AMOPVerifyTopicToKeyInfo" id=
—"amopVerifyTopicToKeyInfo">
<property name="topicToKeyInfo">
<map>
<entry key="${topicname}" value-ref=
<+"AMOPVerifyKeyInfo_S${topicname}" />
</map>
</property>
</bean>
—-—>

<l-— fEtopicHIEFEHM, HRHWTHERITH, HEEAHFME,
B TEEB D EERE T WA R ) AFAARS, %5 A 5B SR OTE T B A S -
—-—>
<!—-—
<bean class="org.fisco.bcos.channel.handler.AMOPVerifyKeyInfo" id=
—"AMOPVerifyKeyInfo_${topicname}">
<property name="publicKey">

<list>
<value>classpath:S$consumer_public_key_1.pem$</
—value>
<value>classpath:$consumer_public_key_2.pem$</
—value>
</list>
</property>
</bean>

-——>

(continues on next page)
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(B2 7))

<!-— TEtopicHIiHTEM, HRWNOTRITH, HEEMAM:, 56 AR AE R H) F R & 5k
TBH&h . ——>
<!-=
<bean class="org.fisco.bcos.channel.handler.AMOPVerifyKeyInfo" id=
—"AMOPVerifyKeyInfo_${topicname}">
<property name="privateKey" value="classpath:$consumer_private_key.
—pem$"></property>
</bean>
-——>

5.12.4 SDKf#
AMOPHH B A E T topic (@) HLHI, IRSSUHE LN E— ttopic, &/ Ltopic X i£THE, RS
i B AT -

AMOPSFFFE Al — 1> X EREE R 28 1 £ PopiclUZ TH B, topic TIRFERBE MRS E P, HHZ
AR S5 U R [F] — Ptopich , ZtopicHIVH BRFBENL T & 2| H Ap— AT FH B AR S5 3 -

P55 v S 451

package org.fisco.bcos.channel.test.amop;

import org.fisco.bcos.channel.client.Service;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.context.ApplicationContext;

import org.springframework.context.support.ClassPathXmlApplicationContext;

import java.util.HashSet;
import java.util.Set;

public class Channel2Server {
static Logger logger = LoggerFactory.getLogger (Channel2Server.class);

public static void main(String[] args) throws Exception {
if (args.length < 1) {
System.out.println ("Param: topic");
return;

String topic = args[0];
logger.debug ("init Server");

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml") ;
Service service = context.getBean (Service.class);

// EEtopic, XFfE N topic

Set<String> topics = new HashSet<String>();
topics.add (topic);

service.setTopics (topics);

// QIR B Pushcallback®, %W callback{tis
PushCallback cb = new PushCallback();
service.setPushCallback (cb) ;

System.out.println("3s...");
Thread.sleep (1000);

(continues on next page)
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System.out .println("2s...");
Thread.sleep (1000);
System.out.println("ls...");
Thread.sleep (1000);

System.out.println("start test");
System.out.println(

// ARG

service.run () ;

iR 45 U A PushCallback 2K 2471 -

package org.fisco.bcos.channel.test.amop;

import java.time.LocalDateTime;
import java.time.format.DateTimeFormatter;

import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

import org.fisco.bcos.channel.client.ChannelPushCallback;
import org.fisco.bcos.channel.dto.ChannelPush;
import org.fisco.bcos.channel.dto.ChannelResponse;

class PushCallback extends ChannelPushCallback {
static Logger logger = LoggerFactory.getLogger (PushCallback.class);

// onPushJii%, TENE|AMoPTH BRI #E I

@Override

public void onPush (ChannelPush push) {
DateTimeFormatter df = DateTimeFormatter.ofPattern ("yyyy-MM-dd HH:mm:ss");
logger.debug ("push:" + push.getContent ());

System.out .println (df.format (LocalDateTime.now()) + "server:push:" + push.
—getContent ());

// EIEHEE

ChannelResponse response = new ChannelResponse();

response.setContent ("receive request seq:" + String.valueOf (push.
—getMessagelID()));

response.setErrorCode (0) ;

push.sendResponse (response) ;

EORb ESIE

package org.fisco.bcos.channel.test.amop;

import java.time.LocalDateTime;
import java.time.format.DateTimeFormatter;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.context.ApplicationContext;

import org.springframework.context.support.ClassPathXmlApplicationContext;

(continues on next page)

150 Chapter 5. FHFM



FISCO BCOS Documentation, & i v2.5.0

&L

import org.fisco.bcos.channel.client.Service;
import org.fisco.bcos.channel.dto.ChannelRequest;
import org.fisco.bcos.channel.dto.ChannelResponse;

public class Channel2Client {
static Logger logger = LoggerFactory.getLogger (Channel2Client.class);

public static void main(String[] args) throws Exception {
if (args.length < 2) {
System.out.println("param: target topic total number of request");
return;

String topic = args[0];
Integer count = Integer.parselnt (argsl[l]);
DateTimeFormatter df = DateTimeFormatter.ofPattern ("yyyy-MM-dd HH:mm:ss");

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml") ;

Service service = context.getBean (Service.class);
service.run () ;

System.out .println("3s ...");
Thread.sleep (1000);
System.out.println("2s ...");
Thread.sleep (1000);
System.out.println("ls ...");

Thread.sleep (1000) ;

System.out.println("start test");
System.out.println(

for (Integer i = 0; 1 < count; ++i) {
Thread.sleep (2000); // FEINEEFRE—SAE], IR EIL£E B4R MW

ChannelRequest request = new ChannelRequest();

request.setToTopic (topic); // WEIEBtopic

request.setMessagelID (service.newSeq()); // HEFYE, ME—tRREEER, A
Fnewseq () FEHNLA AL

request.setTimeout (5000); // VHEAIEBETAT(A]

request.setContent ("request seq:" + request.getMessageID()); // KIiEMIHE

I

System.out.println (df.format (LocalDateTime.now()) + " request seq:" +_|
—String.valueOf (request.getMessagelD () )

+ ", Content:" + request.getContent());

ChannelResponse response = service.sendChannelMessage2 (request); // Ak
HE

System.out .println (df.format (LocalDateTime.now()) + "response seq:" +_|
—String.valueOf (response.getMessagelD () )

+ ", ErrorCode:" + response.getErrorCode() + ", Content:" +_

—response.getContent ());

}

.
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5.12.5 TopiciAiET)RE

FEEENECE T, EM— R0 T FopicHRICE MR Z B LR B MHANHER - HEFESRT, X
A R B E R CE RERREIE B, AR BT RMERICE BEER R R topic . ARGFT, TH
f# FH TopiciAIETHBE - IAMETHBER FEX T4 € HtopiciH 5.,  A¥FE WIEREEYCE HIH B - 2.1.0 2
J& Bsdk AT SRR HTIE T topictAIEDEE, BUARIECE BRI RINEDIEE, FHEMENAEIIRERIEIES
EBICE I ERES AR, ARFANESTRIESH LN AL - EHAERENT:

o 1. BUCE AN ARHAE AR, RARE, APHEEE -

« 2: ZHEMERGIFEE LY . Bohflen M Lmt T4 HE -
EEHESN R RTHE R kL, WA RGI2ETH B RCE - BES RGI2EFR H WTropic TIAUTHE. . topiciAiE
FREEL T

XIREEAIERP2P RIS

] !

i i

: L~ i

; ( Node3 |

| HESNIS | '@y :
! | :
i |

; |

|

e

6 REIFLLBEHTEY, RETAAES

I

|

I .

2 SEREREIE | [
I

|
I

|

|

|

|

|

! 1Noﬂe1‘!F&0x37i!$R s 4. 030 amopiiBsE
! 3IRIHOXI0BR %
: Fr el 9.0x31 ZEER .'
|

|

|

|

|

|

|

|

| 1
7. 0x31 BEEE
i

8. 0x31 Lssms

! Node1

1 ﬁig:(mlsigs)z (Esrrto
R, REHMER
0 BBIEE F&EZ
| B, REAER
FRIEES

e 1

o 1 HESN R Gi20% HiNode2, 5 F1 8 ITT1,Node2 ¥ T10 A Eltopicd| &, Krseqhin1 - [F] 5 &:5F0 [H]
Wseq B HAB T 5 -

e 2: Nodellit HllseqZ 5, XI H 7K Hiseq I [A] 25 1t & fseq, A~ — EX MNode23k Bltopicd &, 7
FropicH 3 FH Bl p2piitopicd| 32, X TRHEEINE HALBE ftopic, HRAE NFINE - Nodeli
[iFER - R — R E Ftopic, 1T 40 N A

- 2.1: NodelfENodel #2674 B.(H B KAL0x37), HREEIN R % i topicIAIEIRAE -
- 22 PSNRGUEWEINEEZE, ARBEYLEL, F1HamopiH B.(H B K AL0x30) K H B & 1%
e, JFETEa .

- 2.3. S HE5hRY1->Nodel->Node2->HESh RARMB M, HEAN RTINS WEHT
H WL PR 5785 2 LA -

- 24: FHEGEBEREO3NET B I R Gi2->Node2—>Nodel->8E /N RGTIRTBE H, BESN R
SRR AR, BITHERHEHAPRIERES -

- 25 BRANAGURIEEAE, ZAHRGHEREL0x38), HRT A EHiopicikE (AIEMIHE
FHINERID) -

o3 WRINIEMT, BEI RGN — %8 B 3 ENodel Z 5, Nodel & ¥ iX 4% {8 B #% &
#5Node2,Node2 2 ¥fH B HEIE A BEIN RS2 -
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5.12.6 topici\iEThRERD &
BRSO B SN EFEET R, HEMAIEIRE, 5% N E 4

<?xml version="1.0" encoding="UTF-8" ?>
<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:p="http://www.
—springframework.org/schema/p"
xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://www.
—springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx-2.5.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring—-aop—-2.5.xsd">

<!-— AMOPVHRALHLAEIALE , MIFELIFFERLE -—>
<bean id="pool" class="org.springframework.scheduling.concurrent.
—ThreadPoolTaskExecutor">
<property name="corePoolSize" value="50" />
<property name="maxPoolSize" value="100" />
<property name="queueCapacity" value="500" />
<property name="keepAliveSeconds" value="60" />
<property name="rejectedExecutionHandler">
<bean class="java.util.concurrent.ThreadPoolExecutor.AbortPolicy" />
</property>
</bean>

<!-— HAFEBRE -—>
<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">
<list>
<value>127.0.0.1:20200</value> <!-— #&=: 1P:¥H0 ——>
<value>127.0.0.1:20201</value>
</list>
</property>
</bean>
</list>
</property>
</bean>

<l-- XREET AERECE -—>
<bean id="channelService" class="org.fisco.bcos.channel.client.Service" |
—depends-on="groupChannelConnectionsConfig">
<property name="groupId" value="1" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref="groupChannelConnectionsConfig"></
—property>
<!—— topicIAETIRERIECET ——>
<property name="topic2KeyInfo" ref="amopVerifyTopicToKeyInfo"></property>
</bean>

<l—— XEREEREtopicHIARARERFENBN KR, XERARE T —Propic, ALLUEITHEent ryH]
FHAHIEPI R R - ——>

(continues on next page)
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<bean class="org.fisco.bcos.channel.handler.AMOPVerifyTopicToKeyInfo" id=
—"amopVerifyTopicToKeyInfo">
<property name="topicToKeyInfo">
<map>
<entry key="${topicname}" value-ref=
—"AMOPVerifyKeyInfo_${topicname}" />
</map>
</property>
</bean>

<!-— TfEtopicHHEFFI, WX BEEAHANE, BIMFESHEIEMETE AR AR,

HY HPTE T E S R IIERE B A . R R SIHNERCRETE B A S SRR AR
Fweb3sdkJconf HEF,

3zﬁ2gﬁfﬁmﬁ$consumer_public_key_l.pem$, $consumer_public_key_2.pem$(ﬁﬂ%i{Zﬁ‘
RSO S)  MREARFEN A DA, ERER TR RS, v ORI TR =0k
I AFCHIE . ——>

<bean class="org.fisco.bcos.channel.handler.AMOPVerifyKeyInfo" id=
—"AMOPVerifyKeyInfo_${topicname}">

<property name="publicKey">

<list>
<value>classpath:$consumer_public_key_1.pem$</
—value>
<value>classpath:$consumer_public_key_2.pem$</
—value>
</list>
</property>
</bean>

<l-- fEtopicHNHTREMG, EEX BECERASCH:, TP 68 ARV kR R = B IR A B 7 -

TEF BN A B R U E Tweb3sdkMlconf B3R T, X4 Nsconsumer_private_key.
—pem$ (IHRZREINEFFLIFSZ) « ——>

<pbean class="org.fisco.bcos.channel.handler.AMOPVerifyKeyInfo" id=
—"AMOPVerifyKeyInfo_${topicname}">

<property name="privateKey" value="classpath:$consumer_private_key.

—pem$"></property>

</bean>

Tl BEEREE AT LERN, AEGRERE, BERETweb3sdkIM AR -
5.12.7 Wiz,
PR BIFE, FAPEE A FE: topic, HUTLLRFIAN G AT LTI -

LLEC 3 @N

JEEAMOPR S % -

java -cp 'conf/:apps/x:1ib/+' org.fisco.bcos.channel.test.amop.Channel2Server,
— [topic]

JE 5 AMOPZ F i -

java -cp 'conf/:apps/x:1ib/+' org.fisco.bcos.channel.test.amop.Channel2Client,,
— [topic] [EEFEY

AMOPPR | SCFRFEIRSUR, I8 SCF R At ], 8BNS ) ELH] « AR A a2 a0 -
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Bk T, ZIRIOK, LRt

JE5HAMOPR S ¥ -

java -cp 'conf/:apps/x:1ib/+' org.fisco.bcos.channel.test.amop.Channel2Server,
— [topic]

J& 5 AMOPZ i

#ERLRE

java —-cp 'conf/:apps/x:1ib/*"' org.fisco.bcos.channel.test.amop.Channel2ClientBin
— [topic] [filename]

#E R

java —-cp 'conf/:1lib/*:apps/*' org.fisco.bcos.channel.test.amop.Channel2ClientMulti,
— [topic] [VHEE

#21E atEH

java —-cp 'conf/:1lib/x:apps/*' org.fisco.bcos.channel.test.amop.
—Channel2ClientMultiBin [topic] [filename]

WINENLE R ARE SO, B s, SRR, Sk kH
EMFHVGEVLSEIET, BWRSEEE RN THTINERAFAFN - B3 AMOPHRS Y

java -cp 'conf/:apps/x:1ib/%' org.fisco.bcos.channel.test.amop.
—Channel2ServerNeedVerify [topic]

EEAMOPE F it

# IATEATL A ) B R SO

java -cp 'conf/:apps/x:1ib/+' org.fisco.bcos.channel.test.amop.
—Channel2ClientNeedVerify [topic] REIES58

T IATEATL A ) R 1% o]

java -cp 'conf/:apps/x:1ib/+' org.fisco.bcos.channel.test.amop.
—Channel2ClientBinNeedVerify [topic] [filename]

# IATEATL A 1) 22 R SO

java -cp 'conf/:1ib/x:apps/*' org.fisco.bcos.channel.test.amop.
—Channel2ClientMultiNeedVerify [topic] REI=S-344

# AL B 22 $% gk

java -cp 'conf/:1ib/x:apps/*' org.fisco.bcos.channel.test.amop.
—Channel2ClientMultiBinNeedVerify [topic] [filename]

5.12.8 fEiRiY
¢ 99: KiEIEERM, AMOPEHPTEHEMIIZGE, 1HEREATIRS I, U & X AER
Hiseq, MOEHERE &N SAMFEEN -

* 100: XIREET m Z A2 HPTA SER 205, THEARAEA AR A IEIOZIE BRI A, FIEEIR
1499 —HE, L ER AR seq, OB BERS B4 R BILIRIF I -

o 101: XEREETT SIESAKIEREE, SHTERERNZRAE, REEFASIKY:, MEEIRIE 99—,
R R LI A A seq, KR EEBERR &AM A LA S SAk I FRIE . -

o 102: JHEMEER, BURERSmEGIEMECE THE, FREh 2.
o 103: KT AW FEIRS], SDKAE|T S AAMOPIE SKIETELE -

5.13 HAEEANIT A

FISCO BCOSF 4 H Al % #5Solidity & Precompiled i 25 & A = -
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* Solidity &5 LIKIAAERE], A Solidity FEVESLIL, = SCFF0.5. 2004 -

+ KVTable& £ 115 #2 [ 5 Table & 23 FICRUDE [ 38 1 7ESolidity & 25 7 SCHF 40 A S A7 B TR 3% &
27, AT LISEHL Solidity & 25 FR AR 77 i FEFISCO BCOSF 5 AMDBIKFE LM H, LIS 485
BARAIE -

o Tii4ai1%E (Precompiled) A#IFHC++I%, WETFISCOBCOSF &, HHHLT Solidity &2 EH H 4

ftkeE, Hed&OFs %Tfﬁwﬁﬂﬁﬁ‘aﬁﬁam %}ﬂ? PHEEERELRNG R, FlanfrEi
B RTHGESLRIITEZRE T — T

5.13.1 Solidity &A%

* Solidity B /7 314
o Remix7EZEIDE

5.13.2 i KVTable &4 5O

TERE:
« NEIAMDBRIRRIR AL Mk Z TN, HRZEANEFF LA —/, BrLIEEE
Al — 4 HE LR — PR @Ji%%/\%’z%ﬁﬂﬁﬁﬁ

o KVTableThEELE2.3.0MUANTRIN, 2.3.0 L4 FRRAS A% AT LUfE FH I T E

KVTable &2 LI (ERNSE EEIER /720, KVTable &N O E BT

pragma solidity 70.4.24;

contract KVTableFactory {
function openTable (string) public view returns (KVTable);
// BlERVTable, ZHUMAIRES - FHIIL - UESHEINFERYS, FERAIUEEZD
function createTable(string, string, string) public returns (int256);

}

//—FRILEK

contract Entry {
function getInt (string) public constant returns (int256);
function getUInt (string) public constant returns (int256);
function getAddress (string) public constant returns (address);
function getBytes64 (string) public constant returns (bytesl[64]);
function getBytes32 (string) public constant returns (bytes32);
function getString(string) public constant returns (string);

function set
function set
function set
function set

(string, int256) public;
(string, uint256) public;
(string, string) public;
(string, address) public;
}

//KVTable BN N —%Fentry

contract KVTable {
function get (string) public view returns (bool, Entry);
function set (string, Entry) public returns (int256);
function newEntry () public view returns (Entry);

}

BN ENZEFKVTableTest . sol, LIBUIT:
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pragma solidity 70.4.24;
import "./Table.sol";

contract KVTableTest {
event SetResult (int256 count);

KVTableFactory tableFactory;
string constant TABLE_NAME = "t_kvtest";

constructor () public {
//The fixed address is 0x1010 for KVTableFactory
tableFactory = KVTableFactory (0x1010);
tableFactory.createTable (TABLE_NAME, "id", "item_price,item_name");

//get record
function get (string id) public view returns (bool, int256, string) {
KVTable table = tableFactory.openTable (TABLE_NAME) ;
bool ok = false;
Entry entry;
(ok, entry) = table.get (id);
int256 item_price;
string memory item_name;
if (ok) {
item_price = entry.getInt ("item_price");
item_name = entry.getString("item_name");
}

return (ok, item_price, item_name);

//set record

function set (string id, int256 item_price, string item_name)
public
returns (int256)

KVTable table = tableFactory.openTable (TABLE_NAME) ;
Entry entry = table.newEntry();

// the length of entry's field value should < 16MB

entry.set ("id", id);

entry.set ("item_price", item_price);

entry.set ("item_name", item_name);

// the first parameter length of set should <= 255B
int256 count = table.set (id, entry);

emit SetResult (count);

return count;

KVTableTest.solifH TKVTable &%), LHMEOIEHFFt_kvtest, FHXt_kvtest FTFH T
%E"]Jjjﬁ'éo t_kvtest RGN T, ZRICREARCEFYE, DME—RYERSIENEkey, RAFY
BRI AN -

HE:  Z P n e E A B AJava U S A URS 7R KKV TableTest.sol FiTable.sol A 2 ] &
ffcontracts/solidity H3x T, Mt ¥ & ) 9m1E M A sol2java.shd: i SImpleTableTest java «

5.13.3 f#ifHTable4%JCRUDE

PilA] AMDB 75 Z{# i Table 5 JICRUD#2 [, Table 32 FE B T Table.sol, i OREIEESL, ALl
IR, HRTRFITHG I AR -
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Wf#: HEIIAMDBAIERIR A £ &N, R ERAN 2R/ W HME—R), FTUCEE
[F—28E FR R — AT, QEENRLMFERZE . TableICRUDEE 0 — Tkey N A LI Z57IE%,
ERR 2 #THIEERE, BRFMES AFCEEIE SRR, HEE K R TR EMySQLIE
N IE AR E - K VTtableft)get/set I, #E7 8 FHRocksDBE M 5 vkt %2, IRocksDB &Key-
ValuefAEHTAE R RIUEIRZE, KV TabledZ [ B Bkey B/ ERCR H 5 -

Table.sol RN T:

pragma solidity 70.4.24;

contract TableFactory {
function openTable (string) public constant returns (Table); // fIH%#
function createTable (string,string,string) public returns(int); // ElEEE
}

// B

contract Condition {
//ET
function EQ(string, int) public;
function EQ(string, string) public;

Z)S =h
function NE (string, int) public;
function NE (string, string) public;

//RTF
function GT (string, int) public;
//RTEET

function GE (string, int) public;

///NT
function LT (string, int) public;
//NFEEET

function LE (string, int) public;

/ /BRHIR [EE 5% 55 4L
function limit (int) public;
function limit (int, int) public;

}

/7 BFEHEIT

contract Entry {
function getlInt (string) public constant returns(int);
function getAddress(string) public constant returns (address);
function getBytes64 (string) public constant returns (byte[64]);
function getBytes32 (string) public constant returns (bytes32);
function getString(string) public constant returns(string);

function set (string, int) public;
function set (string, string) public;
function set (string, address) public;

}

// BHEIDRE

contract Entries {
function get (int) public constant returns (Entry);
function size () public constant returns (int);

}

// TableF

(continues on next page)
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contract Table {
// BiREED
function select (string, Condition) public constant returns (Entries);
// WD
function insert (string, Entry) public returns(int);
// BEHHED
function update(string, Entry, Condition) public returns(int);
// MEREEO

function remove (string, Condition) public returns(int);

function newEntry () public constant returns (Entry);
function newCondition () public constant returns(Condition);

A
* Table 5% insert - remove ~ updatefliselecttH %L Hkey HIR T HNystring, H KB A LFF255FFF -

o Entryfget/seti® M Hkeyf] K B Hystring, H & B & K 3L FF255F £F , valueX #F 1Y K &
Hint256(int) ~ addressFlstring, HH string ) NGEHEITL 16MB -

BE—NEANE G| TableTest .sol, BUWT:

pragma solidity 70.4.24;
import "./Table.sol";

contract TableTest {
event CreateResult (int count);
event InsertResult (int count);
( )i
( )

event UpdateResult (int count
event RemoveResult (int count

’

// BlER
function create () public returns (int) {
TableFactory tf = TableFactory (0x1001); // TableFactorylJHItt[EE N ox1001
// Ot _test®, TWkey fieldMNname, value fieldNitem id,item name
// key_ field#/RAMDBF key value fieldF/,nzH |, FILIE LS, LLES 4R
int count = tf.createTable("t_test", "name", "item_id,item_name™);
emit CreateResult (count);

return count;

}

// BEEHE
function select (string name) public constant returns(bytes32[], int[],
—bytes32[]) {
TableFactory tf = TableFactory (0x1001);
Table table = tf.openTable("t_test");

// FAERES RN AT DU I 75 21 FH S O ok

Condition condition = table.newCondition () ;

Entries entries = table.select (name, condition);

bytes32[] memory user_name_pytes_list = new bytes32[] (uint256 (entries.
—size()));

int[] memory item_id_list = new int|[] (uint256 (entries.size()));

bytes32[] memory item_name_pytes_list = new bytes32[] (uint256 (entries.
—size()));

(continues on next page)
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for (int i=0; i<entries.size(); ++i) {
Entry entry = entries.get (i);

user_name_bytes_list[uint256(i)] = entry.getBytes32 ("name");
item_id_list[uint256(i)] = entry.getInt("item_ id");
item_name_bytes_list[uint256(i)] = entry.getBytes32 ("item name");

return (user_name_bytes_list, item_id_list, item_name_bytes_list);

}
// AR
function insert (string name, int item_id, string item name) public
—returns (int) {
TableFactory tf = TableFactory (0x1001);
Table table = tf.openTable("t_test");

Entry entry = table.newEntry();
entry.set ("name", name);

entry.set ("item_id", item_id);
entry.set ("item_name", item_name);

int count = table.insert (name, entry);
emit InsertResult (count);

return count;
}
// BEEEGE
function update(string name, int item_id, string item _name) public
—returns (int) {
TableFactory tf = TableFactory (0x1001);
Table table = tf.openTable("t_test");

Entry entry = table.newEntry();
entry.set ("item_name", item_name);

Condition condition = table.newCondition();
condition.EQ ("name", name);
condition.EQ("item_id", item_id);

int count = table.update (name, entry, condition);
emit UpdateResult (count) ;

return count;

}

// MBS

function remove (string name, int item_id) public returns (int) {
TableFactory tf = TableFactory (0x1001);
Table table = tf.openTable("t_test");

Condition condition = table.newCondition () ;
condition.EQ ("name", name);

condition.EQ("item_id", item_id);

int count = table.remove (name, condition);
emit RemoveResult (count);

return count;

TableTest.sol@l A T AMDB & K E 8 & ATable.sol, LM E B EA 7 Ft_test,
St testFFATHMECERITNEE . t_testREWWT, ZRIDKEAFT A LAY EMMEmS -
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HE: KPR R N IavaSl & QR 7 22 ¥ TableTest.sol FlTable.sol L A % il &
ff)contracts/solidity B % T, JH ¥ & B4 1EM A sol2java.sh: i TableTest.java -

5.13.4 FismiFENTXK
—. fEisr

TigmiFE (precompiled) A2 —W AR RA ZRFAIThAE: ERE S Her+ RIS SEBF E IRER &4,
FEMLAEVMIESLE A - FISCO BCOSAR&IT B T xXfifett, fEUtEM LR T —EREm IS T
THERIMESE precompiledi® TTFEE . AXANERN—RAIES, BEETIHA W=l B C.Hprecompiled &
2] L P precompiled & A I YA F -

ST 1 5 £ AR -
« SMECE AL
VAl M solidity & 2B Tl g 13 & LT ZURIE & LU bR X 3, Hiudik 2 (8] %1l 5

P 5 Bk 22 (8] 09 0x 500 1-0x £ £ £ £, P 5 Z AN A PR 1 5 29 0 BL— DR SER Bt Fidm i
BHHAE D E—, AEHZ

FISCO BCOSH SEF] i) precompild & 2351 3% LA K b ik 43 B
s EXALNED

[Esolidity &2V, HiT AN T E S el E S AMIABIE L,  precomipiled & 2T ABIEE L HLIN 5 solidity 58
2], solidity ABIHETE -

TE PGB E IR AR, 38 7R 28— A M O Wsolidity 52y, FF HRFFTA 3% O )
RBRES, XPENBRNFOITIRESANEOEEY, HOSNERMAGRES AN FHE
-

pragma solidity 70.4.24;
contract Contract_Name {

function interfaceO (parameters ... ) {}
function interfaceN(parameters ... ) {}
}
o FIT A

TG BB 210 SRR BN, T A RIRIE B (R A 5 REE A7 EUEEFISCO BCOSH &4 —il
RNREE),  AFRELE -

T AN RAF R VBT LU L RE -

- SKHLVAFZ

SKHUEHE & AR RALEE, FEREIN— Do+, ZRFEKPrecompiled, BE#icall AL, FEcallHEL
FRSEEA R AR AT -
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// libprecompiled/Precompiled.h
class Precompiled
{
virtual bytes call (std::shared_ptr<ExecutiveContext> _context,
—bytesConstRef _param,
Address const& _origin = Address()) = 0;

}i

call REH = 1534
std: :shared_ptr<ExecutiveContext> _context : REFERLGPITHI LT

bytesConstRef _param : WHEANWSEIELE, RIRFERHX N AL O DL O RS 30 LA
M _paramf#HT IR EL

Address consté& _origin : R RIERE, FARFTIREEH
AAAT SE I —1>Precompiled 25 7E T i Hsample H 2 14 1 BH -
- AL

B 7 BRI IR 56 B B SRIE AT 2 & LYRIEIT £, X E Huhik i F precompiled & £ 5 4
HIBT B RERUERRAIT, BEREMBTIGF 52715 . EME

file libblockverifier/ExecutiveContextFactory.cpp
function initExecutiveContext
2.2 R EHF R

// HelloWorld.sol
pragma solidity 70.4.24;

contract HelloWorld({
string name;

function HelloWorld() {
name = "Hello, World!";

}

function get () constant returns(string) {
return name;

}

function set (string n) {
name = n;
}
}

R TERS Asolidity%s 5 FUHelloWorld & 2, AET & SLH— M EF DRI TR 1% G2, Eidstep by
stepf FH XS Fildmis & 9 5 B BEMAIGR o REIc++IR D B 12

libprecompiled/extension/HelloWorldPrecompiled.h
libprecompiled/extension/HelloWorldPrecompiled.cpp

2.2.1 A4t

ZERH At BLAS[A], HelloWorld Pl g i & 2 AR 42 Fe o -
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222 ENAENEO

T LIl HelloWorld & 2RI EE, #2105 HelloWorld# 1 #H[E], HelloWorldPrecompiled 3 144

pragma solidity 70.4.24;

contract HelloWorldPrecompiled {
function get () public constant returns(string) {}
function set (string _m) {}

2.2.3 it FELEE

HelloWorldPrecompiled 75 Z /7 fifiset A1 B {H, BT LA M BIF B HAE, FTERITIFERIREEM -
#4: _ext_hello_world_
LG

R A — ST BEXT, key= B Nhello_key, value™ B Fhello_value 77 fif % N (£ £, 7] LA
1 set(string) B B, HE 1T get()H: HFREL -

2.2.4 SCI VA2

7S MHelloWorldPrecompiled2t, E#icall %k, SLMIFTHEEOMAATR, call HERR -

FI P B X MPrecompiled & A1 T EH M — 1% EXTFENANWAMAG D 75X O F
flHelloWorldPrecompiled2t, SR/5 FEFE LR LT TIE:

o BOEM
/7 X KT ETERED
const charx const HELLO_WORLD_METHOD_GET = "get ()";
const charx const HELLO_WORLD_METHOD_SET = "set (string)";

// TERE) & R BT HE O R
HelloWorldPrecompiled: :HelloWorldPrecompiled()
{
// nameZSelectorx%%jéPrecompiledj@‘PEi'ﬁ. PRAAEE VR FH BT 6 R

name2Selector [HELLO_WORLD_METHOD_GET] = getFuncSelector (HELLO_WORLD_METHOD_
<—>GET) ;
name2Selector [HELLO_WORLD_METHOD_SET] = getFuncSelector (HELLO_WORLD_METHOD_
< SET) ;
}
. OEEFR
ENFL, RNFEEN
/) ENES
const std::string HELLO_WORLD_TABLE_NAME = "_ext _hello_world_ ";
/) ERTFE
const std::string HELLOWORLD_KEY_FIELD = "key";
/) HAFEFE, 2 FREMESSHE, il "fieldo, fieldl, field2"
const std::string HELLOWORLD_VALUE_FIELD = "value";

// cal i, FEENTTH, TELAEE
Table::Ptr table = openTable (_context, HELLO_WORLD_TABLE_NAME) ;
if (!'table)

(continues on next page)
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/) BAGFE, BE6E

table = createTable (_context, HELLO_WORLD_TABLE_NAME, HELLOWORLD_KEY_FIELD,
HELLOWORLD_VALUE_FIELD, _origin);

if (!'table)

{
// QIR R EEERG

}

}

IREUCRIEERIW Z 5, F P o] DASEEIN R4 ER BAA D
o KA RED
81 getParamFuncf#AT_param ] AX VAL - EER: ANE O —SELEmE R M

uint32_t func = getParamFunc (_param);

if (func == name2Selector [HELLO_WORLD_METHOD_GET])

{ // get () BOHMZHE

ilse if (func == name2Selector [HELLO_WORLD_ METHOD_SET])
{ // set (string) HOVIHZH

}

else

// REED, FAER, REEHRDY

« SRR 545 RR ]

W H A& A S 88 & EcalliF 5L )_paramZ £, & % HSolidity ABIE = # 1T w15, &
Ffidev::eth::ContractABI LE KA LLHITSERIMNT, RIHEREE O B R BHE 75 2% BiZ%H
TE &Y% - Solidity ABI -

dev::eth::ContractABIRAHATFE M HabiIn abioutM M ED, EHIASHOFIM, J&§
0] LU F AL O£ i 240

// FIIMABIE G, cr+REEIRFIIL S evmlE A%
// _id : BREUEOEPXNETAFE, —BEA T EIE

template <class... T> bytes abilIn(std::string _id, T const&... _t)
7/ BRI BRI c++ R BB
template <class... T> void abiOut (bytesConstRef _data, T&... _t)

N BRI R A e (56

// M T transferf2l] : transfer(string,string,uint256)

a8

std::string strl = "fromAccount";
%
std::string str2 = "toAccount";

// B3
uint256 transferAmoumt = 11111;

dev::eth::ContractABI abi;
/7 B, abiInfi—"~stringZ &L
bytes out = abi.abiIn("", strl, str2, transferAmoumt);

std::string strOutl;
std::string strOut2;
uint256 amoumt;

(continues on next page)
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E i
abi.abilOut (out, strOutl, strOut2, amount);
// W ZIE

// stroutl = "fromAccount";

// strout2 = "toAccount"

// amoumt = 11111

WA,

45 HHelloWorldPrecompiled call PR&{ ) SE LS B G 45 17

bytes HelloWorldPrecompiled::call(dev::blockverifier::ExecutiveContext: :Ptr

—context,
bytesConstRef _param, Address const& _origin)

// FENTRREGE

uint32_t func = getParamFunc (_param);

//

bytesConstRef data = getParamData (_param);
bytes out;

dev::eth::ContractABI abi;

/7 AT
Table::Ptr table = openTable(_context, HELLO_WORLD_TABLE_NAME) ;
if ('table)

{

}

/) BANFE, BRI
table = createTable(_context, HELLO_WORLD_TABLE_NAME, HELLOWORLD_KEY_FIELD,
HELLOWORLD_VALUE_FIELD, _origin);
if ('table)
{
/7 BIEFRKM, AR 2
out = abi.abiIn("", CODE_NO_AUTHORIZED) ;
return out;

/7 RAaEAED, & B0 EEHHZH
if (func == name2Selector [HELLO_WORLD_METHOD_GET])

{

// get () HEOWMA

// ERAREE

std::string retValue = "Hello World!";

auto entries = table->select (HELLOWORLD_KEY_FIELD_NAME, table—>

—newCondition());

}

if (Ou != entries—->size())
{

auto entry = entries->get (0);

retValue = entry->getField (HELLOWORLD_VALUE_FIELD);
}

out = abi.abiIn("", retValue);

else if (func == name2Selector [HELLO_ WORLD_METHOD_SET])

{

// set (string) A

std::string strValue;
abi.abioOut (data, strValue);
auto entries = table->select (HELLOWORLD_KEY_FIELD_NAME, table->

—newCondition());

auto entry = table->newEntry();
entry->setField (HELLOWORLD_KEY_FIELD, HELLOWORLD_KEY_FIELD_NAME) ;
entry->setField (HELLOWORLD_VALUE_FIELD, strValue);

(continues on next page)
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int count = 0;
if (Ou != entries—->size())

{ /7 BFE, B
count = table->update (HELLOWORLD_KEY_ FIELD_NAME, entry, table->

—newCondition (),
std: :make_shared<AccessOptions> (_origin));

}
else
{ /7 [BENFE, A
count = table->insert (
HELLOWORLD_KEY_FIELD_NAME, entry, std::make_shared<AccessOptions> (_
—origin));

}

if (count == CODE_NO_AUTHORIZED)
{ /7 BERBIENR
PRECOMPILED_LOG (ERROR) << LOG_BADGE ("HelloWorldPrecompiled") << LOG_

—DESC ("set™)
<< LOG_DESC ("non—authorized");

}
out = abi.abiIn("", u256(count));
}

else
{ /7 SRS, RAED A
PRECOMPILED_LOG (ERROR) << LOG_BADGE ("HelloWorldPrecompiled") << LOG_DESC ("
—unkown func ")
<< LOG_KV ("func", func);
out = abi.abiIn("", u256 (CODE_UNKNOW_FUNCTION_CALL)) ;

return out;

2.2.5 EMA A H- GRS

o EMA KBTI FEEL - BEFISCO-BCOS/cmake/templates/UserPrecompiled.h.in,
E?ﬁﬁ"]I%’I%IEF‘E)%LHelloWorldPrecompiled/a\é/\jﬁ'ﬂf@ﬁto ﬁ%}ii}\ﬁ'ﬁ, EK?%‘E’E%%EHEIO

void |,
—dev::blockverifier::ExecutiveContextFactory::registerUserPrecompiled (dev: :blockver]
—context)

{
// Address should in [0x5001,0xffff]
context->setAddress2Precompiled (Address (0x5001), std::make_shared

—<dev::precompiled: :HelloWorldPrecompiled>());

| fier: :Execut

}

o FIFRIG . B H L, R IREEIRD -
HERE: LA HelloWorldPrecompiled.cpp 2k S {475 2 /i & TFISCO-BCOS/libprecompiled/extension H 5%
.
» FEEFISCO BCOSHLBREE - (BIX M AL TFISCO-BCOS/buildHFE R, MIFH FEATESHEEA
P47 S RBETE R » EEE RIS %X H .

bash ../tools/build_chain.sh -1 "127.0.0.1:4" —-e bin/fisco-bcos
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= M

MHFAE, FigiEa 4 Ssolidity &2 AT NEAFEFE, ME—FIX FEsolidity & AITERRE Z J5 4 fE
REEIVER M &2, TigRiE A Rsbat W B, ANHERE, " LIEEMH -

3.1 fF ¥ H & FHHelloWorld Fi 4R ¥ &4

FEFE | & contracts/solidity Bl #HelloWorldPrecompiled.sol U4, SUAH A %% 5&HelloWorld T4 12 & 24 A $2 1
ER, h

pragma solidity 70.4.24;

contract HelloWorldPrecompiled{
function get () public constant returns(string);
function set (string n);

}

(5 FF 4 % 48 ) 3 4 T T B B v 102 DU E A 9B AT T i T R

[group:1]> call HelloWorldPrecompiled.sol @x
Hello World!

FISCO BCOS™
91b33

[group:1]> call HelloWorldPrecompiled.sol @
Hello, FISCO BCOS

[group:1]> e

3.2 solidity i

FAT 2 5 FESolidity & 20 H A B T4 1E & A X & F R H B 0O - 78 % #] & contracts/solidity fl]
##HelloWorldHelper.sol X {4, SCHAEUTR

pragma solidity 70.4.24;
import "./HelloWorldPrecompiled.sol";

contract HelloWorldHelper ({
HelloWorldPrecompiled hello;
function HelloWorldHelper () {
// Vi HelloworldiigmiF &4
hello = HelloWorldPrecompiled (0x5001);
}
function get () public constant returns(string) {
return hello.get ();
}
function set (string m) {
hello.set (m);
}
}

P EHelloWorldHelperd 2 , #X J5 ¥ FHelloWorldHelper®d 2V ) # 0O , 4 R @ T
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:1]> call He
o, FISCO BCOS

set "Hello World"

[group:1]>

g call HelloWorldHelper.sol ba7 b774f6dc783a8ee4f0@ get
Hello World

[group:1]>

5.14 #1764

FISCO BCOSHRAML T AI HAT BN A HELZE, A B BERIILHRE 1E2, BEBHFISCO BCOS™ &,
HATHHIT - FHITENIREE:

o FERE: ZEMLZSFEINEIT, GERAREFHYLESHICPURIE, MMiHHE B HITPS
o AR P LB R AL B ERIRT S S PUTHIMERE, LIS AN R S5 AR
R, BRNEWFIIRSFISCO BCOSHATEEY, LA ZEAIITH TS -

5.14.1 Fi&HIR

HATHSF

LR 5 B BRI THT, KRBT XHELSEERELR . OF, REWEXSHE QBRIESATFE
TERNESHEERE.

N, EEKSFEE, L HEHF ERERIKERE . Fransfer(X, Y) FoR AXH P EYH FORRIKEE O
UUREWES SRV U A

b Aabe B B E S

« HESE. 4AEOY, 580 FMTEN S BIEH RS E . HlanER KA E: O transfer(X,
Y), XFY#ZBRSE -

s EFR¥MNR: —ERXSY, WBELFRSEIRIHER - BRI ERNE - FlUnERKr#E: O ransfer(X,
Y), —E R EOZ ST, BRI SEEransfer(A, B), NIXZEHIERM BRI S RZ[A, Bl; A4+
—ZE% 5, AFASE R ranster(A, C), NIXEBRIEME RN FZ[A, C]-

AW E—NZIRERL S BRIFITHIT, MEAMREXSNERNREEERXE - HEZARE
S Z S ST

5.14.2 WEHITEN

FISCO BCOSHEM T Al HAT G AT AHELR, JF &8 AR ERRIIMTET 2 524, & U adikd
WEFZE, RIATSEBEROF T TR A 2Y . S8YBERE S, FISCO BCOSEAERITZ HHT, HINfE
PrEfExtg, fER—ZIRAT§ELLTC UM% R A 5 HATHAT «

HHl, FISCO BCOSHEMHE T solidity 5 141 A BRI AT HAT & L) A HEZE -
solidity 44 FHFTHEZR
% 5 17 Wsolidity & 2V, FF AWM S F &% i [Msolidity & A F i FE M Fl . ZEEM b, RFEE

¥iparallelContract VEAFTEIFITHIEAIMIFESE, J‘T‘UﬁﬁﬁregisterParallelFunction() ,
WA LI ATRIEE O BIAT - (ParallelContract.sol & LHS 2% X HL)
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Jeta e BRG], BT P ParallelOk & 2SI T HATEE KA T RE

pragma solidity 70.4.25;
import "./ParallelContract.sol"; // Sl AParallelContract.sol

contract ParallelOk is ParallelContract // ‘ffrarallelContract VEHH:ZE
{

// B

mapping (string => uint256) _balance;

function transfer(string from, string to, uint256 num) public
{
// LA R B SKEBRAR T H IS F sa feMat nB E N
_balance[from] —= num;
_balance[to] += num;

function set (string name, uint256 num) public

{

_balance[name] = num;

function balanceOf (string name) public view returns (uint256)

{

return _balance[name];

}
// FEMAT AHATRIE 2B O

function enableParallel () public

{
FERITH

// BREUE TR GEE, RAREEER) | SERIEUL R ERSE GO REE B RS8R

registerParallelFunction("transfer (string, string,uint256)", 2); //_
—critical: string string
registerParallelFunction ("set (string,uint256)", 1); // critical: string

}

// BT AN

function disableParallel () public

{
unregisterParallelFunction ("transfer (string, string,uint256)");
unregisterParallelFunction ("set (string,uint256)");

BAASPIRANT
(1) ¥pParallelContract{EF NS ARIEZE

pragma solidity 70.4.25;
import "./ParallelContract.sol"; // 5l AParallelContract.sol

contract ParallelOk is ParallelContract // #Prarallelcontract ERNFIEZE

{

/7 EEIEI

o))

// EMRTLAFFAT I &40 N

function enableParallel () public;

// FEEHTENHEO
function disableParallel () public;

(continues on next page)
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E

(2) WERFITHENED

S 4F Hpublickki 81, ZEAMED - RMEFHFITHENED, 2MRE—ENHAN, EZIH—NEL4F
fJpublic BRI %Y -

Wi O &G AIHAT
AT EAIRED, IR 2
o TLHHSNER S
- TAAEEREED
WEBFZH
EREREOR, EWMERONERSE, HONEFRIEN2RZRERER, EFRZENTHEIN:
o FEOV4IA] T 4 Aimapping, mappingfkey& B 5S4
o OV T 2FEAE, BENTInEERSE

 BEOVIN TRIBRAENEFHLTE, FIERERAMNNSEZEAA - INERSH. ARFNEES
YENERXS

. eNEREENRBARBEN2FRTE, ARFEOVWRTAFRRN2RZE . MEFAF
O, WHEREEBHT2RZEMNEOSHPEL—"TEFRSE, FRRAN S
AT r2RZE . FRAN, E3aERFRSEEEHENEBERN2RZENLES”, H
DS ER I E R G o W setA (int x) REFENR T £F 5% globaln, MFE
FrsetnhiEE Y Nset (string aflag, int x), EVEAR, £ AsetaA("globalA",
10), FHZEA “globala”RIEHMA SN EFH G fEglobala-

€ Z 8RBT

W L2, MBI ES LSRRI, N
o BOZSHUNPR: string - address ~ uint256 -~ int256 (KFEFFFELRM)
o HRZEM AT IR OS50
o T B FRSEEHIER: O S 50N &I

mapping (string => uint256) _balance; // 4 /&mapping

// BRZE from- tofffEmxH], 1ENtransfer ()JF LIRS
function transfer(string from, string to, uint256 num) public
{
_balance[from] -= num; // from &% /mmappingffiikey, EHFZH
_balance[to] += num; // to &% fmappingliikey, RHFRZH
}

// BIRZ EnameHERE], 1ENset () LIS
function set (string name, uint256 num) public
{

_balance[name] = num;

}

(3) FEREZRFEMAIHITHENED

FEA Y H S enableParallel() PR%YL, V& FregisterParallelFunction){F M ] HATHIE AR O o[RBT H 75 2250
HdisableParallel()BR %L, &2 B &BUHHFATHITINRET -

// FENRT LT & 408 O
function enableParallel () public

{

(continues on next page)
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// RECE TS FEE, "BEARAEZEN) | SEMEIL T EERSE

registerParallelFunction("transfer (string, string,uint256)", 2); // transferi®
M, Bi2T™REFZE

registerParallelFunction ("set (string,uint256)", 1); // setf#M, Aj17TIEHF2%
}

// T EYER
function disableParallel () public

{

unregisterParallelFunction ("transfer (string, string,uint256)");
unregisterParallelFunction("set (string,uint256)");

(4) WMEHFTHITEN
P & BiWeb3SDK A IEMIHRE 52Y, LAt LU & il -
HEAN

’[group:l}> deploy ParallelOk.sol

W enableParallel () ¥ M, ilbParallelOKREFH1THUT

[group:1]> call ParallelOk.sol 0x8cl7c£f316cl063ab6c89df875e96c9£f0£5b2£744
—enableParallel

RIEFITE G set ()

[group:1]> call ParallelOk.sol 0x8cl7cf316cl063ab6c89df875e96c9£f0£f5b2f744 set
—"Jjimmyshi" 100000

ﬁﬁi#ﬁygj transfer ()

[group:1]> call ParallelOk.sol 0x8cl7cf316cl063ab6c89df875e96c9£f0£f5b2f744 transfer
—"Jjimmyshi"™ "jinny" 80000

BERXHWITER balanceos ()

[group:1]> call ParallelOk.sol 0x8cl7cf£316cl063ab6c89df875e96c9£f0£5b2£744
—balanceOf "jinny"
80000

HISDKAZIEREL G HIGIT, R T ARG LA H -

g R H 1T B LAIHESR

WMEFTWMIRESY, FLRRBES FF L 8 7% 5% 6 20 0 im e E - %8 iE e D
PAPrecompile iy £ 2K, fEiXZ FSCIA 4@ H - T, Precompileft) 5 KL A HATHEME T 7152 K

B, PREESCILXP D eREL, RIA S AT ATIARIE S 2
(1) FEhRE SRR HAT

’bool isParallelPrecompiled() override { return true; }

(2) B TEROMELFZH

HE, —HENHS T, EREORTFERTEN . HREZE, FREZEOLEMERSS . B
FEEETRIFESLINEIFE SR, AN R ATFISCO BCOSTEfE I FAZE, B RISl Al B2 M IR al

WM IR AR 5 -
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/7 RIEHATED, WNSEPRHEFRNS, JREEFNR
std::vector<std::string> getParallelTag(bytesConstRef param) override
{

// REHAR R EE  (func) FIZEL (data)

uint32_t func = getParamFunc (param) ;

bytesConstRef data = getParamData (param);

std::vector<std::string> results;
if (func == name2Selector [DAG_TRANSFER METHOD TRS_STR2 UINT]) // BRECZEIFITHEM
{

// BON: userTransfer (string, string,uint256)

// Mdata B BRITS

std: :string fromUser, toUser;

dev::u256 amount;

abi.abioOut (data, fromUser, toUser, amount);

if (!invalidUserName (fromUser) && !invalidUserName (toUser) && (amount > 0))
{
// BEFRNGEER resultsH
results.push_back (fromUser) ;
results.push_back (toUser);
}
}
else if ... // FTEHNEOHFELHERNS, IRESRRICARFE RN R

return results; //RE[HJF

(3) HwiF, ERTA
FIRET RTE, 5% XA
G, RHITR, ERBEEOR AT IO, HEE T R AT .

5.14.3 4. HATEIK

AL 53 1125 i solidity & £ AN TR 15 & 2 A HAT 241 -
W28
BT EE LN T HATERR
« Web3SDKZ /™ ¥
« —%FISCO BCOSHE
Web3SDK R K 1% 317385, FISCO BCOSHEFHPUTHITRZ S - HKELE, 75%.
» Web3SDKHIALE
. 1EHE
EREENRKAMERE, 2%
 3"Web3SDK, A REf“4REE L5

« 4T, HPrEWeb3SDKEECE T8 LITE T AEE, WRHHHIMREEFGEIT AL, 7
RELLBERER MR B2 12 5

H17Solidity547: ParallelOk

ET MR PRy sk B —Fh B AL 553 /E o ParallelOk A%y, M PRI — 2545, BESCINHATHY
HEIKINRE - ParallelOk SN EFE M L4 H -
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FISCO BCOSTEWeb3SDK 1 [N & | ParallelOk &2, ILAb%A HH FWeb3SDK K & 1% K & H 4738 5 HI#AE T
o

(1) FISDKH#EELY - HEMF - FRENMFHFITHE

# BH. <groupID> add <GIERIAFHE> <HAERIEERNTPS> <HERMAFEEI %>
java —-cp conf/:1lib/*:apps/* org.fisco.bcos.channel.test.parallel.parallelok.
—PerformanceDT 1 add 10000 2500 user

# fEgroupl FAIET 1000010, AIERIELI2500TPSZER, ERHAAAERBRTEEuser®

?}; Wj:jjj 5, ParallelOk#EERE 2| X HEE -, QI H PG B RFEuser3UHEH,  [FIRFF /S T ParallelOk )
Hb

(2) MBREHITERIKZS
ER: EME LA, HRSDKH H EEHIFMENERROR, A HEH BB KL ILRE

2. <groupID> transfer <EXFHEE> <MEKEBEIEGKRPITPsER> <FEMHPERXH> <5
HFRHEM: 0~10>
java -cp conf/:1lib/x:apps/* org.fisco.bcos.channel.test.parallel.parallelok.
—PerformanceDT 1 transfer 100000 4000 user 2

# MgrouplXiET 100000HL385, K& TPs EMRRE 4000, AMZHICIEN user LB, KEM S
[BH 205K HJF -

(3) WIFHATERMY

HITZHHATER G, Web3SDK2 FT El i #UiT 45 8 - Tps /& ILSDK& # A8 5 £ 17 & b #uAT
FITPS - validation ZEMKAZ SHATERIIRE -

Total transactions: 100000
Total time: 34412ms

TPS: 2905.9630361501804

Avg time cost: 4027ms

Error rate: 0%

Return Error rate: 0%

Time area:

0 < time < 50ms : 0 : 0.0%

50 < time < 100ms : 44 : 0.044000000000000004%
100 < time < 200ms : 2617 : 2.617%

200 < time < 400ms : 6214 : 6.214%

400 < time < 1000ms : 14190 : 14.19%

1000 < time < 2000ms : 9224 : 9.224%

2000 < time : 67711 : 67.711%
validation:

user count is 10000
verify_success count is 10000
verify_failed count is O

ATLAE W, RIS HATHITPS/&2905 - HUTH R G, A EiR(verify_failed count is
0)e

4) IHHEETPS

B MWeb3SDK TG A & £ /1% 22 A8 5 LR BT S AT HUTRE T RO IR « 75 2% 1>Web3SDK RIS £ 1% 58
5y« £ 1 "Web3SDK[FIFf &£ F J5, BALRR4E R BITPS IS 2| FITPS NS R, T EEBENT
SALFRELTPS -

FIBIA N B &30 AT ETPS

cd tools
sh get_tps.sh log/log_2019031821.00.1log 21:26:24 21:26:59 # Z¥. <HEXH> SrEITHA
BFE] > < AR AR ] >

BE|TPS (2 SDK- 47745, 81%, 16GNTE)
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statistic end = 21:26:58.631195
statistic start = 21:26:24.051715
total transactions = 193332, execute_time = 34580ms, tps = 5590 (tx/s)

HITT % A4): DagTransferPrecompiled

SParallelOk& £V B T) B8 — F£ | FISCO BCOSH & T — 4 I 17 ¥l %% ¥ & & @) f F
(DagTransferPrecompiled) , SSIL T MR E TR AR EKIIGE - ZANREEEZ AP
PR, FFERME— A SCRR AT Wtransfert 11, SEIIXS FH P (AR MK B E AT 402 -

HERE: DagTransferPrecompiled 317738 5 fI2:6, ThEEB AR H, EMHTE& LS -
(1) HERH P

FWeb3SDK A 1A QI FH P HHAE, QIR FE BARFFfEuser SLIHFEH o fiv @ S 405 parallelOKHH[F], AN[F]
I A4 BT R FH HO% 5R Z: precompile -

# B3 <groupID> add <BIERIAFEE> <MOIERERIEERM PS> <ERAMIHPEEF4 >
java -cp conf/:lib/*:apps/* org.fisco.bcos.channel.test.parallel.precompile.
—PerformanceDT 1 add 10000 2500 user

# fEgroupl LOIET 100000 FF, QIEIRIELI2500TPSE IR, R EBIREFE user

(2) MEREHFITEKRSZS
FHWeb3SDK X 1% H AT 55K 5
HEE: EMELRER, BHSDKH H SSKIEHE NERROR, 1 HEH BWHHIA L

WM

M

# Z%:. <groupID> transfer <ERXHEE> <HEMKEIEE R TPs LIRS <FEWHPEEX> <5
BERFESW: 0~10>

java -cp conf/:lib/*:apps/* org.fisco.bcos.channel.test.parallel.precompile.
—PerformanceDT 1 transfer 100000 4000 user 2

# [groupl&Zi%T 1000005, K%M Trs ERZE4000, FAMZAIBIE  user UHEMAF, ZENS)
EH 2050 HJF -

\

(3) BWIEHATIERTE

H AT 5 AT £ AL, Web3SDK2 4T BT Hi #1745 5 - TPs /& MLSDKA i B A8 55 7 17 s b #uAT
FITPS - validation &R IKZ FHPUITERAKGE .

Total transactions: 80000
Total time: 25451ms

TPS: 3143.2949589407094
Avg time cost: 5203ms
Error rate: 0%

Return Error rate: 0%

Time area:

0 < time < 50ms : 0 : 0.0%

50 < time < 100ms : O : 0.0%

100 < time < 200ms : 0O : 0.0%

200 < time < 400ms : O : 0.0%

400 < time < 1000ms : 403 : 0.50375%

1000 < time < 2000ms : 5274 : 6.592499999999999%
2000 < time ¢ 74323 ¢ 92.90375%
validation:

user count is 10000
verify_success count is 10000
verify_failed count is O

MWEFR[FE Y, RIRAZ S HATHITPS /23143 « HUTEE RS, TTEMEE iR (verify_failed count
is 0)o

4) IHHEETPS
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BWeb3SDK TG V£ A& 14 /2 118 £ W78 5 LA BT AT HUTEE T LR - 7522 1> Web3SDK [R5 A& £ 4L
5 o EH%(/[\WeMSDKFINE%TEJE, Bl RS SR A I TPS TN AS B FITPS NS IR, TR EEH BT
SR ERELTPS -

FHRIA M B 33011 ETPS

cd tools
sh get_tps.sh log/log_2019031311.17.1log 11:25 11:30 # Z40 <H &> <ATEIFIAEA >
o <P REE IR 18] >

SE|TPS (3SDK- 477 &, 8%, 16GNTE)

statistic end = 11:29:59.587145

statistic_start 11:25:00.642866
total transactions = 3340000, execute_time = 298945ms, tps = 11172 (tx/s)
S5 SR Ui A

AL HIVERELE SR EAE3SDK ~ 471 5~ 81% ~ 16GINFE - 1GM%E TG . & SDKAM T S #E &
HEARBIVPSH, WE N L . SLPRTPSRIRIEIRIVEEMFACE - BIE RSN T BHTZM -

5.15 HAEH

FISCO BCOSHI AT #2577 5« MEEE T sl A AT 2, X =5 SR B aT il ¥ 40  H B R -
« AR
- RN A ZERRNT A, IERENTTEEYE (FERERBOAEERIHRY F)
- MBET R NS5, HEESHFEPEE LR A .

« R4E 5
- WA TR, FHERIMARENT A - AE-FER T mRE, ANFERIEE L a4k
/0

5.15.1 B{Em4

EHI G HMHET addSealer -~ addObserver 1 removeNode = 2545448 8 17 S N R & - WIERE
TEAEET S, FFA#H getSealerList - getObserverList 1 getNodeIDList £ 2 §if 4 B L7755
F - MERE T S RFE N AT S5%

« addSealer: TR¥E T 5 Node D E X R 15 i Ay HE IR 7 55

* addObserver: TRYETT M NodelD& B X W 17 5 A LERTT i s

» removeNode: HRIETT 5 NodelD % B X R 7 55, I 7 s

o getSealerList: ZHEFHF IR S5,

o getObserverList: & FFH LT S51%;

getNodeIDList: & 77 il CaE R FTE H At 75 5 A NodelD -

Bl RAHEE T A AR A MEE T A T A, FEREGSTWT:

BE: TAEARER, BT
o B/ETT S Node IDFFLE, 194 Node IDAILETT & H & P HUT cat conf/node.nodeid 3R EX
o TEMARXKHEERTE T S HER: ERLHHNTY SSHE+++HE
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# BT S Node ID (XA BRHN~/nodes/192.168.0.1/node0/)
$ cat ~/fisco/nodes/192.168.0.1/nodel0/conf/node.nodeid
7a056eb611a43bae685efd86d4841bcb5aefafbf20d8c8£6028031d67af27¢c36c5767¢c9¢c79cf£201769%e

# IEEREH G (XIEHE M T~/ fisco/console H )
$ cd ~/fisco/console

$ bash start.sh

# REFEE T RERH AR
[group:1]> addSealer
—7a056eb611a43baec685efd86d4841bc65aefafbf20d8c8£6028031d67af27¢c36c5767¢c9¢c79cf£20176
# BIRHIRT SR
[group:1]> getSealerlList
[

7a056eb611lad43baec685efd86d4841bcb5aefafbf20d8c8f6028031d67af27¢c36c5767¢c9c79cf]
]

# REFERE T AR AR T A
[group:1]> addObserver,
—7a056eb611a43bae685efd86d4841bc65aefafbf20d8c8£6028031d67af27¢c36c5767¢c9c79cf£20176

# BEMEE T RIIE
[group:1]> getObserverList
[

80££f220b9695.

ed80£f£f220b96

r201769ed80f£.

ed80£f£f220b96

7a056eb611ad43baec685efd86d4841bco5aefafbf20d8c8£6028031d67af27¢c36c5767¢c9¢c79¢cf£201769ed80ff.

]

# FHEET AR BN T A
[group:1]> removeNode,
—7a056eb611a43bae685e£d86d4841bcb5aefafbf20d8c8£6028031d67af27¢c36c5767¢c9c79cf£20176

# BT RAIER
[group:1]> getNodeIDList
[

ed80££220b9%6

7a056eb6llad3bae685e£d86d4841bc65aefafbf20d8c8£6028031d67af27c36c5767c9c79cff201769ed80f€f.

]
roup:1]> getSealerList

g
[]
[group:1]> getObserverList
[]

5.15.2 HIEZRH

N BARRIER G AR S RE LT SR ERIE . TR BRIED WAL, AR R
IOARILE - 1T S IAREE - SRR M NE B, DR T AR R - R 0B H R4

BER R
BT ABE: TABNRESEERFERAER, WRARETHSHEMEHMALRY - CAZK
BN REBE -

o XHIIH FRE: R LR S B R AR RS, R ETE a8 AR R
. BHTRELR R A iR ER & - SDKER K Iprecompiled servicet# [ -

« RPCEIM): (FHcurlin & EIRHE LEE, WX ABRIETHOERAT RHEH -
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BIFSR

AR LUN B 0 Lk 2 e SR BRI EREAT IR « BARFOR T AR REEAT MBS, K&RR
TRIAEREEREM EAEERAXR, ARBEEX D ARKEARR - TEE -, G5=7
?fﬂ, HAFHGroup3H =177 - Group3 & 75 5 H M EFAELE T A, AR LT #BR(Ed AR A A

-
'-f 'l.II
133 )

"‘-\- .r’

AR E R4 Hnode0, TP H9127.0.0.1:30400, nodeIDH) U NFT1 H9b231b309. ..
T E20 H 4 Fnodel, TPHEH77127.0.0.1:30401, nodeIDRi VU PFT5 Haab37e73. ..
A E TG Hnode2, TP 4127.0.0.1:30402, nodeIDH) U T 7d6b01a9eé. ..

AT RN 2%

Yy itk
TRIFEIEAERL T, BRI -
BN

1. # Anodes[F|2 B %, 7E1% B & FHBFEHITgen_node_cert . sh M S B, HE4 Linode2
%, node2NE conf/ H¥;

# IRBUE A

$ curl -LO https://raw.githubusercontent.com/FISCO-BCOS/FISCO-BCOS/master/tools/
—gen_node_cert.sh && chmod u+x gen_node_cert.sh

¥ PUT, —c AT AR cal(E, agency MWL, —o AT S B R

$ ./gen_node_cert.sh -c nodes/cert/agency —-o node2

R

o WK g W 4% 1) 3 S B I R TEV% R 8, 16 Z 8 curl -LO hitps://gitee.com/FISCO-BCOS/FISCO-
BCOS/raw/master/tools/gen_node_cert.sh
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2. ¥ lnode2%nodes/127.0.0.1/F, SEMITHHFE (noded - nodel) [H;

$ cp -r ./node2/ nodes/127.0.0.1/

3. # Anodes/127.0.0.1/, # Jlnode0/config.ini~ node0/start.shflnode0/stop.
sh¥node2 H 3%;

$ cd nodes/127.0.0.1/
$ cp nodeO/config.ini nodeO/start.sh nodeO/stop.sh node2/

4 BMnode2/config.inie ¥ F [rpc] IR, BMlchannel listen_portfljsonrpc_listen_ port;
T [p2p ] R, ﬂ%ﬁﬁlisten_port#?’fnode B ST AER,

$ vim node2/config.ini

[rpc]
;jrpc listen ip
listen_ip=127.0.0.1
;channelserver listen port
channel_listen_port=20302
; jsonrpc listen port
jsonrpc_listen_port=8647

[p2p]
;p2p listen ip
listen_ip=0.0.0.0
;p2p listen port
listen_port=30402
;nodes to connect
node.0=127.0.0.1:30400
node.1=127.0.0.1:30401
node.2=127.0.0.1:30402

5. T A3 A 1M nodel /conf/group. 3.genesis (NESHEHT SVIIEF|E) Fnodel/conf/
group.3.ini¥lnode2/conf HE N, NHEMBI;

$ cp nodel/conf/group.3.genesis node2/conf/
$ cp nodel/conf/group.3.ini node2/conf/

6. fiTnode2/start . sh/B Bl H.3;

$ ./node2/start.sh

7. HAT R3S T AT S2RE R O, AR RIESERL -

# TEfTHDERBUGHAIHEFIIR T, BEHET A (node2) BN SEIMERENT SEE (nodeId)

# LIFHGEWET Snode2 5T A (T A MnodeIDAT 4N F T Nb231b309 -~ aab37e73) BN T %
$ tail -f node2/log/log* | grep P2P

debug|2019-02-21 10:30:18.694258| [P2P] [Service] heartBeat ignore connected,
—endpoint=127.0.0.1:30400, nodeID=b231b3009...

debug|2019-02-21 10:30:18.694277| [P2P] [Service] heartBeat ignore connected,
—endpoint=127.0.0.1:30401, nodeID=aab37e73...

info|2019-02-21 10:30:18.694294| [P2P][Service] heartBeat connected count,size=2

R

 HEHTEAR, FERITE T A configini T HAZ BHCEE T rERT A, JFIERRFE
FEEERFAT AT . 2% (CARALHE) ;

o T S8 DL SR fconfig.ini A AR B E A AR FFANAL ;
o L b, TAIFRATBE & KPP HiEEESR, BIn SERdy 251 M3 ERlE;
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o SPURS T ITERE R H VO T R 3R SR INA RIS,

o BUUH P AT S22 config inifIP2PTT s E SR P INAT G3MEEHER T m1F2, RiFE
[REFN DR /S AN

AT R H 2%

R

TEIBEMLT, 51751817 S218E, PIERH MLY% .
BB -

LA, S PP BRI A, BT,

# FEnode2 HE FHUT

$ ./stop.sh

$ ./start.sh

nohup: appending output to ‘nohup.out’

2. RFA A2, R AN BB RP2PT UERSIR TR (WE) | BEET A2
3.HPAT R3S AL (F12) MEHEERZCEMTT, 1B MBERIETEM -

R
o THEIFREHEATRHEME, BHEIBFEAPRIE, REASFERE:
o MGEIEREET S AR, sk DS SRR SR 2 A APPSR E SR,
SCEERE, ATFFCA R BB X FE I -
s HIEHTAZR, FHEET AMNE T A Kconfig.inif) A4 BEALE R MIER, I IEM A H 0
HZBEEERAT ST . 2% (CARAZH) .

AT EIMAGEA

Yt
FEAGroup3[f A T A IFA 12, PITTECTR IR, IRAERETT M3 AEA -
RN -

D EDR Y | NS ¥

2. ] G addSealertRE 17 5.3 node DI & 17 5.3 4 IR T &

3. ¥ & getSealerListE i) group3 (LR T S & B A& W 530 InodelD, WIFFAE, MIAFEEEREIE
SERK -

R
o 7 A 3K INodeIDA] LA FH ‘cat nodes/127.0.0.1/node2/conf/node.nodeid ‘3B ;

s TR3H KA HEENRHAT AUIRIIRANEGARAT RASER, KRFEDERE, HHE
TREBAT RARGRY

o THEIFRTZHMEGENE, BHATIMARANERE, REBREIBIERT
o TASHEHARB ERE X HFS T A —2
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AT SR HARA

Ytk
FEAGroup3[ZE T M1~ TE2fI A3, =T R, IER T 3R HREA -
BAEIT -
1. fH %] G removeNode tR#E 17 3 Node DI & 17 5.3 I B 17 A
2. I & getSealerList & ) group3 FH IR S H 2 A & 17 H3HInodelD, WEVHZK, 1B HIFFHE:
VESERL -
FhFEULEA:

HEf#:
o TR A DR iR s ) S TR H R -

5.16 A PR

5.16.1 E T A AR

AR A ARSI ERAE, B ETIE JE B Bns SO A R PRI O - 2.5.000K 7T R, $24H
—FET A ERNIRERIER, FORMBEEH S T ARG EER 2R MG, EEIREME RN
BAERIR - P ATFEERBRERE RGN B AOIR, RFHEREACARERAIA .

PR S fA

1. BEREE A ST AR ANZR R

2. DR A2 BLH, BAAeE, SFEEEO—MAERIKSE, Mo PR E AR
3. ZOATLIALERBRER ALY, R SLREEK S ] LIRS RRE2Y

4. ZRAATLIRESIRRIKS , BURGIIIKS TR AR 5

BIEAZ

« REUFHE . S AR
« RAMNEBN

« RAREEMHEEBE
« RHMR

< BYEFTE . S AR

IEACE

fit & JE ZIFISCO BCOS 20X HEETT sz H &, 155 H 428 1Y .
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AR 2 1l 7= £ e

Eﬂrﬁﬂ é%fﬁmﬁ)ﬂ _&L)ﬁ}ﬂiﬂﬁget_account .sh, iﬁﬁlﬂ/‘]mﬁ)ﬂ jﬂ’—??ﬂ?account sH %—F ° E‘Fﬁ” ‘/S A] W\TE/‘\HEJHK
PR, BERESEEG G T Bit, #idEsl e UTsERs, FIEAREHI DR . EEH R
HX T ifidget_account . shifl R4 al = 1"PEMAS = HIMK SO R -

# KF1
0x61d88abf7ced4a7£8479cff9ccld22bef2dac9b9a.pem
# kP2
0x85961172229%aec21694d742a5bd57 7bedffcfec3.pem
# Mk 3
0x0b6£526d797425540ea70becd7adac7d50f4a7c0.pem

WAER] LI TIF = % Linux 083, 705l LA=DMIK PSSR E il & -
TR P 15 SRAEH -

’./start.sh 1 -pem accounts/0x61d88abf7ced4a7£8479cff9ccld22bef2dac9b9a.pem
FRE MK P2 KT -

’./start.sh 1 -pem accounts/0x85961172229%aec21694d742a5bd577bedffcfec3.pem
FREMK P 3B SRAEH -

’./start.sh 1 -pem accounts/0x0b6£526d797425540ea70becd7adac7d50f4a7¢c0.pem

REFY . WS ER

FATAIM 1L W28 A, WP 3mSR, oA EMAERI T 1I85% - k=34
REBRIEZ AR, K1 2AT LA

ZARIBR AR RS - BT A RERR S LY . VRERRRIKS - BGER BEAIEME 4K S .
Ik P 1% R
AN 1022 AR -

[group:1]> grantCommitteeMember 0x61d88abf7ceda7£8479cff9ccld22bef2dac9b9a
{

"code":0,
"msg":"success"

}
[group:1]> listCommitteeMembers

fE AP 1A K P28 % A

WINZAFERHLE R 2HE, ARERNTEHEATLUAER. EETRAEKSIZZA, BrLllk
SIEERI AT AR
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[group:1]> grantCommitteeMember 0x85961172229%aec21694d742a5bd577bedffcfec3
{

"code":0,

"msg":"success"

[group:1]> listCommitteeMembers

| address | enable_num .
—

| 0x61d88abf7ced4a7£8479cff9ccld22bef2dac9p9a | 1 o
o |

| 0x85961172229%aec21694d742a5bd57 7bedffcfec3 | 2 L
o |

J

R BLAE K P O L A48 & R4 -

KL= STEANFRATZR 5 84 F

AT 3P G R, At LISERCEBRIE N -

[group:1]> setSystemConfigByKey tx_count_limit 100
{

"code":-50000,

"msg":"permission denied"

BEHIK 5 200 % AR

B RGP EM DR, BOAEERBIES0%, BT EMN D Z AR EREKS20ZAR, &
WM/ B EH=2/2=1>0. 5 TH B 5lF -

o KT 1IREREEIK S 2002 AR

[group:1]> revokeCommitteeMember 0x8596117222%aec21694d742a5bd577bedffcfec3
{
"code":0,

"msg" :"success"

[group:1]> listCommitteeMembers

| address | enable_num .
—

| 0x61d88abf7ceda7£8479cff9ccld22bef2dac9b9a | 1 o
N |

| 0x85961172229%aec21694d742a5bd57 7bedffcfec3 | 2 L
. |

J

o K2R EREHIK S 2002 AR

[group:1]> revokeCommitteeMember 0x8596117222%aec21694d742a5bd577bedffcfec3
{

(continues on next page)
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"code":0,
"msg" :"success"

[group:1]> listCommitteeMembers

| address | enable_num .
—

| 0x61d88abf7ced4a7£8479cff9ccld22bef2dac9b9a | 1 .
N |

Z R EBEKR

JEAI 1 MRF3AERG - RE R A HIFEECN2 -
o FERIKS 1H0E S SR Ik 53 % A

[group:1]> grantCommitteeMember 0x0b6£526d797425540ea70becd7adac7d50f4a7c0
{

"code":0,

"msg" :"success"

[group:1]> listCommitteeMembers

e
| address | enable_num .
- |
| 0x61d88abf7ceda7£f8479cff9ccld22bef2dac9b9a | 1 .
. |
| 0x0b6£f526d797425540ea70becd7adac7d50f4a7c0 | 9 .
- |
S

o FERIKS 1S 6 SRS 10RO

[group:1]> updateCommitteeMemberWeight 0x61d88abf7ced4a7£8479cff9ccld22bef2dac9%p9a 2
{

"code":0,

"msg":"success"

[group:1]> queryCommitteeMemberWeight 0x61d88abf7ceda7£8479cff9ccld22bef2dac9b9a
Account: 0x61d88abf7ced4a7£8479cff9ccld22bef2dac9b9a Weight: 1

o RS 3R] G SR S 1RO

[group:1]> updateCommitteeMemberWeight 0x61d88abf7ced4a7£8479cff9ccld22bef2dac9%p9a 2
{
"code": 0,

"msg":"success"

[group:1]> queryCommitteeMemberWeight 0x61d88abf7ce4a7£8479cff9ccld22bef2dac9p9a
Account: 0x61d88abf7ce4a7£8479cff9ccld22bef2dac9b9a Weight: 2
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ZRBREEBBIEBK

WPk 3% 0, K5 1E2E, IKS3E1E, FHAKS IRNKS2hER, BT2/3>0 5 IERE
e (ERNKS 1IAMK 52, ST AR E(E75% -

o KPR 202 5

[group:1]> grantCommitteeMember 0x85961172229%aec21694d742a5bd577bedffcfec3
{

"code":0,

"msg" :"success"

}

[group:1]> listCommitteeMembers

| address | enable_num .
—

| 0x61d88abf7ced4a7£8479cff9ccld22bef2dac9b9a | 1 o
o |

| 0x0b6f526d797425540ea70becd7adac7d50f4a7¢c0 | 9 .
o |

| 0x85961172229%aec21694d742a5bd577bedffcfec3 | 12

o FERIK ] B B BT AR (E N 75%

[group:1]> updateThreshold 75
{

"code":0,

"msg":"success"

}

[group:1]> queryThreshold
Effective threshold : 50%

o PR 2 B IR RO AR (BN 75%

[group:1]> updateThreshold 75
{

"code":0,

"msg":"success"

}

[group:1]> queryThreshold
Effective threshold : 75%

BYERY . WS ER

ZAFTLIAINgE, 2R TRINIREEESY . QR . RERRFTHRERE2) - (EHCNSARS -

ETHIAMNRDPAEAN KT, ZAABAEREEOMR, £ — 1 HBIK
540x283£5b859€34£7£d2c£136c07579dccT72423b1b2 . pems

o NIk E 4 Ba4EMAE

[group:1]> grantOperator 0x283f5b859e34f7fd2cf136c07579dcc72423b1b2
{

"code":0,

(continues on next page)
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(2]
"msg" :"success"
}
[group:1]> listOperators
S
| address | enable_num .
o |
| 0x283f5b859e34£f7£fd2cf136c07579dcc72423b1lb2 | 15 .
o |
e

o [ Bz 4K -5 50 Z HelloWorld

[group:1]> deploy HelloWorld
contract address: 0xacle28ad93e0b7f9108fall67a8a06585f663726

o i A5 137 B HelloWorld 28

[group:1]> deploy HelloWorld
permission denied

o FERKS 1124 & REHIK S 4R E 4ERUR

[group:1]> revokeOperator 0x283f5b859e34£f7£d2cf136c07579dcc72423blb2
{

"code":0,
"msg" :"success"

}

[group:1]> listOperators
Empty set.

5.16.2 ETEHIAFREH
R SR AAS R S B 75 A PR Bl I T 5 2 A PR R s S0k

HIE: MEEEANS: ATARASBIATAIRREIDS, FIEEmK 0] LUE AR E DR - Flin
Sk R EIR S VA REREGYY, ERKF 2 LI ERR oA ARERE G2 - R A MK 1803 B
REFEHIR L, BEOEAM AT LS HAS AR « BRtt, @t 2w, AERRE e AR AL -
] LA grantPermissionManagerf§ & W B HEEH G, RIFEERr MK - T LLBE AR ML Th e, dF8E
BB TR 7 EE TN RE -

BAEAE

ARSI LT DhRE AT A PR 2 1 R E A 48
o AR R EEE A
o WA A RGVEH R
o BREEALAMAIER R
o BRI FHCNSHERE A4
o AUEET A
o WAUES R G SHL
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« BRUKPE PR

TEACE

il & H /3 EIFISCO BCOS 2.0 X HREET SANEH G, B F L2 Y .

PR T 5

FISCO BCOS#EMLIE#I & & AR IhEE (M4 &%, A LAEHSDK APIffPermissionService$% M it
FRRINEE) |, EAw RER RS a2 T

B 2 ) 7 151 e

Tﬁ%’] éfi%@tmﬁ)ﬁ ﬁiﬁﬂiﬂiget_account .sh, ?EEEE/‘U”\KF jCTEFEaccount s E i? ° ﬁﬂéu fﬁﬁf L‘J?E%W&
PR, BAERESEEG G T Bib, midEs G UFeERs, EEARERDIRE . B TIkA %
AL, AT AFEE S G 1R B3k Tt get _account . shIAAE AL = PPKCS 1248 = FIK P 30, A=
BT A MBS TR 240« AR = PRCS 1288 =AM SR

# K1
0x2c7£31d22974d5b1b2d6d5c359e81e91ee656252.pl2
# kP2
0x7£c8335fec9da5£84e60236029bb4a64a469a021.pl2
# K3
0xd86572ad4c92d4598852e2£34720a865dd4fc3dd.pl2

AR AT AST T = Linux (0283, 70 A= MUK BSR4 5
TR 1V SRAEHI -

’$ ./start.sh 1 -pl2 accounts/0x2c7£31d22974d5b1b2d6d5c359%9e81e91ee656252.p12

FEEM 2B ARG

’$ ./start.sh 1 -pl2 accounts/0x7fc8335fec9da5f84e60236029bb4a64a469a021.pl2

FEEM 3B TR &

’$ ./start.sh 1 -pl2 accounts/0xd86572ad4c92d4598852e2f34720a865dd4fc3dd.pl2

BAUK 9 BB 2 R

R =K =MAE, SCERS UMBEEREAIKS, KPR RGEHEAIKE, K3k
e BEEHE AP A SREEPIR, RIFEDECAUR - AGUE H K~ AT LUE AR ST KR I BERIAL
R, B—MARIFEDIREFELMOE, BAEEFEESLIMEER P RODR - &2 SRR -
FIFHCNSHR & & L HIA R BB R GI S AR - BEE 2 G AT AT AR A I P Oy /e 24 5 ik = B
AGUEHAIKS, el IRPGEERS ATLIEREMR R, RIEEK -

BEWIIAIRES, CHEMAIRIKF IR - IE, ATREARAIER G, REIKF IO EE AR,
TP A = 2 B 2 A

[group:1]> grantPermissionManager 0x2c7£31d22974d5b1b2d6d5¢c359%9e81e91lee656252
{

"code":0,

"msg":"success"

}

[group:1]> listPermissionManager

(continues on next page)
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(£ ET0)
S
| address | enable_num o
- \
| 0x2c7£31d22974d5b1b2d6d5¢c359%9e81e91ee656252 | 1 o
— |
B

BCEMK P 1 B 2 5 AT -
BAUK 9 A G E 5
BAGHRE GBI &

MK AR 2o RGUE B AR, ESRAK 2T IR S IR BIR A 3%

[group:1]> grantDeployAndCreateManager 0x7fc8335fec9da5£84e60236029bb4ac4ad69a021
{

"code":0,
"msg":"success"

[group:1]> listDeployAndCreateManager

| address | enable_num o
- |
| 0x7f£c8335fec9da5f84e60236029pbd4acd4ads9al21 | 2 o
- |

BRI P2 ES &, FREEH A 1Mt TableTest54Y - TableTest.sol LY IGZ %X H . H 2 LA
FUER_testRIAH S O R i -

[group:1]> deploy TableTest.sol
contract address:0xfe649f510e0cadlf716e7935caee74db993e9de8

& FH Table Test 'createt® O 0138 FH 7 ¥t_test -

[group:1]> call TableTest.sol 0xfe649f510e0cad4lf716e7935caece74db993e9de8 create
transaction hash:0x67e£80cf04d24c488d5f25cc3dc7681035defc82d07ad983fbac820d7db31b5b

S
createResult index: 0
count = 0

FA Pt _testBI AT -
BRMK P 3RIERI G, FE TableTest 54 -

[group:1]> deploy TableTest.sol
{

(continues on next page)
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"code":-50000,
"msg":"permission denied"

}

k33 A MBS AR, BRESLYRIL .

o R EAEESAMEEM PR A ERI, A HTable54) (CRUDE M 54))
i, FABEWEZ SN R —EESNEHAZNRAE T (ERNWERETEER) | &
MEE ARG ROZ G FRERIBE PR HIR - RV FREFENSORER, shSERINR
WRNZ A S BLL DR, BNEE LT RES A TR -

ZAUF FHCNSHRE &4

EHIE R3S KONSHIE S, WRATR:

& - H fdeployByCNSHn & 32 AR 7] L= ), H [F W 5% 2 3 & & 4 F £ FCNSH) FL
FR, callByCNSHqueryCNS#i < NS AN FRIZEH] o

BRI IRESa , UK 25H I FHCNSEL E & 2 HIATR -

[group:1]> grantCNSManager 0x7fc8335fec9dab5f84e60236029bb4acdad69al2l
{

"code": 0,

" men

msg success"

}

[group:1]> listCNSManager

\ address \

BORMK 2R G, FIFCNSERE &4 -

[group:1]> deployByCNS TableTest.sol 1.0
contract address:0x24f902f£362a01335db94b693edc769ba6226££f7

[group:1]> queryCNS TableTest.sol

BORMK P3RS, FIFCNSERE G4 -

[group:1]> deployByCNS TableTest.sol 2.0
{

"code":-50000,

"msg":"permission denied"

}

[group:1]> queryCNS TableTest.sol

(continues on next page)
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BRI, MK 3TARFIFHCNS R E S 2 -
BAUEET A

EHIGRAS MR R ARIRIEN S, WNRITR:

FE O E . H  AaddSealer~ addObserverfiremoveNodeft & % W R g
i, getSealerListflgetObserverListiii & N2 AR -

BORMK P IRER G, REUK P28 EE T S AIRER -

A’

[group:1]> grantNodeManager 0x7fc8335fec9da5£84e60236029bb4abc4a469a021
{

"code":0,
"msg" :"success"

[group:1]> listNodeManager

| address | enable_num

[group:1]> getSealerList
[

—~01cd46feef2bb385b£03d1743c1dla52753129c£092392acb9%9e941d1a4e0£499£df6559dfcd4dbf2b3

—

—

—320b8£3c485c42d2bfd88bb6bb62504a9433c13d377d69e9901242f76abe2eae3clcal053d35026160d

—

]

ra418caal09d95

—279c4adfdle5lel5e7fbd3fca37407db84bd60a6dd36813708479£31646b7480d776b84df5fea2f3157da6df9cad078

6dblab63ab2a

—c26dc878c4££f109£81915accaal56ba206893145a7125d17dc534c0ecd41c6al0£33790££38855df008aecal3az27ae7d9

BEWET HIIE:

[group:1]> getObserverList
[]

FE 5 — P nodelDX R AT R B E T M
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[group:1]> addObserver,
—01lcd46feef2bb385bf03d1743c1d1a52753129¢c£092392achb9e941d1a4e0£499£fdf6559dfcd4dbf2b3
{

"code":0,
"msg":"success"

[group:1]> getObserverList
[

—~01cd46feef2bb385b£03d1743¢c1d1ab2753129¢c£092392acb9%e941d1a4e0£499£df6559dfcd4dbf2b3
]

[group:1]> getSealerList
[

—279c4adfdle51lel5e7fbd3fca37407db84bd60a6dd36813708479£31646b7480d776b84df5fea2f315]

—

—320b8£3c485c42d2bfd88bb6bb62504a9433c13d377d69e9901242f76abe2eae3clcal053d35026160d

—

—C26dc878c4£ff109f81915accaal56ba206893145a7125d17dc534c0ecd41c6al0£33790££38855df008
]

a418caal09do5

a418caal09do5

fda6df9cad078

6dblab63ab2a

neca3al27ae7d9

BRI 3ES G, RWET SR 515 -

[group:1]> addSealer
—01cd46feef2bb385bf03d1743c1d1la52753129¢c£f092392acbh9%9e941d1a4e0£499£fdf6559dfcd4dbf2b3

{
"code":-50000,
"msg" :"permission denied"

[group:1]> getSealerList
[

—279c4adfdleblel5e7fbd3£fca37407db84bd60a6dd36813708479£31646b7480d776b84df5fea2£f315]

—

—320b8£3c485c42d2bfd88bb6bb62504a9433¢c13d377d69e9901242f76abe2eae3clcal053d35026160d

—

—c26dc878c4£f£f109£81915accaal56ba206893145a7125d17dc534c0ecd4lc6al0£33790££38855d£008
]

[group:1]> getObserverList
[

—01cd46feef2bb385b£03d1743¢c1d1ab52753129¢c£092392acb9%e941d1a4e0£499£df6559dfcd4dbf2b3
]

ra418caa09d95.

fda6df9cad078

6dblab63ab2a

neca3az7ae7d9

ra418caa09d95.

AINFARTT R, WP 3ICERRE T A - A B 2B BRI SNAFHRT 5515 .«

BIERARGSH

ERHIERIR D RTBRAGSE NG S, WNRIR:

o TE:  HAESCFHE At _count_limitFltx_gas_limitf) RIS UL E - H FsetSystemConfigByKey fif &
ZIUPRAEH], getSystemConfigByKey i 4 ANZ AL R H o

B IES G, ZAUKP 2 B AR S EEINUR -
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[group:1]> grantSysConfigManager 0x7£c8335fec9dabf84e60236029%b4a64a469a021
{

"code":0,
"msg":"success"

[group:1]> listSysConfigManager

| address | enable_num

BRIKF2HERG , BE ARG SEitx_count_limitf{E 72000 -

[group:1]> getSystemConfigByKey tx_count_limit
1000

[group:1]> setSystemConfigByKey tx_count_limit 2000
{
"code":0,

"msg":"success"

[group:1]> getSystemConfigByKey tx_count_limit
2000

BERIKF3FETH G, B ARG S Etx_count_limitfI{E 73000 -

[group:1]> setSystemConfigByKey tx_count_limit 3000
{

"code":-50000,

"msg" :"permission denied"

[group:1]> getSystemConfigByKey tx_count_limit
2000

BERW, MP3iE BRRRSHIRIR -

BRIk ER P&
I P LA 3 AT LLE 3Rt _test AN FR -

[group:1]> grantUserTableManager t_test 0xd86572ad4c92d4598852e2£34720a865dd4fc3dd
{

"code":0,
"msg":"success"

}
[group:1]> listUserTableManager t_test

S
| address | enable_num o
-

| 0xd86572ad4c92d4598852e2f34720a865dd4fc3dd | 6 o
—

S
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BXRIKF3ES G, EHP R estli A—FR0%, REEWIZRAICH -

[group:1]> call TableTest.sol 0xfe649f510e0cad4lf716e7935caece774db993e9de8 insert
<"fruit" 1 "apple"

transaction hash:0xc4d261026851c3338flabd4ecd4712e5fc2a028c108363181725f07448b986f7e

S
InsertResult index: 0
count = 1

[group:1]> call TableTest.sol 0xfe649f510e0ca4lf716e7935caee74db993e9de8 select
" fruit"
[[fruit], [1], [applell

B 2RES G, EHIKP3mARICE, FERIZERICSE.-

[group:1]> call TableTest.sol 0xfe649f510e0cadlf716e7935caee’74db993e9de8 update
—"fruit" 1 "orange"
{
"code":-50000,
"msg":"permission denied"
}
[group:1]> call TableTest.sol 0xfe649f510e0ca4lf716e7935caee’74db993e9de8 select
S"fruit”
[[fruit], [1], [apple]]

FOBTERIA, TP 20 AR BB 7 3Rt _test «
o JET P VREEIK P 35 FH 3R _test AR FR -

[group:1]> revokeUserTableManager t_test 0xd86572ad4c92d4598852e2£34720a865dd4fc3dd
{

"code":0,

"msg":"success"

}

[group:1]> listUserTableManager t_test
Empty set.

TR -
o TR REERK AN AP R et ISR, FHHZERERRIKE TR, G
P B RHZ R SR - R B XZROERER, AT LOEE K S AR 4 —1
K5, HakS 2R IZRA G IR EI -

5.17 CAER {45
RIEHHACAR . HZ AL ERERE, BRI E R EERIT T (CARAZHENE)

5.17.1 HE &

WEERL R, REWERSREENT FEE.
LN Wapvs

192 Chapter 5. 1 H Tt




FISCO BCOS Documentation, & i v2.5.0

éﬁ@ﬁconfig .ini

[certificate_blacklist]
; crl.0 should be nodeid, nodeid's length is 128
,crl.0=

HET AR

$ bash stop.sh && bash start.sh

BE T RIER

$ curl -X POST --data '{"jsonrpc":"2.0", "method":"getPeers", "params":[1],"id":1}"
—http://127.0.0.1:8545 |jgq

5.17.2 H4&H#

AR 4, Beis NSRRI AR, TR 4 A AN SR
Wit & 5 1

Yitfconfig.ini, AALEFRAZMLN, AIGERT SELERE.

[certificate_whitelist]

; cal.0 should be nodeid, nodeid's length is 128

cal.
—0=7718df20f0f7e27fdab97b3d69deebb6e289b07eb7799c7ba92fe2f43d2efb4c1250ddlfllfabb5cq

cal.
—1=f306ebl1066ceb9d46e3b77d2833albde2a9899¢cfc4d0433d64b01d03e79927aa60a40507¢c5739591

p687c8283d650

8122ee609cf5

HOERED, WEEBRShT A, EVACHES), iTEEHMAreload whitelist.shilFTH%H
BLERIF] (HACRSRIFRLE) -

# BT EARBE

$ bash start.sh

# EHTECED

$ cd scripts
S bash reload_whitelist.sh
node_127.0.0.1_30300 is not running, use start.sh to start and enable whitelist

—~directlly.

BE T RIER

$ curl -X POST —--data '{"jsonrpc":"2.0", "method":"getPeers", "params":[1],"id":1}"
—http://127.0.0.1:8545 |jgq

5.17.3 Y ®: AILCA

6 FICFCARR A E B8, BEMICABRRCFCA - IWCAR IR . LAIBHA AL BIGE . A
HCATERIEE, RAFEMFREERL A FE —CARIBUL, 1ERTCIR P SRHER) T SRE RO LE8 - A
HECEASE, BRSO RIBERT ST -

EREBRIEPR
1. TR
2. BMFTH T A INodeID
3. RiFTE NodeIDECENEAN T R K4 A
4, FET S E M A reload_whitelist . shilFTaH&REE

5.17. CAZQgZ % 193



FISCO BCOS Documentation, & i v2.5.0

TEBRIEDR
. HLEV & 1T A
ALY 2T S NodelD
Rtk NodeIDIE N EAFTE T S H 4 B ECE +
R EA Y MR E 4 BECE P B &2 s b
AR reload_whitelist.shilFiCEMIIET AN ES BE
R T A
B AT S NAEE S (addSealer BY addObserver)

A T o

5.17.4 B H%Z BEIERG)
i

FE— AT SHEE

bash build_chain.sh -1 "127.0.0.1:4"

BHEAT S A NodeID

$ cat nodex/conf/node.nodeid

219b319%va7b2b3alecfa’7130ea314410a52c537eb6e7dda%dad6dec492102aa5a43bad81679p6af0cd5b9reb7cfdc0b395

7718df20£0£7e27£dab97b3d69deebb6e289b07eb7799c7ba92fe2f43d2efb4cl250dd1lf11£fa5b5ce687

8283d65030aa

£306ebl1066ceb9d46e3b77d2833albde2a9899¢cfc4d0433d64b01d03e79927aa60a40507¢c5739591b8122ee609cf5636e
38158ef34eb2d58celd31c8f3ef9f1fa829d0eb8edl657f4b2a3ebd3265d44b243c69ffee0519¢c143dd67e91572ea8cb4

RIS YS9 A I NodelD:
* node0: 219b319b....
* nodel: 7718df20....
* node2: f306eb10....
* node3: 38158ef3....
S EERERS

$ cd node/127.0.0.1/
$ bash start_all.sh

BEIERE, Lnode0 N - (8545/node0Irpeli H)

$ curl -X POST --data '{"jsonrpc":"2.0", "method":"getPeers", "params":[1],"id":1}"
—http://127.0.0.1:8545 |jgq

AIREEEREE, nodeOiEH TFRH S ZAMIHE =T A -

{ "id": 1,
"jsonrpc": "2.0",
"result": [
{
"Agency": "agency",
"IPAndPort": "127.0.0.1:62774",
"Node": "node3",
"NodeID":
—"38158ef34eb2d58celd31c8f3ef9f1fa829d0eb8edl657£f4b2a3ebd3265d44b243¢c69ffee0519c143

n
",

d67e91572ea8

(continues on next page)
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(£ ET0)

"Topic": []

}I
{

"Agency": "agency",

"IPAndPort": "127.0.0.1:62766",

"Node": "nodel",

"NodeID":
—"7718df20£f0f7e27fdab97b3d69deebb6e289007eb7799¢c7ba92fe2f43d2efb4cl1250dd1fl1fa5b5¢ce$87¢c8283d6503
‘—’"I

"Topic": []

}I

"Agency": "agency",

"IPAndPort": "127.0.0.1:30302",

"Node": "node2",

"NodeID":

—"f306ebl066ceb9d46e3b77d2833albde2a9899cfc4d0433d64b01d03e79927aa60a40507c5739591b

"
",

"Topic": []

& RBZH. node0fE4inodel HiEHE:

¥nodelF)NodeIDE AnodeOF Bl & H

vim nodeO/config.ini

TEAITHEENT, BEHENE (BOAKH)

[certificate_blacklist]
; crl.0 should be nodeid, nodeid's length is 128

crl.
—0=7718df20£0£7e27£fdab97b3d69deebb6e289b07eb7799c7ba92fe2f43d2efb4cl1250dd1lfl1fa5b5ce

[certificate_whitelist]
; cal.0 should be nodeid, nodeid's length is 128
; cal.0=

R TR

$ cd node0
$ bash stop.sh && bash start.sh

BE T AR

$ curl -X POST --data '{"jsonrpc":"2.0","method":"getPeers", "params":[1],"id":1}" |
—http://127.0.0.1:8545 |jgq

AEIAEWADT RELKEE, RSnodel ILERE

{
nidr: 1 ,
"jsonrpc": "2.0",
"result": [
{
"Agency": "agency",
"IPAndPort": "127.0.0.1:30303",

(continues on next page)
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&L

"Node": "node3",
"NodeID":
—"38158ef34eb2d58celd31c8f3ef9f1fa829d0eb8edl657f4b2a3ebd3265d44b243¢c69ffee0519¢c143

"Topic": []

"Agency": "agency",

"IPAndPort": "127.0.0.1:30302",

"Node": "node2",

"NodeID":
—"£306ebl066ceb9d46e3b77d2833albde2a9899cfc4d0433d64b01d03e79927aa60a40507c5739591b
4

"Topic": []

d67e91572ea8:

122ee609c£f56

B H4%%: node0fE4:5nodel, node22 #MHITT S5 #E

¥nodelFinode2)NodeID B A nodeOH i & H

$ vim nodeO/config.ini

TEMTHIECEN T, BABES, B4 HRAE Lnodel, node2

[certificate_blacklist]
; crl.0 should be nodeid, nodeid's length is 128
,crl.0=

[certificate_whitelist]
; cal.0 should be nodeid, nodeid's length is 128
cal.
—0=7718df20f0f7e27fdab97b3d69deebb6e289b07eb7799c7ba92fe2f43d2efb4c1250ddlfllfabb5cq
cal.
—~1=f306ebl1066ceb9d46e3b77d2833albde2a9899¢cfc4d0433d64b01d03e79927aa60a40507¢c5739591

p687c8283d650.

8122ee609cfb

AT AAR

$ bash stop.sh && bash start.sh

BE T AR

$ curl -X POST --data '{"jsonrpc":"2.0","method":"getPeers", "params":[1],"id":1}"
—http://127.0.0.1:8545 |jg

MEFIRSWHAT RELIERE, RSnodel BILER

{
"id": 1,
"jsonrpec": "2.0",
"result": [
{
"Agency": "agency",
"IPAndPort": "127.0.0.1:30302",
"Node": "node2",
"NodeID":
—"f306ebl066ceb9d46e3b77d2833al1bde2a9899¢cfcd4d0433d64b01d03e79927aa60a40507¢5739591b

o
— ",

122ee609cfb56

(continues on next page)
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(8L T)
"Topic": []
} ’
{
"Agency": "agency",
"IPAndPort": "127.0.0.1:30301",
"Node": "nodel",
"NodeID":

—"7718df20£0£7e27£dab97b3d69deebb6e289007eb7799c7ba%2fe2f43d2efb4cl250ddlfl1fabbbce

"
",

"Topic": []

87c8283d6503

BLAHEALZHREANE: BLHAMNAERSTHLE, AL ARENEM FIE4 S5nodel &%
YlEnodeORI L E

$ vim node0O/config.ini

e

FERTHOEEW T, BZHBAEE Fnodel, HAHAE Fnodel, node2

[certificate_blacklist]
; crl.0 should be nodeid,
crl.
—0=7718df20£0£7e27£fdab97b3d69deebb6e289b07eb7799c7ba92fe2f43d2efb4c1250dd1lf11fa5b5cq

nodeid's length is 128

[certificate_whitelist]
; cal.0 should be nodeid,
cal.
—0=7718df20f0f7e27fdab97b3d69deebb6e289007eb7799c7ba92fe2f43d2efb4c1250dd1lfllfa5b5cq
cal.
—1=f306ebl066ceb9d46e3b77d2833albde2a9899cfc4d0433d64b01d03e79927aa60a40507¢c5739591

nodeid's length is 128

»687c8283d650

2687c8283d650

8122ee609ctb

HET AR

$ bash stop.sh && bash start.sh

BE T R

$ curl -X POST --data '{"jsonrpc":"2.0", "method":"getPeers", "params":[1],"id":1}"
—http://127.0.0.1:8545 |jgq

AIEEIERELE FALE Tnodel, {HH Tnodel FEE L HFHARE, nodeOt NEESnodel 1% HE
{
nidr: 1 ,
"jsonrpc": "2.0",
"result": [
{
"Agency": "agency",
"IPAndPort": "127.0.0.1:30302",
"Node": "node2",
"NodeID":

—"£306ebl066ceb9d46e3b77d2833albde2a9899cfc4d0433d64b01d03e79927aa60a40507c5739591b

"
",

"Topic":

[]

122ee609cf56
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5.18 FiE4L 4

BRERBERIECE, FOCBREINETAC A AT I - WEENeE, GOk TiafTRREEBER SR, EE b ett. —
B E0H KB HE B CRIN IR, BOER T i e -

B RINE RN SRR E RN BTN, B ANAESE: SAREGE - T AR
BRMBERINENSR, W5%. EEINENN4
5.18.1 #f&Key Manager

B — 1 Key Manager, EEMIFRE TR, 75 % Key Manager README

HE: HTRNEER, Key Managerth 75 /2 [E ) -

5.18.2 4RI A

Houild_chain.shfflA, FEHERERIESE, SEAEMRTA -

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/ curl -s_,
—https://api.github.com/repos/FISCO-BCOS/FISCO-BCOS/releases | grep "\"v2\.[0-9]\.
—[0-9]J\"" | sort —u | tail -n 1 | cut -d \" -f 4 /build_chain.sh && chmod u+x_,
—build_chain.sh

bash build_chain.sh -1 "127.0.0.1:4" -p 30300,20200,8545

HIE: YRR, A

. NAERDH, frdataKeyFLEJS, HEDH. TAAES —KIBTH, LHAREN TR
VEEINE . — B RITRIBTT, TR -

5.18.3 j35Key Manager

BEfatkey-manager . HARNZEkey-manager, H]Z#%Key Manager README

# 28 W, superkey
./key-manager 31443 123xyz

JEEIRE, FTENHE

’[1546501342949][TRACE][Load]key—manager started, port=31443

5.18.4 Fii EdataKey

HE: MEdataKeyl) T 5, DAUEHAERM, RESITHTA -

HUTHIA, & X dataKey, #HlcipherDataKey

cd key-manager/scripts
bash gen_data_secure_key.sh 127.0.0.1 31443 123456

CiherDataKey generated: edl57£4588b86d6la2el745efe7lebea

(continues on next page)
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Append these into config.ini to enable disk encryption:
[storage_security]

enable=true

key_manager_ip=127.0.0.1

_port=31443
_key=edl57£4588b86d6la2el745efeTlebea

75 #FllcipherDatakey, Bl A B #0147 B H % & 0 % F Z finilid EAQ T). 8 B 5 2 7 X
HcipherDataKey: cipher_data_key=ed157f4588b86d6lalel745efeTlebea FFEIRITE RN
PinifitE, 5 AT SECESM (configini) H .

vim nodes/127.0.0.1/node0/config.ini

BM [storage_security] FHIFEUT -

[storage_security]

enable=true

key_manager_ip=127.0.0.1

key_manager_port=31443
cipher_data_key=edl157f4588b86d6la2el745efeTlebea

5.18.5 SN mALEH
PUTHIAS, Ty sFAEe

cd key-manager/scripts

# 28 ip port TWHEAIHNM cipherDatakey
bash encrypt_node_key.sh 127.0.0.1 31443 ../../nodes/127.0.0.1/node0/conf/node.key,,
—edl57£4588b86d6la2el745efe7lebea

?}h‘/— TIE, AR EEHEIME, AR XA E] T X node. key.bak. xxxxxxH, 5 &0 T
HZERE, HMERT A LA RH &6 FAH

[INFO] File backup to "nodes/127.0.0.1/nodeO/conf/node.key.bak.1546502474"
[INFO] "nodes/127.0.0.1/node0O/conf/node.key" encrypted!

B Fnode.key, AIER, DEBME N

8bZeba71821a5eb15b0cbe710e96f23191419784f6443890586823477cf33bd73a51b6f14af368d4d3ed%47d9de681893

BHE: TEFREMEN 0T, BRI, 1A TTEE -
o dEE%H: conf/node key
o E%HR: conf/gmnode.keyFlconf/origin_cert/node key

5.18.6 T HIBFT

HEBDT R ATA

cd nodes/127.0.0.1/node0/
./start.sh
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5.18.7 1AL

(1) WRIEFZT, EFHR, AT arss .

tail -f nodes/127.0.0.1/node0/log/* | grep +++

(2) key-managerfE T A BIRBENN, FEITH—5HE - Hlan, TAE—IKEE, Key Man-
ager EFERIHH VA BF -

[1546504272699] [TRACE] [Dec]Respond
{

"dataKey" : "313233343536",
"error" : O,
"info" : "success"

5.19 EZE

HNT RO TFHETEEEE S, £EERETE™ZEZERME, FEFISCO BCOSY-& &R T B % N fi#
BB IS RFSEEE . EBSSLBETMY, SEELT X E R E R E KT SR e TR . 18
I3RS L E 2R FISCO BCOS it FAi -

5.19.1 ¥IKERE EZRFISCO BCOS

AATFE FHbuild chainBlASZE A 35— 25477 S AUFISCO BCOSHE, DlUubuntu 16.04 K555 il #
VE o ARG iE RS fisco-becos |3, 7ECentOS 7#1Ubuntu 16.04 14255 M3 -

Ubuntul 6% FEHKHR

sudo apt install -y openssl curl

TEREAES

cd ~ && mkdir -p fisco && cd fisco

Neibuild chain.shifl7Z

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/v2.5.0/build_
<~chain.sh && chmod u+x build_chain.sh

B2 SO S SRS

o FEEATT S FISCO BCOSHE

# AR5 4T S FISCORE 4'/{\%)#?\%5}%?groupl NHIELTEfiscoH T FHUT

# —pfRBERIBHD, SAEp2p_port, channel_port, jsonrpc_port

# WIETNERTES, FEMFIENEM30300~30303, 20200~20203, 8545~8548%% LI E 1 5 H
# —g EZYRIFED, NI E S RE AT S . BRAMGE c Hub N TR G T HUT R F
$ ./build_chain.sh -1 "127.0.0.1:4" —p 30300,20200, 8545 —-g

KTouild_chain.shiAED], E2%XE . LEEHITSHHALL completedo (WS E 5
H, MZE#nodes/build. logh®) -

[INFO] Downloading tassl binary ...
Generating CA key...
Generating Guomi CA key...

Generating keys ...
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1l

Generating configurations...
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1l

[INFO] FISCO-BCOS Path : bin/fisco-bcos

(continues on next page)

200 Chapter 5. FHFM




FISCO BCOS Documentation, & i v2.5.0

(2]
[INFO] Start Port : 30300 20200 8545
[INFO] Server IP : 127.0.0.1:4
[INFO] State Type : storage
[INFO] RPC listen IP 0 127.0.0.1
[INFO] Output Dir : /mnt/c/Users/asherli/Desktop/key-manager/build/nodes
[INFO] CA Key Path : /mnt/c/Users/asherli/Desktop/key-manager/build/nodes/
—gmcert/ca.key
[INFO] Guomi mode : yes

[INFO] All completed. Files in /mnt/c/Users/asherli/Desktop/key-manager/build/nodes

HEFBKEERE NS, ERBES AR .

5.19.2 EEAEEFE

[ % iAFISCO BCOS 11 /7. Z [I2R FSSL % &l A FIFEMUE B, IEPEEFEWNT:

[network_security]

data_path: TEF SRR AR

key: T AFAENFdata_pathfEE

cert: ﬁqugmnode.crtTHXﬁﬂ:data_pathE@Egﬁé
ca_cert: gmcallPigE

;certificate configuration

[network_ security]
;directory the certificates located in
data_path=conf/
;the node private key file
key=gmnode.key
;the node certificate file
cert=gmnode.crt
;the ca certificate file
ca_cert=gmca.crt

FISCO-BCOS 2.5.0MUA LU, 17 5 5 SDKZ [A] BE S RFSSLIEFE ATl 5, AT DLLAE B SSLiE Fe it 171l
5, MREEMNT:

[chain]
; use SM crypto or not, should nerver be changed
sm_crypto=true
; use SM SSL connection with SDK
sm_crypto_channel=true

5.19.3 E%RSDKf#H
EAERIES ZSDK Y -

5.19.4 EZREH GHE
PEREIRIES 2 B E S 4 -

5.19.5 [E & & 6 H
[ AR & ThRE S pRBERRE R & (ER T =UAE R, i) & S -
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5.19.6 EZEAIMFRE
£ % itKey Manager

[E] 2 b F'Key Manager s 2 #714/1% Key Manager, /N[F] 5. 7E T cmakef 7 I ~DBUTLD_GM=0NZEI -

# centos N
cmake3 .. -DBUILD_GM=0ON
# ubuntu b
cmake .. —-DBUILD_GM=ON

He SRS PRiEM Key Managerf 7], 1§27%: key-manager repository -

= i T A B

FISCO BCOSE Z MUK FAXNGE 8=, FILEEIMBRTEMBZXWMEILER, 5517: conf/gmnode key F1
conf/origin_cert/node.key - H-'& 5 iR % 2 w5 EAE ] -

cd key-manager/scripts

Nz conf/gmnode.key7%§% ip port T ALV A cipherDataKey

bash encrypt_node_key.sh 127.0.0.1 31443 nodes/127.0.0.1/node0/conf/gmnode.key_,
—~edl57£4588b86d6la2el745efe7lebea

#1% conf/origin_cert/node.key ¥l ip port TIEFMIAN cipherDatakey

bash encrypt_node_key.sh 127.0.0.1 31443 nodes/127.0.0.1/node0/conf/origin_cert/
—node.key edl57£4588b86d6laz2el745efe7lebea

5.20 H&UiLEH

FISCO BCOSE@B?FJE%‘??HH,b\%‘ﬁﬁﬁ?ﬁhoga%?mg SYYYYSmm$ddSHH . sMMA SO, HEHI T H &
X, TEHPESHEEESHFARS . HERBHIIES S HEILE U

5.20.1 Hi&E#E
% H ;u\lﬂi%ﬁﬂﬂ?:

log_level|time| [g:group_id] [module_name] content

# AERG):
infol2019-06-26 16:37:08.253147|[g:3] [CONSENSUS] [PBFT] """"""""Report, num=0,
—sealerIdx=0,hash=a4el10062...,next=1,tx=0,nodeldx=2

BT BUE AT

e log_level: HEHS, HAEiEERFEtrace, debug, info, warning, errorflifatal, HH7E
ﬁi?{‘&ﬁfri’%miﬁ%%uﬁfatal

o time: AEHHAE], FETHIIHH

 group_id: Hith H &EILRAFFAHID

* module_name: HHHRKEF, WRPERKET Hsyne, HIABBRIETHCONSENSUS
e content: HEILERHE
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5.20.2 % W, H & Vi

s N RT A SFHHMEmHE L RITEEET SER M EL L tail —-f log/* | grep
"S{group_id}.x++" ﬁﬁ?a% ﬁﬂ/\ﬂ TEHE

- FTEHETRRERERANIGRT AETRYE, RHNLRTAS2HEITERE

NEGERITE H B RR B

info|2019-06-26 18:00:02.551399| [g:2] [CONSENSUS] [SEALER] ++++++++++++++++_,
—Generating seal on,blkNum=1,tx=0,nodeIdx=3,hash=1f9c2bl4...

HEP& TS LT
* blkNum: §T6L KR E
o tx: FTAIXRBEE I HEL
* nodeIdx: é’lﬁﬁ%lﬂqﬁ/ﬁﬂ/‘]?%]
e hash: fTEXHRHEG
HIRFEHE

W 2% BLB ~ W 2% % B AL B BRI [R] — D AR ) B R SCHE A — B0 B AT RE S BT AR R
W, PBFTIRT A &HitHviewChangeWarning H&, =~FIWT:

warning|2019-06-26 18:00:06.154102| [g:1] [CONSENSUS] [PBFT]ViewChangeWarning: not
—~caused by omit empty block ,v=5,toV=6,curNum=715,hash=ed6e856d...,nodeldx=3,
—myNode=e39000ea. ..

ZHEREFEBE LT
o v YT S PBFTH R E
o toV: 2 Hi T A E LR AT
o curNum: 17 H 5 m R
o hash: 7 S R RIE A
* nodeldx: = B iR RG]
* myNode: 3 Fij 1 f5.Node ID
XHREE H &
X ER IR R I BT AIEAE N AR SRIB X, B2 E A HE -

W MV EARS, HXHWEHE, EFETSHSmEESEAEMSER TAEL G4 tail ~f
log/* | grep "${group_id}.*Report" BEET HHIIFEN), HEEWEZELE, WHTSCLA
FERE, BUEREMNSGERETIER - TTEIEREEER

THRXREE H &

info|2019-06-26 18:00:07.802027| [g:1] [CONSENSUS] [PBFT] """"""""Report, num=716,
—sealerIdx=2,hash=dfd75e06...,next=717,tx=8, nodeIdx=3

HEH&FBOR T
* num: EE XHRERE
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 sealerIdx: FTEIZXBRIILIRT SRS
hash: R XHRIGH

* next: NP

tx: WEXRPE TS

* nodeldx: %Eﬁ%wﬂﬁlﬁ%‘i%l
M LEEHE H &

EfE: THEXTEN A tail -f log/* | grep "connected count" EMIRE, &
R RS IERE AT AT, 1581 netstat —anp | grep fisco-bcos AT &
T:x'z

H
%

HEREIIAT:

info|2019-06-26 18:00:01.343480| [P2P] [Service] heartBeat, connected count=3

HER&SFBEE LWT:
» connected count: 5 H]TT S P2PMLER T HEL
5.20.3 HHEH KRBT

FISCO BCOS H & H %/ OB a0

5.21 Caliper[: /1M $5 5

5.21.1 — FFBEEESK
1.1 W
o EEHNILR

1.2 BIERG

o BRZASEESK. Ubuntu >= 16.04, CentOS >= 7, MacOS >= 10.14

1.3 A

e python 2.7, make, g++, gcc, git

1.4 NodedS

NodeJS 8 (LTS), 9, 8% 10 (LTS), Caliperi#RK7E 5 /=1 Node  SHR A HH# 1 7 1d J i
o LATETE:
1 Finvm(Node Version Manager)%3$&, nvmfZ5E 772000
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# Z¥nvm

curl -o- https://raw.githubusercontent.com/creationix/nvm/v0.33.2/install.sh
—bash

# INEnvmlic &

source ~/.$ (basename $SHELL)rc

# H¥Node. js 8

nvm install 8

# ffFNode. js 8

nvm use 8

I

1.5 Docker
o BRARESR: >=18.06.01
o ZHEFREE:
CentOS:

# I

sudo yum-config-manager —--add-repo http://mirrors.aliyun.com/docker—-ce/linux/
—centos/docker-ce.repo

# BETRAT

sudo yum makecache fast

# LK RDocker

sudo yum -y install docker-ce
# FHE A AN docker A (HE)
sudo groupadd docker

sudo gpasswd —-a S{USER} docker
# EBDockerfR%s

sudo service docker restart
newgrp - docker

# WiEDocker@ i B2 BT

sudo systemctl status docker

Ubuntu

# HFERT
sudo apt-get update
# BRI
sudo apt-get install \
apt-transport-https \
ca-certificates \
curl \
gnupg-agent \
software-properties—-common
# WNMDockerE JiGPG key
curl —-fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -
# WNldocker
sudo add-apt-repository \
"deb [arch=amd64] https://download.docker.com/linux/ubuntu \
$(lsb_release -cs) \
stable"
# HHEERT]
sudo apt-get update
# Tpocker
sudo apt-get install docker-ce docker-ce-cli containerd.io

MacOs
B & HEDocker Desktop -
* S ADockerfH 20
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CentOS

sudo groupadd docker
sudo gpasswd —-a USER/} docker

# HEJ8DockerfRkss

sudo service docker restart
# WiEDockerZE B CAEE)

sudo systemctl status docker

Ubuntu

sudo groupadd docker
sudo usermod —-aG docker SUSER

1.6 Docker Compose

o FRARESR: >=1.22.0
b if%%?gﬁﬁz

sudo curl -L "https://github.com/docker/compose/releases/download/1.24.0/
—docker—-compose-$§ (uname -s)-$ (uname -m)" -o /usr/local/bin/docker—-compose
sudo chmod +x /usr/local/bin/docker—-compose

5.21.2 — . Caliperift &
2.1 #E

Caliperf2fit T i A A AT R M TR caliper—cli, MHEAAMIITRERLE:
1 @Y~ TIEER

’mkdir benchmarks && cd benchmarks

1. SINPMIH H#HTHIIR I

’npm init

|

X5 EESE A TAEF % 0 package json U DU R SR IKIRITH 23, INARAREHE A FE

FIER DLE#EH Tnpm init -y
1. Z%caliper-cli

npm install --only=prod @hyperledger/caliper-cli@0.2.0

M FCaliper Il A KR Y 22 B BN RS, I F - —only=prodiE W H T 15 ENPM A % % Caliper 1%
DM, TIAZFEHMA MBI (04D [XEREEF 5 ¥4 Caliper (&AL AT ) - AEFE TS, 7T LUE

Hcaliper-cli BA4PEFHEMR A X REEF & AR PERLES -
1. Wikcaliper-cliZ$ER T

npx caliper —--version

LR, WEATHHENRAER, 0.

user@ubuntu:~/benchmarks$ npx caliper --version
v0.2.0
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2.2 455

EEﬂ:CaliperﬁTéJﬂT?F sERMEE TN, A FER G E PR %/LJI‘QE’J%ZA&L@EE%H&
K, caliper-cliZs HEDH AT BRI A 2225 o fF Fnpx callper bindfg & FETHE, WL
P SIS H] LB i N i R B R

user@ubuntu:~/benchmarks$ npx caliper bind —--help
Usage:

caliper bind --caliper-bind-sut fabric --caliper-bind-sdk 1.4.1 --caliper-bind-
—cwd ./ -—-caliper-bind-args="-g"

Options:
—--help Show help [boolean]
-v, —-version Show version number [boolean]
—-—-caliper-bind-sut The name of the platform to bind to [string]

——caliper-bind-sdk Version of the platform SDK to bind to [string]
—--caliper-bind-cwd The working directory for performing the SDK install |
— [string]
——caliper-bind-args Additional arguments to pass to "npm install". Use the "="_|
—notation when setting this parameter [string]

Hr,

—caliper-bind-sut : F T EFEN KX HLEF &5, B2 RE (#S*xrystem ***u** *nder
sExTHk%est) ;  —caliper-bind-sdk: FJ T 8 & i& BC 2% AR 4 ;  —caliper-bind-cwd: H T 47
/‘Tl:fcaliper—clilél/‘]IﬁE H¥E, caliper- cLifE M HL & 555 & B 5 2 (F A X T T4E B &
HIFENT %1%  caliper-bind-args: T8 Ecaliper—clifEZEE KT LB A non IS5, WHT2
JREE)-g -

XFTFFISCO BCOS, A LICRAMW T A HFITHE -

npx caliper bind --caliper-bind-sut fisco-bcos --caliper-bind-sdk latest

F FFISCO BCOSXf Fcaliper 0.2.0h 7% B 1& Be A7 £ #0 0 AR A G 0L, 7 22T 5 1% Bhtips://github.com/
FISCO-BCOS/FISCO-BCOS/issues/1248 F K BE MRS 5 7 7 IE #1317 -

2.3 HR#E AT FISCO BCOSH: 7 il i,

5 R N BRI - FISCO BCOSE %2 HCalipert fi 7 — 4 7@ SCAIMIRE 1], I3l o 52 76
FHelloWorld 54 ~ Solidity iR E5 Mk & 2N L TGR IR K &2 o[RS ZEMNRAEFI S, Caliperl] izt 4 2 ff
F docker7E AN 5 BhERE FOz T4 ™ EIEMTT S A RAEE, R A B T F THR5E I dn 5 it A i
Al EEHE AT IX LR -

1L FETIEEFT FEIUE A 5

git clone https://github.com/vita-dounai/caliper-benchmarks.git

1. #UiTHelloWorld & 23t

npx caliper benchmark run --caliper-workspace caliper-benchmarks —-caliper-—
—benchconfig benchmarks/samples/fisco-bcos/helloworld/config.yaml --caliper-
—networkconfig networks/fisco-bcos/4nodeslgroup/fisco-bcos. json

1. HUATSolidity WUFE ik & £t

npx caliper benchmark run --caliper-workspace caliper-benchmarks --caliper-
—benchconfig benchmarks/samples/fisco-bcos/transfer/solidity/config.yaml —-—
—caliper-networkconfig networks/fisco-bcos/4nodeslgroup/fisco-bcos. json

1. BTG R T & 2
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npx caliper benchmark run --caliper-workspace caliper-benchmarks —--caliper-—
—benchconfig benchmarks/samples/fisco-bcos/transfer/precompiled/config.yaml --—
—scaliper—-networkconfig networks/fisco-bcos/4nodeslgroup/fisco-bcos. json

MRFERE, cHEmXITHRAEFRBRMAGER (TPS. ER%E) KBEREREBN, RS
fEcaliper-benchmarks HEK NEM—HE & LANAR AT HTMLIR 5 -
caliper benchmark runfifRHIEISE A LUET N FHSEE:

user@ubuntu:~/benchmarks$ npx caliper benchmark run --help
caliper benchmark run --caliper-workspace ~/myCaliperProject --caliper-benchconfig,
—my-app-test-config.yaml --caliper-networkconfig my-sut-config.yaml
Options:

—-—help Show help [boolean]

-v, —-version Show version number [boolean]

——caliper-benchconfig Path to the benchmark workload file that describes the
—~test client(s), test rounds and monitor. [string]

——-caliper—-networkconfig Path to the blockchain configuration file that contains
—information required to interact with the SUT [string]

—-—-caliper-workspace Workspace directory that contains all configuration,,
—~information [string]
Hrp,

—caliper-workspace: FTfEEcaliper-clif) TAEE R, WREEHE TIEER, 7 LLETIZIEIE)
I8 TIEH®; —caliper-benchconfig: F T8 @M ELE M, MR E X+ &R EAES
B, WRGRIEIEF - AEEBEHIZSRR . Rl es R, —caliper-networkconfig: HFfeE
WRLE TR E A, WS TC B S 2 ¥8 % Caliper 5 32 2 58 7% 82 77 20 S B B ) & 4955 -

=~ BHESE A

AR 2 U HelloWorld &2 /5], A48 an el 1 F Caliperill izt B & XA FH 51 -

Caliperfi] /& Ui 43 B5 % T IR (45 5 22 /5 v 1) X SR8 R ST B0 T MR 4% %6 1, Caliper{# 1] LK 1% R 5%
AT o 45 & Docker$ (IR BERIR S 1T IR SS B A M Fpsfin 2 TB, CaliperBE % 78 it 1 [F] B Wig 88
TR ENLE E RS FEREEE, BIECPU N - W4 MR R 4% - RUE Caliperfie T/EFE AN
FDocker& = 1M 2& 1 F [ 42 — i filficos-beos Al TR P # H a08E b, (HE&APFECaliperff TLiEFR 11T 5
FreEdles D ROBTURTERE - Rk, 78 BATAICaliperiiA N (v0.2.0) , FoA T I Dockerfi = 748 -

3.1 fii &Docker Daemon MR EFISCO BCOS M 4%

WNERAAEET B @ ABE AT IN, AT ARk AN

3.1.1 fi EDocker Daemon

Ny

977 ffCaliper s — & BT i 20 4 e M SR RERUE , 02171 MUA AR 55 48 £ & JE 7 2T B Docker Dae-

monfR%5 -

FaZfil, SEF 1 docker# iE:

sudo service docker stop

Bl /etc/docker/daemon. json3fF (MR CEFENNER) |, IALLTAZ:

{
"hosts" : ["unix:///var/run/docker.sock", "tcp://0.0.0.0:2375"]

}

“anix:///var/run/docker.sock”: UNIXE $: F , K H & 7 95 5 38 173 X ) € 3% BiDocker Daemon;
tcp://0.0.0.0:2375, TCPERET, RN VAR EAER F il 1t 2375% M 1% #Docker Daemon.
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i F sudo systemctl edit docker%ﬁ@ﬂiﬂ%E&/etc/systemd/system/docker.service.d/
override.conf, EHNEWT:

##Add this to the file for the docker daemon to use different ExecStart parameters,,
— (more things can be added here)

[Service]

ExecStart=

ExecStart=/usr/bin/dockerd

ZRIATE O R Asystemdft , docker.serviceR) % B N : ExecStart=/usr/bin/dockerd
-H fd://, X ¥ B Sdaemon. jsonH I 1L fhosts . i ifoverride.conf3l {4 KfExecStartiE
& : ExecStart=/usr/bin/dockerd, Kt fE ffidaemon. json‘:F' & B Mhosts’E AL - override.
cont I —1TExecStart=LAER, X—1TRHH TIHEREIATIExecStart 4L -

B n#daemonst & B docker ik 55

sudo systemctl daemon-reload
sudo systemctl restart docker.service

B M e T

sudo netstat —-anp | grep 2375

WA ILLL T TR A & AT

tcpb6 0 0 :::2375 HEEE LISTEN
—79018/dockerd

[

R EESE 7 — B ¥les Ll AR E B2 U5 [n] A HL A Docker DaemonfR55, fiI40:

# X fGDocker DaemonflREGSHINLES TPHIILE N 192.168.1.1
docker -H 192.168.1.1:2375 images

3.1.2 2k

I % &5 T E build_chain shEI AP EEE - AT LIANTT S - 2R EE, BT A
WA ERES T R R E T S R MR MNE B -

QLT R ES (— & Aipcont B |, SUHFRZEMT:

192.168.
192.168.
192.168.
192.168.

agencyl
agencyl
agencyl
agencyl

e e e
=
o e e

Sw N

A RBE T R B E SO

bash build_chain.sh —-f ipconf -i -p 30914,20914,8914

REP= A Y U BC B ST R 5 7 DL DL ) iR 55 3 b

scp -r 192.168.1.1/node0/ app@l192.168.1.1:/data/test
scp —-r 192.168.1.2/nodel/ app@l192.168.1.2:/data/test
scp —r 192.168.1.3/node0/ app@192.168.1.3:/data/test
scp -r 192.168.1.4/node0/ app@l192.168.1.3:/data/test

3.2 il EFISCO BCOSI&E AL a4

eI —E LA L #E Caliper, HEBRENHE T -
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3.2.1 MEELE

HiE— 1% Nanodeslgroupll B, AR FH FIFISCO BCOSIE FL 2% 1 M 4% Bt & S A & iU E F
It FE— 1% N fisco-bcos. jsonfIELE X, STHENEWT:

{
"caliper": ({

"blockchain": "fisco-bcos",
"command": {
"start": "sh network/fisco-bcos/4nodeslgroup/start.sh",
"end": "sh network/fisco-bcos/4nodeslgroup/end.sh"
}
}’
"fisco-bcos": {
"config": {
"privateKey":
—"bcecd28d5205abe0f0cc8a734083908d9eb8563e31£943d760786edf42ad67dd",
"account": "0x64fa644d2a694681bdbaddd6ec5e36cccd8decddeld"

}!
"network": {
"nodes": [
{
"ip": "192.168.1.1",
"rpcPort": "8914",
"channelPort": "20914"

"ip": "192.168.1.2",
"rpcPort": "8914",
"channelPort": "20914"

"ip": "192.168.1.3",
"rpcPort": "8914",
"channelPort": "20914"
}I
]’
"authentication": {
"key": "packages/caliper-samples/network/fisco-bcos/4nodeslgroup/
—sdk/node.key",
"cert": "packages/caliper-samples/network/fisco-bcos/4nodeslgroup/
—sdk/node.crt",
"ca": "packages/caliper-samples/network/fisco-bcos/4nodeslgroup/
—sdk/ca.crt"
}I
"groupID": 1,
"timeout": 600000
}I

"smartContracts": |
{
"id": "helloworld",
"path": "src/contract/fisco-bcos/helloworld/HelloWorld.sol",
"language": "solidity",
"version": "v0"
}
]
}I
"info": {
"Version": "2.0.0",
"Size": "4 Nodes",
"Distribution": "Remote Host"

(continues on next page)
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}

Fe & S A B — T B A& SR
¢ caliper.command.start

f& BliCaliperf & & SEHUTstartBiL B PHEE KM 4%, FEHTYIIRMUSUT -« AR B 5 i FDockerf® 205
3f), [EBCaliper HEHUTH A B X FHstart . sh M, HERNEE:

docker -H 192.168.1.1:2375 run -d —-rm —--name nodeO -v /data/test/nodel/:/data -p_,
—8914:8914 -p 20914:20914 -p 30914:30914 -w=/data fiscoorg/fiscobcos:latest -c_
—config.ini 1> /dev/null

docker -H 192.168.1.2:2375 run -d —-rm —--name nodel -v /data/test/nodel/:/data -p_,
—8914:8914 -p 20914:20914 -p 30914:30914 -w=/data fiscoorg/fiscobcos:latest -c_
—config.ini 1> /dev/null

docker -H 192.168.1.3:2375 run -d —-rm —--name node2 -v /data/test/nodel/:/data -p_
—8914:8914 -p 20914:20914 -p 30914:30914 -w=/data fiscoorg/fiscobcos:latest -c_
—config.ini 1> /dev/null

docker -H 192.168.1.4:2375 run -d —-rm —--name node3 -v /data/test/nodel/:/data -p_
—8914:8914 -p 20914:20914 -p 30914:30914 -w=/data fiscoorg/fiscobcos:latest -c_
—config.ini 1> /dev/null

BRI R shi FE i) Docker 588 « WIS AN EAE Caliper/S B HUT IS, REFZEEEZS -
¢ caliper.command.end

Caliper7EiR i R B /5 2 HUTend L ERE M A<, EEMTHHEING . ARG HAEMAEE R 2547
YHTHR Fend. s, HEKRZEZ:

docker -H 192.168.1.1:2375 stop $(docker -H 192.168.1.1:2375 ps —-a | grep node0O |
—cut -d " " -f 1) 1> /dev/null && echo —-e "\033[32mremote container nodel,,
—stopped\033[0m"

docker -H 192.168.1.2:2375 stop $(docker -H 192.168.1.2:2375 ps -a | grep nodel | _
—cut -d " " -f 1) 1> /dev/null && echo —-e "\033[32mremote container nodel_
—stopped\033[0m"

docker -H 192.168.1.3:2375 stop $(docker -H 192.168.1.3:2375 ps -a | grep node2 | _
—cut -d " " -f 1) 1> /dev/null && echo —-e "\033[32mremote container node2
—stopped\033[0m"

docker -H 192.168.1.4:2375 stop $(docker -H 192.168.1.3:2375 ps —-a | grep node3 |
—cut -d " " -f 1) 1> /dev/null && echo —-e "\033[32mremote container node3
—stopped\033[0m"

B 1 MRS TR ES - WRATFEA CalipeiB HE PUTH S, FTEMZEEIES -
¢ network.nodes

—MEE TR EEET ARPIE, FIRTE TR PGER T R AIPHIE - RPCYf 1 X Channel¥
M5, FrA s H S /5 2T AR E S R — 2

¢ network.authentication

i BE &% A 77 5 WChannel¥ H A A2 1 K B 75 22 (3 FICAMR IE 5 % 301, X &30 fF B AE3.1.27% 1
Houild_chain.shifl AR LML, FRE—T AECE T Bsdk 3R F AR SCAFRIE, 2
BT S EFrE U HBE (AN BRENFE caliper-c i TIEHFARIGESR) -

¢ network.smartContracts

T8 E ZMR A &2, Caliper 75 B BN A8 f5 v X SR 8% RGIEE &4 - HHIFISCO BCOSIE At 28 3+
3T lanquage ¥ B 48 & W fh R T 1) & 2—Solidity & LI FI TR 1% 4 20, MRt 4 29 HSolidity & £
Bf, languageF BT EIBE Nsolidity, MR AL AT F SN, languageF BT EIRE
j‘gprecompj_ledo %’lﬂﬂﬂlﬁé\?’ﬂﬂ?m%%é\?’\]ﬁ, %E—Eaddress??ﬁq:'%ﬁ?ﬁ?}%l%é\?@ﬁ@i&iﬁ, 715\‘[}_]\”
T B path B 18 %€ Solidity & £ B 1S -
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3.2.2 i A &

MAEE T @l BRE 77530 M B2 — D YAMLICH:, HelloWorld & £ Bl 10 B B S
NZEINFPTR:

test:
name: Hello World
description: This is a helloworld benchmark of FISCO BCOS for caliper
clients:
type: local
number: 1
rounds:
- label: get
description: Test performance of getting name
txNumber:
- 10000
rateControl:
- type: fixed-rate
opts:
tps: 1000
callback: benchmarks/samples/fisco-bcos/helloworld/get. js
- label: set
description: Test performance of setting name
txNumber:
- 10000
rateControl:
- type: fixed-rate
opts:
tps: 1000
callback: benchmarks/samples/fisco-bcos/helloworld/set. js
monitor:
type:
— docker
docker:
name:
- http://192.168.
- http://192.168.
- http://192.168.
- http://192.168.
interval: 0.1

:2375/node0
:2375/nodel
:2375/node2
:2375/node3

e
B W N e

I ST S AR R 5

o MXNABLE
testIﬁJ\mXT(ﬂ HRARHITEHE - BB FEEE P fFroundT B H ¥8 E W X X B8 R 5 170
e B— 1R B 28, B0 Ll XL E A B B atE sk . /\%%HelloWorld/\
Z’U%ﬂﬂiﬁ, 3 A B R A ﬁj\%UXﬂL/\?’]E’JgetﬁD%Dsetﬁu‘ﬂfﬁmﬁ RN F, 7T LLE
iTt xNumberBit xDurat i on F B 18 E MR HI3E 5 K 3£ 5 &= B AT THS A, #LLrateControl%EliFa
TE AL Ty R IR 2 s EKW?E’J/TWIJEP T QPSH1000H I 51 i Mgy, 5 & R HIRS I
ER LIS FEE TR

o MEREMEHIARACE

mon it or i TERH AT At R IR MBS A0 TRC B - IR E TR R A

1. monitor.type, TrZf8E Ndocker, ¥aXTdockerZastiTaiE;

2. monitor.docker.name, — ™ IEZRMET S dockerB 2R LRI K, ZF L Lhhttp: //FF
e HIFEREE” {77 SAIPY: {17 s .docker daemon¥i 1 }/{docker & 2 I ZFK ),

3. monitor.interval, Wi PLESHREERIFE, HALNFD .
R EFEARRIE T AOEE, WIA] AR IN AR W A Es A M W A as A BE B R R
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monitor:
type:
- process
process:
— command: node0
multiOutput: avg
— command: nodel
multiOutput: avg
— command: node2
multiOutput: avg
— command: node3
multiOutput: avg
interval: 0.1

H AL E RS
1. monitor.type, To2f8E Nprocess, HITHEHITIHIE;

2. monitor.process, — MEFITHERMERIIZE, HPE M AR commandE R — 1 ENFIA
N, FRIFREW, BN HRELA A — Marguments B CRYE Lk RmFIFRFERE]) |, FRiftE
K124 - Caliperss 5618 Fpsiin & Zcommad + arguments, %% J5 VEHL LAS 2 B A7 133532 {33 FEID K¢
ROBRFEAFERAE - 8D HEREAImuliOupuZ A THEE SR E 1 720, B i X FHME

(avg) MEF (sum) BRI
3. monitor.interval, Wi HLESFIRIERIFE, B HNFD .

TR, PR N H A0S AN ORI Rt W £ Ak 2 i 58 FR AR 0 -

5.22 FRFALRE

FRRA ORI R BR B BE ) — RBORFREL - 0 T RIFEE L ER - RIEECE AL AR, H BRIERE AR
£, FISCO BCOS AT i & A RITE SR T FASME « HANVEZRIEThRE, R_Ht T ZMEA R F
B

T — « RN RSN B RS 2 BIE LU AR RN S 5T T RBAE, B= - WU EHES,
Y4 T FISCO BCOSFaFARIF B 5 B 7 1: LU 7= -

5.22.1 [RIENE
BN
[ IN%% (Homomorphic Encryption)s& A $A %S RS EARE 2 —, R TREMFITH 5 - Hifih
PRG5BS KA R, T R R T T BR T -
o FESINEARRE—MARINESE, &AL Hpk, e HFAHsk;
o FESINE SR SCGHRE, BRI R AN 4 B % SCRT DATHREOBRAE, AR & SR 5 16
UFEET I R IR R SO BREO RIZE R
o FEIMEARSAW T

Ci = Encrypt(my, pk)

Cy = Encrypt(maz, pk)

03 — Homf() (01 y Cg,pk)
Decrypt(Cs, sk) = f(mq,my)

FISCO BCOSKH K Epaillier I B A%, XFRINERS - paillierfI ARFAFA FIMMIRSAMBHIE, A
ITHEAR - FIBSpaillier/E N — Mg B R MREISIMBEE L, ITEFHNSHILS RGER . FETThEeE
FAT YRR, B 5E T paillier B2 «
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TheeH

FISCO BCOS AN BRI O ThaeH - B 15
o paillier[f] 5%, B FFjavaEFfc++FESHE D -
o paillierfigmiF &4, EEEEANEA, REFEXFSzZEZD .

A

KT HEERARI TR, R K& A OTE, AR AR RINEE - JLE L8 AEE T
i3 VA F paillier B SE BN, 8E I B SCRE Fd S VA paillier T4 13 & £ SKBLE SCR RIS I 5, &
SORIEENL S RIE, ATE L Fpaillier 5 SE AR S, 1R EITEER - BAREW N EPTR:

__________________________________________________________

Paillierfs FISCOBCOS

| KL |
o P | b | |
uvsr BN VBN i |
' » 0% ,: : E
R - i 5

' PaillierTgiE S

___________________________________________________________

74
g’@
3
E
?
+
B
i
b
i

-
~
A 4
b I S

IVREERZ B

FRRERRES, ANFEEL S5 YR RECE AR RIS R R « X TRREARNL S, HanambLe 2 [ )
KK, 6B P BRI AT I B R AR LR - EFISCO BCOSHY,  FH P AT LV FH [R1 A8 I 2 3 B30 2 A7
L HIRT R HITR S R RS I E TR 2 2, RRIESOT R R -

5.22.2 #/ILEH
=R LD

HEA

#2244 (Group Signature) 2 —FRERT 4 E & (YA FHEMN EAENETFES TR, HPaTLEED
FrE BOREXHE BT84, IS A LRIEZE ARG H N, HEHAFEES BT — MR -
RIS, F P TCER XA ES 1Ty, FOvRFEHE A AT LU B ERHIT TS, REEANABGEER -
HEARIHIEaRE.

« EAYE: BAARBRSEEES, BAAMATRIEES A, FiEd S8 EESE T
A, BTERRERESNER;

o AArfmiEtt: SRR R A BE A A T I R E A
o RATEERME: BEMNDES, TEAMENRTRER-MELE;
o MEEAE: ERENARZRT, BEETELRNELE S5 -
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HEZ

A4 (Ring Signature) /& — MR E S H R, HE&SE2EAN, INFEEHEX M AT, IrE
A RTESNIARS, BEXTTEWITIT - REZRFIEERE:

o RArfmigtt: P EAM R A REERREREES;

. %é%f@'gz BERE, AEWAG, HAACTISIEERE 2 fE R, (B AFT LURBGE 4
EHRER-

TheeH
FISCO BCOSH/AAZE 4 RHR D REA N EL 1%

s WANEXE, RUSTEORAAES Rifcr+iZN
s BN EA TG FEEY, WEESLEH, RERAEATIERZD -

AT
BELE G TR ER RO S P& B AR IAR SR DI RE - 2545 il VA P A A 244 2 S O Rl O 25

%, WEHREL L, AV SSE 2l RS A PRI & AN SE 2 IIE, FRRFIIESS FORE E L
5z - WRERES, MLWETCRITHREELEE, REELE S - BARENTETR

i #/i$§gﬁ i FISCO BCOS
ﬂﬁﬁ%I
ki3
—

=
W
Hi
H
i
B

\
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

1
1
1
1
1
1
1
1
1
1
1
1
1
____________________________________ 1
v’ AN 1
1
1
1
1
1
1
1
1
1
1
1
1
1

......

____________________________________ [P L .
| EREAL B xR B ERTREFES.
SHEES

HAAEZRTERARNESY, EFENS5ESMITREERNS SRR ZAMNHER, flinEAR
2. EAEH BEAARES, EEEXKREUTXORA PR HTERIMEL LK. FFf, HTHESE
EHEENE, MUATHZEEENANSG S, RE T EVRERELERTRESERE S -

iV &Nl
FISCO BCOS% [ T #& it T AR A T AR B, 45
o WEARER S5t SR TV E A RPCARSS -
o WEANER Vi WHRPCARS M BRI ITE S, FHRAES LEELI X EE F RIS INRE -
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APREZRANT EIFR, BRBRIET ARG S % it E R -

1
1
1
1
1
1
1

\

BAFESE ; |

mm1 i
____________________________________ \: 5 i
| _—

IR S5 i : |
W T TTTTTTTRPE T T , EoEs i
- - :

Sia

i % |
s D BN,

___________________________________

~
v

5.22.3 B

The FISCO BCOS privacy protection module is implemented through a precompiled contract and is enabled by
default. For source code compilation FISCO BCOS, please refer to here.

PRk

N i

FISCO BCOS

#
5
2]
K
% 5
E
b
op
&

& S Hi L TrIsco-Bcos/build AT, MMM TE TS L EEANAT S EEESNT, EEE
BiZ% X8 -

bash

../tools/build_chain.sh -1 "127.0.0.1:4" —e bin/fisco-bcos

5.22.4 TigmiF&NE0

PR A ARRS AN P & B TR 3 & 2B TFISCO-BCOS/libprecompiled/extension H3%,
PR PR R SR B VR R 5 =UFR R P & PR 16 & 2 A AR ], At B A TR TR
LENBERBERETAGRIE G200 T ok, TTFR AATEMN - ARSI T & 251 5% DL 5
Boan T
2HFEE L solidity B AT A ARABER A RIESINED, 8N XHFREEEHEENHE
Fconsole/contracts/solidity™, &M RERAMREKEGLNEAWT, TEEEHIEM:

BESYIEA

// PaillierPrecompiled.sol
pragma solidity 70.4.24;
contract PaillierPrecompiled{
function paillierAdd(string cipherl, string cipher?2)
—returns (string);

public constant,
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// GroupSigPrecompiled.sol
pragma solidity 70.4.24;
contract GroupSigPrecompiled({
function groupSigVerify (string signature, string message,
—string gpkInfo, string paramInfo) public constant returns (bool);

}

HEX

// RingSigPrecompiled.sol
pragma solidity 70.4.24;
contract RingSigPrecompiled({
function ringSigVerify(string signature, string message, string,
—paramInfo) public constant returns (bool);

}

5.22.5 #&Hl &R

T PR g i H ) R T SUE . ERE IR G vI.02DL BRI RS £ O R ISR DL E
HEANER . LHRRSIENG, H4uT:

# fEconsole HE TN RABNEH &

bash start.sh

# FAHEY
call PaillierPrecompiled.sol 0x5003 paillierAdd
—~"0100E97E06A781DAAE6DBCIC094FC963D73B340D99FD934782A5D629E094D3B051FBBEA26F46BB68 1Y

"
—

—~"0100E97E06A781DAAE6DBCIOC094FC963D73B340D99FD934782A5D629E094D3B051FBBEA26F46BB68 1}

n
—

# IRELER

1B5314AE98A6A

FTB5314AE98A6A

14AE98A6A638

0100E97EO6A781DAAE6DBCIC094FC963D73B340D99FD934782A5D629E094D3B051FBBEA26F46BB681EBDS

H: B SR AR E S paillier & H HjavaE A AL -

5.22.6 solidity 52

LA A RSN 5, d# it fEsolidity & 2 B MR & 20N RIF M H N, £ H S console/
contracts/solidityfll##callPaillier.sol 3, XHNEMWT:

// CallPaillier.sol
pragma solidity 70.4.24;
import "./PaillierPrecompiled.sol";

contract CallPaillier {

PaillierPrecompiled paillier;

function CallPaillier () {
// VfPaillierPrecompiledfiifmiF &4y
paillier = PaillierPrecompiled (0x5003);

}

function add(string cipherl, string cipher2) public constant returns(string) {
return paillier.paillierAdd(cipherl, cipher2);

ECcallPaillierd?y, Ri5Hcallraillier8AMaddED, FH FHEZESCEREA, AL
REIHE A4S
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5.23 [E N5 FICDNNBE B Hg

AT V5 R GitHub% 8 A IR HLEIN B AR T Btihik, DL CDNBIE DT R/ 41

5.23.1 FISCO BCOSFig5 —#HIfEF
T5AS [F
FISCO BCOS 34 Hij i & FEVRS 57 Fhttps://github.com/FISCO-BCOS/FISCO-BCOS, B NHTHIMRA & 1%

IS A Amaster s 37

FATHEENAF, BATREEgitee £ T 55 € Fhtips://gitee.com/FISCO-BCOS/FISCO-BCOS,
BIRFRALAE, BRI CESFPGItHu E'E F CEMFER, R MNGitHub F KM, 18 Zutff
Fgitee S5 % -

IR

FISCO BCOSH: 1~ #1 it 28 & 11 2 7EGitHubftagH $2 (i 6 B ) SR )F FE E T B, RN AEE
Mhttps://www.fisco.com.cnth & B L [FFE ) —# HIFE T, B FIESCDNAI®E T8 - 24 i prig it gy —
IR L3

1. fisco-beos.tar.gz : AR Z#HHIFERF, SZHFCentOS 7 FlUbuntu 16.04 2L FARA
2. fisco-bcos-gm.tar.gz : EEMUARTERS Z#HHIRERF, (FFCentOS 7 FUbuntu 16.04 L4 ERUA

3. build_chain.sh : XA B & B & T H, {Kiflopenssificurl, 37 ##CentOS 7/Ubuntu 16.04 14
_F/macOS 10.15L4_F A

4. fisco-bcos-macOS.tar.gz : *f NmacOS R —#HHIFEF
F P F T & ¥ % T E.(build_chain), TEEZ 1 NGitHub N IR ZEMN IR, QiR N &)
FIWE M T E .

F Pz e 5 5B T B (generator) B8, T EERAMGIitHub FE TR Z#HIRTF, 7 LB —cdnZ 5
FEEMNEM TE W‘Jﬁﬂ./generator ——download_fisco ./meta —--cdn

5.23.2 FISCO BCOS(#Y

FISCO BCOSX # f#f Hreadthedocs® H 4 # A IR Thttps:/fisco-bcos-
documentation.readthedocs.io/zh_CN/latest/, [FIFEHEHE:E N8R G http://www.fisco-bcos.org/developer/ -

BMRAZ SR LR S T Tag, FARARI XS EAE T, JOEHETSRENGE, Bl
& N R A AFT B AR ftag - readthedocs RS S HF FEPDFA& =, A -

5.23.3 FISCO BCOSF{£ T &
&
FISCO BCOS# il G & — MR A1 LR, HHJavalf &, AL Thitps:/github.com/FISCO-BCOS/

console, [E M & https:/gitee.com/FISCO-BCOS/console

BHeESMRAZMSRMERFFNE, AP TEERERFINER, 7T TEEH&HPRHER
HXdownload_console.shffl 2% - [t REI A2 M GitHub N %5 1 it A console.tar.gz, W15 T 8 K WU 2 W B
MCDN N#; . e M E A5 153K Bldownload_console. shFI A H- 4T -

curl -LO https://gitee.com/FISCO-BCOS/console/raw/master/tools/download_console.sh
—&& bash download_console.sh

218 Chapter 5. FHFM



https://github.com/FISCO-BCOS/FISCO-BCOS
https://gitee.com/FISCO-BCOS/FISCO-BCOS
https://www.fisco.com.cn/cdn/fisco-bcos/releases/download
https://fisco-bcos-documentation.readthedocs.io/zh_CN/latest/
https://fisco-bcos-documentation.readthedocs.io/zh_CN/latest/
http://www.fisco-bcos.org/developer/
https://github.com/FISCO-BCOS/console
https://github.com/FISCO-BCOS/console
https://gitee.com/FISCO-BCOS/console

FISCO BCOS Documentation, & i v2.5.0

E #jartd EMCDN T #

i & AT LOE N B HsolcI 1, SLIXTsolidity 0.4/0.5 0 E ZANHEE AR AL HF - 573X Bhttps://fisco-bcos-
documentation.readthedocs.io/zh_CN/latest/docs/manual/console.html#jar, T H#ZH'E MCDN T #Hbk .

o 04K A L) GRiEjar

’curl -LO https://www.fisco.com.cn/cdn/deps/tools/solcj/solcd-all-0.4.25.jar

o 0.5HRA A L9 1Fjar e

’curl -LO https://www.fisco.com.cn/cdn/deps/tools/solcj/solcd-all-0.5.2. jar

o ER0.4MUK A RiFEjar )

’curl -LO https://www.fisco.com.cn/cdn/deps/tools/solcj/solcd-all-0.4.25-gm. jar

o EE0.SHUARE L) S arEd

’curl -LO https://www.fisco.com.cn/cdn/deps/tools/solcj/solcd-all-0.5.2-gm. jar

TASSL

FISCO BCOSE % it 7~ 7 2 {f FATASSLA: it [ # iR RIIE . ¥R T H 2 B3 MGitHub N8, /5
CE T~/ fiscotassl, WIFRAEE] T E LM, 8223 Mhttps://gitee.com/FISCO-BCOS/LargeFiles/blob/master/
tools/tassl.tar.gz NEFFEEIS, E T~/ fisco/tassl

ik P A RGBAL A

FISCO BCOSYE E # Bz T {8 FHsm2 fi 26 A N 25 44 5B, 7R R E % 5 {8 FHsecp256k 1 1 2% fllecdsa?s &4
Bk NAERAPRA T AERMA, AL FAHIE LUK P bk 4%, SCHRFPEMAIPKCS 120 FAg =X -

i—\f—‘%%%%%ﬁihttps://ﬁsco—bcos—documentation.readthedocs.iO/Zh_CN/latest/docs/manual/account.html

get_account.shfFI A4 Topensslfg 4, F T4 Hisecp256k1FAEH, A1 MGitHub N RML, AT LI ERG
Motk https://gitee.com/FISCO-BCOS/console/raw/master/tools/get_account.sh

get_gm_account.shfifl 4< F T4 pltsm2FA%H , KK T TASSL - 405 MGitHub N # R, 7] LA ER G itk
https://gitee.com/FISCO-BCOS/console/raw/master/tools/get_gm_account.sh

5.23.4 zfl. EHENEGEE
AT LUTE 2. 4 0E B A B, T E N B RO BE, AR WU R TER L, 2 Fhups://fisco-beos-

documentation.readthedocs.io/zh_CN/latest/docs/installation.html

PHITXERE LR

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/v2.4.0/build_
—chain.sh

MR TEHEMIEZ R curl -1LO https://gitee.com/FISCO-BCOS/FISCO-BCOS/raw/master/
tools/build_chain.sh
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TE SRR

FFAERE T E (build_chain) 4 B3 N _#HIEF, Fﬁ%&ﬁmwﬁaﬂam’Tﬁ%ﬁF%E
F P LLFh B8 3 HIRE F el gm R Rs , B AR E TR WiFsE, N TEARSHET
H o ek *% https://fisco-bcos-documentation.readthedocs.io/zh_CN/latest/docs/manual/build_chain.html#e-
optional

$£7#2.4.0E %FISCO BCOSHE

ERERRAR, FAHE TR K itassl, I/E\- Boh Mgk, WRKRMOEH P S%ETASSLF3) FE7
1, TNEREEGHE T~/ fiscoltassl - HUT FHFIFES, HitAll completed RIFRRHUT AL -

’bash build_chain.sh -1 "127.0.0.1:4" -p 30300,20200,8545 -g -v 2.4.0

5.23.5 2. % B N IR B R G 1
A5 LACentOS 7 Ffl, MgiteefHAR T EIRIDH ik, HAEIERTRIFRAELML, % Z https://fisco-

bcos-documentation.readthedocs.io/zh_CN/latest/docs/manual/get_executable.html#id2

sudo yum install -y epel-release
sudo yum install -y openssl-devel openssl cmake3 gcc-c++ git

T EIRE

git clone https://gitee.com/FISCO-BCOS/FISCO-BCOS.git

K

FISCO BCOSTEAmFM 2 B8h FEAMME, B MKIEA Z MR - WRIEGRIEM B 8 M a R,
IR RN T ERE NG T T, & TFISCO-BCOS/deps/src H3E T, Ffikmake

https://gitee.com/FISCO-BCOS/LargeFiles/tree/master/libs

G UG

cd FISCO-BCOS && mkdir build && cd build
cmake3 ..
make —j2

XIREERRE
o RBOTHITRERF
- FE ] dockerFR IR E T Bh4RIFE
FLEEETLR
— PHASRTR ~ A2 R AL H A
o UEF A
- WEBAR S UEBXRAE - UEPERE
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s BEEXHFSEED

- TR BB E SRR U B
- ZHAENE

- ZHARMNECETES
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./configuration.html
./group_use_cases.html
./distributed_storage.html
./console.html
./account.html
../sdk/index.html
./amop_protocol.html
./smart_contract.html
./transaction_parallel.html
./node_management.html
./permission_control.html
./certificate_list.html
./storage_security.html
./privacy.html
./guomi_crypto.html
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./log_description.html
./caliper.html
./group_use_cases.html
./transaction_parallel.html
./distributed_storage.html
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https://github.com/FISCO-BCOS/generator
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6.1 —HERE

one_click_generator. shfIAARERH P ES T AIEE, —RITZSREMEMMEA .. HASRIEH
R E R T EFnode_deployment . ini, 7T NA AR AT AT -

AT EZLEE V2T R A M, P kg AL — s 4 B TR R -
ARHREE AT BN EITE T AEE TR, sHERRE LRSI ELRE ] LIS (s 400E T
H.

P

HE: —REE A AN AR S fimeta UK PAS T RIERER, HEZmeta XK -

6.1.1 TEZ&aE

T

’cd ~/ && git clone https://github.com/FISCO-BCOS/generator.git

G
M EAEZSK B P B G sudof R -

’cd ~/generator && bash ./scripts/install.sh

RERETZRBT), HT, i usage: generator Xxx

’ ./generator -h

RECT 5 )
H BB Hfisco-beos — 13 A5 F | meta

’ ./generator —-download_fisco ./meta

KA i R A
E TN, it FISCO-BCOS Version : X.X.X-X

’ ./meta/fisco-bcos -v

PS: RS GETT A IR, AR B YRR R B T me t a SCHF SR TR B IR AT

6.1.2 HRNA

AT LUERE 6T M2 H MR, BORIIf A 4R S TR — @A E IR, X REE

TRAMIEE

— N E TR AN 2BEE FIH PR « HUABARINLAC D BN TREE AR H2F - HIMARE T
FEH IFNfELH2H -
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PLERIASE

AT AP, WHS T

T

o = FEHLRIARIPY N EFUIP, Frpc_ip/p2p_ip/channel _iptE S #MMIP, S48E KW, 43EE0.0.0.0

* RPC/P2P/Channel ¥ Wt [ 4047 T°1024-655357E A, BANBES HL2S b HAh R FH 1 v 11 1o 58

s T LM AN %E, FISCO BCOS v2.3.0/% A 5 #1 17 s.config.inifit. & Fflisten_ipfF 7
¥ jsonrpc_listen_ipFfichannel_listen_ip, {EAT30R % listen_ipffEHTIIRE, 1H#MIES% X

o WETHAFAEL, channel_listen_ipZHELEE 0.0.0.0, HTLEHE, 1HRIELFRLSMEE
O, ABEChZ R ENTHbAE, a0 N ITPELRE E RS R TP

6.1.3 TREMILL
Y e SRR TR A « BISHEERE 1 L
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../manual/configuration.html#rpc
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\HVBA-SSET HUEB-5A
. s

A F P RS W E N tmp_one_clickMISCHR, HEXHR TR EANFEVMME S, B 10H8
HE T REEN MM E X Fnode_deployment . ini « {#HHI T Z R Egenerator iy meta S AR5 H i3
(UG EES (o

R RSB K

cd ~/generator
1ls ./tmp_one_click

# SHUERE
# WMH LN, FEFEERIZI R
tmp_one_click # FFEEIAT—HEAPBRIERISUMR
agencyA # MUaHZ, rHUITIESTE% H RN E RSN AR T 5 50 30
L node_deployment.ini # MU AT S ECE SO, — 50 E i 2 SR IE I ST AR R B 7 A5,
agencyB # WUMBH, @& HITIESTE1Z B3 T AR BT 5 SR 5% 30
L— node_deployment.ini # HUMBTT RECE M, —HEERE & SARIEZ SR A AU BT A

HMEE T RER
HRE R E S E 5 tmp_one_click UK N HJagencyA, agencyB

cat > ./tmp_one_click/agencyA/node_deployment.ini << EOF
[group]
group_id=1

[node0]

; Host IP for the communication among peers.

; Please use your ssh login IP.

p2p_ip=127.0.0.1

listening IP for the communication between SDK clients.

This IP is the same as p2p_ip for the physical host.

But for virtual host e.g., VPS servers, it is usually different from p2p_ip.
You can check accessible addresses of your network card.

Please see https://tecadmin.net/check-ip-address—-ubuntu-18-04-desktop/
for more instructions.

rpc_ip=127.0.0.1

channel_ip=0.0.0.0

p2p_listen_port=30300

7
’
’
7
7
’

(continues on next page)
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channel_listen_port=20200
jsonrpc_listen_port=8545

[nodel]
P2p_ip=127.0.0.1
rpc_ip=127.0.0.1
channel_ip=0.0.0.0
p2p_listen_port=30301
channel_listen_port=20201
jsonrpc_listen_port=8546
EOF

cat > ./tmp_one_click/agencyB/node_deployment.ini << EOF

[group]
group_id=1

[node0]

; Host IP for the communication among peers.

; Please use your ssh login IP.

pP2p_ip=127.0.0.1

; listening IP for the communication between SDK clients.

; This IP is the same as p2p_ip for the physical host.

; But for virtual host e.g., VPS servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.

; Please see https://tecadmin.net/check-ip-address—-ubuntu-18-04-desktop/
; for more instructions.

rpc_ip=127.0.0.1

channel_ip=0.0.0.0

p2p_listen_port=30302

channel_listen_port=20202

jsonrpc_listen_port=8547

[nodel]
P2p_1ip=127.0.0.1
rpc_ip=127.0.0.1
channel_ip=0.0.0.0
p2p_listen_port=30303
channel_listen_port=20203
jsonrpc_listen_port=8548
EOF

i}ﬁ__]_’j‘l LAY

bash ./one_click_generator.sh -b ./tmp_one_click

HUAT5EERSS, /tmp_one_click 3 REEF QI -
BEPITE R BB R

1ls ./tmp_one_click

— agencyA # ARFE SRR
agency_cert # ANUIET KZAEA
generator-agency # HIENEANMIHITEIERN generator LR
node # AWM R, ZAHLERE R HERL 20 N RS &RV AT
node_deployment .ini # AN SALEEE
sdk # AWLIAYsaxafi=H & BLE S

— agencyB

| F—— agency_cert

(continues on next page)
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(2]
| generator-agency
| node
| node_deployment.ini
| sdk
|— ca.crt # HEUEH
|— ca.key # HEFAEH
|— group.l.genesis # HEZH1QIH[XEE
|— peers.txt # T ffpeers.txtfFR
AR A
VAR S 57 A
’bash ./tmp_one_click/agencyA/node/start_all.sh
’bash ./tmp_one_click/agencyB/node/start_all.sh
BE T R
’ps -ef | grep fisco
¢ LR
# AT LAE 2T 3R
fisco 15347 1 0 17:22 pts/2 00:00:00 ~/generator/tmp_one_click/agencyA/
—node/node_127.0.0.1_30300/fisco-bcos -c config.ini
fisco 15402 1 0 17:22 pts/2 00:00:00 ~/generator/tmp_one_click/agencyA/
—node/node_127.0.0.1_30301/fisco-bcos -c config.ini
fisco 15442 1 0 17:22 pts/2 00:00:00 ~/generator/tmp_one_click/agencyB/
—node/node_127.0.0.1_30302/fisco-bcos -c config.ini
fisco 15456 1 0 17:22 pts/2 00:00:00 ~/generator/tmp_one_click/agencyB/
—node/node_127.0.0.1_30303/fisco-bcos -c config.ini

tail -f ~/generator/tmp_one_click/agency*/node/node*/log/log* | grep +++

# AR

# +++RIN T S IR

info|2019-02-25 17:25:56.028692| [g:1] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1,tx=0,myIdx=0,hash=833bd983...

info|2019-02-25 17:25:59.058625| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1,tx=0,myIdx=0,hash=343b1141...

info|2019-02-25 17:25:57.038284| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1, tx=0,myIdx=1,hash=ea85c27b...

6.1.4 P HE (T AEHT )

HE: REEE A AN R RO S Bimeta U R A ST RIERER, BB Zmeta U1K -

TR, BN ARBUBCHE T A, SER NEFTREVERM
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VIR A E

Ry AR, 7R%H tmp_one_click_expand F] LIAAER B HR, 1R IRY 2 FH B 344 %

’mkdir ~/generator/tmp_one_click_expand/

P2 ULHRIE B RAA R B SRR

’cp ~/generator/tmp_one_click/ca.* ~/generator/tmp_one_click_expand/

U1 0 X Hgroup . 1. genesis B AR

’cp ~/generator/tmp_one_click/group.l.genesis ~/generator/tmp_one_click_expand/

UL SP2PIEE X ffpeers . txt B ALK

’cp ~/generator/tmp_one_click/peers.txt ~/generator/tmp_one_click_expand/

PUAMABLE T A5 R
I AY 2 GBTE B 3R

mkdir ~/generator/tmp_one_click_expand/agencyA

BERHIMA TS AR BT, R P8 DM AE S « RARHZNS BTk

cp -r ~/generator/tmp_one_click/agencyA/agency_cert ~/generator/tmp_one_click_
—expand/agencyA

PAES T AR ERFE

cat > ./tmp_one_click_expand/agencyA/node_deployment.ini << EOF
[group]
group_id=1

[node0]

(continues on next page)
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; Host IP for the communication among peers.

; Please use your ssh login IP.

p2p_ip=127.0.0.1

; listening IP for the communication between SDK clients.

; This IP is the same as p2p_ip for the physical host.

; But for virtual host e.g., VPS servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.

; Please see https://tecadmin.net/check-ip-address-ubuntu-18-04-desktop/
; for more instructions.

rpc_ip=127.0.0.1

channel_ip=0.0.0.0

p2p_listen_port=30304

channel_listen_port=20204

jsonrpc_listen_port=8549

EOF

PLHCELE T A5 R
BIEEHCT 2T AT H 3R

mkdir ~/generator/tmp_one_click_expand/agencyC

PUCHEE T RECEFE

cat > ./tmp_one_click_expand/agencyC/node_deployment.ini << EOF
[group]
group_id=1

[node0]

; Host IP for the communication among peers.

; Please use your ssh login IP.

P2p_1ip=127.0.0.1

; listening IP for the communication between SDK clients.

; This IP is the same as p2p_ip for the physical host.

; But for virtual host e.g., VPS servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.

; Please see https://tecadmin.net/check-ip-address-ubuntu-18-04-desktop/
; for more instructions.

rpc_ip=127.0.0.1

channel ip=0.0.0.0

p2p_listen_port=30305

channel_listen_port=20205

jsonrpc_listen_port=8550

EOF

T BT R

bash ./one_click_generator.sh —-e ./tmp_one_click_expand

JEBIETT
VA FR B 77

bash ./tmp_one_click_expand/agencyA/node/start_all.sh
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’bash ./tmp_one_click_expand/agencyC/node/start_all.sh ‘

BE T A

’ps -ef | grep fisco ‘

# AR

# A LLEEI N AR

fisco 15347 1 0 17:22 pts/2 00:00:00 ~/generator/tmp_one_click/agencyA/
—node/node_127.0.0.1_30300/fisco-bcos -c config.ini

fisco 15402 1 0 17:22 pts/2 00:00:00 ~/generator/tmp_one_click/agencyA/
—node/node_127.0.0.1_30301/fisco-bcos -c config.ini

fisco 15403 1 0 17:22 pts/2 00:00:00 ~/generator/tmp_one_click_expand/
—agencyA/node/node_127.0.0.1_30304/fisco-bcos -c config.ini

fisco 15442 1 0 17:22 pts/2 00:00:00 ~/generator/tmp_one_click/agencyB/
—node/node_127.0.0.1_30302/fisco-bcos -c config.ini

fisco 15456 1 0 17:22 pts/2 00:00:00 ~/generator/tmp_one_click/agencyB/
—node/node_127.0.0.1_30303/fisco-bcos -c config.ini

fisco 15466 1 0 17:22 pts/2 00:00:00 ~/generator/tmp_one_click_expand/
—agencyC/node/node_127.0.0.1_30305/fisco-bcos -c config.ini

HE: RRH LY R BOHTT R B sdk BRI 2 I A EIREA A

58 FH #) 5 EEAETT
AT EH G WRER, —#EE R BB, H AT DU DUN ar &R EEH &

W I ERE T B 2RYE generator/meta U 3R T BINLAGUE 5 S AAEA A iitsdk A RLIE S, WNFE Fah Ak
Al LS EFMH i) generate_sdk_certificate fii &

REGZERI &, ATRERT ZERCKET IR, EA AP AT LU - —cdnin <
DINU ARSI G A, P HEREINA AR B generat or-agency 3k

cd ~/generator/tmp_one_click/agencyA/generator—agency

’./generator —-—download_console ./ —--cdn ‘

BEVMAT 54

HLAMAME HEH & M AVMEAT 4 HRT 5, HAESHE _MFEBZBR AN MAT A
fInodeid, nodeid7E 7 5 3K Fconfinode . node i d 3

EHENHFI AT Hnodeid:

cat ~/generator/tmp_one_click_expand/agencyA/node/node_127.0.0.1_30304/conf/node.
—nodeid

P
# ATLUERIELITU N nodeid, &EiHlE M HNFER NZSE
ea2cab519148cafc3e92c8d9a8572b41ea2£62d0d19e99273eel18cccd34ab50079b4ec82fe5f4ae51bd95¢dd788811c9715
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BahEfl &

cd ~/generator/tmp_one_click/agencyA/generator—agency/console && bash ./start.sh 1

i E S faddSealer KT A EM NIRRT &, WP FEHcatimn 2B E GBI VAT S
Hnode .nodeid:

addSealer
—ea2cab519148cafc3e92c8d9a8572b41ea2£62d0d19e99273eel8cccd34ab50079%04ec82fe5f4ae51bd95dd788811c97

# AR
# HATHI 248 Rsuccess
$ [group:1l]> addSealer,,
—ea2cab519148cafc3e92c8d9a8572b41ea2£62d0d19e99273eel18cccd34ab50079%b4ec82fe5f4ae51bd95dd788811c97
{

"code":0,
"msg":"success"
}
BHESE
exit
BENMCT K5
MLMAE FHER G M ANMECH T ASHME T &5, EFSHE_HFEBRBRAMAT A
fInodeid, nodeid7E ™ s 3K Fconfinode . node i d 3
BEYHICT fHnodeid:

cat ~/generator/tmp_one_click_expand/agencyC/node/node_127.0.0.1_30305/conf/node.
—nodeid

b R
¢ ATLVRERST A Fnodeid, Hila (R AE(E Ai%5%
5d70e046047e15a68aff8e32f2d68d1£8d4471953496£d97b26f1fbdcl8a76720613a34e3743194bd78aa7acb59b9fada

i PR B TE LR 19
REhEH &

cd ~/generator/tmp_one_click/agencyA/generator—-agency/console && bash ./start.sh 1

RSl Gaddobserverfn @K T AEM AMET &, WPFEHIcat L EBFHRVHCT A
fnode .nodeid:

addObserver,
—5d70e046047e15a68aff8e32£2d68d1£8d4471953496£d97b26£1fbdcl8a76720613a34e3743194bd78aa7acb59b9fa

# R R
# AT IS Rsuccess
$ [group:1]> addObserver,
—5d70e046047e15a68aff8e32f2d68d1£8d4471953496fd97b26f1fbdcl8a76720613a34e3743194bd78aa7acb59%9b9fa
{

"code":0,

"msg":"success"
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BHEHE

exit

Zit, FAIFER T HE T A E A R E -

6.1.5 FEREAH (F B HREA)

BT E M EIER P T LEHITone_click_generator.shfl R EHFE T, #I K. /conf/

group_genesis.inij{ﬁ% ﬁ?ﬁﬁ?——create_group_genesisﬁﬁéN

NANEANTT SRR 2
’/;;;h“ 2 mﬁﬁhhx E¥gﬂ1 xﬁh“m
;‘r’" m -~ .
r —— —— ™ ~~
7R 2. @

P .
S 'y (L N
P by
;oo _tH e \ e Y

f)‘ ff m*glA_:l'_j'_’ﬁd_ *J-L*EA —ljnn.o \"I .'ﬂ’[.*@B—jjﬁz ‘-\

\

f]l J|l 'II 1I

L a } :

K \ / - /
\

\\\\\ -.', -',f /.-’ ..” //
N s e #
NUC-TR35 VA2 PHIB- =3

1‘:“},\_ ,/,, ,(‘_/'r
H“"}E.‘:H— -J-H’_,- ““__/
Fic B A 4H 260 1 [X B

BE: HWHRIEFREEM iR Egenerator FHIUT -

cd ~/generator

Be B A LH Gt XSO, FE B group_id 2. FEFE [node] N8 EHFEAE & 7 S AUIPFIP2PYS
SR RAPIA-T S0, HFIA-TI S, HUFA-TT S 4FIHLIFEC-T9 555

cat > ./conf/group_genesis.ini << EOF

[group]
group_id=2

[nodes]
node0=127.0.0.1:30300
nodel=127.0.0.1:30301
node2=127.0.0.1:30304
node3=127.0.0.1:30305
EOF
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RBO LT RUEH

HIAA-T 50 (node0=127.0.0.1:30300)

cp ~/generator/tmp_one_click/agencyA/generator—agency/meta/cert_127.0.0.1_30300.
—crt ~/generator/meta

PIMA-T A1 (nodel1=127.0.0.1:30301)

cp ~/generator/tmp_one_click/agencyA/generator—agency/meta/cert_127.0.0.1_30301.
—crt ~/generator/meta

PIAIA-T7 54 (node2=127.0.0.1:30304)

cp ~/generator/tmp_one_click_expand/agencyA/generator—agency/meta/cert_127.0.0.1_
—30304.crt ~/generator/meta

HUFIC-T A5 (node3=127.0.0.1:30305)

cp ~/generator/tmp_one_click_expand/agencyC/generator-agency/meta/cert_127.0.0.1_
—30305.crt ~/generator/meta

A= R B e [X R

./generator —--create_group_genesis ./group?2

FERELH A X BRI AT 7 5
PIAIA-T7 50 (node0=127.0.0.1:30300)

./generator —--add_group ./group2/group.2.genesis ./tmp_one_click/agencyA/node/node_
—127.0.0.1_30300

HUFIA-T7 51 (nodel=127.0.0.1:30301)

./generator —-add_group ./group2/group.2.genesis ./tmp_one_click/agencyA/node/node_
127.0.0.1_30301

WM A-TT 54 (node2=127.0.0.1:30304)

./generator —--add_group ./group2/group.2.genesis ./tmp_one_click_expand/agencyAd/
—node/node_127.0.0.1_30304

HAIC-T 55 (node3=127.0.0.1:30305)

./generator —--add_group ./group2/group.2.genesis ./tmp_one_click_expand/agencyC/
—snode/node_127.0.0.1_30305

k-~ JEshERrA

T EIEBITE, FTEEAM A Lload _new_groups.shil#EHEHHAE, H I startGroupRPCHE: M
JEBETREA.:

HMA-TT A0 (node0=127.0.0.1:30300)

bash ./tmp_one_click/agencyA/node/node_127.0.0.1_30300/scripts/load_new_groups.sh
curl -X POST --data '{"jsonrpc":"2.0","method":"startGroup", "params":[2],"id":1}"'
—http://127.0.0.1:8545

HUFIA-TT 51 (node1=127.0.0.1:30301)
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bash ./tmp_one_click/agencyA/node/node_127.0.0.1_30301/scripts/load_new_groups.sh
curl -X POST —--data '{"jsonrpc":"2.0", "method":"startGroup", "params":[2],"id":1}"
—http://127.0.0.1:8546

MIFIA-TI 5S4 (node2=127.0.0.1:30304)

bash ./tmp_one_click_expand/agencyA/node/node_127.0.0.1_30304/scripts/load_new_
—groups.sh

curl -X POST —--data '{"jsonrpc":"2.0", "method":"startGroup", "params":[2],"id":1}"
—http://127.0.0.1:8549

HFIC-T 55 (node3=127.0.0.1:30305)

bash ./tmp_one_click_expand/agencyC/node/node_127.0.0.1_30305/scripts/load_new_
—groups.sh

curl -X POST --data '{"jsonrpc":"2.0","method":"startGroup", "params":[2],"id":1}"
—http://127.0.0.1:8550

[t
o

'

i)

BHET HlogMgroupl {5 B.:

tail -f ~/generator/tmp_one_click/agencyx/node/nodex/log/log* | grep g:2 | grep +++

# AR

# +++BI T IR R

info|2019-02-25 17:25:56.028692| [g:2][p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1,tx=0,myIdx=0,hash=833bd983...

info|2019-02-25 17:25:59.058625| [g:2] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1,tx=0,myIdx=0,hash=343b1141...

info|2019-02-25 17:25:57.038284| [g:2] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1, tx=0,myIdx=1, hash=ea85c27b...

FE b BATER T BRI TR #R(E -

R M SEAUE B AR i & X meta SCAF A T B
e rm ./meta/cert_*

* rm ./meta/group*

6.1.6 HLHAIE

ELHME, ATLUSHRETH, Sl T A EHEHRE -
IR ZEAEE SR, FEEBFAQ

6.2 fEfiz4ERRE TR

FISCO BCOS;z#E%R 2 T B 1 [ T H LS YA~ EIE - T IRIEVM RS 2, s4EE TR
BT — R LA AR S B ER R R T 2

AREELIERE6T SN M2BE A A MR, BURaETE TENEHTE . BE2SE0ETHIES %X
H,

E#EEHEWES S (i 4E 2 T AR E E X R EE .«

236 Chapter 6. iz4E#FE T H




FISCO BCOS Documentation, & i v2.5.0

KETNEZHNEERBRERE, EHRTEVMEE, VARHAH M AEH, AL —8 4 i
YT S ELE S REAE AT LLB £ FISCO BCOSIZ4EREE T 52 .

6.2.1 FEL%E
T

’cd ~/ && git clone https://github.com/FISCO-BCOS/generator.git

TR

BEERAEESR A P B sudofUR -

’cd ~/generator && bash ./scripts/install.sh

REREGZRMY), &Y, il usage: generator xxx

’./generator -h

IRECTT 5 )
B B B fisco-beos — 3 S A4 F | meta

’./generator ——download_fisco ./meta

Ko — IR A
R, % FISCO-BCOS Version : X.X.X-X

’./meta/fisco—bcos -v

PS: R4S IR, R G R ) 2 PR e e £ 2 ST T B gk RIS

6.2.2 HAIRH

N T RIS B 2, e TR T AL R B A MER RS RE T 3 . AT LU E 6 TY
AR ERE M, SR IR S, FEEXREE .

T RAMIETNE

— N NEFTRE6T SN2 EEA AT . FLBFINLFACS FIAL TR AR ZH2H « HIMARE T
FELH I FRELH2H -
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—— ~—

- e ~
/// ﬁgﬂ‘l /// \\\\ ﬁgﬂz \\\
/// _ L N —_ N
/ ., /’ AN ., AN
/ 1Y // (L N 1Y A
/ = / \ A
/ HWEB-TR2 [ HUEA-TRRO \ HUEC-TA \
I | \'I \l
{ | ! !
\ \ ’ I
\\ - \ ,’ ,I ,’ J
“ Y4 \ (L y Y/ /
\ / /
S MiEB-s3 WEA-TRT 7 AMCERs S
\\ \\ /, //
\\\ \\\ -7 -7
\""-...___ /v\/___ ,/’/
HLEREAEE

AT AP, WHS5 N

Hf#:
o = EHLRIARIPY A EFUIP, Frpe_ip/p2p_ip/channel _ipfE S #MMIP, £48E KM, 4I3EE0.0.0.0
 RPC/P2P/Channel i 3 EL AN F1024-6553570F N, HANRE S HL88 b Fot B FH W Wi 11 1o 28

s HF 2GS MM E, FISCO BCOS v2.3.0/% 7 % # 17 H.config.inific & Fflisten_ipHF 5
Hjsonrpe_listen_ipFlchannel_listen_ip, {EATSFREE X listen_ipUfETINRE, 1E4IES % X2

o NEFTIFLAMAEL, channel_listen_ipZEHLEZ 0.0.0.0 , HTZEEE, HRMELPRILFS M EHE
oL, BECh 2RI, 0. AP E RIS P

W R

BRI R MRS 1E, B4
o IEBI AL
o BT AR (RIFRHLAE)

K HE
PR B LG RPN, 19 S AU 814 T A LD & 15 2 [XHRE -
— WA LEEIE

1. AEFIA I ERAE:
o HERHEIES
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BN Y% =24k

L AR HAERE: MRS
o AU IES
o RIEUEH
2. MU IR LA
® ﬂ%ﬂﬁ(@ﬂ%jﬁ#node_deployment .ini
o AR AR ST s P2P Ik S
3. JEBCE A — L R A A B TR
o WERRRHNTRE T AR
* T@Eﬁ@ﬂﬁiﬁ:group_genesis .ini
o JURRZH AR A B ER SO
o IR BRI
4. HURIRIJRSL S AR A
o WCSE AL FLAh 1Y s A P2 PR 3R ST
o T A
s BB

= VIR HETLA

L OERILHURRIE % FHUHES
« AERHUIES
o B

Pd - A RHEH2

L. BTLA AL R
° f@ﬂﬁ@ﬂﬁjﬁ:node_deployment .ini
o AT ROIET ST S P2PYR IR ST
2. JREUHE A — LA g B AE A R I R
o WERANFET SIES
. @Eﬁﬁﬂﬁiﬁ:group_genesis .ini
o VR AE A BRSO
o IR BIHERITH:
3. IV SLIRAE: R A
o WCSERRZH FLAhTY B P2PYR MR ST
o AT
s BB A
4. CHVIGERIE. ECEFRA
o WCSERRZE ELA T s AP2PY 1 3 kST
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o BLEFREAE 5B T A BUP2PY M ik
s HETA

fi- AT RIARRAT

1. REE AN
o RIERHHIOIM X R BIAE T A
o FLEEHG
o FREUIIATY sinodeid
o AR R AL

6.2.3 EXEH WAL
T BRAERTE, ARG TR BRAEER — e LE Lt RASFEE ESRELAF P AT . SR

BRI B B A0k - AT TERE R N ARG, 1R generator B | E4F R HLH4 i generator H 5%
Fo

GIR ARG

FATLABAE T #iFfgenerator{E A IEH ML L -
IR LA

’cp -r ~/generator ~/generator-A

IR B

’cp -r ~/generator ~/generator-B

IR BEUE 43
FEMERMMA NG EEATHRIE, —AREREREI A M —ABEIEHcacrt

ﬁ%ffgeneratefchainicertificateT%é?ﬁﬁﬁﬁﬁﬁﬂﬁ

FEUEF AR B 5 T R IE:

’cd ~/generator

’./generator -—generate_chain_certificate ./dir_chain_ca

AL RV

ls ./dir_chain_ca

# bk A R
# WIEERLA S BINEEIES « 8ERAEA
ca.crt ca.key
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6.2.4 YA~ BB
VIBLHLIA

AR T BRI EEREA TYVGIERFIFAE, SEFRR I RZ H A A iFAHagency . key,
FAERUERERICE, MUERELZVAKBAIE agency . crt -

FEUEF AR H 5 R

’cd ~/generator ‘

A A AIES -

’./generator —-—generate_agency_certificate ./dir_agency_ca ./dir_chain_ca agencyA ‘

BEHMUES KA

1ls dir_agency_ca/agencyA/ ‘

# Lk f o
¢ ONEBESBIIAES - PR - S

agency.crt agency.key ca.crt

AORBEUESS - WUIES « FUAAEAENUA, TRORE S ST IR 20, MIEF AW R LI $
RARLEXTRLAINAE, TR T B SR fmeta s H X H

cp ./dir_agency_ca/agencyA/x ~/generator-A/meta/

e B
FEUEF RN H 5% T8I

’cd ~/generator ‘

A AL BIES -

’./generator -—-generate_agency_certificate ./dir_agency_ca ./dir_chain_ca agencyB ‘

AORBEUES - WUIESS - FUAABHENAB, REIREE S T2, MR R AL IE$
RARLEXT AN, I LA B SR fmeta s H % H

’cp ./dir_agency_ca/agencyB/* ~/generator-B/meta/

BHE: BT HEHE M RIEPcact, ZRSHEFBENNEEREZ MIEBMFAH . — A
HEEE — A A X BRgroup.x.genesis

LA A SOBE B A

node_deployment.ini-h 1 S ELE X, 24EEE T E SR MEnode_deployment . ini N HIBLE 4 HiFE &
TEIET, AR SECE SR

P AR conf LT N fnode_deployment . inifl N EFIR:

TE~/generator-A H 3k FHUT T ik 4

cd ~/generator-A
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cat > ./conf/node_deployment.ini << EOF
[group]
group_id=1

[node0]

; host ip for the communication among peers.

; Please use your ssh login ip.

p2p_ip=127.0.0.1

; listen ip for the communication between sdk clients.

; This ip is the same as p2p_ip for physical host.

; But for virtual host e.g. vps servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.

; Please see https://tecadmin.net/check-ip-address-ubuntu-18-04-desktop/
; for more instructions.

rpc_ip=127.0.0.1

channel_1ip=0.0.0.0

p2p_listen_port=30300

channel_listen_port=20200

jsonrpc_listen_port=8545

[nodel]
p2p_1ip=127.0.0.1
rpc_ip=127.0.0.1
channel_ip=0.0.0.0
p2p_listen_port=30301
channel_listen_port=20201
jsonrpc_listen_port=8546
EOF

B BAE ECBC B A

*R*@B{%Eﬁlconfjﬂq:%—l:El/‘]node_deployment Linifl N EFTR:
TE~/generator-B B 3K NHUAT Rk &

cd ~/generator-B

cat > ./conf/node_deployment.ini << EOF
[group]
group_id=1

[node0]

; host ip for the communication among peers.

; Please use your ssh login ip.

p2p_