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../manual/configuration.html#p2p
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3.3 v2.0.0

v2.0.0-re37 2 Fv2.0.0

o AT . HEEH2.0.0-rc3T S K 3 HIN v2.0.0 i TG B RR B B v2.0.0-rc37F
fbug, EAXFAV2.0.08FHE:, AHBNV2.0.0/5, JToEENEH]v2.0.0-rc3

o EHAR : 575 5 IEEHEE, EHEHTSRSENERS, ARET R V2.0.08
¢ v2.0.0 Release Note

3.3.1 ZHERA

i
* AMOPHIMUGTFFZ #
« AMOPIH SR il £
* JSON-RPC getTotalTransactionCount FE 7 5 R 55 51T
B
* RocksDBIEZ SCRAIE BN
« ffEFHTCMalloc At 77 {5
(-7}
o BB P2PREB AL FEIE B A n]
* [EEMySQLEExternal iz F RMET B, BRI
o [BEE R LN IR R T R AR R
A

%gﬁfﬁ IFRA AT B SRR P T4, (B TCIE B shb R TR o 5 TR B AU RO, &
/ﬁ % E °

3.4 v2.0.0-rc3

v2.0.0-rc2 2 Fv2.0.0-rc3

o BT . EIEEHV2.0.0-re27 7 5 B re3 T TR BIRRARE Ev2.0.0-re2 F bug,
EARE B RvV2.0.0-re38 e, AHENv2.0.0-rc3/5, TLIEENRE]v2.0.0-rc2

. ﬁgﬂ%&: S Ok TEREE, BT AIRSTR I RS, THRIE T A & v2.0.0-re336T
)

¢ v2.0.0-rc3 Release Note

3.4.1 THEHA

PR
o DATVAEAE: HHE SRR KR E T BRIt B EMy SQL
o HETERE: P T FFRocksDBE |2, & HT(%ﬁ%‘!f\l)\TﬁﬁRock%DB
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o DHRTERE: FPHECRUDE: O30 H:, #5414 1.0.3 0L ERRAR (R SQLIE AL 5 [X B4
BH

« 523 ABIRIGIELR

o BETGRIE G LFIRPCHE: DB iRIG, Si— N IEL

o ACEREREER, WNERFER, RFILE S AR/

. ﬁm{ﬁﬁﬂ‘%ﬁ%, FFIRK R X B ﬂ@ﬂ%[storage] .max_capacityf’%fﬁ”ﬁi#@*iﬁq HINTE
ZE AN

o BN DM FHERCE D [storage], MHELHgenesis AN E| BIFELH ini il & S
o BOATEGETH B RocksDB, 753 [H LA Level DB
s WL SHEFLERHFEZHE, REAFGNEZHHIFFITE
BE
« [EE CRUDH: &I B HATI ATRE I I A 7 H & 1 E

3.4.2 AU

RC3MFIHRA, [HMRT IEZE AR T, BT o RGBT R I 8 75 22 P RRUAS B3
M, HEFEE -

3.5 v2.0.0-rc2

v2.0.0-rc1 25 3v2.0.0-rc2

o AR . BEEEH2.0.0-rcl TS H T HIN v2.0.0-rc2 i TS FIUARIE B v2.0.0-rc 1
Hbug, EAEBEAV2.0.0rc2 7 E « AN FHEFEFE, A%Ev2.0.0-rc2f5, TERR
#/v2.0.0-rc1

. ﬁgﬂ%&: S o FEIEEE, BT SRS ITE I RS, AR T R Ev2.0.0-rc25T
)

e v2.0.0-rc2 Release Note

3.5.1 THEHIA

FERE
o FATIT R, AT AN RIER . LHIFTHITEI%E (PTE)
o 7 AEUF#: amdb-proxy ~ SQLStorage
RRAARAL
o AT XBAT O 55 EH, RIEHITH RS R B X RIT B2 55
o AT XBRFEIZEHAE, WLXERFDER
o AT T K5 GRET 225 R RNVE 2 10 gm Y
o TR SPITIRERDFLEH, bR A R
o THRTERERR, SCREFFAIRE
HAbArE
I NI 4 Ci RN R
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o MIARENERLE
o 5 4wR% F N A chainIDFgroupID
o TGN ZHHIERE
o QR AN Atimestamp(E 5
o Hh0 T —%precompiledemo
o XFFHDockerf5
o MERALERHE
o MERALEREF R
Bugf& &
o RPCH OIS ETT asInt 7 5 3% AR /718 Hi ) Bug
o THHATOUL of gasii 58 5 — E AL 7 it ANt AL #E ) Bug
o A[EIZHIA AT DL AR B5E 5 — i ] B Bug
o insertff{EiE A A1 BEZE VR R] R
o —FREMBER

3.5.2 AU
3.6 v2.0.0-rct1

v1xFH 2% F]v2.0.0-rcl

o v2.0.0-re2 NFAVLX, v2.0.0-rcl CEBE BBV AR 5 X REdE | EHAEEE v2.0.0-rcl
HIHTHE AT 5222 5 7T S E I E

o BERONHEE . 5% 4

¢ v2.0.0-rc1 Release Note

3.6.1 THEiA

28t
1. B R . RIS GG, AR RAE LSS ASE R A -

2. FE AR 0 SR T AR RR L ARG, KM R SEEERE - maEy
A B R 2FRRIE A

3. BHEN TG S AIN SR RRETCH+E MR F S 2UIESR, M solidity WA 730, RIEAES
PIPATIERE -

4. 5l Nevmedl JEMEAL: SCFRFTRAFIEMNLG % .
5. FHRELP2P - N P O HUT s Kot s KERE IR .

. Sl —ECRUDE AR B O 44, BFCRUDEBARE %A%, SHUEAEASQLY
R HL 25T L -

2. X G RER DB - X ERERAE A DL B E CHTAMOPTH BB AL -
3. FHRLAKRTREFIMLAUA, SCFfSolidity 0.5. 24 -
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4. FHFRPCIEHR .
7 ac oy
1. AR iime, RMEEAEHERS - HREZINEINEER, KifiKeyManager iR 55317 25 & -

2. FHREADLA, s 5IFILUE AN S AR EANLE],  LEAN R4 B AN R 7 Rl 2 4%
il o

3. FPRAURIESIA R, BT RV AR A3 -
HAth
1 REARREE T A .
2. AR R BTN S SR AN, SO B B LR R AN BT -

3.6.2 AU
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cHAPTER 4

AREE A 4EFISCO BCOSPT 75 AL B Z2EMAL B - A FIE T 7E L L ERF — 554717 55 FUFISCO BCOSEL A
Y #BhH P EARFISCO BCOSHR B AR « H M4k X B FH S B O - AN & #1E

4.1 HEHFISCO BCOSHE B 8 &

KT LLFE & B AL ZHFISCO BCOSEE ) il #:1E o {# Flbuild_chain.shifl A 7E AR 5 # — 554 15 15
HIFISCO BCOSHE, LlUbuntu 16.04 64bit REENFIIRIE -

R
o BRACDHXHEE EHIT AR, EERE WU A B .
o BERSHHAERIERD, Z%5XHE .
o RT3 BOER A “fisco-beos IS, 7ECentOS 7H1Ubuntu 16.04 64bit 2253 M1 -

4.1.1 HERIFE

o« TRAKH

build_chain.shI KK Topenssl, curl, FH FHEMIELSZE . & NCentOS, F FNHEMSH
Flapt B N yunBATRIA] - macOSHfTbrew install openssl curlBiA].

sudo apt install -y openssl curl

o QIEERIEH R

cd ~ && mkdir -p fisco && cd fisco

e F#build chain.shiR

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/v2.2.0/build_
—chain.sh && chmod u+x build_chain.sh

19
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4.1.2 FERBBHAT S B

FefiscoH & N AT M H M 8 &, A R — & B OB H4T 5 AUFISCOHE - E B R L 2%
f130300~30303, 20200~20203, 8545~8548%% V%A # HHH -

’bash build_chain.sh -1 "127.0.0.1:4" -p 30300,20200,8545

T fi:
o H orhpit Ui ¥8 & & W 3w O , 4 5 &p2p_port,channel_port,jsonrpc_port, H T % & F
fEjsonrpc/channelZXIA ST 127.0.0.1, FTFESMR 5 RIERIN-iS 3 -

2

WA PATHII 2 ALl completed. WIRMATHES, HKEnodes/build. log X fFH HIFEIRIE

o

Checking fisco-bcos binary...
Binary check passed.

Generating keys
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1l

Generating configurations...
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1l

[INFO] Execute the download_console.sh script to get FISCO-BCOS console, download_
—~console.sh is in directory named by IP.
bash download_console.sh

[INFO] FISCO-BCOS Path : bin/fisco-bcos

[INFO] Start Port : 30300 20200 8545

[INFO] Server IP : 127.0.0.1:4

[INFO] RPC listen IP : 127.0.0.1

[INFO] Output Dir : /home/ubuntu/fisco/nodes

[INFO] CA Key Path : /home/ubuntu/fisco/nodes/cert/ca.key

[INFO] All completed. Files in /home/ubuntu/fisco/nodes

4.1.3 JEEIFISCO BCOSHE
. EEIFTET A

’bash nodes/127.0.0.1/start_all.sh

EE RIS RN N AW - 5N 3E # Fnetstat —an | grep tcpfh & ¥l 2
f130300~30303, 20200~20203, 8545~8548%% E7&# HH -

try to start nodeO
try to start nodel
try to start node2
try to start node3

nodel start successfully
node2 start successfully
node0 start successfully
node3 start successfully
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4.1.4 foEtE
- REAEERE

’ps -ef | grep -v grep | grep fisco-bcos

EFBRESERUTEAR L, WRHFEE 4, WHERRERD (—@im A S5 HS2H)

fisco 5453 1 1 17:11 pts/0 00:00:02 /home/fisco/fisco/nodes/127.0.0.
—1/node0/../fisco-bcos -c config.ini
fisco 5459 1 1 17:11 pts/0 00:00:02 /home/fisco/fisco/nodes/127.0.0.
—1/nodel/../fisco-bcos -c config.ini
fisco 5464 1 1 17:11 pts/0 00:00:02 /home/fisco/fisco/nodes/127.0.0.
—1/node2/../fisco-bcos -c config.ini
fisco 5476 1 1 17:11 pts/0 00:00:02 /home/fisco/fisco/nodes/127.0.0.
—1/node3/../fisco-bcos -c config.ini

4.1.5 oA HERH

o« WI'N, BET HnodeOHERE AT S5

’tail -f nodes/127.0.0.1/node0/log/log* | grep connected

HRRL S AN HEEEEE, WHIH AT LUE Hinode05 AN M1 AU HER -

info]2019-01-21 17:30:58.316769| [P2P] [Service] heartBeat connected count,size=3
info|2019-01-21 17:31:08.316922| [P2P] [Service] heartBeat connected count,size=3
info|2019-01-21 17:31:18.317105| [P2P] [Service] heartBeat connected count,size=3

s HUTFETES, RERTAELA

tail -f nodes/127.0.0.1/node0/log/log* | grep +++

EREEREMERH ++++Generating seal, FARLIFRIER -

info|2019-01-21 17:23:32.576197],

—[g:1] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++Generating seal on,blkNum=1, tx=0,
—myIdx=2,hash=13dcd2da...

info|2019-01-21 17:23:36.592280],

—[g:1] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++Generating seal on,blkNum=1,tx=0,
—myIdx=2,hash=31d21lab7...

info|2019-01-21 17:23:40.612241]_,

—[g:1] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++Generating seal on,blkNum=1, tx=0,
—myIdx=2,hash=49d0e830...

4.2 B E K fEHEH G

E%%QLLMM$K%&HxDBam =9 ﬂﬁﬁtmﬁﬁm\ﬁ%ﬁmAﬁ£% , BEfER
FIRB BT HEAEE - EH EI8FEHANEZ %X

4.2.1 HEEHKIH
o Javalf i &
% Javal AR K .
o PREUE S & HE 2 fisco H &

4.2. BB RGRAEHE 21


sdk/java_sdk.html#id1

FISCO BCOS Documentation, % 7i v2.2.0

cd ~/fisco && bash nodes/127.0.0.1/download_console.sh

o PG BCE S
T RASR BN O, 3RS A 202008 5T SO0 B A channledi o

cp -n console/conf/applicationContext-sample.xml console/conf/applicationContext.
—»xml

« BLEZEH G IUES

cp nodes/127.0.0.1/sdk/* console/conf/

HE
o WREHIGECEIER, [HRECentOS RS L5 sl & Bl N iR
Failed to connect to the node. Please check the node status and the console configuration.

JE R H T CentOS A 45 H 7 FIIDKIMUA (2 S Bz il & 5 KR BE T fOERID, E M
Open]DK'E M B Oracle’® M T %3 % $Java 851 LA LR AR AR LIS TR 2 %% ), &
R R HEEERE -

4.2.2 FHEHE
=t

cd ~/fisco/console && bash start.sh

B H N A B3R B ST B NE R conf/applicationContext.xml = 1 51,3 1 Bt B 2 75 1L

Welcome to FISCO BCOS console(1.0.3)!
Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

—

| \ \ / N/ N/ \ | N/ N/ o
[ $5555555 \8555881  $S85SSN\1 $9S5855\ 1 $558839\ | $SS$SS8NI $S883S\ $588$
=S\ $$5595\

| S$S__ I 55 1 SS_\$S$| S35 \$s| $5 | S5 | $S__/ $$1 88 \$s| 5 | S
=S| $S_\8$$

[ $s \ | $$ \$s A [ $$ | $$ | $$ $S1 SS =
-5 \$s \

| $5598 [ 85 _\$3SSS88\| $S5 __ | $S | S8 | $SS$SS8N\I 88 __ | $$ | s
<5 _\$55558\

[ $$ oSS Nl SsosS_/ NI sS__/ S8 | $S__/ $$1 $5_/ NI $$_/ s
=S|I \_I $3

| $$ | S5\ \$S 55 \8$ $5 \$s $S | $$ 55 \8$ 55 \8$ $
=5 \$s $9

\$s \$35558  \85555$ \$55558 \$55558 \$555558 \$55558 \$5553
=5 \$55558
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4.2.3 FHEH & KBEE

# AREUE P AR
[group:1]> getNodeVersion
{
"Build Time":"20190121 06:21:05",
"Build Type":"Linux/clang/Debug",
"FISCO-BCOS Version":"2.0.0",
"Git Branch":"master",
"Git Commit Hash":"c213e033328631blb8c2ee936059d7126£d98d1la"

}

# RBUCT RHEERE R
[group:1]> getPeers
[

"IPAndPort":"127.0.0.1:49948",
"NodeID":
—"b5872ef£0569903d71330ab7bc85c5a8be03e80b70746ec33cafe27ccdf6£8a71£8c84£d8af9d7912

"
",

"Topic":[]
}I
{
"IPAndPort":"127.0.0.1:49940",
"NodeID":
—"912126291183b673c537153¢cf19pf5512d5355d8edea7864496c257630d01103d89%ae26d17740daeb

"
",

"Topic":[]
}I
{
"IPAndPort":"127.0.0.1:49932",
"NodeID":
—"db75abl6ed7afa966447c403ca258785323700d9f942babfa551dc67ed6822d88dallaleddad%b5lae

n
",

"Topic":[]

rb5bal068901fe:

d20cbc645c9a

afb8c64e9d20

4.3 EE K FHHelloWorld &%)

4.3.1 HelloWorld &%)

HelloWorld &AM ML, 98l get () flset (), AFRIVIEXE SN Ename . SAINEIT:

pragma solidity 70.4.24;

contract HelloWorld {
string name;

function HelloWorld() {

name = "Hello, World!";

function get () constant returns(string) {
return name;

function set (string n) {
name = n;

(continues on next page)

4.3. #BE K HAHelloWorld &4 23



FISCO BCOS Documentation, % 7i v2.2.0

&L

4.3.2 T ZHelloWorld &2

N T TP RGE AR, HelloWorld& A AN E TEHI &, L T#EH & B Fcontracts/
solidity/HelloWorld.sol, &% NHEMAERERA

# TEIERI G WA LIRS HRE R R [H] & £ b4
[group:1]> deploy HelloWorld
contract address:0xb3c223fc0bf6646959f254ac4ed4a77e355b50a344

4.3.3 i FHHelloWorld &%)

# BEAFRE
[group:1]> getBlockNumber

=

# A getH O KR name® & ALK AL deployFa 4R B ATHIHE
[group.l]> call HelloWorld 0xb3c223fc0bf6646959f254acd4eda7e355b50a344 get
Hello, World!

# BEARRGE, REAZ, EHHgectE O AHEBKAIRE
[group:1]> getBlockNumber
1

# P set1Z & name

[group:1]> call HelloWorld O0xb3c223fc0bf6646959f254acd4ed4a’7e355b50a344 set "Hello,
—FISCO BCOS"

0x21dca087cb3e44£44£f90882071ecb6ecfchb500361cad36a52d39900ea359d0895

# HIREERLHIHE, REEMFEREHR, KRS EER
[group:1]> getBlockNumber
2

# W getBE AR M name@ &, KEIR EREGERL
[group.1]> call HelloWorld 0xb3c223fc0bf6646959f254acd4eda7e355b50a344 get
Hello, FISCO BCOS

# BRHEEHE

[group:1]> quit

TE:
1. TE AL LLIE T deployByCNSHi4 THTE%%E%E@Q?’]WZIK? FHARS %X
2. WHEHE callByCNSTi4Y, HRAARSHE X
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CHAPTER D

2

AT/ B FIFISCO BCOSHRIE L FIF Z DAppHIZE AR MM R AV O &« IR, FALRAE T
TV I LR E R TR AR R -

5.1 ML

XIRBER D MR H AR — T TR, AFR R KRB RS, Wi KA L
PATRRE N - RECENIEREARFRIRAE, AT AE .

5.1.1 XM 4

X REE (blockchain) RZELFFM 2 EREM— S, EF A XTI INC CHEEEES
AblockchainfJHE&:, T2 Phchain of block ik —FhHEIELEM -

Chain of blocksZ i I X HIEIL MG (hash) EREXA— SR BESN A AVEERALT 0. DXCERBEN R H
ZIWEARL XA S, HEFE X Pehain of blockBUIELET , TR — A AT E A AR AR ZR & BOR
QI -

X ERBERAE —MAEN S EEASE N, Sl BRI RIE RN, AR OhiE « XELLE BN AT B s bk
AEELET, SSIAIE A ERGER A - FRONGE A A0 . BORZEM £, XKIRBER M A2 5
DAREENE - REESCEIRSE - A AR . HREE . BRI . HRE . BREANESMERER
AR IR AR B AR AR T 2% -

XEREERARFAEREIRT LR T, A G 713k HINBE . SUIIRIR - (R E 3 IR 2470
KA ROR I RTE, B EEORMEN B Z A AES, KREERORFI R AT
SEftE, FISCO BCOS[XIREEJR/ZF & X REEROREA b, LIERT 204 . 1EaE . "R . ZAE .
FEAAGRIT . SRR ESE T HIIAES, MLRESKEALE, FREHZ5 . FiEDE . To T HE

HEHTHHE -

LN

MAR A B, ATEEIKS - RHTKERE, FrRiclk. Xk BEEEDE . €2 51F
i, ZNSEHHEIFREFAILZE 0 KA B D2 msikR, DUEREEAXR, s
TERR, PRIEB S AL %4 . T XHREEE & SO A T AU ZIRA B — Mo 080K, 8
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WBER R XREGR LA« £ 77 HRNLH - BEESLY . FIREFES —RIIEORFFEIER, Arsesl—
B A BHETE - LUEHFLEMRHE TR .

KA BESHERNEFXR, 25, KF, HFRE-
X R

XL R JOFAD R RIRRSGH,  XREEAYEE— D XERFION“BIH R (genesis block) , JREEAERHIX
BRA<RERR, B RREER B, XA ST AR — XA hash(E 8, HhashBEIAHMA
DX R BB 2B OME— HORURTESL, TR A ARSI R BEIRSE Y, B J9“Blockchain™HI B [XIREE . 1§
TIRBRES ¥, SEE ERIER A AR E R, FLEMIAIE, R BEER— A KRB EE—
MR, M SEEANREERIE N ET, MMESPIRA SRS -

— D XREEABIRLE T KR AN KR, K& XREE, hash HIRBEZFS - IRERRE—
EEAGE, XKRERAS MR HEERIIRCEMHERNEER, RIEL IR, BADXRE
KNEHIAE, BEIIMSEHEERNR, —BAZKK, EIM~JLMT T ZH .

25

THAINNE—B A ER B RGAEREGE, ATHEASY, WHANED, P Ed Fi,
DINEHE, #TMEREHSE, THRNEABIESWaFEARE, B3E, ZT5HEFESE . AL
BN, HECHRHARTS%E%, KixFH F (G#idsendRawTransactionF 8 1) |, HEZ T A
AL H O, HUTH R RE GRS, MR HTEEPRESEIE, RERTHITEIIX SR,
REEIE— R RAE, 2SN, SIARR SN N E R T ESMERM—20E -

WEE A S INAAR L S B H B (receipt) 24, I G —— TN BHRFEXFE, HTHRGE L
ST RAERPEEWNGERE . HE . HERgasE25 . AP UFHAZ Fhashfe B EIH, AIER
Zy TR -

MGEAIE RIS, &G —F R0, BT D5, 7 SWENE KRG S RIEE R T
SHEGFPRSE BEFRE, HASEIERINAILRME, WS FEENEE s -

ik 7

R PRI R RN, X PR REER . WAL L

ERAARDARARMXRERGE, HAQE—DNARAY, LidhashFEH A RGE] — 1 IE— 1R
ak s, REXPHPRKS, AP HZAAE X MR BRIk A ERE BN —E B X R
Tt e, TR A NV EE AR LORdE, XA K 2 bRy <o Rk = -

WEREELAN, — MERESAWEIEE, EHERE T ME—fibht, WOV ENIKE, FREX
AARPRENL - It HICRS - OIS EIRRSISE - BREaLsimdiEd, Sl X Pk — it
HACES, RIEIRSEGE RG] 07 i TR S 68 B M AVEUE, RIGZITE RREE S A FUIRES A
i, ER SIS RRPRSEIERS) - BRESLNHERN, RERFEH K B LREA, FHE
BERTR, —BAZEEBRZ SR FSE R -

AR

FISCO BCOS KA “M FEA 3t RIBR | XERFIE 5 B A5, b2 H —RIRFEREEESLNBTT
CERMFREZ R - BRESAPUT IR ERPREEE, L RWLHEIN, SHRREERT AL,
TEeR—2, AR, BT LRy R -

WS B FTEAE, (5 XIREE LA IR AFEE 80E, B kP EEWRESE, &
TR, EAEEYIBITEREFMERMAIEE, BRESLPIUTE R & MR R — L
5iz8, AEMEIRI S LR T &R -

fES %)
e
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H— A, EPPRESEIETRE A A DR, BERNFSLalT, IWSEIEESFEEIK, IWRHE
AREBIRSS AR RER (Patricia Tree) , RASEIRHIMAE 20— K, RIE\EAFKIZRTFE,
AAPIRASEERA TR L, BRI AREIE CESE TR, D EERIRTRERR -

SR

AN HLR KR BEGUR AR O, TR, RIXREE - XERBEE N — D AURGE, AT LLEANFE R
REFRZE5TE . KFEIEZSPITERE, HEIARLITRELER . EXEREEE - EAMEENS
SEEREERR, FRE-ZME, FEENERERE, TSR SERERE, Fragr s
Gbr AR -

E=

T

TR T XIRBE RGP R RENE, A XEREE R L% B pOTH BL, AT AR — i q e RS 53| [XR
BERGM GRS - PHIZE - BERRIE, BEMRFEXER . 225 . IREFEIE, HFxE iRt s
SEPEAIEAE ERAE O o TR AIPRRR I ARSI, A — B ME—INodelD, LLRIEELEM 45 L AME
—

RIS RS 5REMBIRGFR, A0 IR S ANEY 5. IR RS2 528D R0
R, HOVEIKRE TR - HOVRIEERIEX R USERIGRITRE . WETAASE5HR, P, o
FPREFFORAE, AT UBOY R AR S5 B 1R AR SS

LRE

\

ARSI BB R A0 L% L R R
LORHAERDS RGP EFIEKNOAE, #Mleader & —IKICHK -
2. ZHERMAATENIANGRESNE L, HTLRERIEE, K Leader’s H HICIK -
3. B BIERIS MM —EENME, RIETEZ 58 BRI S REE— 20, ToH -

[X R B8 AT LR SR BEVEE A BEE A TA/EEIER  (Proof of Work) &R 1ERH  (Proof of Stake) |
ZHEMN R UEBA  (Delegated Proof of Stake) , LB HEH A A0 SE F 145 5 2 2585 S 1HPBFT  (Practical
Byzantine Fault Tolerance) , Raft%, 7 7h—SLFiiat a0 R B 2 R LECL A 2SR _EiR JL R
BEHAITENAS, DIIGEL S GEFE LU EREFI RIS n] & -

FISCO BCOSHIRIEHUR FAR LA BT, FISCRrE2MILIREE, SR EIEPBFTHIRaft, JFE0H 274
SEINEE R, o B R AR

BREA AT 19955 HINick Szabo B R 1, 15 LIKUFEUE LHIRE B ahBUIT R &4y, Bt
BWESNLARTENREEI, RNARESSTERE, BEEatV@LIIRR LS, e s
AT, HEERAREHTIA -

FISCO BCOS;z FIA R A AU T B =B - MNE SCMNMERCH, AT LA 2 REE - 22
1R RREESE

BREA LI R &, JF& R ERE 21T, R B HESE LA P 0E -

FEANGREFEFK, #TEFREGIREBNRE, KiE, Bollid. O9FLESITE
Fhsolidity,C++,java,go,javascriptrust , 155 PR IEF & IUWLAR M E - £ EENE, R
B ETE S A mEEE b, i RBERING, SYESUF SRS -
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HEAFEEFANS, BELLTFLBEENPIR, LAPRGY, FRSANSE - DHitatm
WAL REE], HAREREIA G BRE 2T (H & 2B O U7 R] H A& 29 BLARTERIEL
¥, BRI BT R R T O H SRR IR R A AR R, RESER RO BT T
NELIRFEIRR R 20, FEIRFS LM, A LSS EsEE, milkSsHEEAS RN
AR;, HAT AL BT R A )RR S 2 RIS

WP IHENHANEREERSONITERYE, RRRFHEREER TR, Za LM F HHEHEA -

BREA LRI
NIRRT RS, KREAGUAF A HIE - T PUTITEYUCE R GIRSAITSS, SO

fiE
NENIER . SUIRETEER, MoFERRE, KEAMBELHRSLHZEXRERS L, HELS
HIEEE, ARABENDE— IR SR HCE, SRS IS EA
Ja . EAPLHITER NS LA R MBI INT, HFRbiTER.

g et . FSUM—-SERXRERSG R, BUNNEFDERE, FBESLIFEILE . R
[B] - ARSI RS MRERRES BN IA R, BT LURPUERRBEARA, DRIEEARF T A
ER—=ANIE SR — & LRI TR SR — B, TR T2 .

LRTTAT R ALLE A FEEVM, 2 HDocker, WebAssemblyZs, FISCO BCOS i SR B 5% F
Bt BEETFHZRRX T ZVGRRIEVM, H &SRR L IR -

KR 5E&

B RALFIE R 2 & BT BAL USRI 2 S &, BBee R R Z AR B R (1912~1954) 2 H 19 —Fhah
SOTREA, S| REIXREESUN, RS L SR - BbiL - 1830 . AP e R, IR MR
RENEETY - FAFER - SERRBURCEERE ), 2R —ERIH FX SAFEIMIR - JRE . 0%, X
BEARESCRFEE 2R HL S5 A 2 s R IT, 5 A SRR BRI B A T X 5 -

20144 5 MM X SR 2 TR R BRI REA YN, FIEXHE A B s miEr:, 7EX ek
A EASE (L AR, MLIEDR, "LHEMISE, ZeMS) Eitb, IS EE — gl %%
AN SHY, ZEFEEEY) (The Ricardian Contract) , 7] LUFEFE L&) SEH -

EARPITIE T BB E LRI, RIAIRTAZ 72 5 2 e R BR AR [A] 2 DA R R B A\ 1R, 9 45 AR
7, B B —T, —PaNEEMEE, EPOARNES TS LB T, mRI a2
DIEBRVEER, BUERE TRESFER BN A RABTIR - P USALIRN R A0 2 X SR A B 1 R SE it
BR AR — D EEREA -

5.1.2 BREAEENE ST

Pk BOE R XCIREER Ry A HE, BXRARE, AVEBE. ANEREEITE NECA] LIBER a2 5 52 2
EAZES5HEE; AR IR W—MWE—DERAN) e, AELREEMEANEE K8
BEEH RIEL D EMIAM— BRI, SR T SRR, S EIHREEE, 1 ABKEEEERAK
S RERE, — B0 S AT kIR - IEROVEHEANLE], T R EEE td 5 g o v T -
FIONBERRRBEMNAEREE - A~ 28 - XHENRTHRAMS HEE, 755 EARIER LRAPUIR T E R,
R T — R IPBFTS: 2 T £ 75 Z R RIE IR FE A FRNLE], AR HAPOWIZT FI = BERENLH], ML AL
TRARNS I, RSN  HHE—BEMBEEN - AR BT AR AT Lt T Rigp i -
BREBEAE AR KRBEEOR LSRR, & SEREA R Z0RE, MARE - SNBSS R, W
SRl FE S DUCREMSEAREFE R AL S5 - BREBEARRZE, MR T L S5-a R E LS5 0, i
[ R AT MVl A FR R T 1)

e
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PERETETR

Bt R R TEE BEFE R B LAY TPS (Transaction Per Second) , B R EFPEEAL TR FFHIAFIAL 5
B, TPSHE, ThEREMS o XHEEATURITERRFEPRER T TPSZAb, B TIARTIE, MG R/ NE

BRI SER TR 5 50 AR B KR BE 28 )5, 50 BE - B MIRE—RIIREE . SIBRIART B F RS
B, A0 LR RS — D XRFE100 8, R AMAMRIIAT Zo N X, Bl—4/Nif - SRAPBFTHRIAR
W, ATMER AR, — BB B RATEN, HiEa e lsHR.

W L& AR 7 ORI — € OTPSHIBRIAR SRR T, BESCRF £ D HRT G it fA] TAE - b —BoA R
HMIPBFTIGRBNAMN R SE, T RMBAEENAL, A e SETPS N, FAREEn. Bk H
T BENLECR RS R C KA R RN, 7T DABGEX A R -

HREMEAL

PERERIIEALE P T7 1,16 L5 /E  (Scale up) FISFATH /& (Scale out) - il EFRIRAER PR A BEIREAL
P RCE, WAGRAGHEGES), IR EAUERRE, RO RS . AT BiE R 5
EE RIFRIATY g, TRCRHS A - 2 RETFURBARBIAF « WSSTRAALHE, H25E SN
MEEBER, MEEAREE ZHIEK -

PERETEPRAIBIE ARG, BEPFECEINCPU - INTF - FRRERURS - SR SRR UIMHSC, HREETPSHIHEN,
NEFEERNET RN, FEEEHRE -

Zatk

ZRVERNMRERRTES, THEMEENHRAMG ELZ T 25X IERS . ERGZEE, HERITEM
BUL - AGBIE - BORBINAMIRE R, AL S5 2 10 7 B TR R - B ER . RS ENEE
RCH BT 0K~ FEALHIR 5 5 (W] -

G RESEREAROER, FEFLZSENDTRR, REZZEE, 2EMZ20T, e
BRI, R 2T HRESE, WFES5ENT LR, RERMZ4E .

HEADLH

HEANLFIFRETC I ZIIE RN NHEFIIMABEZ BT, FEB LS HHAR - BRAME, BURATEAR
W, FREEHETREEZE, AR EEHRTIE, RERET S FEET A
2, NS FEMHIAR DI AT AT SV ARH - NSRS, YU A ARKEEHEEICE
BE R AT REAE BARSS B, B ER— U017 AT LUEMIZINLAFIA .

R F2

B BE AN PR R AS[F] N G35 & FBURR A FIEGR 1L 5 i H], 4l m] LB S A48 E - 249N
AR VER . XBREIERE - RESEOH MBI TS BESAERBIR, RIELSFTFE, @a]InA
B 2 A PRI 1 A

WRSE D BLA A BT, Rl A A AT A A R PR 15 A3 #] (Role-Based Access Control) i, —~
SERIT R A NZEEHE, RHRIEN, NHAAE, sHEME, WEH, B TMAEIE] L
RIETREADZER, TEOENRESRERES:, fLURESSFEFITELALT, AL S%E
A ERRRE AT .

REAL LRI

ET XREEIE AL S5 R BRE S 5 5 H0 AL AR REE, DIERRAEAIGE, 2RI LER
B, PUMAE B OB EE 2, BB E R D ABERREFA R BIES T, DA AR
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ENZ5EEMSBERLE, AZS5HEHENS5EEMS LA GEERE, AKHRmEHE— 15T
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R 5 (RSB ABIR BT, 554 T BLBICEIAN F E 6005008, (MBS - BUR Bl anas
ERRTE B I 5 % A IR - (RSB HAMNEIE, FrasI i RIRS R s # AR
P T8 5 I T RE RS

KR R UM RO BE, W1 LUR AW BRSO SR, MRVE A gl A ) T e - AE D A RRACR TR 2L
FFAE R OBUR |, o B SRS AT R AR 0 B R 8 R B R AN [ R

YR
B L 3

SR HEEW R Z 2 5T A TIE, BUIHLH, ZaizE, WEHITE—-RINMRE, ZORHEA
Z5HHTHAN, TIEREE, W RIT 2 hadEd R, DURREWSHEEEM, Wafhe ettt
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— M ERREER S BRI R XS 5 R HERRER R &, LRI, RIS RF IR
ELAMARMPEES, MELEYATTA, FENMS52EEHE, RS 5XHTha%, X
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NRBATHEARE, HAEHHRSHRN, RIEFLAEHRE, @t T mEaEa LN, 21T
NSRlE, ik EE, WSHEE, ERIETRGIREE, ZRSNTRDRE T RS-

R SSEIREIHIRRER L, &5 5 HREMMAT S0 S XESE, A% 5 . 8RR
e, WRREERTEERCR, (IS5 0IFT, RG2S e R T IRE -

REFRE

FE— P XREE RGN REUP IR GG IRIE M BTIREAEARSS A - %% . NFF - BEETPAESE, dEITERsE
Ao B GRS ERIE RS . Thl M 48m DRI RS - A SR« 7B (A BCss, R REE — it
HIPLBAT I ELE MRS T, R HETXIRERRNIE, AFEIMREE . 2RSSR E,
HEECES, #FZ A EREE, EFTAMARE . wmOLI . HRS5HIIRSE, BrmilT
THREE, 6O#FEHR S SDKF, X MEIRAEFFLAT, MAFERMATANEESE, RESH N
PEASE - A - BCERIESS, SEENIREZR . BBNRE, AT BRI -

QAfARE LA PRI AN N, (EA AN SRR G, PRE, AR5 e, BIRAAR, FEMUT
JUAEEATEE: EHIE, WWELBREEFG, FRRRIERS . KBESIR . ST BAEMEA
B AR SRR AR (R L, XSTRANMSE, ER-Far M, KiEs . J NRiTHERk
55, dockerSs 75 FUAR AT LA B A X RERIPRIEIL T 5

WG, WEEREMIAEA, MAKREVIERNE . BCEMARRRE, RUERENE, H3hHERNT
B, EEEREATEREEZAY, WARRJUPRENTLEITEMRIT /R . L8 iTiosk .
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HRIaEEZRILD RN JENER, PR, ofsfrtE . mmEEREgayfo-

X B BGRI AR AVEEE, R SHRSEREANE—EY, a1 ERHEEATES 5%
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ERBIRHBIRAFTT &, BIRMERNA, PR EIRIF IS, T T RiEEIERL
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(X SRS RN TREAIEATIBH LA AV RS — B0, R TS S PE fE R A ERRUE AR
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SEUE BB MR E 2SR R, B SRR - SR . BEETAE .
EHWENR, HRS5ELSLHT, ORRERERLARSZ2RASHOE PR, L5
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FOSETTRT, A KRG A RE TR U, X R MRR A TP, 4 Il
R AR, (T IRAEIORRS, MR

WS RO T TIPSR R WICPU AT B« FRGEP 7 o7 BRI « REARIONTAL 4 E BRI S -
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WRE AR AT LU F R O TR, TR EIE M R TR, SR LR
BENRMBEH ISR . S8 ARKEEEE, RABBERENIETE, BFRSEL . BHE
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B [CRBEBORL S T SRR, FEERBERAT 6 LIRICORIE N6, BAKHEER

Gl B TARRIEM A SAT AR Z 5, BOnPEEe - JEIRE ST SRR 5 B if -

FTTHRE T ZE A T & XERBE R H T N - SRR EME MBS IR, FELUFHAHARTE,
P &Mk 55 T I B4 T AR A TS B B AT B
WEET O SEABIXRERG R, i@t & OMXRERGIEITRE, WEEARLHE

WEERHITHIT 0T, IREERRINLSHE, RIMSRF, Llm XL B & R ERIRMES, X
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FISCO BCOSTE M AN R%IT, Thiekn, it TEZ FmE BE S IT#T 735 .

5.2 FEEE— X EREEN H

ARER 2 — P ETFISCO BCOSKXREE M F MG FIF 2 2l e, NkSZHFofr, a0
BOTSEEL, RGBS G0 LU TR B B XREE, fJa /rdh— 1 N AR ESEEE, s i T5 it
I Web3SDK SEHG X HREE L& 2\ Wi FH 7 ] -

iﬁ%’fﬂ%%‘—ﬁ‘zﬁ% FRGELinux B EINE, B &Javalt & EARERE, A FGradle TE, #&Solidityi
2 o
E I ERE, RESTRIILLTRE:
1. R — LS5 R A S TR IE
2. QK Solidity & 2E5 (LAl JavaZt
3. WA PE & Web3SDK
4. g —RIH, HEEWeb3SDKE| M H T
. GnfAliE T Web3SDKEF A28 0, T fifWeb3SDKIA A 4448 1 Y[R 3
FAEH SRR G ) SE IR BRI, BT AR B B PRETF & B TR A -
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HE: HSE 70U SEAFISCO BCOS XIRBERFEEAIZHI G BN B AR, AZREHHRIERORAL
SCRSFE R AIASE N T

5.2.1 7R 75K
XEREERIRBGHEN, FEMERTE, XEHERER TR DX EMAUSIFR, ACF 2R 4Ht—1
18] 2 BB P B BRI TT 2O, FR & SEEILL T IhfE:

o BEMGTE X ERBE b AT B T

* AEMSEIAN R ORIk

o ATLAB IR BB

5.2.2 5% 552

FEXHREE EEATRATT &I, S5 ek SfRR, B Jomh ZuT e B A fE

BY, B ANTE BT
Y&, FEUCELA DRE R RE AL AN O, KRR A MR O EESKHL .

pedir attann
FISCO BCOS#& ML & 2CRUDFE A A1, Al LUET &A0IER, HXT QIR FIT M #RIE -
BRI AN TR BRI — MR E ARt _asset, URFEWOT:

o account: FHE, BEFMKF (string e AY)

« asset_value: 55/ & &M (uint256357!)

HraccountZ F 8, Hl#E(Et_asset BRI TR EL AT, XHBEREZ 58 F B A1 E F TR A0
Ko t_asset BB
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BT
W SBOT B, TR EM, &Ik, TiRThEE, MRIhEERE oW T:

// BB EH

function select (string account) public constant returns (int256, uint256)

// B

function register(string account, uint256 amount) public returns (int256)

/) B

function transfer(string from_asset_account, string to_asset_account, uint256
—amount) public returns (int256)

SEEEYRRY

pragma solidity 70.4.24;
import "./Table.sol";

contract Asset {
// event
event RegisterEvent (int256 ret, string account, uint256 asset_value);
event TransferEvent (int256 ret, string from_account, string to_account,
—uint256 amount) ;

constructor () public {
// PREREP O e _assetik

createTable () ;

function createTable () private {
TableFactory tf = TableFactory (0x1001);

// WEHR, key : account, field : asset_value
/71 BERE (R / B /

F A it [————— e /
// account / asset_value /
A e [————— /
//

// Al

tf.createTable ("t_asset", "account", "asset_value");

function openTable () private returns(Table) {
TableFactory tf = TableFactory (0x1001);
Table table = tf.openTable("t_asset");
return table;

/%
iR ARIEE K P R R A
ZH
account : HNKF
R )
A —: BRE0, MKPAFFAERE -1
SR FASENONER, B e
*/
function select (string account) public constant returns (int256, uint256) {
/7 AT
Table table = openTable();
// Hif

(continues on next page)

5.2. MEHE—MXIREERNH 33




FISCO BCOS Documentation, % 7i v2.2.0

(B2 7))

/%
iR
24

Entries entries = table.select (account, table.newCondition());
uint256 asset_value = 0;
if (0 == uint256(entries.size())) {
return (-1, asset_value);
} else {
Entry entry = entries.get (0);
return (0, uint256(entry.getlInt ("asset_value")));

B
account : %ﬁﬁm%Fj
amount : ﬁ%fréigﬁ

IR B H

*/

0 BEFEEMAT)
-1 WS O
-2 HAbEER

function register (string account, uint256 asset_value) public returns (int256) {

int256 ret_code = 0;
int256 ret= 0;

uint256 temp_asset_value = 0;

// B RS AE

(ret, temp_asset_value) = select (account);
if(ret '= 0) {

Table table = openTable();

Entry entry = table.newEntry();
entry.set ("account", account);
entry.set ("asset_value", int256(asset_value));

// A
int count = table.insert (account, entry);
if (count == 1) {
// R
ret_code = 0;
} else {
/7 KM TEANBREE H iR
ret_code = -2;
}
} else {
/7 WP EFAE
ret_code = -1;

emit RegisterEvent (ret_code, account, asset_value);

return ret_code;

/%

R - BTRE

ZH
from_account : E%i%ﬁﬁ¢MKFJ
to_account : Eﬂ] %Fm%)j
amount : &%%%Eﬁ

IR[EIE:

0 BEERRLI
-1 BB BIR P A
-2 BB IR A

(continues on next page)
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-3 BHUIN R
—4 R H
-5 HAEHR
*/
function transfer(string from_account, string to_account, uint256 amount)
—public returns (int256) {
// BER RSB
int ret_code = 0;
int256 ret = 0;
uint256 from_asset_value = 0;
uint256 to_asset_value = 0;

/) BRI RS AL ?

(ret, from_asset_value) = select (from_account);
if(ret '= 0) {
ret_code = -1;

/) R AR
emit TransferEvent (ret_code, from_account, to_account, amount);
return ret_code;

}

/) BEMRP B ?

(ret, to_asset_value) = select (to_account);
if(ret !'= 0) {
ret_code = -2;

/7 BN B P AN R
emit TransferEvent (ret_code, from_account, to_account, amount);
return ret_code;

if (from_asset_value < amount) {
ret_code = -3;
/7 R I S 2
emit TransferEvent (ret_code, from_account, to_account, amount);
return ret_code;

if (to_asset_value + amount < to_asset_value) {
ret_code = —4;
// RO P <A
emit TransferEvent (ret_code, from_account, to_account, amount);
return ret_code;

Table table = openTable();

Entry entry0 = table.newEntry();
entry0.set ("account", from_account);

entry0.set ("asset_value", int256(from_asset_value - amount));
// BRI
int count = table.update(from_account, entry0, table.newCondition());
if (count != 1) {
ret_code = -5;

/7 KM TEAPREE HoAEE R 2
emit TransferEvent (ret_code, from_account, to_account, amount);
return ret_code;

Entry entryl = table.newEntry();
entryl.set ("account", to_account);

(continues on next page)
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entryl.set ("asset_value", int256(to_asset_value + amount));

// BT

table.update (to_account, entryl, table.newCondition());

emit TransferEvent (ret_code, from_account, to_account, amount);

return ret_code;

}

#: Asset.sol BAIMSEIMFEES| AFISCO BCOSEMEA— T RSN HE O X Table. sol , Z RS
A A I O EHFISCO BCOSIEZ S « Mk &5 A AR B4 /ECRUDEE OB, HWFRESI AN ZEO &
A . Table.sol SAEHAE 25X H .

5.2.3 G4 YR1F
/N, BATRIBL ST RIETT T 6 asset . sol MBSO, AH T 52852, (HEJavalEF 7T
EE A Solidity 54Y, 75 E5E R Solidity &2 341 R JavaSUEF -

EHIGRME THRIFELER, AIliasset . sol BAIUHE#Econsole/contracts/solidity H¥ -
F|Fconsole H 3 T HtAso12 java. shI AR ToE, BIEWT.

# P3| fisco/console/HE

$ cd ~/fisco/console/

# WIEEY), FEEE— 1 JavallBAZE, v URIESCPRIN H BS54
$ ./sol2java.sh org.fisco.bcos.asset.contract

—

BITHIhZ G, FEFEconsole/contracts/sdk HFA M java « abiflbin %, W FA/R-

|-— abi # HEMiMabi HE, FilsolidityBPRiELER M abi 3HF

| |-— Asset.abi

| | -— Table.abi

|-— bin # EMMIbinHE, Filsolidity &Yt b n3 1

| |-— Asset.bin

| | -— Table.bin

|-— contracts # ﬁﬁisolidityﬁ?'ﬂf}gﬁgjiﬁi FREGRIFE AN ENZEET
| |-— Asset.sol # ¥Ul#KMAasset.sol &Y, KifiTable. sol

| |-- Table.sol # BRINFEHLAYRLECRUDA LIRS

|-— java # FHERIERAEEN Javas XX

| |-— org

| |-—fisco

| | ——bcos

| | ——asset

| | -——contract
| |--Asset.java # Asset.sol&HERMIMTava X fF
| |--Table.java # Table.sol&WAERMMTava i
|-— sol2java.sh

javaH & F 4 A Torg/fisco/bcos/asset/contract/E M2 H X, %Z H X T & HAsset.
javafTable. javafi M3, HAasset . javagJava HAHAsset . sol BATHFERI L -

Asset . javafEEREO:

package org.fisco.bcos.asset.contract;

public class Asset extends Contract {

// Asset.sol&?N transferfZHAER,

public RemoteCall<TransactionReceipt> transfer (String from_account, String to_
—account, BigInteger amount);

// Asset.sol&?N registerfZHAER,

(continues on next page)
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public RemoteCall<TransactionReceipt> register (String account, BigInteger,
—asset_value) ;

// Asset.sol&? selectiEHOHER

public RemoteCall<Tuple2<BigInteger, BigInteger>> select (String account);

// MEiassec &ML, EfiassetX %
public static Asset load(String contractAddress, Web3j web3j, Credentials_
—credentials, ContractGasProvider contractGasProvider);

// HEAssert.solE?, Hfiasset T H
public static RemoteCall<Asset> deploy (Web3j web3j, Credentials credentials,
—ContractGasProvider contractGasProvider) ;

}

H ' load 5 deploy B EUH T Assett 5, EA1HE 1 433 FH R F G B solidity & 293 M, 4 EH
ETX2ENE-

5.2.4 SDKF &
FATHRME T — P Java TFEI LI & (#F, &5eKEUava TR B -

# K Tava TR B E46 6

$ cd ~

$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/asset-app.
—tar.gz

# FRIESS Java T Hasset —appH &

$ tar -zxf asset-app.tar.gz

asset-app i H f) H SR 540

|-— build.gradle // gradlefi &
|-— gradle
| |-— wrapper
| |-— gradle-wrapper.jar // HAT FEGradleItHR(CIBEIL
| | -— gradle-wrapper.properties // wrapperﬁ)ﬂ%)ﬂﬂ@@ﬂﬁfgﬁn ttﬁﬂgradleﬁ‘]ﬁﬁz’i%fglﬁ
|-— gradlew // LinuxB{FUnix N FHITwrapperm&Hishel 1HIA
|-— gradlew.bat // WindowsTVﬂfFﬁﬁ?wrapperﬁ?@ﬂ@%ﬂiiﬂﬁmﬁ
|-— src
| |-— main
| | |-— Java
| | |-— org
| | |-— fisco
| | | -— bcos
| | |-— asset
| | |-- client // WMEZEFuAMAE
| | |-— AssetClient.java
| | |-- contract // NEJavaB?IE
| | |-— Asset.java
| |-— test
[ |-- resources // RIS BTIRTH
[ |-— applicationContext.xml // MiHEE 4
| |-— contract.properties // THEERE-SLIMbERY SO
| |-— log4ij.properties // H&BEEXH
| |-— contract //fElsolidityZ3
| | -— Asset.sol
| |-— Table.sol
|
|-— tool
|-— asset_run.sh // WHB{THIA
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77 H 5| AWeb3SDK

T H build. gradle {4 © 5| AWeb3SDK, ANEMBH - EEIAFENBWT:

s Web3SDK5| A T ARG Hsolidity i as M Kjarf, Bt fEbuild. gradle UHFFFER I AR HY
TR

repositories {
maven {
url "http: //maven.aliyun.com/nexus/content/groups/public/"
}
maven { url "https: //dl.bintray.com/ethereum/maven/" }
mavenCentral ()

* 5] AWeb3SDK jarfs

compile ('org.fisco-bcos: web3sdk: 2.1.0")

e 5 BCE SR

o XEREET RIEPEE
P8 UL ERBET 55008 R SDKIE S

# FEA~HFR
# ¥ DU SR BRI E BB R H %
$ cd ~

$ cp fisco/nodes/127.0.0.1/sdk/* asset-app/src/test/resources/

* applicationContext.xml

HE . W BN % B Mpclisten_iph127.0.0.18% #0.0.0.0, channel_port20200,
|J_I\'JapplicationContext cxmlft BN A ﬂ% M HEXHET SEE ﬁ )| , F=E[FE R ﬂ% g
HapplicationContext .xml, BARESZSDKAF A R .

5.2.5 WEH X

BATEENE T w4 8 2R E 5] AU ELE Web3SDK, A7 /4B a0 fa5@ 1 Javafe PR H &4, [F
FE LRI 55 72 & PRUAEH o asset-applil H B2 6, & n R 5285, H P IERFH, MAENMFEZO
FAassetClient BXIT 5L .

AssetClient.java: 1L V8 FHasset. javaX X ST BESHE, ¥12/src/main/java/
org/fisco/bcos/asset/client, PRI LIRS IZEFHIT

. ¥afe

WA ACHS ) 3 ZLIh E N 4 1 Web3j 5 Credentialsif G, 33X PR /X G2 7E GBI B & 2 R0 SR H A2
K HIdeploy B load RO T 22 F -

// HElinitializeFFHTHIGEML

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml") ;

Service service = context.getBean (Service.class);

service.run () ;

ChannelEthereumService channelEthereumService = new ChannelEthereumService () ;
channelEthereumService.setChannelService (service) ;

// WA web3 %%

Web3j web3j = Web3j.build(channelEthereumService, 1);

(continues on next page)
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// Wllet.credential s %
Credentials credentials = Credentials.create (Keys.createEcKeyPair());

o M EAIERT G

A LAE F deploy 8 load EUHT IR L B XS B, TE B RAR, MiEEH TRERESY, JFE1E
HAEERREH B O AU -

// HEEN

Asset asset = Asset.deploy(web3]j, credentials, new StaticGasProvider (gasPrice,
—gaslimit)) .send();

// I E ik

Asset asset = Asset.load(contractAddress, web3j, credentials, new_
—StaticGasProvider (gasPrice, gasLimit));

o BEOEH
AT RN A O, AR ELE R

// selectBE MM

Tuple2<BigInteger, BigInteger> result = asset.select (assetAccount) .send();

// registerfk i

TransactionReceipt receipt = asset.register (assetAccount, amount) .send();

// transferfZd

TransactionReceipt receipt = asset.transfer (fromAssetAccount, toAssetAccount,

—amount) .send () ;

5.2.6 =17
ZE AT EE A B R BT & P A TR IR SN T Thee, B RORFLLEAIE, Mg
THRER A5 -

. ik

# VB E X

$ cd ~/asset-app
# YRiEWH

$ ./gradlew build

AR 2R, BETERE R TR st HR - distHRE T —asset_run. shliiA, LTHE
7 - BHEFFIE——BEACTFIA R FROFIR

o FEasset.sol B

# HAdist BE

$ cd dist

$ bash asset_run.sh deploy

Deploy Asset succesfully, contract address is
—0xd09ad04220e40bb8666e885730c8c460091a4775

o M

$ bash asset_run.sh register Alice 100000
Register account succesfully => account: Alice, value: 100000
$ bash asset_run.sh register Bob 100000

Register account succesfully => account: Bob, value: 100000

- BB
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$ bash asset_run.sh query Alice
account Alice, value 100000

$ bash asset_run.sh query Bob
account Bob, wvalue 100000

o BPUER

$ bash asset_run.sh transfer Alice Bob
Transfer suc

ssfully => from_account:
$ bash asset_run.sh query Alice
account Alice, value 50000

$ bash asset_run.sh query Bob

account Bob, wvalue 150000

50000
Alice,

to_account:

Bob,

amount :

50000

Ba. 2, BAES SN A, £289%1F, SDKELES VST AMET —1ETFFISCO BCOSE: X

EREERINH -

40
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58 FH = Mt

RERME TFISCO BCOSF A MIHEAFM, HHFMALFAFISCO BCOSF & & FhIhgefM H 7=
6.1 I AT F

FA AT DL B RE LU AR — 77 2URBUFISCO BCOSFIHUTHET - #EFE M GitHub N 3 Fiidmis — il -
o B TRAEAER S HEERITISRIE SO, AT LIZEUbuntu 16.04F1CentOS 7.2 LA _ERRAGEAT -
o B 7R Mtdockerfi g, MGHAFF o docker-hubifiit
o RIERIFREATHUTIEY, BRI .

6.1.1 T #Ti4mi¥fisco-bcos

BT GES SEE B TSEERF . 7EUbunt 16.04F1CentOS 725 - 75 MRelease T F Bl % 1
HBG AT -

6.1.2 dockeriEf%

MV2.0.0MR AT 1R, FRATHR AL BN b A tagHIdocker i 15 o X7 R Fmasters> 3, M1 t1astest irEH]
% FLZHdockerbi S it S %X H .

build_chain.shfIAIEIN [ -, & BtdockerzUEBEADILRE, T A B TE - EHEZ 51X -

Hf#: build_chainshfI AN THRBE S H, Bifdockerfffl T ——network=host PWZ&IE=L, SEFRfEH+
Pl e R EARYE B M 4557 5 il 2GS -

6.1.3 JRE9%1%E

1


https://hub.docker.com/r/fiscoorg/fiscobcos
get_executable.html#id2
https://github.com/FISCO-BCOS/FISCO-BCOS/releases
https://hub.docker.com/r/fiscoorg/fiscobcos/tags
build_chain.html#id4
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W FRGEEATEEEFRERONS, ST RT RS FRRUE, HRRMNRIGE . ZW%
FIHLSI B, RIS 205 SR 2 .

FSICO-BCOS fif fil il FHCMake 3 RS A AT EF B IS, XEWRE TR EHERA 28 IERS L
VEIARIE H AL

| ZEMELEMKIE (KTFE)
2. MFISCO BCOSTELI&CHS -
3. 1&fTcmake £ UM I S H YR -

LI
» Ubuntu
flE#FUbuntu 16.04LL ERRAR, 16,0420 R BIRRACE 5 M, JRASGR PR M T40 % TR 1ibss1 -

$ sudo apt install -y g++ libssl-dev openssl cmake git build-essential autoconf
—texinfo

¢ CentOS
THEFF 15 FH CentOS7 LA _F AR A -

$ sudo yum install -y epel-release
$ sudo yum install -y openssl-devel openssl cmake3 gcc-c++ git

¢ macOS
T xcode 10 L PR o macOSHKHN 1, 27 24K H T Homebrew o

’$ brew install openssl git

SoREACHY

’$ git clone https://github.com/FISCO-BCOS/FISCO-BCOS.git

G

PRI RE ZEH SCEAL TFISCO-BCOS /build/bin/fisco-bcos o

$ cd FISCO-BCOS

$ git checkout master

$ mkdir -p build && cd build

# CentoSEIEH cmake3

$ cmake ..

# T PERENLES ATV AN - 5 41 FH A% I G i3
$ make

TR

« BUILD_GM, Ztiloff, E#4RIFH % - iBifcmake -DBUILD_GM=on ..FTHFEF K-
» TESTS, Zkiloff, HICMIRGRIFIF K - ilifcmake -DTESTS=on . .FTH HICMHFF K -
« DEMO, Eiloff, MIAFEFHIFF K - #ifcmake -DDEMO=on . .fTFFEICIIEIF K

i
i
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« BUILD_STATIC, Efiloff, F#AZIFEH X, HZFfUbuntu- i#idcmake -DBUILD_STATIC=on
T B SYRE R

o AR IORY .

# LH#poxygen
$ sudo apt install -y doxygen graphviz
# ERIRIE SO A RIRE SO AL T build/doc

$ make doc

6.2 fEHESK

ER: AT RZRALEMSHEE . CPUNNERIR, Bty T RIERSIEENE, —&ilas EAE
FERCESZ T A

NERERBHRT QEENIE, TARRRESHA M ERERR, AR CEREL S5 7 KA
R, AHHECE T R

EE [ RREE [ FFLE
CPU | 1.5GHz | 2.4GHz

N7 | 1GB SGB
B | 1% 4%
W i | IMb 10Mb

6.3 XI5

e CentOS 7.2+
e Ubuntu 16.04
¢ macOS 10.14+

6.4 I

FEE: build_chainfil A HrR1EH P& E# FHFISCO BCOS, % T4 k2% N FHERZEFISCO BCOSiE %%
A RERET R .

FISCO BCOS#& fft Tbuild_chain.shifl A #f By B /7 P 3 % EEFISCO BCOSHX B4 8% , 1% il A& BX A
MGitHub F#imaster s X EHTRATIGRIE o] TR P (T A R IR 45 2 .

6.4.1 BHIARThEER I
e build_chain. shflASH FHEA AL — &5 S RECE SO, BIAKE Topenss LIERIEE C
HIHRVE RS 2 openssl 1.0. 20 ERRAR « B AIERS A7 FFISCO-BCOS/tools/build_chain.sh -

o PREEARLS T LU - 1B IR B TS IPAIEE - - iR A — MR E RSB B SO, SRR
HAFIE 7L 553 = FISCO BCOSHE - —1H1- £ TA M T & — N B HFF .

o JE I I A A -TAI-13% B, -7 Blog A FIDEBUG, -ii% ERPCHlchannells B70.0.0.
0, p2pBREAINIENT0.0.0.00
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6.4.2 B

Usage:

-1 <IP list> [Required] "ipl:nodeNuml,ip2:nodeNum2" e.g:
—"192.168.0.1:2,192.168.0.2:3"

—-f <IP list file> [Optional] split by line, every line,
—should be "ip:nodeNum agencyName groupList". eg "127.0.0.1:4 agencyl 1,2"

—e <FISCO-BCOS binary path> Default download fisco-bcos from GitHub.
—If set -e, use the binary at the specified location

-0 <Output Dir> Default ./nodes/

-p <Start Port> Default 30300,20200,8545 means p2p_port,,
—start from 30300, channel_port from 20200, Jjsonrpc_port from 8545

—-i <Host ip> Default 127.0.0.1. If set -i, listen 0.0.0.
-0

-v <FISCO-BCOS binary version> Default get version from https://github.
—com/FISCO-BCOS/FISCO-BCOS/releases. If set, use specificd version binary

-s <DB type> Default rocksdb. Options can be rocksdb /
—mysgl / external / scalable, rocksdb is recommended

-d <docker mode> Default off. If set -d, build with docker

—c <Consensus Algorithm> Default PBFT. If set -c, use Raft

—-C <Chain id> Default 1. Can set uint.

—g <Generate guomi nodes> Default no

-z <Generate tar packet> Default no

-t <Cert config file> Default auto generate

-T <Enable debug log> Default off. If set -T, enable debug log

—-F <Disable log auto flush> Default on. If set -F, disable log auto,
—flush

—-h Help
e.g

./tools/build_chain.sh -1 "127.0.0.1:4"

6.4.3 ETN
1T

P48 %8 2 A O BE AOIPA 3R LU NP N BT R 8, LLE 5 7008 - BIASAR 38 i A\ O R0AE ROt R A7
RECEIE, HAEA T R i H 5 EIA303007T 10283, FrE 11 )8 TR — DU AEEA -

£35T01

+ FATREERESUFERT &, T 1 TR L2 EH -

+ HBITE, B—1TRER—IIRSE, B8 1P NUM AgencyName GroupList', BTN R S5
B, o+ NAEZE AT 5% o

+ CIP:NUM FRosPlEspirpibil U ZALEs LRI S EL.  AgencyName® FRNE 4, BT ¥ & i HLAIE
F o GroupList FRZATEMBI T SFTERAE, L, 5% Flal°192.168.0.1:2 agencyl 1,2 %
R ip® $9°192.168.0.1° FINLES EER AT S, XA AJE T agencyl’, E:FgrouplﬂeﬂgroupZ o

FEE A RECHOOIT, S IR .

192.168.0.1:2 agencyl 1,2
192.168.0.1:2 agencyl 1,3
192.168.0.2:3 agency2 1
192.168.0.3:5 agency3 2,3
192.168.0.4:2 agency2 3

% LR U2 Nipcons, MIFH T4 @5E, Ronff A E XM, wEHERF ApEBUG, &
P70.0.0.00
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$ bash build_chain.sh -f ipconf -T -i

e Ti[Optional]

HF¥8E fisco-bcos HHIFTEERIZERE, MWAS K fisco-becosBE NP HEZIERT - INEE
Bf, EMAMGItHub FEimaster s B i HIFEF -

# MGitHub N8 N release i, RN 4TS

$ bash build_chain.sh -1 "127.0.0.1:4"

# FH bin/fisco-bcos i, AN A

$ bash build_chain.sh -1 "127.0.0.1:4" -e bin/fisco-bcos

ot Ti[Optional]

fEEE B EFTER H 3 -

piEIi[Optional]

BT AERmH, BT A= MRE, 55 p2p.channel jsonrpe EH, 73#1%m 1, W TEE =
A o [/ —DPT BRI S R AR IR 2

# AT ARG 30300,20200, 8545 F1° 30301, 20201, 8546 -
$ bash build_chain.sh -1 127.0.0.1:2 -p 30300,20200, 8545

ik i[Optional]

TSEGED, W EIZETRT, & T S AIRPCHchannel 'l H70.0.0.0

viZi[Optional]

F T 15 € $& EFISCO BCOSHY i F /Y — 3t i AU A « build_chain®k I\ T EiRelease I I Hr AR A<, %
BIL LT T #2048 Eversionfl A H % Bconfig. inilit B X # M [compatibility].
supported_version=${version}. W 5 [{ B {f H-eikt W , N A & [compatibility].
supported_version=${version} NRelease Il [HHRHRAES -

di%i[Optional]

15 Fdockerf® =X #5 #EFISCO BCOS, i FiZ Wik AN f B —#F d), (HZSRKH P B Siles &
ZEdocker B P H dockerf{FR, BIFH i AdockerftH - ZET7 S BR FHITU T2 BT A

$ ./start.sh

ZARFUT start.sh IR EI T S A9 20T

$ docker run -d --rm —--name nodePath} -v nodePath}:/data —--network=host -w=/
—data fiscoorg/fiscobcos:latest —-c config.ini
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s i[Optional]

GE5EGET, ZEChdbss, B ffrocksdb ~ mysql ~ external - scalable - 2K\ {# FHRocksDB -
» RocksDBHE, #HRocksDBYE & uikid 4 -

. ?F/IQ({)LEQEE f# FIMySQLIE A 5 AU B, 19 s ELEMySQL, 7% 27 R 2Hini U1 P L B 5UE 122
B\ g;m\f’

* Externalf®z0, f#HMySQLIE N5 s ez, T8 Hamdb-proxy B EEWEE, QBT HE
iLamopIGE(E, FFEAERFHini U HELEopic(E R -

o scalablef®3\, XIREFRFRELIEAAEENFRIBIEEF, KREIEIRYEBCE 77 68 AL LUR & i 24
fIRocksDB LI « INTHFE AR B EIR IHRE, /0 {# i scalableffi -

ciETi[Optional]
TSHEGET, WEIGETIR, &ET SR E ARaft, BRIAZE NPBFT -

ci&Ti[Optional]

T 15 € #5 EFISCO BCOSHY U 8E bR « 13 & % % Wi K (] 2 20X Bconfig. ini AL & S H
Mllchain].id, ZEGLHEVIEERE, BOARENL-

# ZHETRR N 2
$ bash build_chain.sh -1 127.0.0.1:2 -C 2

gi%Ji[Optional]

TBHORI, R EZETN, #EEE R FIFISCO BCOS - 1 A gid Wi i 2 sk — # #lfisco-beos E %
JA -

z 1% [Optional]

TSR, BEILRTIT, LR St -

t % Ji[Optional]

IEITUH T 8 A2 BUIE A3 I AORIE 5 E & ST -

T [Optional]

THEORI, BRI, &E T A Hlog A NDEBUG - loghH KA E 2 %X H

6.4.4 T QIHHLPGEH

o cert 3R T AFTICHE AOARIE R FIFLFIES -

o DAIPAR 44 B30Ik T LIRSS 2 BT R T R RECE - fisco-beosAHUTEER - SDKFT& AL
FIHE

o AP R T Mnodex R T M ST HFHEEXH - EFconfig.ini BT AHER
B, conf HER NAEMIEP HEMBAEMREE . EXFFES, W25 E. 8101 aHiLR
fitstart . shfllstop. shliZA, AT BEHMELT S .

o BNIPXHFE N At start_all. shifflstop_all.shi MHIAHE T EsAE LA T & -
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nodes/
— 127.0.0.1
| — fisco-bcos # _itHIREF
— node0 # T7RLOS{FR
— conf # ECE IR
ca.crt # BEIRIEP
group.l.genesis # HEHIWIIGILECE, 2 U] HEL
group.l.ini # #FALIMCE IR
node.crt # TALIETP
node.key # 11 iFAEH
node.nodeid # Tiid, NERI16EHHIFER
— config.ini # TEFEE N, WEWIIP . bHE
—— start.sh # B#HA, HTEIIT A
L— stop.sh # IR, FHTEIET A
— nodel # WALk

— sdk # SDKTZEHEIN

— ca.crt # HERUED

— sdk.crt # SKDPTRRIUERICH:, B ERNF
sdk.key # SDEUTTRIIFABHSCM:, B LERENT i A

— cert # ﬁf%ﬁﬂi?

— agency # HURIE - 33k

— agency.crt # HUUED

— agency.key # HLIFAEA

— agency.srl

—— ca—agency.crt

— ca.crt

L— cert.cnf

L ca.crt # BEUED

— ca.key # HEFAEH

— ca.srl

L— cert.cnf

6.4.5 15 F 244
B R 4558 B A

Fa) 38 A KL 1477 55 FIFISCO BCOSEX B3 5%, fif A BRI #2 4R 9% 130300, 20200, 8545 (417 A&
F30300-30303,20200-20203,8545-8548) , Wi Wr4hMchannelfjsonrpcii 0, ¥ 7h M
JFSDKEAPIS 15 S A H. -

# M FIsco BcosBEHBE

$ bash build_chain.sh -1 "127.0.0.1:4" -1
# ERINE, ¥t A1l completed #EUR
Generating CA key...

=
&

Generating keys ...
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:l

Generating configurations...
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1

[INFO] FISCO-BCOS Path : bin/fisco-bcos
[INFO] Start Port : 30300 20200 8545
[INFO] Server IP : 127.0.0.1:4
[INFO] State Type : storage

(continues on next page)
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(£ ET0)
[INFO] RPC listen IP : 0.0.0.0
[INFO] Output Dir : /Users/fisco/WorkSpace/FISCO-BCOS/tools/nodes
[INFO] CA Key Path : /Users/fisco/WorkSpace/FISCO-BCOS/tools/nodes/cert/ca.
—key

[INFO] All completed. Files in /Users/fisco/WorkSpace/FISCO-BCOS/tools/nodes

RRABTHE T A

AT AR /N BRI — D R SO R A

PIHT R A RFAHIE T

TR RMBEE, L —T 4 nodes/127.0.0. 1 HF F#fT
1. RBUEB A S A

curl -LO https://raw.githubusercontent.com/FISCO-BCOS/FISCO-BCOS/master/tools/gen_
—node_cert.sh

L. ERGHTTT AAAIE

# —cHRRENUAIE T S RAEA P FE B 12
# —ofi BT E ik, EnewNode /conf P ETEIEN M agency#i%: & WIUE-FFIFAER

bash gen_node_cert.sh -c ../cert/agency -o newNode

[ FRAIE T T T < A2 OE -

bash gen_node_cert.sh —-c ../cert/agency -o newNodeGm -g ../gmcert/agency/

WA A B

1. $5 DUEEZH 171 finodeORC B 3 (45 T HMIZR

cp nodeO/config.ini newNode/config.ini

cp nodeO/conf/group.l.genesis newNode/conf/group.l.genesis
cp nodeO/conf/group.l.ini newNode/conf/group.l.ini

cp node0/+*.sh newNode/

cp -r node0/scripts newNode/

2. ¥ HnewNode/config.ini™f W& WOF HIPA ¥ H ., XN Flrpcl®®E #H |, &
Mlisten_ip-~ channel_listen_port#ljsonrpc_listen_port; XI Flp2plt&E b |
B 1isten_port

3. % Fr T A BIP2PRL B MIIPATPortil A JR B T A Miconfig.ini HI[p2plF Bt o X B T
FIP:Port 7127.0.0.1:30304 1), {EXUS HI[P2PIELE H

[p2p]

listen_ip=0.0.0.0

] 1 en_port=30300
;jenable_compress=true
; nodes to connect
node.0=127.0.0.1:30300
node.1=127.0.0.1:30301
node.2=127. :30302
node.3=127. :30303
node.4=127. :30304

o o o
o o o
e e
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4. BB A, HUTnewNode/start . sh

5. 18 idconsole ¥ Fr 1 E I AFEEL, 1E S FH X BAX E, nodeIDA] LB i if @ cat newNode/
conf/node.nodeidiIRAEL

6. M AE AR

ZRSaRE A

{5 Fbuild_chainfifl <) 7 £ iR 55 28 22 BE4H AUFISCO BCOSEX B3 5 75 S48 Bh i AN B B S0 i, Rl FH 5 =
LS E X .

6.5 ik Ui
FISCO BCOS 44K HTH F]CAFNEANLE], ZFHMERZRANEBLEN, REEEBAZEM - B . %

P AT -

FISCO BCOSTHHx509WmY iE 1545 =0, RI\BIB VSR, BIARH=ZRIEREM, B LM 595
FEEUES MRS « T RIEP -

TEZRFARM T, —FEEHA — D BEED O N AEERAEH, HERAHEXER R A S mE P . BXEIER
G2 A DUE RS FIEfI1E R 3 fFagency . csr, ZAVMIEagency.crt -

MRV E T R, AT LA T BT R & SIES -

TARIETRET S SRR, BT S5HMEE SIS 7 S B LSSLER:, I T inZhmif .
sdkiEF 2 sdk 5 7 FOBERIFEIE, VUM A MsdkiET, RVFsdks 17 S0 TIEE -

FISCO BCOS T s AT iS5 8 8

6.5.1 ATEX

FISCO BCOSHIIERBE o+, HHMEMMAE, HAlZHKEERAXEHES - YL . 77 5MSDK -

REEEIng
o BRARASEEENRY, HREVIEIIESER U Fagency . cse APUIUA HIAIES -

ca.crt HEEP
ca.key HEFAEH

FISCO BCOS#H1TSSLINZLREERT, HHAMHEEHEIUET ca. crt BT S 4 A ER: .

HLAE
o PUE B UEENUAAAE, AT LA 7 ROE MlsdkiES -

ca.crt HEUEP

agency.crt HUAGIEF
agency.csr FUAIERERIH
agency.key HUAFAEH
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1 5/SDK

» FISCO BCOST7 s AL ¥E 1 S UE T FIAAEH, T3 507 51 B SSLAN B+
» SDKEFESDKIUEFFIFAEA, HT5 XHEETT S @ SSLIN %Rz -

ca.crt #HEUEP
node.crt #7177 IET)
node.key #7150
sdk.crt #SDKUET
sdk.key #SDKFAEH

T AIEFnode . crt @3 T AIEBFVAGUERE B, 17485 HAMTY S/SDKE FRIER 2 A B Crf
FAnode . keyMTHBHTES, &% BT FInode . crt X 7 #7550 IE

6.5.2 WEBAERTE
FISCO BCOSHJUE AR T, F - ta] DU A )50 52 T 5 AR s R E 35
AR RRBE UE S
o BREAEEZR 51 2 1F Fopensslin 215 K §EFA A ca . key, RIfcakeyE M HEIEF ca. crt

A AL

o MU {EHopensslin &4 B LFAagency . key

o MU FEAVISFA A agency . key B BN IEFI1E R U HFagency.csr, Kikagency.csr’FBEH
HEAE

o BEIABER O & B FA Hca . key, MIEE B ML L F 1 K X Hagency . csrE 5L IE
Flagency.crt, HRHMIEF agency . crt ZIEEXT ALK

H T S/SDKAE B

o AL node . key FIIERIFER L Hnode . csr, VMMWEHERAMFHAMFHagency . keyFIEFHF
SR fnode . csrh T E/SDKIIA UE+

6.5.3 i N UEPBEEHERE

S8 RCUE P SEHA B PR (8 AL B A8 DA A SHE F AT Ry -
HUEFS IR, FEM AR H R SRHEE AL, BEMT:
B B AT 5 B KN~ /mynode, T8 HXAIT:

mynode

— conf

ca.crt

group.l.genesis

group.l.ini

node.crt #TAIEPIH, FTEEH
node.key #T1SAAEH, UEPEHHTEEMH
node.nodeid

— config.ini

— scripts

l— load_new_groups.sh

(continues on next page)
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L reload_whitelist.sh
start.sh
stop.sh

WP HANES B3R A~ /myagency, HEATR:

agency
agency.crt #UEIES, UEPEHITEEEH
agency.key #VUFAEH, Wb EEHATEZ A
agency.srl
ca.crt
cert.cnf

SHRIE T

o AT S AL BGEFIE R M E¥ ~ /mynode/node/conf /node . keyIEMUN R B O I SFA
B, ¥~/myagency/cert.cnfB#N H CHIUEFELE ST

openssl req -new —-sha256 -subj "/CN=RenewalNode/O=fisco-bcos/OU=node" —-key ~/
—mynode/node/conf/node.key -config ~/myagency/cert.cnf -out node.csr

BAESERUE 2TEZ A H R N AESIEFIER L fnode . csr-
o BHREIUEFIERILIF

cat node.csr

BAEEE BRI T

MIIBGzCBwgIBADAGMROWEgYDVQQODDAtSZW51d2FsTmOkZTETMBEGAIUECgwKZml z
Y28t YmNvczENMAsSGALUECwwEbmOk ZTBWMBAGBygGSM4 9AgEGBSuUBBAAKAOIABICU
KLPO9GFRF6bBz+pfHC11ifgzgqrPiVoSPtwubXx+NRAIS02EENMpnLgaXWm+OyadKz
PgqUneVDQ6U+CvgY2IPygKTAnBgkghkiGOw0OBCQ4xGjAYMAKkGALIUdEWQCMAAWCWYD
VROPBAQDAgXgMA0OGCCgGSM4 9BAMCAOgAMEUCIQDa8PzS1sCdk+riWgEsaOdvBnY+z
NDw6LU44WHCtrW6iNQIgY7NedEpAvPGmMOXalJsvYm2Xy6BmOMIL7NEIP9Y0ail=

o A FH HLRE AL ER A0 LA UE 35 30 3E 15 SR 3 node.csrE &K FTUE P, 1B ¥~ /myagency/agency.
keyBHUNIR B CRIVAFARH, 184 ~/myagency/agency . crtlEECHR B S HINIE S

openssl x509 -req —-days 3650 -sha256 -in node.csr —-CAkey ~/myagency/agency.key —CA_
—~/myagency/agency.crt -out node.crt -CAcreateserial -extensions v3_req -extfile ~
—/myagency/cert.cnf

DAsIEER (NN

Signature ok
subject=/CN=RenewalNode/O=fisco-bcos/0OU=node
Getting CA Private Key

BAETRUE 2TEZ A H RN RS E IEFinode . crt -
« BETAHTES

cat ./node.crt

BAESERUR BRI T

MIICQDCCASigAWIBAgIJALm++fKF6UMXMAOGCSgGSIb3DQEBCWUAMDcxDZzANBgNV
BAMMBmMENZWS5 jeTETMBEGA1UECgwKZm1zY28t YmNvczEPMAOGALUECWWGYWd1bmN5

(continues on next page)
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MB4XDTESMDkyNjEwMJEyNVoXDTI5MDkyMzEwWMjEYNVowO JEUMBIGA1UEAwWwLUMVU
ZXdhbE5vZGUxXEzZARBgNVBAOMCMZpc2NvLWJI jb3MxDTALBgNVBASMBGS5vZGUWV JAQ
Bgcghk JOPQIBBgUrgQQACgNCAASALCiz/RhURemwe/gXxwpdYn6s6gz4laEj7clm
18£3UQCOdNhBDTKZy6mllpvismnSsz61J31Q001Pgr4GNiD8oxowGDAJBgNVHRME
AJAAMASGA1UdDWQEAwWIF4DANBgkghkiGI9wOBAQsFAAOCAQEAVVLUYeOJBEfrlbbwp
E2H2QTb4phgcFGvrW5tqfvDvKaVGrS jJowZPKX+ruWFRQAZJIBCc3/4MOQ1PY1WpB
R5a9Tpc7ebmUV1tY7/GgAS1DExdt2ngSvLxOKWgE++FveCdJzOEGuuttTZx JWFhQ
Yr9rP1KhzhE02jMO1lFIxdoCrG/WkcKmzJEyHAVwxLr2FOF 9g9e909xyUkt 2Q0RBGD
T4dIO0eLRK6V1pnNkbBNRYG+tGMg2nBUPCAKJIbV1LnhaNNRRbES5z7I4JkRnLHea 6P
1VIiwnmbv9a3aM71snisPAz8PY5Ddmf1o87UiL02J2UnOmg+gt ABO9CODUROGbSHS

Q6CXDA==

o RENUIEF IR SRR E
H T fisco-beosff i ZEF 45, FEHNMNIEBFT SIEF 47+

cat ~/myagency/agency.crt >> ./node.crt

o BEEHEIT AFNES

cat ./node.crt

BESERUR Rt h

MIICQDCCASigAwIBAgIJALm++fKF6UMXMAOGCSgGSIb3DQEBCWUAMDcxDZzANBgNYV
BAMMBmMENZWS5 jeTETMBEGA1IUECgwKZm1zY28t YmNvczEPMAOGALIUECWWGYWd1bmN5
MB4XDTESMDkyNjEwMJEYNVOXDTIS5MDkyMzEwWMjEYNVowO JEUMBIGA1UEAwWwLUMVU
ZXdhbE5vZGUxEzZARBgGNVBAOMCMZpc2NvLWJI jb3MxDTALBgNVBASMBG5vZGUWV JAQ
Bgcghk JOPQIBBgUrgQQACgNCAASALCiz/RhURemwe/gXxwpdYn6s6gz4laEj7clm
18f3UQCOdNhBDTKZy6mllpvismnSsz61J31Q0001Pgr4GNiD8oxowGDAJBgNVHRME
AjAAMAsSGA1UdDWQEAwWIF4DANBgkghkiGOwOBAQsFAAOCAQEAVVLUYeOJBEfrlbbwp
E2H2QTb4phgcFGvrW5tqfvDvKavVGrsS jJowZPKX+ruWFRQAZJIBCc3/4MOQ1PY1WpB
R5a9Tpc7ebmUV1tY7/GgAS1DExdt2ngSvLXOKWgE++FveCdJzOEGuuttTZx JWFhQ
Yr9rP1KhzhEo2jMO1lFIxdoCrG/WkcKmzJEyHAVwxLr2FOF 9g9e909xyUkt 2Q0RBGD
T4dIO0eLRK6V1pnNkbBNRYG+tGMg2nBUPCAKJIbV1LnhaNNRRbES5z7I4JkRnLHea 6P
1VIiwnmbv9a3aM71snisPAz8PY5Ddmf1o87UiL02J2UnOmg+gt AB9CODUROGbSHS

Q6CXDA==

MIIC/zCCAeegAWIBAgIJAKKO/dNNnUmlgMAOGCSgGSIb3DQEBCWUAMDUXD JAMBgNV
BAMMBWNOYW1uMRMwEQYDVQQKDApmaXNjbyliY29zMQ4wDAYDVQQLDAV jaGFpbjAe
FwOxOTASMIYwWOTU4NDFaFwOyOTASMjMwOTU4ANDFaMDcxDzANBgNVBAMMBMENZWS
eTETMBEGA1UECgwKZm1zY28tYmNvczEPMAOGALUECWWGYWd1bmNSMIIBI JANBgkg
hkiGOwOBAQEFAAOCAQS8AMIIBCgKCAQEAUPgzl54aXwdt+dcR1+a0z3X7yyO0PUymm
DgMg3070eWXWYa8MWss5GBGWa2SLepuX/uryzZJUUYcmSDwAo7Rsrf8zmbiHgouEC
1iy01IgM+9jE7/IywRpRZO7W/QNrvOvRXxDJIsr120vs760aMRKWD6UCA7b0Q/m/H
N8VC66r3cvcgeylq49idwOnhh5g80921MF1vu30Rire8kzckzUDr/SV3yt036tZs
D+91/3jHRc/tWo38nkiPy3DIm2001rNeJ4+IHnX0fxQxOwsiAeFluxtCq/ZFh4pTL
51JZ2To7bzRcORLOdAz40svwDxJKyrMf1hueO0kGDCOWMExzzvx20T14wIDAQABOXAW
D jAMBgNVHRMEBTADAQH/MAOGCSgGSIb3DQEBCWUAA4IBAQBLIXrFIPQP1Kosm2q/0
KktQA040h/y6w94Z4bHve0AqzTZn3/t£590e9C4£8F /Da+D+nVOGETLLEQRSHT+r
CCAAM78gN90oXmfkt 3LvK/YXLNCVB6SSXw8fQx+bfDbIVRB5ivkGl+pmmnh3polzU
zbrnfdSQi0ZVIMJIPsAr jWwkE1i0GkXeiXov3051iEX6J5pgu3AMe2RRMwyJiJeud
PRPCsSF5BN6QrtMubwEnyvyrrX0/drBMt HLMCgecLd/nYMyJ4P15L6UnxC8taQs jM
rAtP3RZrBvBTwXKEDOge/hGIzrO9I1vjfCEuxV3DL1KfGVewuuboW2t YFWGEfmrEX
MB7w

o A AT S IE P node. crtBE R R T S Hconf 3R
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cp -f ./node.crt ~/mynode/node/conf

« BRI A

’ bash ~/mynode/node/start.sh

® QETJ 5/\1/\

’tail -f ~/mynode/log/logx | grep +++

EHEEN %\TT'?’.Fﬁjﬁ++++Generatlng seal, F#ARHLIRIEH.
N FIAERIE, SRR T UEBEHRERE -

6.5.4 HLIY UL /BEUE T 5]
HESRBERNE BB O AN, FTEEPEEREAUED AT R E, SHHIE P FI0penSSLAT & 5 5
CEHAERER AN, 2iEMbuild_chain. shlIARZELIERERIE, BWEDSEWT:
o AR ca. keyEFBEL BT ca. crt
o FAVIMIERagency . keyE IR IER L Hagency . csr
Tfﬁﬁﬁ_ﬂ\%ﬂca keyﬂ']'lft:ﬁlﬁjzjﬁtf:agency csr ﬁﬁ?ﬂmﬁﬁ:ﬁagency crt
o [FHT Hnode. keyﬁiﬁﬁ%lﬁ*jﬁﬂﬁnode csr
o HHANEFAHagency . key S UETIER X Hnode . csr B X R E|TT SiEfnode . crt
o B SUER AN IE RIS EInode . crt, PHEBRAIET LIS SOE AR RIE
o T AEREEIET ca. crt, T AIETnode . crt BH#LFTE 19 Miconf B 3k T AJIES

6.6 FLE 5 ECET

FISCOBCOSiT%“%LKZS BEBAFBEZ NMMALKA, KARRFEREME LIRS, FAERSAHEMEE
e, B0 TAEE - T EREconfig. iniMIZ MKAR Bgroup.group_id.genesis~ group.
group_id.ini-

e config.ini: FELENH, FEEERPC. P2P- SSLIEF - KA & X {17 . HEMEE
B

SO ©

e group.group_id.genesis: FFAHAREH, HANMET A, TABE, NAFIE
BOZELE - FEABREINAEE . FEERTE . RoRgasIRIEHCE T -

+ group.group_id.ini: BEARUBEYM, GELHMANE, FEEERT AL

6.6.1 FHcE X ffconfig.ini

config.iniRHini®&z, FEAFE rpe~ p2p - group - network_securityFllog Fr & i -

BHE:
o = ENLAIAMIPEI NP, Flisten_ipiE 5 INAIP, S4FE R, FHEE0.0.0.0
« RPC/P2P/Channel¥s Wi H A7 F1024-655350 N, HANRE 5128 b HAD R A W s 1 1 2%
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B ERPC
e listen_ip: ZA&FE, EHEMABIALENT127.00.1, QIRFZEISNNHEIRPCESH M {# FHSDKF ki
WF 33 A BISNIPEL0.0.0.0;
e channel_listen_port: Channel¥i [, Xﬁ&?'JWeb3SDKEE§EPE/‘Jchannel_listen_port;
e jsonrpc_listen_port: JSON-RPC¥#iH -
RPCFE E /R0 T

[rpc]
listen_ip=127.0.0.1
channel_listen_port=30301
jsonrpc_listen_port=30302

BB P2P

U BiRRAFISCO BCOSU Al Econfig. ini BB R B AP MPore, P2PHIAEE .
e listen_ip: P2PWAFIP, ERINXE10.0.0.0-
 listen_port: TimP2PHT¥H -

e node.*: TR FEEENIE T S IP:PortBiDomainName : Port - %I X g % , (B FEE
B P T sh IR iR -

» enable_compress: M EAGEMECE LT, FE true, RPF B EHEThEE, BLE
Hfalse, FTIAXFMLGEEGEThEE, ML IEMNFESH X .

P2PALE 7R BI40 T

[p2p]
listen_ip=0.0.0.0
listen_port=30300
node.0=127.0.0.1:30300
node.1=127.0.0.1:30304
node.2=127.0.0.1:30308
node.3=127.0.0.1:30312

P B A SO B 12

[group] FEEART G ETEKPTE AR ERE
» group_data_path: FEHEIRAEKT -
* group_config_path: REARCE U -
ﬁ‘lﬂjﬂ/.ﬁﬁﬁﬁ‘group_config_pathﬁ%%—ltﬁ/‘]}iﬁﬁ .genesi sla BOUHE BhEEA -

[group]
; PTERAEBERE T A dataT B
group_data_path=data/
i TR BaNEOZERIE THIFTHE . genesis F
group_config_path=conf/

BLEIEHER

HETZLZE | FISCO BCOSTI & [BRFISSLINE#EE, [network_security] BtESSLIEREAIEFE
=|

i

e data_path: WERFIFAHAHFEE -
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key: T HEAHMEX Tdata_pathHIEETE -

» cert: U Pinode. crtfAXFdata_pathfIiTE -
o ca_cert: calF P HEEZ -

e ca_path: callE BIHR, Lcalf 7R

[network_security]
data_path=conf/
key=node.key
cert=node.crt
ca_cert=ca.crt
;ca_path=

M & 24 %R
ﬁﬂ:@?ﬁiu%ﬁj, FISCO BCOS M 17 s AN AR SN AR B IR a5 X Lo B 47 sy
PN ERE, @it [certificate_blacklist]BiE:

crl.idx: B4 BT 5 fNode ID, 77 5 Node IDA[E it node . node i d A FREL; idx B4 H
w,ﬁm%%‘l

B2 BEFAERIL A S HCARL B
B2 HBEIRECE R

; UEPEZE
[certificate_blacklist]
crl.
—0=4d9752efbbl1del1253d1d463a934d34230398e787b3112805728525ed5b9d2ba29%e4ad92c6fcde515¢6ede8baabaca3l
3787c338a4

A& HEER

FISCO BCOS X FHFHhRER K Fiboostlog, FEALE TN :

* enable: Eﬂq/ﬁﬁﬂ H/u\, &Eﬂﬂtruei@ﬂ?ﬁﬁﬂﬁfg; iXEﬁ]falseﬁTmﬁHH/u, %ﬁi}\iﬁ'ﬁ
Ftrue, HEREMNR ] B IZ LT E N Ealse, FERITED B &5 SE R A0

* log_path: HE X HEEE .

o level: HERA, HaiFEEBFEtrace- debug- info-~ warning- error A HERH], &
BREMBEYSE, BEXHF 2B RTETZRANMEE, BERINKE/ N HEFerror >

warning > info > debug > traceo
e max_log_file_size: HEXHRREE, TI‘Eiﬁ‘Lﬂ?IMB, 2XIAN200MB -
+ flush: boostlogﬁ%jiU\ﬂ;)al /D\EEJJF'J%? HRE T RGUERE, BUCRAZE R E Ffalse -
boostlog 7~ FIHCE 41T -

[1log]
; T\EI_I]_L‘)EHH [ g@jﬁl}\,ﬁtrue
enable=true
log_path=./log
level=info
i BOHEEXHEAAR, Bl h200MB
max_log_file_size=200
flush=true
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FLE T s aRA

FISCO BCOS 2.0+fTH R A M B3 %5, Al idconfig.iniF A [compatibility] Bl & 17 & HIFEZ
%, WECETEREN TES o4, AP AFEM .

* supported_version: N TP =0r=y B a: 0] %N

HE:
o A[HEIT ¢“./fisco-bcos —version | grep “Version” ** i & FHFISCO BCOS 4 i 345 Y & = U4
* build_chain.sh 4 5 X B8 15 SECE A, supported_versionfit & N FISCO BCOS 4 Hij it 5 iU A
o [H TR T AR, EEEEIHATFISCO BCOS i il i N BFISCO BCOS il EI AT,

FISCO BCOS 2.2.0T M [compatibility] BLEUT:

[compatibility]
supported_version=2.2.0

ALERCE: AN
N T OREETT S EARYLENE, FISCO BCOST| A VA ZINH ORIE T S EGR VLSV, ERMBRIETFINES
X H .
config.ini#M]storage_securityHATHE EHEINE, FEALE:
s enable: ELTREENE, BIAAHE;
* key_manager_ip: Key ManagerflR55HIERZEIP;
* key_manager_port: Key ManagerfR&5 W T ;

e cipher_data_key: T AEIEINZEEHIIZ L, cipher_data_keyHIFHESZE & INERIET
i

VEE T R BRI T

[storage_security]

enable=true

key_manager_ip=127.0.0.1

key_manager_port=31443
cipher_data_key=edl157f4588b86d6la2el745efe7lebea

6.6.2 FHH RSGHLE Ui
BAREEA LR E S, HRESEESAEIL, Ao AHHARGEREMBFHTERE . A
%%@ﬂﬁ“%ﬁﬂ:%ﬁ%conf =l ET. genesis)ﬁ%@ﬂﬁiﬁ:* °

- groupl FIRGAE — a4 ﬂﬂgroup .1l.genesis, FEHARGIE FEAERHAEID - i . 764
Fgastf R HIBLE -

HE: BEASREN, FEE:

. ﬁﬂ%ﬁéﬂm—ﬁ: FHAGECEM T AL RER0HY, R R AN e T SR E
—Z

s TRBESEATER . AGRECEIEAQHERG AT RAGR, BEMIRILE AR

« SERIIAILIS, BIBEEERL T genesisBC &, FrAECEANSERL, RGUHIRNGEH U6 L EER! i genesisAC
&
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o HiFgenesistt B ZREELE N FTE T S —20, B build_chain & ROZELE

FARE

[group] FEERAID, T AMRIEZIDIIIG LA -
T2 ML BRI a0 T

[group]
id=2

HREE

[consensus ] XIIRMHREE, A
e consensus_type: ILIREIERA HEJZEFPBFTAIRaft, BRIAfFFIPBFTIIRE X,

» max_trans_num: — XIRAFTERIERARL SHE, BIAR1000, HEVIRILE, wlEEE ] 58
DL SEL
e node.idx: IR H I E, BE T 25 HIHT & fNode ID, 77 5 HINode IDFA]

i# i'${data_path}/node.nodeid f# I« B Arsq data_path} A j# i + i Hconfig.
inifJ[network_security] .data_pathBiEIIKE)

5 HRECE
[consensus]
; WIREYE, HEIXFFPBFT (consensus_type=pbft)MRarft (consensus_type=raft)
consensus_type=pbft
i BB S
max_trans_num=1000
; leader™ fHJIDFIF
node.
—0=123d24a998b54b31£f7602972b83d89905176add03369395e53a5f60c303achb719ec0718efled51fe
node.
—1=70ee8edbf85eccda9529%9a8daf5689410ff771ec72fc4322c431d67689%efbd6fbd474cb7dc7435£631
node.
—2=7a056eb611a43bae685efd86d4841bcbbaefafbf20d8c8f6028031d67af27¢36c5767¢c9¢c79cff201]
node.
—3=fd6e0bfe509078e273c0b3e23639374£0552b512c2bealb2d3743012b7fed8a9%dec7b47c57090fa6

7e9cf4836£26

rab592b98£f22bl

[69ed80££220b

cc5341922c32]

RERABE

state H T X REEIREFE L, (LT genesis K [state]:
s type: stateRA! HEIFistorage stateIMPT state, BKIA Fstorage state, storage state¥f 3¢ 7 HUfT
HEREMERGET, WEKE, MPT state i LS HATERFAMEEMPTI A, ERKAR, HES
FEREIN AR -

BHE: I storage state

[state]
type=storage
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gashii &

FISCO BCOSHE 2 LIRS EHIHLEVM), N T B 1IEE S EVMEIDOSE i, EVMAEHUTZ HE, 5] A
Teast i, ARERHGESAHITIEPHEBAITEMGEE TR, 64558 5 i KgashR #F1 X B
KeasPR], #5858t X BT VE FE Fgasi i FR #l(gas limit), M %75 5 X P - FISCO BCOSZ Bk
IEE . L T gasi®it, (URE AR G mx KgasfR#], X5 Kgasill i £ 7L & Fmax_trans_numF13Z
5 KgasFR#l—#AI R . FISCO BCOSiE T genesisf) [tx] .gas_limitRELE 5 KgasbRHl, ERIA
F£300000000, HEFIIATEERS, AR ] G 782 oA A gas PR -

[tx]
gas_1imit=300000000

6.6.3 Mk AT 32 it B i 1

AT B B AL T 1 Mcont B3R N . ini FRRISUHEF -

W: groupl | ZBHlE — & Ngroup.1.ini, AIZECE FEMIER St A/ - PBFTHGRE B K
FITTL - PBFTILiRFT AN A% E « PBFTR ST HISHELE - 1785 K ESE .

fii & storage

17 fi& B B 3 FFRocksDB ~ MySQL -~ External = Ff 5 =, FH 7 7] DLAR #8 7% 2 %L 5 8 F f¥9DB, H
FRocksDB: BE &% /= ; MySQLZ FrH P ﬁHMySQL%gZ WEE, AEHIERMESE,; Externalill o 295
H i Almysql, H P REEBIFELELIR R - St S FEAMDBF 1% 11 - RCIARAE T A1
FARocksDB#E X LevelDB LUK I HIMEREFRIN, 1/55CHFIH AR ZA<LevelDB -

NIEE I

HE: HEEIAMysq BEE, BLEtype HMySQL -

e type: f£ fif MIDBZE % | F FFRocksDB- MySQL- Externalfllscalable, A X 4
K /NE . DBE B HRocksDBI |, X Bt 8 R 4% fi H £ & 77 i TRocksDBZ Hb %4 #&
o type My SQLEY |, 17 S AR 38 B B U5 (MlmysqlEL 3E FE ; typeNexternallsf , T & i
PR R U RlmysqlEL 38 2, AMDB/R Bt & E £ %X B, typeHNscalablelf , 75 EH X
Hbinary_log=true, IR EEIE X S EIE 55 7 77 15 76 A5 [7] FIRocksDBEE 7] 7, 77 i
X BREHE FIRocksDB L AR PR B Wiscroll threshold multiple*10008)HeSEf], S| LI
AR X R A 4 -

s max_capacity: BCERFTAHTHNFEZFERIZEIRAN.

* max_forward_block: Eﬂﬁfﬁﬁ*ﬁﬁﬁﬁ?ﬁﬂﬁ@iﬁﬁ’ﬂﬁdx 2 A RO X R B UERS, T
R IR SRR B ASRE -

* binary_log: HXE Ntruelf$TFFbinary_log, LA IKHIRocksDBIWAL -
* cached_storage: R ESFEHEE, Biltrue-

BE A R BB

e topic: HtypeNExternallt, FEAEIZTE, FRXHEE ARG FEAMAMDB Hiopic, 4
e R

* max_retry: é/ltypeﬂ?ExternalHTJ', TEEZTER, -5 NEBRFERKE, FHES
FiXH .
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* scroll_threshold multiple: %’ltypeﬂ?}scalableﬁj‘, R B I BB X R E R )
Hef{E, ¥scroll_threshold_multiplex1000- EXINN2, XIREIE A 2000877 EAEANH
A JRocksDB S| FH o

e db_ip: Htype AMySQLES, FFEALEIZFE, F/RMySQLHAJIPHILL -

e db_port: HtypeAIMysQLIf, FTFEALEIZFE, FRMySQLA S -

» db_username: Htype AMySQLFf, FEELEILTE, FRMySQLIIFHF 4 -

s db_passwd: Htype AMySQLIf, FEALEIZTFE, FRMySQLH XA Z S -
* db_name: Htype WMysSQL, TREALEIZTF B, FRMySQLH# H IR ES -

e init_connections: HtypeAMySQLEf, FEALEIZF B, F/R5MySQLE . FIWIIAEREEL,
k15 . EHEGAMERTA -

* max_connections: é/ltypeﬂﬂMySQLHTj‘7 AR B LB %ﬂ—?’ﬁMySQL@jEﬁ%j(ﬁ%ﬁ,
BiN20. fEHECAMERTAT -

T T =2 [storage] L & 7=

[storage]
; Storage db type, rocksdb / mysql / external, rocksdb is recommended
type=RocksDB
max_capacity=256
max_forward_block=10
; only for external
max_retry=100
topic=DB
; only for mysqgl
db_ip=127.0.0.1
db_port=3306
db_username=
db_passwd=
db_name=

R 5 E

FISCO BCOSH A it A EECE I A . A AlRTE B Sk SRR K - TR @ tE K LUK s f)
FE fF AL B B BB it R

o MR ERBFIIAT

[tx_pool]
1limit=150000

PBFTHHTE B R E

PBFTHIRE LN T RIEIH IR R KM A, SR SIEESARREE G, Sr T
ARRZIEE, MBI T, RV B AL H 2 AN A4 IR B, R AR R AT
BECETFSIA T e IRERITE B R Z R, HERREAZTRE eel-1, ZEET NN PBFTH
3o

WELEE RS A —IK, EERFIWT:

; the ttl for broadcasting pbft message
[consensus]
ttl=2
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PBFT:1H$T & i (A B &

Z R FPBFTIR R IT A KR 2 S HEE X R F T B1IF2 R DR F . R % F
i 25 [8] , FISCO BCOS v2.0.0-rc27f #f 4H 7] 28 it Hgroup.group_id.inif[consensus] F 5l
Amin_block_generation_timelit & Wi ¥ HPBFTI IRFT B A& &G RT B, BI. JLiRT & FT G
[Al#dmin_block_generation_time BITHMZHEKTOA S RILIRGE, BT REMAIH
Xk

HE:
e min_block_generation_time ZXIA500ms

o HART SERAITE AR 9 1000ms, 7 1d 1000ms 7 X ER T B EIFIAE S8 90, HRRER &5
ANHZEBEH, ZRIFAER,

e min_block_generation_time AN AJ BT H 25 BLET [A]1000ms, R EEBIT1000ms, RSEL
U\min_block_generation_time79500ms

[consensus]
;min block generation time (ms), the max block generation time is 1000 ms
min_block_generation_time=500

PBFTX 5T . ah S A%

% R E|CPU M 3 M [ 48 3L IR X R A FERE ) U2, PBFTHR M T sh B — MR N AI T B &R AL
HEREE, ZEESWRIEDN LS EE NS HEX RN ATITER &R KL 5HE, BAFE,

1, 7] 58 1 $F AT AR A %group .group_id. inifJ[consensus]. enable_dynamic_block_size@ﬂ
BB AfalseR XMW ZEIE, WL XK T E K&K KT 5 E Ngroup.group_id.

genesisEl’J [consensus] .max_trans_nume

KA X BRAT AR Z B S B EIR R E W T

[consensus]
enable_dynamic_block_size=false

PBFTHH EERXELE

FISCO BCOS v2.2.0{.1t T PBFTH B A AL, FRIEM &K% 5= FPBFTIH B AL RE R EFiA & 47
SRR BRI 4% H T 4 WIPBFTYE 8L, PBFTVH B A MRS 1ES % X B . Al group.
group_id.inifJ[consensus] .enable_ttl_optimizationfit & W /3 8% HIPBFTH B &
IR -

e [consensus] .enable_ttl_optimizationﬁﬂ%ﬂﬂtrue: FTHPBFTIH B% & ALK B
e [consensus] .enable_ttl_optimization@ﬂﬁﬁfalse: K HPBFTH B & AL SR g

e supported_version™NTFv2.2.06F, ERIAFTHFPBFIVE B % A SKH%; supported_version/)
Fv2.2.008, BRIAKIFIPBFTIH B 5 & LI RHg

KFPBFTIH B A KB ECE W T :

[consensus]
enable_ttl_optimization=false

PBFT Preparefd g5 {14t

% R EIPBFTHE AW, Leader) % fPreparel N X H 1958 5 e KR 2 78 H Ab IR 7 S 5 ith
i, AT A MY 5, FISCO BCOS v2.2.0fL 4L T Preparefd 45 #4 . Preparefd [N fY [X 3R A
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GG WA R, HA LRI S U FIPreparetd J5 ., AN AT H KB a9 5, I
M Leaderig SRR HIAT 5, HEAEITIES Z X E. Hﬁﬁﬁgroup.group_id.iniﬂ/‘][consensus] .
enable_prepare_with_txsHaSh@ﬂﬁiﬁﬁﬁﬁ%miﬁ%%°
* [consensus] .enable_prepare_with_txsHashfit & HNtrue: ] FFPreparefd %5 4 I
k., PrepareiH B /E N X R &5 G e A 51| #%
* [consensus] .enable_prepare_with_tstash@ﬂ H HNfalse: * IﬂPrepare@, g5 # AL
k., PreparelH BN XRE &2 ERIS)

» supported_version/ /N Fv2.2.06f | [consensus].enable_prepare_with_txsHashZk
N Htrue; supported_version/) Fv2.2.08F , [consensus].
enable_prepare_with_tstashj(i)\j'ﬂfalse

FHIPBFT Prepare fl 45 AL AL E U T :

[consensus]
enable_prepare_with_txsHash=false

X8R [F 2 AL BE B

T HG5R X IR BE R GUAE N 48 B 32 IR TGO N BRI 1%, FISCO BCOS v2.2.0%f X3 [F] 252 # 47 T 4L,
MR RIS TES %X . A8 group.group_id. inifJ[sync] .sync_block_by_treelF/H
Bl P DX R [F] A5 DAL S

* [sync]. sync_block_by_tree@ﬂ%ﬁtrue: FTHF X BRI SRS

e [sync]. sync_block_by_tree@ﬂ%ﬂﬂfalse: %lﬂlZiJ%]ﬁJiﬁm%ﬁﬂl%

* supported_version/f 7N Fv2.2.08F . [sync].sync_block_by_tree®k ik
Htrue; supported_version/NTFv22.00, [sync].sync_block_by_ treeBtilHfalse

AN, N T RERPRIEFN X B E S A EL T, FISCO BCOS v2.2.0i8 5] A T gossipthis 78 # 5] 45 X Hetk
ijc” gOSSipTJJ‘ﬁ(*E%EEE@@@@L?group .group_id. inify [sync] ‘:F‘, BT

HE: gossipfhNBCET, (XAEF S XEROIRT B AT A2 5%

* gossip_interval_ms: gossipfMN[ED XHURSEH, ELIAH1000ms
s gossip_peers_number: T AEREDXHVRER, FEVLERISSET SEEH, BiAH3
T X RBOIR T BB E W T

[sync]
sync_block_by_tree=true
gossip_interval_ms=1000
gossip_peers_number=3

L HIRT IHRALCBCE

T FEARSDKE % 17 S M IE(E O R, SR X BREE RS AT ME, FISCO BCOS v2.2.05] A
TG MR B KR, FEMRIT1ES %X E . 7@ dgroup.group_id.inifJ[sync] .
send_txs_by_treefFHE K F I SR HEREE -

* [sync] .send_txs_by_treeiﬁﬁﬂﬂtrue: FTH A SR R RS
e [sync] .send_txs_by_treeiﬁﬁﬁfalse: %[ﬂﬁ%ﬁﬂj{fﬁ%%{{%ﬁ%

e supported_version/™ /N Fv2208F | EX N T A X 5 K R T O M b K
B%; supported_version/NTFv2.2.00%, BRINRIHIZZ SRR RIS -

KA PR B RIS OB E AN T -
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[sync]
send_txs_by_tree=false

HOXHEE

FISCO BCOS A S HIFATHIT - JFERSHATHITIF R, REWLL XN S HTHIT, =5
&, XHHTHITINEstorage statetS= T4 -

[tx_execute]
enable_parallel=true

6.6.4 B ERESE
FISCO BCOS 2% H il EEAE T RASHCER ST BEM R % 550:

FHRESE LN B
tx_count_limit | 1000 — MNXBAFRFTEAR KL ZEH
tx_gas_limit | 300000000 | — 7% 5 A gasPRH]

2] & 24t setSystemConfigByKey fif & RIS LE R 5%L, getSystemConfigByKey i & A B E R
2 A GOETIEIER

BHE: NEWUPERBESx_count_limitFltx_gas_limit, {0 N A EHGX LS.
o MLERMLE s CPUSTEHEMERERIR: i/ Mx_count_limit, SERE(LLS5H T
o WSEBERER, HITRZ G gasNE: Y Kix_gas_limit-

# E P RRAITRRRZ HE N 500

[group:1]> setSystemConfigByKey tx_count_limit 500
# Bifltx_count_limit

[group:1]> getSystemConfigByKey tx_count_limit
[500]

# EERX HgastRil 400000000

[group:1]> setSystemConfigByKey tx_gas_limit 400000000
[group:1]> getSystemConfigByKey

[400000000]

6.7 ZHRFHFE

REFELBFAMMHATZHAMAIN G, BSETRNTIAZ:
o THEWMATfFFbuild_chain. shBlELHFHX LR,
o TH##build_chain.shBERZRHHXREEZ R HRHEFE;
o FIVFIEBNZXHREET A, T H S AR SHA LIRS,
o A RRA LGRS S, B H S EE R R,
o TEERANT SEH, BT AAM - B,
o TREITHTEREA .

HE:
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* build_chain.shi& T IF 4 & MR PR IEREL ], A SCRA AR AE
o BRAAWRISSHE, MEFMER SlEE T A

6.7.1 BERWIMIHITEZAH

WA, BRAMIRTNIFFATZ HH R AT NE XHREERL A (B 2 B R R 7 =K -
« BRI B0V AFERETZ M RE, T 2RIWNE, EtERIEET AR,
BITA BN,
 HITEH: XRETFEITAHETEZ A, THTZ ARSI MT R, & RIS
UENCIEER

BHE1 >
BH2 <> 12? 001 127.0.0.1
node1

T
% .
- :

127.0.0.1 127.0.0.1
node3 node2

Feal
A i

NI D\ S BRI T ST 2 H X REE NG, A B R

6.7.2 LEEK

ERZEFISCO BCOS[X HRBETT fifl, Te&dEopenssl, curl FKWEME, BldmSuF:

# CentOS
$ sudo yum install -y openssl curl

# Ubuntu
$ sudo apt install -y openssl curl

# Mac OS
$ brew install openssl curl

6.7.3 EFHH

RELME FEFT RN, YA - =F4H . \TRREREMAINAG], NMBEZRETEH -
BTV X REEH M0

e agencyA: f£127.0.0.1 FE21T A, FBTETgroupl -~ group2 -~ group3;
L0 1A A, BT groupl;
0.1 EET A, BT group2;

0.1 BB A, B Tgroup3e

* agencyB: F127.
* agencyC: F127.

o o o o

* agencyD: F127.

HE:
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« KEFENAGRT, ARBFEZ DT RBEBER —GHLE, BUURSE YL 8 RS T S5
H. 2% WHLE

« BEMBHIN T, BOT S ORG Pagency AT R)E THrE#A, MEE&E, BURAMEETH
REBF HIPLES

. %7FFH‘JL%§3‘§'%1’EH¢, VR A S RIIPH ST AR SR 48 LRI R ALES R B, BB RE AR/ E AT —
X!

Py B TP DX SR T s BiC B ST K

build_chain sh3TFHEB RTINS RHA KRB, P (ERTZBI A BT IR TN X BREE Y UBE B STk
HEA K
« DIERIERR

mkdir -p ~/fisco && cd ~/fisco

o FKHlbuild_chain.shffi 7%

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/v2.2.0/build_
<~chain.sh && chmod u+x build_chain.sh

BT X B R GTRCE X

# ENRXRBERLE X ip_1ist
$ cat > ipconf << EOF
127.0.0.1:2 agencyA 1,2,3

127.0.0.1:2 agencyB 1

127.0.0.1:2 agencyC 2

127.0.0.1:2 agencyD 3

EOF

# BEREXMip 1istNRE

$ cat ipconf

# G PRI SE B FR T & L

# ip:num: YFEYL TP XN E AT SECH
# agency_name: FUZK

# group_list: TRITBIEEASYFR, ARFFHLLE S5
127.0.0.1:2 agencyA 1,2,3

127.0.0.1:2 agencyB 1
127.0.0.1:2 agencyC 2
127.0.0.1:2 agencyD 3

% F build_chainfifl A<+ 3 B2 T [X L85 7 5 0L B 0%
build_chain®EZSEUHES X .

# WMIEHEEBELRX R FEAIENEEAI30300~30301, 20200~20201, 8545~854 6% %A # 5 H
$ bash build_chain.sh -f ipconf -p 30300,20200,8545
Generating CA key...

Generating keys ...

Processing IP:127.0.0.1 Total:2 Agency:agencyA Groups:1,2,3
Processing IP:127.0.0.1 Total:2 Agency:agencyB Groups:1
Processing IP:127.0.0.1 Total:2 Agency:agencyC Groups:2
Processing IP:127.0.0.1 Total:2 Agency:agencyD Groups:3
...... IR R R

[INFO] FISCO-BCOS Path : ./bin/fisco-bcos

(continues on next page)
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(2]
[INFO] IP List File : ipconf
[INFO] Start Port : 30300 20200 8545
[INFO] Server IP : 127.0.0.1:2 127.0.0.1:2 127.0.0.1:2 127.0.0.1:2
[INFO] State Type : storage
[INFO] RPC listen IP : 127.0.0.1
[INFO] Output Dir : /home/ubuntul6/fisco/nodes
[INFO] CA Key Path : /home/ubuntul6/fisco/nodes/cert/ca.key
[INFO] All completed. Files in /home/ubuntul6/fisco/nodes
# AR SO
nodes
|-— 127.0.0.1
| |-— fisco-bcos
| | —— node0
| | |-- conf #7mALE HZ
| | \ |-— ca.crt
| | \ |-— group.l.genesis
| | | |-— group.l.ini
| | \ |-— group.2.genesis
| | | |-— group.2.ini
| | \ |-— group.3.genesis
| | \ |-— group.3.ini
| | | |-— node.crt
| | | | -— node.key
| | | ‘—— node.nodeid # ILE TV fNode TDEE
[ | |-— config.ini #77S0E L1
| | |-—— start.sh #7280
| | '—-— stop.sh #77 mE E AR
| |-— nodel
| | | -— conf
...... JIEg R S
TR AR X EREETT S TN FYEENL, F520R X BREETT S 38 DLEIHE R A AL
BahT A
T Mtstart_all.shflstop_all.shifl A S ahFIE LT S .
# HAT A HEEK
$ cd ~/fisco/nodes/127.0.0.1
# JBBhT A
$ bash start_all.sh
# BETHIRE
$ ps aux | grep fisco-bcos
ubuntulé6 301 0.8 0.0 986644 7452 pts/0 S1 15:21 0:00 /home/
—ubuntul6/fisco/nodes/127.0.0.1/node5/../fisco-bcos -c config.ini
ubuntulé6 306 0.9 0.0 986644 6928 pts/0 S1 15:21 0:00 /home/
—ubuntul6/fisco/nodes/127.0.0.1/node6/../fisco-bcos -c config.ini
ubuntulé 311 0.9 0.0 986644 7184 pts/0 S1 15:21 0:00 /home/
—ubuntulé6/fisco/nodes/127.0.0.1/node7/../fisco-bcos -c config.ini
ubuntul6 131048 2.1 0.0 1429036 7452 pts/0 S1 15:21 0:00 /home/
—ubuntul6/fisco/nodes/127.0.0.1/node0/../fisco-bcos -c config.ini
ubuntulé6 131053 2.1 0.0 1429032 7180 pts/0 S1 15:21 0:00 /home/
—ubuntulé6/fisco/nodes/127.0.0.1/nodel/../fisco-bcos -c config.ini
ubuntulé 131058 0.8 0.0 986644 7928 pts/0 S1 15:21 0:00 /home/
—ubuntulé6/fisco/nodes/127.0.0.1/node2/../fisco-bcos -c config.ini
ubuntul6 131063 0.8 0.0 986644 7452 pts/0 S1 15:21 0:00 /home/
—ubuntulé6/fisco/nodes/127.0.0.1/node3/../fisco-bcos -c config.ini (continues on next page)
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ubuntul6 131068 0.8 0.0 986644 7672 pts/0 S1 15:21 0:00 /home/
—ubuntul6/fisco/nodes/127.0.0.1/noded/../fisco-bcos -c config.ini

BEMALIRE

NEX N, HEEMWNT S 2 H H++H &, &K Fl ., noded- nodelfd
st = Fgroupl - group2#lgroup3; node2- node3)& Fgroupl; noded- node5/H
Tgroup2; node6- node7® Tgroup3, 7] i idtail -f nodex/log/* | grep "++"& &
AT HERIER -

HE:
T EEHELRITEH +++ HE, +++ AEFES X

HE4HID
* blkNum: Leader™ i A AT IX BR 5
tx: BT XRABEEHIZ FHEH
* nodeIdx: AT HEG;
o hash: FIRTT A4 B HHT XERIG A -

# BEnode0 grouplrefmEHIIR (ctri+ciREITAIT)

$ tail -f nodeO/log/* | grep "g:l.x++"

info|2019-02-11 15:33:09.914042| [g:1][p:264] [CONSENSUS] [SEALER]++++++++Generating,
—seal on,blkNum=1, tx=0,nodeldx=2,hash=72254a42....

# BFnode0 grouplitiilHILiH

$ tail —-f nodeO/log/* | grep "g:2.x++"

info|2019-02-11 15:33:31.021697| [g:2] [p:520] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeIdx=3,hash=ef59cfl7...

# ... BF&nodel, node2WHMENMHARBTERAIZEULRIENE. ..

# BHHnode3 grouplreIEH LR

$ tail -f node3/log/*| grep "g:l.x++"

info|2019-02-11 15:39:43.927167| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++Generating,,
—seal on,blkNum=1,tx=0,nodeIdx=3,hash=5e94bf63...

# BFnode5 grouplitiil LA

$ tail -f node5/log/* | grep "g:2.x++"

info|2019-02-11 15:39:42.922510| [g:2] [p:520] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeIdx=2,hash=b80a724d...

AL B #EH &

125 & i 13 Web3SDKHEHZFISCO BCOSTi &, SEIME R X BEEIRA « FZ RS LIEINEE, R ER
BEIFTFEMEE - BHEIRSFHENESH X .

HE: 56 &K TIlava 8L LRI, Ubuntu 16.04 R 5t % $openjdk 8B F] - CentOSTE % 2 Oracle Java
8LA_ERRUAR -

#B1% fiscoB ¥
$ cd ~/fisco

# IRBUIEH B

(continues on next page)
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(B2 7))

$ bash <(curl -S https://raw.githubusercontent.com/FISCO-BCOS/console/master/tools/
—download_console.sh)

# AR GBI

$ cd console

# ¥l group2 T ML EEH G HE H %
$ cp ~/fisco/nodes/127.0.0.1/sdk/* conf/

# 5fﬂinode0ﬁﬁchannel_listen_port
$ grep "channel listen_port" ~/fisco/nodes/127.0.0.1/nodex/config.ini

/home/ubuntulé6/fisco/nodes/127.0.0.1/node0/config.ini: channel_listen_port=20200
/home/ubuntul6/fisco/nodes/127.0.0.1/nodel/config.ini: channel_listen_port=20201
/home/ubuntulé6/fisco/nodes/127.0.0.1/node2/config.ini: channel listen port=20202
/home/ubuntul6/fisco/nodes/127.0.0.1/node3/config.ini: channel_listen_port=20203
/home/ubuntul6/fisco/nodes/127.0.0.1/noded/config.ini: channel_listen_port=20204
/home/ubuntulé6/fisco/nodes/127.0.0.1/node5/config.ini: channel listen_ port=20205
/home/ubuntul6/fisco/nodes/127.0.0.1/node6/config.ini: channel_listen_port=20206
/home/ubuntul6/fisco/nodes/127.0.0.1/node7/config.ini: channel_listen_port=20207

HE: RS GEET AR, EH G ERIT RS S BRI AT

Il @& %= #] & Bt & X ffconf/applicationContext .xmlfJ B B W T, il 5 Mnode0(127.0.0.
1:20200)7 A ="groupH, HHIGEETIZESH X -

cat > ./conf/applicationContext.xml << EOF
<?xml version="1.0" encoding="UTF-8" ?>

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:p="http://
—www.springframework.org/schema/p"
xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://
—wWww.springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx—-2.5.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring—aop—-2.5.xsd">

<bean id="encryptType" class="org.fisco.bcos.web3j.crypto.EncryptType">
<constructor-arg value="0"/> <!-- 0:standard l:guomi -->
</bean>

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.
—handler.GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20200</value>
</list>
</property>
</bean>
<bean id="group2" class="org.fisco.bcos.channel.handler.

ChannelConnections"

(continues on next page)
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<property name="groupId" value="2" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20200</value>
</list>
</property>
</bean>
<bean id="group3" class="org.fisco.bcos.channel.handler.

—ChannelConnections">
<property name="groupId" value="3" />
<property name="connectionsStr">
<list>
<value>127.0.0.1:20200</value>
</list>
</property>
</bean>
</list>
</property>
</bean>

<bean id="channelService" class="org.fisco.bcos.channel.client.Service"
—depends-on="groupChannelConnectionsConfig">
<property name="groupId" value="1" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
</bean>
</beans>
EOF

BahEs G

$ bash start.sh
# WiH TNREERMEHIY BERE con f/applicationContext.xml T S BB R IR

Welcome to FISCO BCOS console(1.0.3)!
Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

| | \/ W \ / \ | \ / \ / \ / B
|H;ssss$s$\sssss| $SSS551 $555SS1 SSSSSS\ | $5555551  $S5SSS| 58885 $5588
ﬁig_ | S5 1 S5__\§| S5 \$| S5 | S5 | $5__/ $| S5 \$| S5 | 8| S5__\
|H:§ \ 185 \$S  \] sS | 85 1 S5 85 §| 88 BEEREEEIN T
|H;ss$s | 55 _\$SS55§| S5 | S5 | $S | $555588| S5 __| S5 | S5_\§5555
fig C1OSS_1 NI 1SS/ 1 S5/ 85 | S5/ §1 S5/ | S5/ $1 \__|
|H2§ |55 \\SS  55\$5  S5\8S S5 | 55 55\85  S5\8S  S5\8$
Tii \$55555 \$55555  \$55558  \$55558 \$555555  \$55558  \$55558  \$5588
-8
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AR5
EVECE TEHRE, ATETESR G RAHEALLS -

HIE: SRAZNT, BARKAHEEML, FEMEPALLHNEFEARAXREEEN, RN
TR H A 2 X R v

BB ZEZ S

# ... [Algroupl R 5. ..

$ [group:1]> deploy HelloWorld

contract address:0x8cl7cf316cl1063ab6c89df875e96c9f0£f5b2£744

# BEgroupl HFIHE, RN RHERIER, SNEREgroupl 2 HIIAIER
$ [group:1]> getBlockNumber

1

# ... [Agroup2K5 . ..

# tﬂfﬁ%@JgroupZ

$ [group:1]> switch 2

Switched to group 2.

# WgroupZﬁiffgj, IREIAE G 75 R A B Al s, BhE ﬁﬁgroupZ%E\/J/\,Fﬁ'
$ [group:2]> deploy HelloWorld

contract address:0x8cl7cf316cl1063ab6c89df875e96c9f0£f5b2£744

# BB group2 M HiE, HEHINA I1FRFERER, BUHERE group2@ B IHIER
$ [group:2]> getBlockNumber

1

# ... rﬁlgroupB?ﬁZ’)‘C%- ..

# PHE| group3

$ [group:2]> switch 3

Switched to group 3.

# [Mgroup3R L5, RIEIZ GG 7 FIAZE 5 kB AT

$ [group:3]> deploy HelloWorld

contract address:0x8cl7cf£316cl063ab6c89df875e96c9f0£f5b2£744

# BEgroup3HRiRE, e NIFAEIIER, SUEREgroup3f B ILIRIER

$ [group:3]> getBlockNumber

1

# ... UHBINEERE, EH SR groupd NMETE, HEHI BRI groupd|# . ..
$ [group:3]> switch 4
Group 4 does not exist. The group list is [1, 2, 3].

# BHESIE
$ [group:3]> exit

BEHSE
TRHRE, 2¥itirReport HAE, HEEDNFEE LN

HE:
TREEH -, £¥TH—%ReportH &, ReportH HEHEFEES LW T:
e g:: RFHID
o num: HBREE;
s sealerIdx: HIRTHEKTI;
s hash: XIRIETH;
s next: P—PRBREE;
e tx: XIREEHILHE
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e nodeIdx: H4HjT A5

# AT HEE
$ cd ~/fisco/nodes/127.0.0.1

# BFgroupl HIRIHM: HEXHE

$ cat node0O/log/* |grep "g:1.xReport"

info|2019-02-11 16:08:45.077484| [g:1][p:264] [CONSENSUS] [PBFT]""""""""Report, num=1,
—sealerIdx=1,hash=9b5487a6...,next=2,tx=1,nodeIdx=2

# ﬁﬁgroupﬁ:’jﬁ?%?ﬂ: BErXHrEAE

$ cat node0/log/* |grep "g:2.xReport"

info|2019-02-11 16:11:55.354881| [g:2] [p:520] [CONSENSUS] [PBEFT] """"""""Report, num=1,
—sealerIdx=0,hash=434b6e07...,next=2,tx=1,nodeIdx=0

# BE group3tHBUFNL: BHEiXH™4E

$ cat nodeO/log/* |grep "g:3.+Report"

info|2019-02-11 16:14:33.930978| [g:3][p:776] [CONSENSUS] [PBFT]"""""*"*"Report, num=1,
—sealerIdx=1,hash=3a42fcdl...,next=2,tx=1,nodeldx=2

T A AR

WL ER G, FISCO BCOSFIRHEE T AIMAZIRERA, WA m TG ERAMEr, HNEES
EVAENTHETFM, EHeEESHEH G RIEF; -

RE DL B node2 il A group2 HF|, A-4RANMRIAE EV/E RIBEH A, I &, .

BEE: PSR, ERR
o Hrim ]\NodeIDTSEE
o BELHNTSIER IR, EWIRTY S SHH++HE

¥& D group2 B AHIC & Fnode2

HAT A EF
cd ~/fisco/nodes/127.0.0.1

A2 S

=

Mnode 0¥ N group 2l it EFnode2. . .
cp node0O/conf/group.2.x node2/conf

U

# ...HEBnode2 (EREERET SIEFLIT) ...
$ cd node2 && bash stop.sh && bash start.sh

K Enode2 177 A ID

# EitfEnode2fnode 1D, Frnode2iNAE|group2f % Znode ID
$ cat conf/node.nodeid
6dc585319e4cf7d73ede73819c6966eadbed74aadbbcbalbbb777132£63d355965¢c3502bed7a04425d99

rdcfb7694alcl.

E S G Mgroup2 X #£ 42, Rinode2fi AF|group2

# .. EEESG ER, FESERE (EEEE group2)

$ cd ~/fisco/console && bash start.sh 2
# .. BRI S ¥ node2 I NIRRT & L ..

# 1. BEYEEAT TR

$ [group:2]> getSealerlList

[

(continues on next page)
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—9217e87c6b76184cf70a5a77930ad5886eab8aefbcceld09bdb799e45b520baab3d5bb9%abedddeab94]51df179d54d4

—

—227c600c2e52d8ec37aa%9£f8de8db016ddclc8a30bb77ec7608b99ee2233480d4c06337d2461e24c266]7b6fd53acfab

—

—7a50b646fcd9ac7dd0b87299f79ccaaz2adb3af875bd0947221babdeclclbadadd7£7£690c95cf3e7962

—

—82c4204982d2a2937261e648c20fe80d256dfb47bda27b420e76697897b0b0ebbd2c140b4e8bf0£27
]

# 2. Fnode2IIAZ|FIRTT &

# addSealerlgHFIZHUE LRI node 1D

$ [group:2]> addSealer,,

—6dc585319e4cf7d73ede73819c6966eadbed74aadbbcbalbbb777132£63d355965¢c3502bed7a04425d
{

"code":0,

"msg":"success"

3. BEHIRTAIIE
[group:2]> getSealerList

— A e

—9217e87c6b76184cf70a5a77930ad5886eab68aefbccel9090db799e45b520baa53d5bb9%abedddeab947

—

—227c600c2e52d8ec37aa9£8de8db016ddclc8a30bb77ec7608b99ee2233480d4c06337d2461e24c2661

—

—7a50b646£fcd%ac7dd0b87299f79ccaal2adb3af875bd0947221babdeclclbadadd7£f7£690c95cf3e7962

—

—8b2c4204982d2a2937261e648c20£fe80d256dfb47bda27b420e76697897b0b0ebb42c140b4e8bf0£27

—

—6dc585319e4cf7d73ede73819c6966eadbed74aadbbcbalbbb777132£63d355965¢c3502bed7a04425d
S BN,

jie

1

# PFWgroup2 X AijHE

$ [group:2]> getBlockNumber
2

#... IMlgroup2 &35

# ThEHelloworld&?y, Wil GMNE, EHENERERN, & \/Tiﬁgroup2§i\iﬂ'%?ﬂ
$ [group:2] deploy HelloWorld
contract address:0xdfdd3ada340d7346c40254600aed4bb7a6cd8e660

KW group2 = HikE, REHINTN3, HREAZE, HREgroup2ttiliFi
[group:2]> getBlockNumber

W Ur =

# BHEH G
$ [group:2]> exit

i HEEEFIMAT S R

# AT ATEER

cd ~/fisco/nodes/127.0.0.1

# BEETAREN (ctrl+cREIGA1T)

$ tail -f node2/log/* | grep "g:2.x++"

(continues on next page)
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(B2 7))

info|2019-02-11 18:41:31.625599| [g:2][p:520] [CONSENSUS] [SEALER] ++++++++Generating,,
—seal on,blkNum=4,tx=0,nodeldx=1, hash=c8aled9c...

...... BLAbEmE E AL L ...

# BEnode2 group2HiRIGH: HFIXIR™ 4

$ cat node2/log/x | grep "g:2.xReport"

info|2019-02-11 18:53:20.708366| [g:2][p:520] [CONSENSUS] [PBFT]"""""Report:,num=3,
—1dx=3,hash=80c98d31...,next=10,tx=1, nodeldx=1

# nodeZ*{ﬁReportTﬂ%ﬁjV‘JBE@Rﬂ% Vil node2 2% j]ll)\groupZ

F T R

# FEET A ER ca fFIETA
$ cd ~/fisco/nodes/127.0.0.1 && bash stop_all.sh

6.7.4 H1TE£4H

HITHZHX SRS BN S R L, DAY SR 1T 2 RE RS
-ﬁﬂm:@%mﬁﬁm, AP N127.0.0.1;
o FEZH2: AAEINAT A, TAIPYIN127.0.0.1.

HE:

« BENAERT, ARWFZ T RMEBER -GS BUURTE YL B SRR E T SEH
o NERHITZAHY FRE, XEUTEgroupl
« HTZHGFEF, TAIMAFREHARES BIVAMAETIEL

o B AR DO 7T T X BB
Fbuild_chain.shffl A< 4 A 8RR 2E DU 15 5 X SREE T B B S0 HF R

$ mkdir -p ~/fisco && cd ~/fisco

# IKEbuild chain.shif7k

$ curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/v2.2.0/build_
—~chain.sh && chmod u+x build_, chain sh

# MRS BRI T S XREE (AR, BT AR BN F L )

S bash build_chain.sh -1 "127.0.0.1.4" -0 multi_nodes -p 20000,20100, 7545
Generating CA key...

Generating keys
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1l

Generating configurations...
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1l

[INFO] FISCO-BCOS Path : bin/fisco-bcos

[INFO] Start Port : 20000 20100 7545

[INFO] Server IP : 127.0.0.1:4

[INFO] State Type : storage

[INFO] RPC listen IP : 127.0.0.1

[INFO] Output Dir : /home/ubuntulé/fisco/multi_nodes

[INFO] CA Key Path : /home/ubuntul6/fisco/multi_nodes/cert/ca.key

(continues on next page)
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[INFO] All completed. Files in /home/ubuntul6/fisco/multi_nodes

BEIETE T A

# AT EE R
$ cd ~/fisco/multi_nodes/127.0.0.1
$ bash start_all.sh

# BEIREBN

$ ps aux | grep fisco-bcos

ubuntulé6 55028 0.9 0.0 986384 6624 pts/2 S1 20:59 0:00 /home/
—ubuntulé6/fisco/multi_nodes/127.0.0.1/node0/../fisco-bcos -c config.ini
ubuntul6 55034 0.8 0.0 986104 6872 pts/2 S1 20:59 0:00 /home/
—ubuntul6/fisco/multi_nodes/127.0.0.1/nodel/../fisco-bcos -c config.ini
ubuntul6 55041 0.8 0.0 986384 6584 pts/2 S1 20:59 0:00 /home/
—ubuntul6/fisco/multi_nodes/127.0.0.1/node2/../fisco-bcos —-c config.ini
ubuntulé 55047 0.8 0.0 986396 6656 pts/2 Sl 20:59 0:00 /home/

—ubuntulé6/fisco/multi_nodes/127.0.0.1/node3/../fisco-bcos -c config.ini

BE T RILAFRL

# B HBnode0IREN (ctri+ciREIHE1T)

$ tail -f nodeO/log/* | grep "g:l.x++"

info|2019-02-11 20:59:52.065958| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeIdx=2,hash=da72649%e...

# BEnodelIFN

$ tail -f nodel/log/* | grep "g:l.x++"

info|2019-02-11 20:59:54.070297| [g:1][p:264] [CONSENSUS] [SEALER]++++++++Generating,
—seal on,blkNum=1,tx=0,nodeldx=0,hash=11c9354d...

# BEEnode2diRIENL

$ tail -f node2/log/* | grep "g:l.x++"

info|2019-02-11 20:59:55.073124| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++Generating,,
—seal on,blkNum=1,tx=0,nodeldx=1, hash=b65cbac8...

# BF node3FLIEFN,

$ tail -f node3/log/* | grep "g:l.x++"

info|2019-02-11 20:59:53.067702| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeIdx=3,hash=0467e5c4...

Frgroup2fin A X 5%

HATHH K P M A Igenes i sHLE LM LPHR, (Hlgrouplid RF, NEHAS .

# AT R E R
S cd ~/fisco/multi_nodes/127.0.0.1

=

?%DlgrouplEQQﬂ%?
cp nodeO/conf/group.l.genesis group.2.genesis

Ur

EMEFAE 1D
sed -1 "s/id=1/1d=2/g" group.2.genesis
cat group.2.genesis | grep "id"

EEME! id=2

S Uy Oy s

REBCE P NE&ATT A

$ cp nodelO/conf/group.2.genesis nodel/conf/group.2.genesis

=

(continues on next page)
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$ cp nodeO/conf/group.2.genesis node2/conf/group.2.genesis
$ cp nodeO/conf/group.2.genesis node3/conf/group.2.genesis

# BEEANTE
$ bash stop_all.sh
S bash start_all.sh

BEERHALREFR

# BFnode0 group2ttiIEN (ctri+ciBEAT41T)

$ tail -f nodeO/log/* | grep "g:2.x++"

info|2019-02-11 21:13:28.541596| [g:2] [p:520] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeIdx=2,hash=f3562664...

# BEnodel group2ttiREH

$ tail -f nodel/log/* | grep "g:2.x++"

info|2019-02-11 21:13:30.546011| [g:2] [p:520] [CONSENSUS] [SEALER]++++++++Generating,
—seal on,blkNum=1,tx=0,nodeldx=0, hash=4bl7e74f...

# BHnode2 group23tiRfEH,

$ tail -f node2/log/* | grep "g:2.x++"

info|2019-02-11 21:13:59.653615| [g:2][p:520] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeldx=1,hash=90cbd225...

# BFnode3 group23LiHHMN,

$ tail -f node3/log/* | grep "g:2.x++"

info[2019-02-11 21:14:01.657428| [g:2] [p:520] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeIdx=3,hash=d7dcb462...

MBEHL LS

REUEHI &

# HMNRTEIERG, HFT NHRETEER G, SNPRER G#IE] -~/ fiscoHK:

$ cd ~/fisco

# REUERIG

$ bash <(curl -S https://raw.githubusercontent.com/FISCO-BCOS/console/master/tools/

—download_console.sh)

BLEEH G

# ﬁﬂlchannelﬁport
$ grep "channel_ listen_port" multi_nodes/127.0.0.1/node0/config.ini
multi_nodes/127.0.0.1/node0/config.ini: channel_listen_port=20100

# FEAEHIE BE

$ cd console

# P SR

$ cp ~/fisco/multi_nodes/127.0.0.1/sdk/* conf

Bl 7 & #H & Bt B X fFconf/applicationContext.xmlff] it & 1 F , #Enode0d (127.0.0.
1:20100) LECE T Hgroup (grouplfigroup2)

cat > ./conf/applicationContext.xml << EOF
<?xml version="1.0" encoding="UTF-8" ?>

<beans xmlns="http://www.springframework.org/schema/beans"

(continues on next page)
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(B2 7))

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:p="http://
—www.springframework.org/schema/p"
xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://
—www.springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemaLocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx-2.5.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring—aop—-2.5.xsd">

<bean id="encryptType" class="org.fisco.bcos.web3j.crypto.EncryptType">
<constructor-arg value="0"/> <!-- O:standard l:guomi -->
</bean>

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.
—handler.GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20100</value>
</list>
</property>
</bean>
<bean id="group2" class="org.fisco.bcos.channel.handler.

—ChannelConnections">
<property name="groupId" value="2" />
<property name="connectionsStr">
<list>
<value>127.0.0.1:20100</value>
</list>
</property>
</bean>
</list>
</property>
</bean>

<bean id="channelService" class="org.fisco.bcos.channel.client.Service"
—depends-on="groupChannelConnectionsConfig">
<property name="groupId" value="1" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
</bean>
</beans>
EOF

W B AL S

# ... JAEhEHE

S bash start.sh

# WO TN EERAEH GBI, HEhRW, ERERGE B « channel listen portBlEERIE
fify

Welcome to FISCO BCOS console(1.0.3)!
Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

(continues on next page)
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(£ ET0)
| | \/ \ / \ / \ | \ / \ / \ / o
=\
| $SSSSSSS\SSSSS | $85SS8S5| $888S55 1 $55555\ | $SSSSSS|  $SSSS8S| $S8S$S8S| 0 $S8S8S
A
| $S__ I SS 1 SS___\$| $S \$I SS | $$ | SS__/ 81 $9 \SI SS | S SS5__\
=83
[ $$ N\ I $$  \$$ \| $3 [ $S | $8 | $S S1 oSS I SS | SS\$$ o
=\
| 55558 | $$ _\$5555%| $$ 1 $s | s | $SSS88s| $$ 1 85 | $S_\$5553
<5\
| $9 PSS NI 81 oss_/ | SS__/ SS | SS__/ SI SSs__/ | S5/ $1 \__I
=53
| $$ | $$ \\s$s$ SS\$S SS\$S $S | $S $S\$S SS\$S SS\$S
=353
\$$ A$SSS5SS \$SSSSS \$55555 \$5555$ \$555555  \$55555  \$55558 \$5555
—$
# ... llgroupl &5 . ..
# RECHFIHR
$ [group:1]> getBlockNumber
0
# [Mgroupl¥fEHelloworld&?N, HIERW, BEREgroupl HIEBRIEHR
$ [group:1]> deploy HelloWorld
contract address:0x8cl7cf316cl063ab6c89df875e96c9f0£f5b2£744
# RECEFIS S, BREREEN, HREgroup1 HRETIEHR
$ [group:1]> getBlockNumber
1
S rﬂgroup27i§55'7. ..
Ui Elgroup2

[group:1]> switch 2
witched to group 2.

AR AR =

[group:2]> getBlockNumber

rﬁJgroupZ%K%HelloWorl ag?y

[group:2]> deploy HelloWorld

contract address:0x8cl7c£316cl1063ab6c89df875e96c9£f0£5b2£744
# RBCH RIS, HREREEM, BB group2 HIRR T IER

$ [group:2]> getBlockNumber

U H O N S N A S

1
# BRHIEHRIE
S[group:2]> exit

i HBEE T AR

# VBT EE
$ cd ~/fisco/multi_nodes/127.0.0.1/

# BEFgroupl HEHUEN, BEE|Report | BT groupl FIEE M 1/

$ cat nodeO/log/* | grep "g:1.xReport"

info|2019-02-11 21:14:57.216548| [g:1][p:264] [CONSENSUS] [PBFT]"""""Report:,num=1,
—sealerIdx=3,hash=be961c98...,next=2,tx=1,nodelIdx=2

# BEgroup2 BN, BE|Report T IE T group2fIHiE h 1Ak

$ cat nodeO/log/* | grep "g:2.xReport"

info|2019-02-11 21:15:25.310565| [g:2] [p:520] [CONSENSUS] [PBFT]"""*"Report:,num=1,
—sealerIdx=3,hash=5d006230...,next=2,tx=1,nodelIdx=2
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F T A

# BETTEHEZE s¢ FIETA
$ cd ~/fisco/multi_nodes/127.0.0.1 && bash stop_all.sh

6.8 A AF

6.8.1 Z3MySQL

=T SR o A R TE B EMySQLE B > AT EU7E 6 2 HT 7R 2T B EEMySQLAR 55

TEUbuntuF1CentOS iR 55 28 L FURL & /7 =040 T -
Ubuntu: HUT FNHI =44, ZREI8EF, BLE root k2

sudo apt install -y mysgl-server mysqgl-client libmysglclient-dev

JE 5 MySQL AR5 & Fifi: root K #5615

service msyql start
mysgl —uroot -p

CentOS: HUT FH M &5 i 231743 .

yum install mysqglx
#HLCRR AR A 11 nux, TaZEmariadb, mariadbsemysgli)—"1
yum install mariadbx

JAEH MySQL AR%S, EFEFH N root H FIZEZRY -

service mysqgld start

#ELEE T mariadb, WIERH NHEFGHSEE

service mariadb start

mysgl —uroot -p

mysqgl> set password for root@localhost = password('123456');

6.8.2 it BEMySQLS#{
BEEE X HFmy.cnf

’mysql —-help | grep 'Default options' -A 1

PITZ R BRI N an B

Default options are read from the following files in the given order:
/etc/mysqgl/my.cnf /etc/my.cnf ~/.my.cnf

fit Emy.cnf

mysqUfiKiIX M/etc/mysql/my.cnf, /etc/my.cnf, ~/.my.cnfF IIEACE - RIXREHX LI, BBIE—F
TERSCHE, TEImysqld| B #HE I NS (WRAENESIE) -

max_allowed_packet = 1024M

sql_mode =STRICT_TRANS_TABLES
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Hamysql-sever, KiES% -

Ubuntu: AT N ir2EE

service mysqgl restart

CentOS: HUTII ML E/F

service mysgld start
#E L T mariadp, MHFER TR G2 B

service mariadb start

FEZEoT 2

mysgl —uroot -p
#HUT I HE MY, BB max_allowed packetHIfE
MariaDB [ (none)]> show variables like 'max_allowed_packet%';

o o +
| Variable_name | Value |
Fom o +
| max_allowed_packet | 1073741824 |
o o +

1 row in set (0.00 sec)

#HIT N H ML, BEsql_modelIfE
MariaDB [ (none)]> show variables like 'sgl mode%';

o B +
| Variable_name | Value |
o o ——————— +
| sgl_mode | STRICT_TRANS_TABLES |
o o +

1 row in set (0.00 sec)

6.8.3 T S EEMySQL

FISCO BCOS7£2.0.0-rc3 2 J5 , 47T SE i # M B EMySQL, AN TR MIMySQL 7 =0, Fr & &
B AFEFHOEEGRE . EEESH:

ERRXEEHETA IR EZANOEA, AT SLHE - HIERF
: 4 . %

\ tﬁ%‘ééﬂﬁﬁﬁ~A%£XTRE—4\§QTEF£*WJ
il Zzu , KWL P F =T SABC, H FABE ?GroupLB,C)E FGroup2. I
RAFICH B X RIS £C9E FE SE B, B A X RN T2 EOIE E L, B EME W
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BHEY e L ByA2
’ -ﬁnnA - - o - S — =
i (7 ; BB ( ) TRC /4 \
" "'ﬁ ‘ '@ / &

3 E & £

wEEFR, TEBETEZ MHEAH, NREBEE TR —TT 5, SR EEESHZ 2 H, A
TS ANFERBHATHR—DNT A, BABCENT1 A, 4 5 FGroupl_A (Groupl N BJAT &, T
[@) , Groupl_B, Group2_B, Group2 CF/x -

NEELEERE, RS RECETRE -

T RIER
ERA AT, FEERKEEREETN AN E, BRSHMT PR,

HEA K

mkdir -p ~/fisco && cd ~/fisco

# IKEbuild chain.shilZR

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/v2.2.0/build_
<~chain.sh && chmod u+x build_chain.sh

A= e B A

# ERNXREERLE X ipconf
cat > ipconf << EOF
127.0.0.1:1 agencyA 1
127.0.0.1:1 agencyB 1,2
127.0.0.1:1 agencyC 2
EOF

# BELET

cat ipconf

127.0.0.1:1 agencyA 1
127.0.0.1:1 agencyB 1,2
127.0.0.1:1 agencyC 2
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i Fbuild_chainf& & [X Bk

#ap TEEREEE (FEMIL30300~30302, 20200~20202, 8545~854 7% IR AW 5 H)
##4 XEX R REMESFEIBMT S48 -s MysorL" VAN T iH .
bash build_chain.sh -f ipconf -p 30300,20200,8545 -s MySOL

Generating keys

Processing IP:127.0.0.1 Total:1 Agency:agencyA Groups:1
Processing IP:127.0.0.1 Total:1 Agency:agencyB Groups:1,2
Processing IP:127.0.0.1 Total:1 Agency:agencyC Groups:2

Generating configurations...

Processing IP:127.0.0.1 Total:1 Agency:agencyA Groups:1l
Processing IP:127.0.0.1 Total:1 Agency:agencyB Groups:1,2
Processing IP:127.0.0.1 Total:1 Agency:agencyC Groups:2

Group:1 has 2 nodes
Group:2 has 2 nodes

BT Aini U
group. [FEZH . inifit & SO, FIAREF R KA EMySQLIER BE B - BiSMySQLIEL B 5 B an -

Iﬁiﬁldb_ipldb_port|db_usernameIdb_passwdldb_name\
|Groupl_A[127.0.0.113306|root|123456|db_Groupl_A|
|Groupl_B|127.0.0.1|3306|root|123456|db_Groupl_B|
|Group2_B|127.0.0.1|3306|root|123456|db_Group2_B]|
|Group2_C|127.0.0.1|3306|root|123456|db_Group2_C|

EEnode0 | figroup.1.inifil &

&I ~/fisco/modes/127.0.0.1/node0/conf/group. 1 ini[storage]| B (AN 2%, ECE N T AZE - db_passwd &t B H

EACR

db_1ip=127.0.0.1
db_port=3306
db_username=root
db_name=db_Groupl_A
db_passwd=

fEXnode1 | figroup.1.inifit &

& ~/fisco/nodes/127.0.0.1/node0/conf/group. 1 ini[storage] BE N ZE, FiH a0 N A% - db_passwd A& B )

GATR

db_ip=127.0.0.1
db_port=3306
db_username=root
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EMnode1 K figroup.2.inifit &

1 B ~/fisco/nodes/127.0.0.1/node 1/conf/group.2.ini[storage | BX BN 2%, Fri Ul T~ A - db_passwdh &f B H

T .

db_i1p=127.0.0.1
db_port=3306
C username=root

_name=db_Group2_B

db_passwd=

f&E¥node2 K figroup.2.inifit &

{& 2 ~/fisco/nodes/127.0.0.1/node2/conf/group.2.ini[storage | BX FIN 2%, Fi U1~ A% - db_passwdh & B H

LR

db_ip=127.0.0.1
bort=3306

JRBITIA

cd ~/fisco/nodes/127.0.0.1;sh start_all.sh

REHE

ps —eflgrep fisco-bcos|grep -v grep

fisco 111061 1 0 16:22 pts/0 00:00:04 /data/home/fisco/nodes/127.0.0.1/
—node2/../fisco-bcos -c config.ini

fisco 111065 1 0 16:22 pts/0 00:00:04 /data/home/fisco/nodes/127.0.0.1/
—node0/../fisco-bcos -c config.ini

fisco 122910 1 1 16:22 pts/0 00:00:02 /data/home/fisco/nodes/127.0.0.1/

—nodel/../fisco-bcos -c config.ini

BB, 31 fisco-beosiH AR - ANAIIAIEIES % H HEIHIAELE 2 B 15 -

K& H S

PAT FHETES, BE T SinodeOFEH 1T AL (HoAth Y K00

tail -f nodes/127.0.0.1/node0/log/log* | grep connected

EFBUEBRIRCINEAIHE L, Wi A % Hnode05 A SN2 T R E -

info|2019-05-28 16:28:57.267770| [P2P] [Service] heartBeat,connected count=2
info|2019-05-28 16:29:07.267935| [P2P] [Service] heartBeat,connected count=2
info|2019-05-28 16:29:17.268163| [P2P] [Service] heartBeat,connected count=2
[ I ]
[ 1l ]

info|2019-05-28 16:29:27.268284| [P2P] [Service] heartBeat,connected count=2
info|2019-05-28 16:29:37.268467| [P2P] [Service] heartBeat,connected count=2
PATTHEHES, REL TR

tail -f nodes/127.0.0.1/node0/log/log* | grep +++
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IEHEE L2 N5 5 H ++++Generating seal /R HIHIEH -

info|2019-05-28 16:26:32.454059| [g:1] [CONSENSUS] [SEALER] ++++++++++++++++_|
—Generating seal on,blkNum=28,tx=0,nodelIdx=3,hash=c9c859d5. ..
info[2019-05-28 16:26:36.473543| [g:1] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=28, tx=0,nodelIdx=3, hash=6b319fa7...
info|2019-05-28 16:26:40.498838| [g:1] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=28, tx=0,nodeldx=3,hash=2164360f...

EREH G XA S
HER A

cd ~/fisco;

bash <(curl -S https://raw.githubusercontent.com/FISCO-BCOS/console/master/tools/
—download_console.sh)

cp —n console/conf/applicationContext-sample.xml console/conf/applicationContext.
—xml

cp nodes/127.0.0.1/sdk/* console/conf/

e EBC B A

N

R ~/fisco/console/conf/applicationContext. xmEM A U0 N AL E (FRE )

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupld" value="1" />

<property name="connectionsStr">
<list>
<value>127.0.0.1:20200</value>
</list>
</property>
</bean>
</list>
</property>
</bean>
BREHHE

cd ~/fisco/console

sh start.sh 1

#F B TableTest &4

[group:1]> deploy TableTest

contract address:0x8cl7cf£316cl063ab6c89df875e96c9f0£5b2£744

BERIEETEREN

MySQL —-uroot -pl23456 -A db_Groupl_A
use db_Groupl_A;
show tables;

| Tables_in_db_Groupl_A |

(continues on next page)
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| _contract_data_8cl7cf316cl1063ab6c89df875e96c9f0£f5b2£744_ |
| _contract_data_f69a2fa2ecad4d9820218062164837cobeecc909abd_ |
| _sys_block_2_nonces_ |
| _sys_cns_ |
| _sys_config_ |
| _sys_consensus_ |
| _sys_current_state_ |
| _sys_hash_2_block_ |
| _sys_number_2_hash_ |
| _sys_table_access_ |
| _sys_tables_ |
| _sys_tx_hash_2_block_ |

12 rows in set (0.02 sec)

FEEH 6 I Hcreated® 0 -

#AIER
call TableTest 0x8cl7cf316cl063ab6c89df875e96c9f0f5b2f744 create
0xabl1160£f0c8db2742f8bdb41dld76d7c4e2caf63b6fdcclbbfc69540a38794429

BEHIRET RSN

show tables;

e +
| Tables_in_db_Groupl_A |

o +

_contract_data_8cl7cf316cl063ab6c89df875e96c9f0f5b2f744
_contract_data_f69%9a2fa2eca49820218062164837cbeecc909%9abd__
_sys_block_2_nonces_

_sys_cns_

_sys_config_

_sys_consensus_

_sys_hash_2_Dblock_
_sys_number_2_hash_
_sys_table_access_
_sys_tables_
_sys_tx_hash_2_block_

| I
| |
| |
| |
| I
| |
| _sys_current_state_ |
| I
| |
| |
| I
| |
| _user_t_test |

TR B A\ — 5

#ER B AR
call TableTest 0x8cl7cf316cl063ab6c89df875e96c9£f0£f5b2£f744 insert "fruit" 100 "apple

"
—

0x082ca6ab5a292f1£f7b20abeb3fb03£45e0c6£f48b5a79cc65d1246bfe57be358d1

FTHFMySQLZ Ui, Eif]_user_t_testRETE

#BF P R EE
select *» from _user_t_test\G;
R i i i I I I I e b b b I I b b b i b b b b b g l, TOW ***),khkhkhkhkhkhkhkhrhkkhhkhkhrkhkhhhhxkkhkhx*k

_id_: 31
_hash_: 0a0ed3b2b0a227a6276114863ef3e8aa34f44e31567a5909d1dalaece31e575e

_num_: 3

_status_: O

name: fruit
item_id: 100

(continues on next page)
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item_name: apple
1 row in set (0.00 sec)

6.8.4 i@ {CHE T RIMySQL

A OOR T SRAR 210 K LS YRR AT 2, 7 ZE4E2.0.0-re388 5 2.0.0 {3 i “5d i AU 2 U
[AIMySQL” 5 [7] /5 2 £ 15 @ o A N E IR - 18 2% SO ) A S0P B 5 12 7 1 - 77 B24E2.0.0-re2
A <l AR DT MMy SQL” BT [R5 s\ EFE B A SN EEAIR - 1855 SO 0 A s U B 2 U7 1A

BE: HEMHAMySQLE .

2 H IR A

ZREAZR R AR X BE T SRR 2 R, BRI 50 - BIRAAE - KPR ERRET -
PCRELE T BB — 9 S5 B —1~amdb-proxy S5, a0, XHREMZH, H=1T5AB,C, HFABE
THEALB,CETHAE2 . TAEAFCH BN N IDEIEFESLE], B SR T 2R L, (ZHEZEM &
I

E¥2§1’ I e L B¥4E2
<7 Ea T .
= i & PR &

wEEFR, TTEBETEZ A, AFEEHE TR —1T7 5, %R famdb-proxy Ik 55 FIMyS QL& 43 H-

B, N T XOAFRBEA TR -5, FABC=1T 5, 95 HGroupl_A (Groupl FHIATT A, T
[{]) , Groupl_B, Group2_B, Group2_CH r. FHELLEEAF], fAEREESRE-

T RIER
i Eamdb-proxyiR55 2 Bl , T Z e MK BN RS AN E, BRSEWT DR,
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HEA K

o QISR

mkdir -p ~/fisco && cd ~/fisco

° ﬁﬁlbui ld_chainﬂiﬂ$

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/v2.2.0/build_
—chain.sh && chmod u+x build_chain.sh

G W-B'Eis

# R X R E X ipconf
cat > ipconf << EOF
127.0.0.1:1 agencyA 1
127.0.0.1:1 agencyB 1,2
127.0.0.1:1 agencyC 2
EOF

# BEBE T

cat ipconf

127.0.0.1:1 agencyA 1
127.0.0.1:1 agencyB 1,2
127.0.0.1:1 agencyC 2

£ FHbuild_chainf& & [X HbE

### FERRXHEE (EEIIA30300~30302, 20200~20202, 8545~854 7% IRE W 5 H)
bash build_chain.sh -f ipconf -p 30300,20200,8545

Generating CA key...

Generating keys
Processing IP:127.0.0.1 Total:1 Agency:agencyA Groups:1l
Processing IP:127.0.0.1 Total:1 Agency:agencyB Groups:1,2
Processing IP:127.0.0.1 Total:1 Agency:agencyC Groups:2

Generating configurations...

Processing IP:127.0.0.1 Total:1 Agency:agencyA Groups:1
Processing IP:127.0.0.1 Total:1 Agency:agencyB Groups:1,2
Processing IP:127.0.0.1 Total:1 Agency:agencyC Groups:2

Group:1 has 2 nodes
Group:2 has 2 nodes

BT ini ST
EHnode0 T Fgroup.1.inific &

B ~/fisco/nodes/127.0.0.1/node0/conf/group. 1.ini 3L/ H [storage] X N ¥, 1B NI FNZE

[storage]
type=external
topic=DB_Groupl_A
max_retry=100
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{EM¥node1 F figroup.1.inifit &

fE4(~/fisco/nodes/127.0.0.1/node1/conf/group. 1.ini X £ H [storage| Bt N 2T, BB NI AR

[storage]

type=external
c=DB_Groupl_B
max_retry=100

EMnode1 F figroup.2.inifit &

fE(~/fisco/nodes/127.0.0.1/node1/conf/group.2.ini X £ H [storage| Bt N ZY, BB WU FIARE

[storage]

type=external
c=DB_Group2_B
max_retry=100

top

EMnode2 F ffigroup.2.inifit &

fE(~/fisco/nodes/127.0.0.1/node2/conf/group.2.ini X {4 H [storage| Bt N2, BB NI FNE

[storage]
type=external
topic=DB_Group2_C
max_retry=100

Hframdb U3

TRIEEREX

cd ~/fisco;
git clone https://github.com/FISCO-BCOS/amdb-proxy.git

VRS G

cd AMDB;gradle build

PmiET G, REM—NdistH3, U

— apps
L AMDB.jar
— conf
—— applicationContext.xml
— contracts
Table.sol
': TableTest.sol

— doc

amop .png
leveldb.png
README . md

— log4j2.xml
— mappers

(continues on next page)
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L data_mapper.xml
1lib
log
start.sh

fii Eamdb-proxy

amdb- proxy':J T AR, amdb-proxyZclient, 77 5 fEserver, J& BIid 2 Zamdb-proxy iR 5 EBERTT
A A A TR ERLE amdb-proxy K iE Ftopic R AT, & TtopicfI /M H1E S

UEFHEN -

WEREE

7% AMOP, amdb-proxyTis 2418 17

cp ~/fisco/nodes/127.0.0.1/sdk/+x ~/fisco/AMDB/dist/conf/

amdbSZ % I

cd ~/fisco;
###dist_Groupl AT M .Groupl_AXI N A amdbSE Al
cp AMDB/dist/ dist Groupl A -R
###dist_Groupl BiET M.Groupl_BX MK amdbE
cp AMDB/dist/ dist_Groupl_B -R
###dist_Group2_ BreT M.Group2_ BX N amdbS ]
cp AMDB/dist/ dist_Group2_B -R
###dist_Group2 CrETI M.Group2_CH N [ amdbSA
cp AMDB/dist/ dist_Group2_C -R

298 BB ER, AT LUE B ~/fisco B UG5 AN T -

drwxrwxr-x 8 fisco fisco 4096 May 7 15:53
—rwxrw-r—— 1 fisco fisco 37539 May 7 14:58
drwxrwxr-x 5 fisco fisco 4096 May 7 15:58
drwxrwxr-x 5 fisco fisco 4096 May 7 15:58
drwxrwxr-x 5 fisco fisco 4096 May 7 15:59
drwxrwxr-x 5 fisco fisco 4096 May 7 15:59
-rw-rw-r—— 1 fisco fisco 68 May 7 14:59
drwxrwxr-x 4 fisco fisco 4096 May 7 15:08

AMDB
build_chain.sh
dist_Groupl_A
dist_Groupl_B
dist_Group2_B
dist_Group2_C
ipconf

nodes

DB
MySQL —uroot -pl23456
CREATE DATABASE bcos_Groupl_ A ;
CREATE DATABASE bcos_Groupl_B ;
CREATE DATABASE bcos_Group2_B ;
CREATE DATABASE bcos_Group2_C ;
BB ALE

X B BIEMySQLAIEL &5 BT -
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Iﬁiﬁldb_ipldb_port|db_usernameIdb_passwdldb_name|

|Groupl_A|127.0.0.113306|root|123456|bcos_Groupl_A|
|Groupl_B|127.0.0.1|3306|root]123456|bcos_Groupl_B]|
|Group2_B|127.0.0.1|3306|root|123456|bcos_Group2_B]|
|Group2_C|127.0.0.113306|root|123456|bcos_Group2_C|

fic B i F2 75 Z21E MapplicationContext.xmI 34, 75 ZE 2 A AL & 70 6. topicil Enode.topic, MySQLHL &
5 BB E f1$5db.ip - db.port- db.database - db.userf/ldb.password -

H1Group1 AT 5L Eamdb-proxy

Ff~/isco/dist_Group1_A/conf/applicationContext.xmIEM 40 F AL & (FR 15 B

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20200</value>
</list>
</property>
</bean>
</list>
</property>

</bean>

<bean id="DBChannelService" class="org.fisco.bcos.channel.client.Service">
<property name="groupId" value="1" />
<property name="orglID" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
<property name="topics">

<list>
<value>DB_Groupl_A</value>
</list>
</property>
<property name="pushCallback" ref="DBHandler"/>
</bean>
<!-- database connection configuration ——>

<bean id="dataSource" class="org.apache.commons.dbcp2.BasicDataSource">

<property name="driverClassName" value="com.mysql.jdbc.Driver" />

<!-- please configure db connection here—-->

<property name="url" value="jdbc:mysgl://127.0.0.1:3306/bcos_Groupl_A?
—characterEncoding=UTF-8&amp; zeroDateTimeBehavior=convertToNull" />

<property name="username" value="root" />

<property name="password" value="123456" />
</bean>

1 Group1 B s L Eamdb-proxy

*Rf~/fisco/dist_Group1_B/conf/applicationContext. xm{EM A U T AL & (FR 5 )
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<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20201</value>
</list>
</property>
</bean>
</list>
</property>

</bean>

<bean id="DBChannelService" class="org.fisco.bcos.channel.client.Service">
<property name="groupId" value="1" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
<property name="topics">

<list>
<value>DB_Groupl_B</value>
</list>
</property>
<property name="pushCallback" ref="DBHandler"/>
</bean>
<!-- database connection configuration —-->

<bean id="dataSource" class="org.apache.commons.dbcp?2.BasicDataSource">

<property name="driverClassName" value="com.mysqgl.jdbc.Driver" />

<!-- please configure db connection here-->

<property name="url" value="jdbc:mysqgl://127.0.0.1:3306/bcos_Groupl_B?
—characterEncoding=UTF-8&amp; zeroDateTimeBehavior=convertToNull" />

<property name="username" value="root" />

<property name="password" value="123456" />
</bean>

J1Group2i¥)BTi 5. AL Eamdb-proxy

i ~/isco/dist_Group2_B/conf/applicationContext xmUEK N U AL & G AME B

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="group2" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="2" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20201</value>
</list>
</property>
</bean>
</list>
</property>

</bean>

(continues on next page)
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<bean id="DBChannelService" class="org.fisco.bcos.channel.client.Service">
<property name="groupId" value="2" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>

<!-- communication topic configuration of the node -->
<property name="topics">

<list>

<value>DB_Group2_B</value>

</list>
</property>
<property name="pushCallback" ref="DBHandler"/>

</bean>
<!-- database connection configuration -->

<bean id="dataSource" class="org.apache.commons.dbcp2.BasicDataSource">

<property name="driverClassName" value="com.mysql.jdbc.Driver" />

<!—— please configure db connection here-->

<property name="url" value="jdbc:mysgl://127.0.0.1:3306/bcos_Group2_B?
—characterEncoding=UTF-8&amp; zeroDateTimeBehavior=convertToNull" />

<property name="username" value="root" />

<property name="password" value="123456" />
</bean>

J1Group2]CTJ s L Eamdb-proxy

i ~/fisco/dist_Group2_C/conf/applicationContext. xmU{EM A U1 AL & (FR M5 )

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="group2" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupld" value="2" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20202</value>
</list>
</property>
</bean>
</list>
</property>

</bean>

<bean id="DBChannelService" class="org.fisco.bcos.channel.client.Service">
<property name="groupId" value="2" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>

<!-— communication topic configuration of the node —-->
<property name="topics">
<list>
<value>DB_Group2_C</value>
</list>
</property>

<property name="pushCallback" ref="DBHandler"/>

(continues on next page)
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[E2))
</bean>
<!-- database connection configuration ——>
<bean id="dataSource" class="org.apache.commons.dbcp2.BasicDataSource">
<property name="driverClassName" value="com.mysql.jdbc.Driver" />
<!-- please configure db connection here-->
<property name="url" value="jdbc:mysqgl://jdbc:mysqgl://127.0.0.1:3306/bcos_
—Group2_C?characterEncoding=UTF-8&amp; zeroDateTimeBehavior=convertToNull" />
<property name="username" value="root" />
<property name="password" value="123456" />
</bean>
& 3iamdb-proxy
cd ~/fisco/dist_Groupl_A;sh start.sh
cd ~/fisco/dist_Groupl_B;sh start.sh
cd ~/fisco/dist_Group2_B;sh start.sh
cd ~/fisco/dist_Group2_C;sh start.sh
JREN T A
cd ~/fisco/nodes/127.0.0.1;sh start_all.sh
REHE
ps —ef|grep org.bcos.amdb.server.Main|grep -v grep
fisco 110734 1 1 17:25 7 00:00:10 java -cp conf/:apps/*:1ib/* org.
—bcos.amdb.server.Main
fisco 110778 1 1 17:25 7 00:00:11 java -cp conf/:apps/*:1ib/* org.
—bcos.amdb.server.Main
fisco 110803 1 1 17:25 7 00:00:10 java -cp conf/:apps/*:1ib/* org.
—bcos.amdb.server.Main
fisco 122676 1 16 17:38 72 00:00:08 java —-cp conf/:apps/*:1ib/* org.
—bcos.amdb.server.Main
ps —-ef|grep fisco-bcos|grep -v grep
fisco 111061 1 0 17:25 pts/0 00:00:04 /data/home/fisco/nodes/127.0.0.1/
—node2/../fisco-bcos -c config.ini
fisco 111065 1 0 17:25 pts/0 00:00:04 /data/home/fisco/nodes/127.0.0.1/
—node0/../fisco-bcos -c config.ini
fisco 122910 1 1 17:38 pts/0 00:00:02 /data/home/fisco/nodes/127.0.0.1/

—nodel/../fisco-bcos -c config.ini

BRI, 2FBEHA N javaltiE, 3 Misco-beostRE - ARIIANETES % H EHIACE R T IER .

RE H S

HUTTNEFES, BE T Anode0BERA T R AL (HABTT S KM

tail -f nodes/127.0.0.1/node0/log/log* | grep connected

EFBUEBERRL AL, W AT LLE Hinode05 HAM AT A EH -
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info|2019-05-07 21:47:22.849910| [P2P] [Service] heartBeat connected count,size=2
info|2019-05-07 21:47:32.849970| [P2P][Service] heartBeat connected count,size=2
info|2019-05-07 21:47:42.850024| [P2P] [Service] heartBeat connected count,size=2

PITNHEES, REEGAERR

tail -f nodes/127.0.0.1/node0/log/logx | grep +++

1B L2 N5 5 H ++++Generating seal /8 IHIEH -

info|2019-05-07 21:48:54.942111| [g:1][p:65544] [CONSENSUS] [SEALER] ++++++++++++++++_
—Generating seal on,blkNum=6,tx=0,nodeIdx=1,hash=355790£f7...
info|2019-05-07 21:48:56.946022| [g:1][p:65544] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=6,tx=0,nodelIdx=1,hash=4ef772bb. ..
info|2019-05-07 21:48:58.950222| [g:1][p:65544] [CONSENSUS] [SEALER] ++++++++++++++++_
—Generating seal on,blkNum=6,tx=0,nodelIdx=1,hash=48341ee5...

EREH G XA S

BT R EEMySQLH B FH P2 & Ak 22 5 E T .

6.9 &

P24 & £FISCO BCOS 2.0E EMA R i TE, Tl I Web3SDK 5 [X HLBETT S @ 38R, SLHint
XEREETT SEIRFNEE HRENR . BHEWEEENGS, BREEXREERE ST XHEET 5 . 36
BHEHEGNE . i, BEHERE—EARIFETE, B a] LU REE R Solidity & 20 S04 9m 1%
HTava G ST -

6.9.1 EHIEMS

G S H A AR, B8 FITE M R IZEL

o 184 B RHUTHIREM S, AEEIAXREHERER, WEASAMAHGANELS, HAER
82 HISON-RPCHE: 1, I 5ISON-RPCH: AR 4 - FHRR: 547 LUF HtabB b2,
FEZTFH ETRERTFEATES -

« BAMXRMSE: BLOHAZOTENSE, BL528 LU NSHE S RIS,
5ISON-RPCH; 0 [F] 44 fin & % A\ S BRI ER EUE B 57 B TR g2 5 ISON-RPC API -

6.9.2 FHm R
SRS L

« FIFHCNSEREFIFAH & L3R

- ¥EB A% deployByCNS

- JAHA%: callByCNS

- BHIHCNSEE AAEE: queryCNS
o TIEAEFFHEY

- #EEY): deploy

- WHEY: call
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Hitan <

HIXHEE: getBlockNumber
BIHIET H5F: getSealerList
B 5 EHUE B getTransactionReceipt
PR switch

6.9.3 [REEH

Ctrl+a: JEMBEBIEITTE
ctrl+p: BRHEHIE
Ctrl+E: JEHMEEhEITR
Ctrl+R: HEREAKITHML
e TRV B o o i 2

o Lo JE TN S

6.9.4 FEHH & MR

jézj%gt@ PMER G AR, EHE SRS MITHSER, FEELRBERPUTER, PITERS
ey

IEBREER: ar R EIEFRIPITES R, LT & B0 json L 20k H]
BERAER: an R EENRAHITER, UFAT & 80 json L F R A -

— G T2 FIISON-RPCHEE I I, FE1RIE 2 %X
— 1| & Wi 2 F Precompiled Service®z OB, #51RIG 2% 0 H .

6.9.5 #H GACE 51817

HE: HiESM: HEFISCO BCOSXIREEESH EHEI A 5 il T H .

REEH &

cd ~ && mkdir -p fisco && cd fisco

# REFERIG

bash <(curl -S https://raw.githubusercontent.com/FISCO-BCOS/console/master/tools/
—~download_console.sh)

HSREEFIUN T -

apps # EHlE jarfl HE

—— console. jar

lib # Haﬂﬁﬁﬁﬁ’]jarﬁﬁi

conf

|-— applicationContext-sample.xml # [p'E i
|-— log4j.properties # H&HEIE L/
contracts # G HE

-- solidity # solidity&ZIFHH=E

(continues on next page)
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../api.html#rpc
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| —— HelloWorld.sol # HiBAY: HelloWorld&#, WIHLREFIVEH
| —-— TableTest.sol # HHCRUDEONIAY): TableTest&#, TIELEFHH
| —— Table.sol # CRUDANFEG|ARITable SN

| —— console # EHIGEHEBEANNMREFENENabi, bin, javaXlHHK

| -— sdk # sol2java.shilRYIFENENabi, bin, javaXlfFHZE

|-— start.sh # G EHHIA

|-— get_account.sh # T 1 A R A

|-- sol2java.sh # solidityé\é’\jy#éﬁ%%javaé}?"jj@fq:ﬂ/‘]ﬁﬁliiﬂ%ﬂi\

|-— replace_solc_jar.sh # Zil¥ jartl B

BLEEH G

o XERBETT SANERAIAE.:
- ¥ Asdk B3R FHJca.crt ~ sdk.crtflsdk.key AN B cont HEF -
- RcontH x T E/‘]applicationContext—sample.xmlj{ o E @ &
HapplicationContext .xml 3. Al B applicationContext .xml X, HHZHRME

T ) TN AR R BE Y S B B U MBS - 1878 QN SRIEBE N i & Mlisten_ip~9127.0.0.15%
3#0.0.0.0, channel_port20200, /llapplicationContext .xmlfig & ANFAEHK -

<?xml version="1.0" encoding="UTF-8" ?>

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:p="http://
—www.springframework.org/schema/p"
xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://
—www.springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalLocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx-2.5.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring-aop-2.5.xsd">

<bean id="encryptType" class="org.fisco.bcos.web3j.crypto.EncryptType">
<constructor-arg value="0"/> <!-- O:standard 1:guomi —->
</bean>

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.
—handler.GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list> <!/-- EPMHHAFERE—Tbean ——>
<bean id="groupl" class="org.fisco.bcos.channel.

—handler.ChannelConnections">

<property name="groupld" value="1" /> </-——
HﬁiﬁﬁﬁﬁgroupID -——>

<property name="connectionsStr">

<list>
<value>127.0.0.1:20200</
—value> <!/-- IP:channel_ port ——>
</list>
</property>
</bean>
</list>
</property>
</bean>

<bean id="channelService" class="org.fisco.bcos.channel.client.Service"

3 3 n ~ 1~ — ~ o n
COCPTCITAOS Ol gIrOupCITaIlIIc TCUIMTeC T T OIT OITTTJ (contlnues on next page)
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<property name="groupId" value="1" /> </-—— iEIDNIMIFEH -—>
<property name="agencyName" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
</bean>

</beans>

e & I B 25 X

HE: wHIE U
o HIE BRI
22 [ft5k: JavaSDKBEhRMIIZ & -

o YIEHI B E UHFE— RN E 211 S0E %ET EE?EﬁHWE’J%EB HERE AR
BRHAEH, FtERGRIET SERE, EHREEEMEA—, BTEFRHS - @D&ﬁﬁﬁ?’”%‘
;ET &EEE AT R ECE RUERLE 1T 511@%%’”%‘%?@43 TXRELE ] 2 B5F (8] TN 2 16 A A 4H PN 1S B AR
F—E

P B R ) &

E 2R RS G I E S EEEF T & R EREE — X5, mEwT:
o XBRBETT SAER ABLE
- B Esdk B3R FRca. crt ~ sdk.crtflsdk. key XN Econt B3R T -

- ¥confH F T HapplicationContext-sample.xmlX f ®E| @ %
HapplicationContext.xml X . Bl BapplicationContext .xml X, HARME
TR A AR DCRBE 1Y S E B O B R - $R7R: AR FEBERT % & Mlisten_ip 79127.0.0.15%
#0.0.0.0, channel_port 720200, NlapplicationContext .xmlflE NFHEM .

. TR

<bean id="encryptType" class="org.fisco.bcos.web3j.crypto.EncryptType">
<!-— encryptTypelE& & N1, FIFEEFK ——>
<constructor-arg value="1"/> <!-- 0:standard l:guomi -->

</bean>

« BHETRIEE

# T?ﬁisoch—all—O.4.25—gm.jarﬁi7fconsolel§lf€?

$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/solcj/solcd—
—all-0.4.25-gm. jar

# Boartl

$ bash replace_solc_jar.sh solcJ-all-0.4.25-gm. jar

BAmIELE

EHGRE-DRITHRFESO TR, FHEITLE Rsolidity & 29X 9 F Njava LI - AL L
B, hwD:

o FFsolidity 5 A L MFEcont ract s/solidity HE N -

o BT 21Tsol12ava. shlIAR(RETR € —MNjaval £ 4) 5E Al gm i3 A2 4E55 - FlU, contracts/
solidityH X T & 7ﬁHelloWorld. sol-~ TableTest.sol-~ Table.sol& %, 8 & & %
Horg.com.fisco, AU T:
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$ cd ~/fisco/console
$ ./sol2java.sh org.com.fisco

BITHIhZ G, F2FEconsole/contracts/sdk HEEMjava « abiflbin Hx%, W TFHR-

|-— abi # ZRIFEERNMabi HF, Fhilsolidity 8 AGmiER abi XX

| |-— HelloWorld.abi

| | -— Table.abi

| | -— TableTest.abi

|-- bin # SWFEEMNIbinHE, fFillsolidityARFENIbn

| |-— HelloWorld.bin

| | -— Table.bin

| | -—— TableTest.bin

|-- java # FEGRIERIEEE N Tava G

| | -— org

| | -— com

| |-— fisco

| |-— HelloWorld.java # ZiiFfIHelloWorid Java i
| |-— Table.java # JWEMRGCRUDEAHED Java it
| |-— TableTest.java # JaEl TableTest Java sl if

javaH & T & B Torg/com/fisco/B B R HXEX - B 1 H X T ¥ 2 & fjavad
2] X ffHelloWorld.java- TableTest.javafiTable.java- +H HHelloWorld.
javaflTableTest . javarzjavahy I B java &2 304 .

E T#HAEH S Hconsole/1ibHFX N & solcd-all-0.4.25. jar, RIHTFEFOARMAIE )Y

o WRFFHOSIUA A A giIFs sl E %A N 9miESs, 15 MR AN RiFESjarE, fﬁFﬁTﬁ%console/
llbﬁi?ﬁﬁsoch—all 0.4.25.jar- A[LLIEE . /replace_solc_jar.shl K78, F8E
TEM R IESSjarfl K12, W

# F#isolci-all-0.5.2.jarllifEconsole HE R, REIFEWT
$ ./replace_solc_jar.sh solcd-all- O.5.2.jar

TEE N dmiFjartl

0. 4R A Y)Y 1% ar L

$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/solcj/solcd—
—all-0.4.25.7jar

0.5hRA A 291 ar 1,

$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/solcj/solcd—
—all-0.5.2.7jar

[E 250 4hUAR A Y jar B

$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/solcj/solcd—
—all-0.4.25-gm. jar

[E 25 0.ShRUR & 29w 1 jar £

$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/solcj/solcd—
—~all-0.5.2-gm. jar

R G
ETRIEASTIERT, BihEfsa
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$ ./start.sh

# Hih N (E SRR EEhT)

Welcome to FISCO BCOS console(1.0.4)! ]
Type 'help' or 'h' for help. Type 'quit' or 'gq' to quit console.

| | \/ \ / \/ \ | \ / \ / \/ o
IQ);$$$$$$$\$$$$$I R N EEEEEA | $$85S8S|  $SSS8S| $S8$88S| $5588
I(HE;_ I $8 | SS__\SI| $8 \$| $$ | 88 I $S__/ S1 8s  \$| $S | S| $$__\
Iqii \ | $5 \$$ \| $$ | $$ | $s | $$ Sl s$s I $8 | $$\s$
IQ);$$$$ | $5 _\$$8S8S8| 88 _| $$ | s$8 | $$8588S1 85 __| $S | SS_\$$$8S
I(HE; LSS N SI SS__/ | $S__/ S8 | $$__/ S| 8s_/ | $S__/ S| \_I
Iqiz | $S \\$$ S$S\SS $S\SS $S | $$ S$S\SS $5\$$ $5\$$
Tzi \$SS555 \$55555 \$85555 \$558588 \SS$SSSS  \$5S5555 \$555S85 \$$8S$s
=8

JE B RE A 5 BA

BE L RIEH G R

./start.sh --version

console version: 1.0.4

M P 75 50
P B IEFL

P B R MK P A2 AR A get_account.sh(BAIAR FVETEZ B B HL R, AR AR 7= U1 #Eaccounts H
XN, EHE BRI L ATCEAZ BT - 6B VE I T LA

./start.sh

./start.
./start.
./start.

sh groupID
sh groupID -pem pemName
sh groupID -pl2 pl2Name

VN

EHIGREVLAER — MR, R ZEH & BE R ERIRH S B8 -

./start.sh

TREMESEY

EHIGREILAER — MRS, EHmSITIEERRFAS R
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./start.sh 2

o TR TEE MRS & B E U A AL Ebean -

15 FHPEMAS AL EA LA B 30

o TR Kpem X AFRIK P RSN, BIAZEL BEHS - -pem - pem L IFEE1E

./start.sh 1 -pem accounts/0xebb824a1122e587b17701ed2e512d8638dfb9c88.pem

¥ FHPKCS12#% X FASA U 15 3

o FEFTEERIpI23CHFRIK T, FERMAEN, MASE BAS . -pl2. pI23UFHE

./start.sh 1 -pl2 accounts/0x5ef4dflbl56bc9f077ee992a283c2dbb0bf045¢c0.pl2
Enter Export Password:

TR EH & EshRingp1 230 BT ERE:

exception unwrapping private key - Jjava.security.InvalidKeyException: Illegal key,,
—size

Al B RJavafl A B R B, 5 F B R 77 FR : hipsi//stackoverflow.com/questions/3862800/
invalidkeyexception-illegal-key-size

6.9.6 EHI AWML
help
i NhelpEi&h, BEEEHIEIE G

P

[group:1]> help

o
addObserver Add an observer node.

addSealer Add a sealer node.

call Call a contract by a function and,
—paramters.

callByCNS Call a contract by a function and_
—paramters by CNS.

deploy Deploy a contract on blockchain.
deployByCNS Deploy a contract on blockchain by CNS.
desc Description table information.

exit Quit console.

getBlockByHash Query information about a block by hash.
getBlockByNumber Query information about a block by block,
—number.

getBlockHashByNumber Query block hash by block number.
getBlockNumber Query the number of most recent block.
getCode Query code at a given address.
getConsensusStatus Query consensus status.

getDeployLog Query the log of deployed contracts.
getGroupList Query group list.

getGroupPeers Query nodelId list for sealer and observer
—nodes.

getNodeIDList Query nodeId list for all connected nodes.

(continues on next page)
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getNodeVersion
getObserverList
getPbftView
getPeers

—client.
getPendingTransactions
getPendingTxSize
getSealerList
getSyncStatus
getSystemConfigByKey
getTotalTransactionCount
getTransactionByBlockHashAndIndex

Query
Query
Query
Query

Query
Query
Query
Query
Query
Query
Query

—block hash and transaction index position.

getTransactionByBlockNumberAndIndex

Query

—block number and transaction index position.

getTransactionByHash
—requested by transaction hash.
getTransactionReceipt
—~transaction hash.
grantCNSManager
grantDeployAndCreateManager
—create user table by address.
grantNodeManager

—by address.
grantPermissionManager
—configuration by address.
grantSysConfigManager

—by address.
grantUserTableManager

—name and address.

help (h)

listCNSManager
listDeployAndCreateManager
—contract and create user table.
listNodeManager
—configuration.
listPermissionManager
—permission configuration.
listSysConfigManager
—configuration.
listUserTableManager
—~information.

queryCNS

—and contract version.

quit (q)

removeNode

revokeCNSManager
revokeDeployAndCreateManager
—cCcreate user table by address.
revokeNodeManager

—Dby address.
revokePermissionManager
—configuration by address.
revokeSysConfigManager
—configuration by address.
revokeUserTableManager
—name and address.
setSystemConfigByKey

switch (s)

[create sqgl]

[delete sqgl]

Query

Query

Grant
Grant

Grant

Grant

Grant

Grant

the current
nodeId list

node version.
for observer nodes.

the pbft view of node.
peers currently connected to the

pending transactions.
pending transactions size.

nodeId list
sync status

for sealer nodes.

a system config value by key.

total trans
information

information
information
the receipt

permission
permission

permission
permission
permission

permission

action count.
about a transaction by,

about a transaction by,
about a transaction_
of a transaction by,

for CNS by address.
for deploy contract and,

for node configuration,
for permission_
for system configuration

for user table by table,

Provide help information.

Query
Query

Query
Query
Query
Query
Query
Quit c
Remove
Revoke
Revoke
Revoke
Revoke

Revoke

Revoke

permission
permission

permission
permission
permission
permission
CNS informa
onsole.
a node.
permission
permission
permission
permission

permission

permission

information for CNS.
information for deploy,

information for node,,
information for
information for system
for user table,

tion by contract name_

for CNS by address.
for deploy contract and

for node configuration
for permission,
for system,

for user table by table

Set a system config.

Switch to a specific group by group ID.
Create table by sqgl.

Remove records by sqgl.

(continues on next page)
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[insert sqgl] Insert records by sqgl.
[select sqgl] Select records by sqgl.
[update sqgl] Update records by sqgl.

o help B/ REFFMAIIE R we mLIEEfiA

« BEAEFMSHERN AR, BAGS -hEi-helpEF - AN

[group:1]> getBlockByNumber -h

Query information about a block by block number.

Usage: getBlockByNumber blockNumber [boolean]

blockNumber -- Integer of a block number, from 0 to 2147483647.

boolean —-- (optional) If true it returns the full transaction objects, if false,
—only the hashes of the transactions.

switch

B TswitchBFs, VIHEITEERH - B S R IR AR -

[group:1]> switch 2
Switched to group 2.

[group:2]>

W TEVHAREA, iﬁﬁﬁ{%?{:console/confEi_l:ﬂ/‘]applicationContext xml(iﬁ’{@ﬂﬁ){{*%ﬂ
ARSI MR I E) SO BCE TR AR ER, I Rt PR E T Sipfidm H IERE, %Y
HIEHIBT -

getBlockNumber

i21T7getBlockNumber, & X EE .

[group:1]> getBlockNumber
90

getSealerList

51T getSealerList, H AT HFI5E -

[group:1]> getSealerList
[

—0c0bbd25152d40969d3d3cee3431£fa28287e07cf£2330d£3258782d3008b876d146ddab97eab427964

—

—10b3a2d4b775ec7£3c2c9e8dc97fa52beb8caab9c34d026db9b95a72acldlclad551c67c2b7£fdc3417

—

—622af3702bd29c60ae8f15d467b67c0a7fe5eb3e5c63fdc27a0ee8066707a25afa3aaleb5a3b802d3a

S5bfbb281591f

71857eada75836¢

e5e26de9dbaf
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getObserverList

i5{TgetObserverList, & WET H4115 -

[group:1]> getObserverList
[

—037c255¢c06161711b6234b8c0960a6979e£039374ccc8b723afea2107cba3432dbbc837a714b7da20111£74d5a24e91

]

getNodelDList

i21TgetNodeIDList, &F& 17 5 M iEHp2p T i fnodeldd| 58

[group:1]> getNodeIDList
[

—41285429582¢cbfe6eed501806391d2825894b3696£801e945176c7eb2379%alecf03b36b027d72£480e

—

—~87774114e4a496c68£2482b30d221fa2f7b5278876da72£3d0a75695b81e2591c1939fc0d3fadblbcc

—

—29c34347a190clec0c4507cbeedbabbcd4d7a8f9f54ef26da616e81185c0afllal8ceadeachb74cf6fol

—

—d5b3a9782cbaca271c9642aea391415d8b258e3a6d92082e59cc5b813cal23745440792ae0b29f4962
1

getPbftView

iZ1TgetPbftView, 2 EpbftilE -

[group:1]> getPbftView
2730

getConsensusStatus

iZ1TgetConsensusStatus, &H IR -

[group:1]> getConsensusStatus
[
{
"id": 1,
"Jsonrpc": "2.0",
"result": [
{
"accountType": 1,
"allowFutureBlocks": true,
"cfgErr": false,
"connectedNodes": 3,
"consensusedBlockNumber": 38207,
"currentView": 54477,
"groupId": 1,
"highestblockHash":
—"0x19a16e8833e671aal1431de589¢c866a6442ca6c8548bad40a44£50889cd785069",

9d15bacd4346.

59c997bafc9e.

20292b24bc5d

£568£8ad58b7

"highestblockNumber": 38206,

(continues on next page)
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"leaderFailed": false,

"max_faulty_leader": 1,

"nodeId":
—"f72648fel65dal7a889%bece08cale57862cb979c4e3661d6a77bcc2de85cb766af5d299fec8ad4337eeddl42dcal2bal

"
",

"nodeNum": 4,
"node_index": 3,
"omitEmptyBlock": true,
"protocolId": 65544,
"sealer.0":
—"6a99f357ecf8a001e03b68aba66£68398ee08£3ce0f0147e777ec77995369aac470b8c9f0£85£91ebhb58a98475764b

"sealer.1l":
—"8a453f1328c80b908b2d02baz25adcab6341bl6b16846d84£903c4£f4912728c6aaell050cedf24cd9c13¢010ce922d339

"sealer.2":
—"ed483837e73eelb56073b178£5ac0896fa328fc0ed418ae3e268d9e9109721421ec48d68£28d6525642868b40dd265.

"sealer.3":
—"f£72648fel65dal7a889%bece08cale57862chb979c4e3661d6a777bcc2de85cb766af5d299fec8ad4337eeddl42dcal26al

:_)",
"toView": 54477
by

[

"nodeId":
—"6a99f357ecf8a001e03b68aba66f68398ee08f3ce0f0147e777ec7799536%9aac470b8c9f0£85f91ebp58a98475764b

:"
—

"view": 54474
}I
{
"nodeId":
—"8a453f1328c80b908b2d02ba25adcab341bl6b16846d84£903c4£f4912728c6aaell050cedf24cd9¢c13¢010ce922d339

("
—

"view": 54475
}I
{
"nodeId":
—"ed483837e73eelb56073b178f5ac0896fa328fc0ed418ae3e268d9e9109721421ec48d68£28d6525642868b40dd265.

("
—

"view": 54476
}I
{
"nodeId":
—"f72648fel65dal7a889%bece08cale57862cb979c4e3661dba77bcc2de85cb766af5d299fecB8a4d4337eeddl42dcal2bal

o
—

"view": 54477

getSyncStatus

j&1TgetSyncStatus, EF FIFIRE -

[group:1]> getSyncStatus
{

(continues on next page)
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"blockNumber":5,

"genesisHash":
—"0xeccad5274949p9d25996£7a96b89c0ac5c099eb9b72cc00d65bc6ef09£7bd10b",

"isSyncing":false,

"latestHash":
—"0xpb99703130e24702d3b580111b0cf4e39ff60ac530561dd9%eb0678d03d7acceld",
"nodeId":
—"cf93054cf524f51c9fede%9a76a50218aaa7a2cabeb58£f6£5634£9c2884d2e972486c7fel1d244d4b49c6148clcb524bc
"peers": [
{
"blockNumber":5,
"genesisHash":
—"0xeccad5274949p9d25996£7a96b89c0ac5c099eb9b72cc00d65bc6ef09£f7bd10b",
"latestHash":
—"0xpb99703130e24702d3b580111b0cf4e39f£60ac530561dd9%eb0678d03d7acceld",
"nodeId":

—"0471101bcf033cd9e0chbdbeef76cl44e6eff90a7a0b184705976£8ba32b2516c0528338060a4599fche3bafeell88bc

}I
{
"blockNumber":5,
"genesisHash":
—"0xeccad5274949b9d25996f7a96b89c0ac5c099eb9b72cc00d65bco6ef09f7bd10b",
"latestHash":
—"0xb99703130e24702d3b580111b0cf4e39ff60ac530561dd9%eb0678d03d7acceld",
"nodeId":
—"2b08375e6£876241b2a1d495cd560bd8e43265£57dc9ed07254616ea88e371dfa6d40d9a702eadfd5g

n
—

}I
{
"blockNumber":5,
"genesisHash":
—"0xeccad527494909d25996£f7a96b89c0ac5c099eb9b72cc00d65bc6ef09f7bd10b",
"latestHash":
—"0xp99703130e24702d3b580111b0cf4e39f£f60ac530561dd9%eb0678d03d7acceld",
"nodeId":
—"edlc85b815164b31e895d3f4fc0b6e3f0a0622561ec58al0cc8£3757a73621292d88072bf853ac52f

"
—

1,
"protocolId":265,

"txPoolSize":"0O"

2025180£9d966.

a9%a9bbbl0ab4]

getNodeVersion

i&{TgetNodeVersion, & 17 S IRAN -

[group:1]> getNodeVersion
{
"Build Time":"20190107 10:15:23",
"Build Type":"Linux/g++/RelWithDebInfo",
"FISCO-BCOS Version":"2.0.0",
"Git Branch":"master",
"Git Commit Hash":"be95a6e3e85b621860b101c3baecee8be68£5£450"
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getPeers

& TgetPeers, FLE 17 5. Hpeers -

[group:1]> getPeers
[

"IPAndPort":"127.0.0.1:50723",
"nodeId":
—"8718579%9e9a6fee647b3d7404d59d66749862aeddef22eb6bbabaafelaf6fcl28fc33ed5a%al05abdda

om
—

"Topic": [

"IPAndPort":"127.0.0.1:50719",
"nodeId":
—"697e81e512cffc55fc9c506104fb888a%ecfde29ecabfefbbb334b0ebbbfcdef8fabb60eb614a0f2bel]

:"
—

"Topic": [

"IPAndPort":"127.0.0.1:30304",
"nodeId":
—"8fc9661baal057034f10efacfd8be3b7984e2f2e902f83c5c4e0e8a60804341426ace51492ffael087d

("
—

"Topic": [

51e12004c6bf

§8d0b5993464c

6c0b968bd5e9.

getGroupPeers

i&1TgetGroupPeers, E& T T EgroupHIFEIRTT S FTMIER T 5515, -

[group:1]> getGroupPeers
[

—~cf93054cf524f51c9fedefa’6a50218aaa’7a2cab6e58£6£5634£9c2884d2e972486c7feld244d4b49co]

—

48clcb524bcc

—~edlc85b815164b31e895d3£f4£fc0b6e3£f0a0622561ec58al0cc8£3757a73621292d88072b£853ac52£0a%a9%bbl0a54b

—

—-0471101bcf033cd9%e0cbdbeef76cl44e6eff£90a7a0bl847b5976£8ba32b2516c0528338060a4599fc5e

—

—2b08375e6£876241b2al1d495cd560bd8e43265£57dc9ed07254616ea88e371dfa6d40d%9a702eadfdbe
]

getGroupList

i&1TgetGroupList, B FHFELHYI|F:

[group:1]> getGroupList
[1]
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getBlockByHash

W

iZ4TgetBlockByHash, RIEXHEHERXIRGEE - 4
o XHEA: OxTFKI X ERIG A 1E -
s XGtrdE: Bilfalse, KRAPHIZHAERZHEAE, KE wve, BRTHEREER -

[group:1]> getBlockByHash,
—0xfoafbcc3ec9ebdac2c2829c2607e95ealfalbe914call57436b2d3c5£1842855
{

"extraData": [

]I

"gasLimit":"0x0",

"gasUsed":"0x0",

"hash":"Oxfoafbcc3ec9ebdac2c2829c2607e95ealfalbe914call57436b2d3c5£1842855",

"logsBloom":
—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000

L
—

"number":"0x1",

"parentHash":
—"0xeccad5274949p9d25996£7a96b89c0ac5c099eb9b72cc00d65bc6ef09£7bd10b",

"sealer":"0x0",

"sealerList": [

—"0471101bcf033cd%0cbdbeef76cl44e6eff90a7a0bl847b5976£8ba32b2516c0528338060a4599%fc

"
",

—"2b08375e6£876241b2a1d495cd560bd8e43265£57dc9ed07254616eaB88e371dfa6d40d%a702eadfd5e

"
",

—"cf93054cf524£f51c9%fede9a76a50218aaa’7a2cab6e58£6£5634£9c2884d2e972486c7feld244d4b49c

"
",

—"edlc85b815164b31e895d3£f4fc0b6e3£0a0622561ec58al10cc8£3757a73621292d88072b£f853achb2f

n
—

Iy
"stateRoot":"0x9711819153£7397ec66a78b02624£70a343b49c60bc2£21a77b977b0ed91cef?

"timestamp":"0x1692£f119c84",
"transactions": [
"0xal4638d47cc679cfoeeb7f£36a6d2a30eab6cb8dcf0938719f£45023a7a8edb5d"
]I
"transactionsRoot":
—"0x516787£85980a86£d04b0e9%9ce82a1a75950db866e8cdf543c2cae3e4a51d91b7"
}
[group:1]> getBlockByHash,
—0xfoafbcc3ec9ebdac2c2829c2607e95ealfalbe914callb7436b2d3c5£1842855 true
{

"extraData": [

1,

"gasLimit":"0x0",

"gasUsed":"0x0",

"hash":"Oxf6afbcc3ec9ebd4ac2c2829c2607e95ealfalbe914call57436b2d3c5£1842855",

"logsBloom":
—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000

o
-

"number":"0x1",

"parentHash":
—"0xeccad5274949p9d25996£7a96b89c0ac5c099eb9b72cc00d65bc6ef09£7bd10b",

"sealer":"0x0",

(continues on next page)
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"sealerList": [

—"0471101bcf033cd9%0cbdbeef76cl44e6eff90a7a0bl847b5976£8ba32b2516c0528338060a4599%fc

o
—

e3bafeel88bc

—"2b08375e6£876241b2a1d495cd560bd8e43265£57dc9ed07254616ea88e371dfa6d40d9%9a702eadfd5¢025180£9d966.

o
—

—"cf93054cf524f51c9fede9a76a50218aaa7a2ca6e58f6£5634£9c2884d2e972486c7feld244d4b49c6148clcb524bc

L
—

—"edlc85b815164b31e895d3£f4fc0b6e3f0a0622561ec58al0cc8£3757a73621292d88072bf853ac52f

"
—

]I
"stateRoot":"0x9711819153£f7397ec66a78002624£f70a343b49c60bc2f21a77b977b0ed91cef9
“‘"l
"timestamp":"0x1692£f119c84",
"transactions": [
{
"blockHash":
—~"0xfeafbcc3ec9ebdac2c2829c2607e95eal0falbe914call57436b2d3c5£1842855",
"blockNumber":"0x1",
"from":"0x7234c32327795e4e612164e3442cfae0d445b9%9ad",
"gas":"0x1c9c380",

"gasPrice":"0x1",

"hash":
—"0xal4638d47cc679cfbeeb7f36a6d2a30ea56chb8dcf0938719ff45023a7a8edb5d",

"input":

a9%a9bbbl0a54]

—"0x608060405234801561001057600080£d50506040805190810160405280600d81526020017£48656¢6c6£2c20576£

"

o
"nonce":
—"0x3443a1391¢c9¢c29f751e8350304efb310850b8afbaa7738f5e89ddfce79b1d6",
"to":null,
"transactionIndex":"0x0",
"value":"0xQO"

1,
"transactionsRoot":
—"0x516787£85980a86fd04b0e9ce82a1a75950db866e8cdf543c2cae3e4a51d91b7"

}

getBlockByNumber

iZ1TgetBlockByNumber, #RIEXREFEEIAXRER - S5
o XIRERE: kR -
o ZokrE: Eilfalse, XA S RERTHEA, WEHNrve, BRTHEMEEE -

[group:1]> getBlockByNumber 1
{

"extraData": [

]I

"gasLimit":"0x0",

"gasUsed":"0x0",

"hash":"Oxfoafbcc3ec9ebd4ac2c2829c2607e95ealfalbe914call57436b2d3c5£1842855",

"logsBloom":
—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000

"
",

(continues on next page)
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"number":"0x1",

"parentHash":
—"0xeccad5274949p9d25996£f7a96b89c0ac5c099%9eb9b72cc00d65bc6ef09£f7bd10b",

"sealer":"0x0",

"sealerList": [

—"0471101bcf033cd9%e0cbdbeef76cl44e6ef£90a7a0b184705976£8ba32b2516c0528338060a4599fc

"
",

—"2b08375e6£876241b2a1d495cd560bd8e43265£57dc9ed07254616ea88e371dfa6d40d%a702eadfd5e

"
",

—"cf93054cf524f51c9fede9a76a50218aaa7a2ca6eb58f6£5634£9c2884d2e972486¢c7feld244d4b49c

"
",

—"edlc85b815164b31e895d3f4fc0b6e3f0a0622561ec58al0cc8£3757a73621292d88072bf853ac52f

"
—

1,
"stateRoot":"0x9711819153£f7397ec66a78b02624£70a343b49c60bc2f21a77b977b0ed91cef9

"timestamp":"0x1692£119c84",
"transactions": [
"0xal4638d47cc679cfoeeb7f36a6d2a30ea56chb8dcf0938719££f45023a7a8edb5d"

1,
"transactionsRoot":
—~"0x516787£85980a86fd04b0e9ce82a1a75950db866e8cdf543c2cae3ed4ab51d91b7"

}

getBlockHashByNumber

i 1TgetBlockHashByNumber, it X & FIRIG X G A - 24K
o RSB TEHIEEL

[group:1]> getBlockHashByNumber 1
Oxfé6afbcc3ec9ebdac2c2829c2607e95ea0falbe914call57436b2d3c5£1842855

getTransactionByHash

olf

B S

W

j&1T getTransactionByHash, 1813 504 7 B 10 2C 5 f
o XHWER: OxIT LI FMGA1E -

s BNG: Wk, ZIATGHERLHHENAIR, HRZSET LLREAE S Einput AT H 4t -
WNFSERRE B LI T WA «

W)

[group:1]> getTransactionByHash
—0x1dfc67c51£f5cc93b033£c80e5e9£eb049¢c575a580863483aa4d04£530a2¢c87d5

"blockHash":"0xe4el1293837013£547ad7£443a8£f£f20a4e32a060b9%cac56c41462255603548b7b

"blockNumber":"0x8",

"from":"0xf0d2115e52b0533e367447f700bfbf2ed35ff6fc",

"gas":"0x11lela300",

"gasPrice":"0x1llela300",

"hash":"0x1dfc67c51£f5cc93b033fc80e5e9feb049c575a58b863483aa4d04£530a2¢87d5",

"input":
—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000

v

e3bafeel88bc.

025180£9d966.

148clcb524bc

a%a9%bbbl0a54]

000000000000

v
",

(continues on next page)
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"nonce":"Oxlaec6ed447dad9b9al40bf39a91a4d75fd19ea77£7dc38ccf940d8d510d78bdo",
"to":"0x42£c572759£fd568bd590£f46011784be2a2d53£f0c",
"transactionIndex":"0x0",
"value":"0x0"
}
# input FEESVEONGRL, BITENNEAEEDSS, BASEUE-
[group:1]> getTransactionByHash,
—0x1dfc67c51£5cc93b033£c80e5e9feb049c575a58b863483aa4d04£530a2c87d5 TableTest

"blockHash":"0xe4el1293837013f547ad7f443a8ff20a4e32a060b9%cac56c41462255603548b7b

"blockNumber":"0x8",

"from":"0xf0d2115e52b0533e367447£700bfbf2ed35ff6fc",

"gas":"0x1llela300",

"gasPrice":"0x1llela300",

"hash":"0x1dfc67¢51£f5cc93b033£fc80e5e9feb049c575a58b863483aa4d04£f530a2¢c87d5",

"input":
—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000

"nonce":"Oxlaec6ed447dad9b9al40b£f39%9a91a4d75£d19ea77£7dc38ccf940d8d510d478bd0o",
"to":"0x42fc572759fd5680bd590f46011784be2a2d53f0c",
"transactionIndex":"0x0",

"value":"0x0"

Input
function: insert (string,int256, string)
input value: (fruit, 1, apple)

getTransactionByBlockHashAndIndex

iZ1TgetTransactionByBlockHashAndIndex, i&id XRIGAFIA H R AL HEE - S4
o REMEA: OxFFLMIXRIG A (E -
o XHRG|: TFtHIEEE

« BAZ: Wk, ZERSTERZSNENIAN, FHIZZET LU AL S Kinput AT i H o
AT ERE B L3 MIANEAT -

[group:1]> getTransactionByBlockHashAndIndex,
—0xed4el293837013£547ad7£443a8££20a4e32a060b9%cac56c41462255603548b7b 0

"blockHash":"0xe4el1293837013f547ad7f443a8ff20a4e32a060b9%cac56c41462255603548b7b

"blockNumber":"0x8",

"from":"0xf0d2115e52b0533e367447f700bfbf2ed35ff6fc",

"gas":"0x1lela300",

"gasPrice":"0x1llela300",

"hash":"0x1dfc67¢51f5cc93b033fc80e5e9feb049¢c575a58b863483aa4d04£f530a2¢c87d5",

"input":
—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000

A\l
",
"nonce":"Oxlaec6ed447dad9b9al140b£f39%9a91a4d75£d19ea77£7dc38ccf940d8d510d478bd0o",
"to":"0x42fc572759fd5680bd590f46011784be2a2d53f0c",
"transactionIndex":"0x0",

"value":"0x0"

(continues on next page)
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[group:1]> getTransactionByBlockHashAndIndex,
—0xe4el293837013£f547ad7£443a8£f£20a4e32a060b9cac56c41462255603548b7b 0 TableTest

"blockHash":"0xe4el293837013£547ad7£443a8£f£f20a4e32a060b9%cac56c41462255603548b7b

"blockNumber":"0x8",

"from":"0xf0d2115e52b0533e367447f700bfbf2ed35ff6fc",

"gas":"0x11lela300",

"gasPrice":"0x1llela300",

"hash":"0x1dfc67¢51£f5cc93b033£fc80e5e9feb049c575a58b863483aa4d04£530a2¢c87d5",

"input":
—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000

"nonce":"Oxlaec6ed447dad9b9al140bf39a91a4d75fd19%9ea77£f7dc38ccf940d8d510d78bd0o",
"to":"0x42£c572759£d568bd590£46011784be2a2d53£f0c",
"transactionIndex":"0x0",

"value":"0x0"

Input
function: insert (string,int256, string)
input value: (fruit, 1, apple)

getTransactionByBlockNumberAndindex

iZ1TgetTransactionByBlockNumberAndIndex, it X mEMZ 5 RT|IERNLHER - S
o XHEEE: bR
« BHRG]: TathEEL.

o BN Wk, KAZHTERL SN EAIAIR, [ ZET LOR AL S Ainput AT H i H -
USSR ERE S 205 5 WA -

[group:1]> getTransactionByBlockNumberAndIndex 8 0
"blockHash":"0xe4e1293837013£547ad7£443a8£ff20a4e32a060b9%cac56c41462255603548b7b

"blockNumber":"0x8",

"from":"0xf0d2115e52b0533e367447£700bfbf2ed35ff6fc",

"gas":"0x1lela300",

"gasPrice":"0x1lela300",

"hash" :"0x1dfc67c51£5cc93b033£c80e5e9feb049c575a58b863483aa4d04£530a2c87d5",

"input":
—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000

Al
o
"nonce":"Oxlaec6ed447dad9b9al40bf39a91a4d75fd19%9ea77£7dc38ccf940d8d510d78bdo",
"to":"0x42fc572759fd5680bd590f46011784be2a2d53f0c",
"transactionIndex":"0x0",

"value":"0x0"

[group:1]> getTransactionByBlockNumberAndIndex 8 0 TableTest

{
"blockHash":"0xe4el293837013£547ad7£443a8£f£f20a4e32a060b9%cac56c41462255603548b7b

(continues on next page)

6.9. #ila 109

000000000000

000000000000



FISCO BCOS Documentation, % 7i v2.2.0

"blockNumber":"0x8",

"from":"0x£0d2115e52b0533e367447£700bfbf2ed35ff6fc",

"gas":"0x1llela300",

"gasPrice":"0x1lela300",

"hash":"0x1dfc67¢c51£5¢cc93b033fc80e5e9feb049c575a58b863483aa4d04£530a2¢c87d5",

"input":
—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000

"nonce":"0xlaec6e447dad909al140bf39a91a4d75fd19ea77£f7dc38ccf940d8d510d78bd0",

"to":"0x42fc572759fd5680bd590f46011784be2a2d53f0c",

"transactionIndex":"0x0",

"value":"0x0"

Input
function: insert (string, int256,string)
input value: (fruit, 1, apple)

getTransactionReceipt

j&1T getTransactionReceipt, IS A Z A A EIAA HEIH . S5
o XHMA: OxI K SHIEGFE -

s BEANKL: Wk, REXGHTEZTSHERBEG AL, FHIZSEA LUK 5 E
HJinput - outputflevent logf# AT 51 - (JE: input™ Bt fEweb3sdk 2.0.4k7 A% A1 35 38 o fA) F Bx
Z BT TCIZ S B A gt outputFlevent log - )

[group:1]> getTransactionReceipt,
—0x1dfc67c51£5cc93b033£fc80e5e9feb049c575a58b863483aa4d04£530a2c87d5

"blockHash":"0xed4el1293837013f547ad7f443a8ff20a4e32a060b9%cac56c41462255603548b7b

"blockNumber":"0x8",

"contractAddress":"0x0000000000000000000000000000000000000000",

"from":"0xf0d2115e52b0533e367447£700bfbf2ed35ff6fc",

"gasUsed":"0x94f5",

"input":
—"0xeb£f3b24£00000000000000000000000000000000000000000000000000000000000000600000000

"
",

"logs": [
{
"address":"0x42fc572759£d568bd590£46011784be2a2d53£f0c",
"data":
—"0x0000000000000000000000000000000000000000000000000000000000000001",
"topics": [
"Oxc57b01fa77f41df77eaab79a0e2623fab2e7ae3e9530d9%1cab225ad65f2b7ce
;}"
]
}
]I
"logsBloom":

—"0x0000000000000080000000000000000000000000000000000000000000000000000000000000000
"output":"0x0000000000000000000000000000000000000000000000000000000000000001 ",
"status":"0x0",

"to":"0x42£c572759£d568bd590£46011784be2a2d53£0c",

(continues on next page)
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(82 £ 7))
"transactionHash":
—"0x1dfc67c51£5cc93b033£c80e5e9feb049c575a58b863483aa4d04£530a2¢c87d5",
"transactionIndex":"0x0"

[group:1]> getTransactionReceipt,
—0x1dfc67c51£5cc93b033£c80e5e9feb049c575a580863483aa4d04£530a2c87d5 TableTest

"blockHash":"0xe4el1293837013f547ad7f443a8ff20a4e32a060b9%cac56c41462255603548b7b

"blockNumber":"0x8",

"contractAddress":"0x0000000000000000000000000000000000000000™,

"from":"0xf0d2115e52b0533e367447£700bfbf2ed35ff6fc",

"gasUsed":"0x94£f5",

"input":
—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000

"
",

"logs": [
{
"address":"0x42fc572759£fd568bd590£f46011784be2a2d53£f0c",
"data":
—"0x0000000000000000000000000000000000000000000000000000000000000001",
"topics": [
"0xc57b01fa77f41df77eaab79a0e2623fab2e7ae3e9530d9%b1cab225ad65f2b7ce

1,
"logsBloom":
—"0x0000000000000080000000000000000000000000000000000000000000000000000000000000000

—
"output":"0x0000000000000000000000000000000000000000000000000000000000000001L ",
"status":"0x0",

"to":"0x42fc572759fd5680bd590f46011784be2a2d53f0c",
"transactionHash":
—"0x1dfc67c51£f5cc93b033fc80e5e9feb049¢c575a580b863483aa4d04£530a2¢c87d5",

"transactionIndex":"0x0"

Input
function: insert (string, int256,string)
input value: (fruit, 1, apple)

Output

function: insert (string,int256, string)
return type: (int256)

return value: (1)

Event logs
event signature: InsertResult (int256) index: O
event value: (1)
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getPendingTransactions

21T getPendingTransactions, L IRSERFOENAL 5 -

[group:1]> getPendingTransactions

L]

getPendingTxSize

i5{TgetPendingTxSize, ETINEFULENIT S E (XHMHRILSEE) -

[group:1]> getPendingTxSize
0

getCode

iZ4TgetCode, MRIESLIVMU A EL G HITH . 24
o BEHHE: OxHIELIHIEGRE B LA LURTG S -

[group:1]> getCode 0x97b8cl9598fd78laaeb53al957e£9¢c8acc59£705
0x60606040526000357c01000000000000000000000000000000000000000000000000000000009004631

FEEEff££f16806

getTotalTransactionCount

j&17 getTotal TransactionCount, 1) B = F1R1H32 %0 (W& NOFFER)

[group:1]> getTotalTransactionCount
{

"blockNumber":1,

"txSum":1,

"failedTxSum":0

deploy

zf7deploy, #REEL - (ERIAFEftHelloWorld & 2 FlTableTest.sol i 177~ 51 {8 FH) 4L
o BNAIR: TREBHI ALK LA sol/548), HlHelloWorldak# HelloWorld.sol# 7] «

# FEHelloWorld&a#y
[group:1]> deploy HelloWorld.sol
contract address:0xc0ce097a5757e2b6el189%aa70c7d55770aced 7767

# E B TableTest B84
[group:1]> deploy TableTest.sol
contract address:0xd653139b9%abffc3fe07573e7bacdfd35210b5576

&
« MEAFRERNIEY, AFTERsolidity &L HEIERI G MR H X Mcontracts/solidity/ B
KN, SREHATERERNE  #tab¥ ] I Kcontracts/solidity/ B3R FHIELALHR -

o HHREMENENGIA T HMEA S Y ibraryE, 51 Himport "./xxX.sol"; - HAH
KEIABIE L Fllibrary I Econt ract s /solidity/ HXE -

o WRALI5IH T library/%E , library/ZE AR Z PRI LILibF R £ IE, DUETX 2 EEEY
Slibrary FESCF - library 23U ANGESAE B AN A -
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« B TFISCO BCOSE £ FR UK M M Mk X2 8, [ thsolidity & £ B9 7 15 A 5
Hlpayable k¥, %K T T Hsolidity & VE A K java & A ST E G BERS KW -

getDeployLog
iZfTgetDeployLog, EMFFHN MY RIEHIEHESNNHERGER . HHREEEMETE SR, B
HID, HALRFELHIE . ZEL

« HETE, ik, RIEEAHEEREEHNHEEE, SEaBUOTHEER, R
HeEaRE . HEIRERS M, BOAHE205RERHFTHIHEEE -

[group:1]> getDeployLog 2

2019-05-26 08:37:03 [group:1] HelloWorld L
—0xc0ce097a5757e2b6e189%aa70c7d55770aced 7767
2019-05-26 08:37:45 [group:1] TableTest o

—0xd653139b9%abffc3fe07573e7bacdfd35210b5576
[group:1]> getDeploylLog 1

2019-05-26 08:37:45 [group:1] TableTest .
—0xd653139bp9%abffc3fe07573e7bacdfd35210b5576

T:E tn%?ﬁﬁﬁﬁﬁ%%%/\?ﬁﬁu =8 lﬁgﬁconsoleEi_l:mdeploylog txt 3 TR

call

iZf7call, WHEL . S
o BULIR: ERBRELILIRET A sol54%) -
o BAMIE: FRE A LREHbLE, S LUHbHERT IR BEETZR0, W0, 0x000ac78 AT LA 5 AOxacT78 -
s BAEN%: AANEAEOS

« S HANEOSERE . SHHEZKEIR, HYPFEHFE . FTERBSHFEEM LG
T iﬂlﬁ’?‘%ﬁ%%ﬂﬂi*%?, H4nr1,2,31, ﬁl?ﬂq]xe?ﬁ%j‘?ﬁ%ﬁ_, s 5, #l
fi[“alice”,’bob”], ERBREHSEHPANEGZEM; A/REE Ntrued Hfalse -

# WHHelloWorldfget# O name F4F
[group:1]> call HelloWorld.sol 0xc0Oce097a5757e2b6el89%9aa70c7d55770aced7767 get
Hello, World!

# VHfHgelloWworldfsetHE X Ename A #

[group:1]> call HelloWorld.sol 0xc0ce097a5757e2b6el18%aa70c7d55770aced7767 set
—"Hello, FISCO BCOS"

transaction hash:0xa7c7d5ef8d9205celb228belfe90f8ad70eeb6a5d93d3£526£30d8£f431cble70

# JiHHelloworldfiget O K Mnane FHFH, RERERTEN
[group:1]> call HelloWorld.sol 0xc0ce097a5757e2b6el89aa70c7d55770aced7767 get
Hello, FISCO BCOS

+ JHTableTestBlcreateE OB Rt _test, ZEMIRE TEAFVEH T CreateResult event, X
Tﬁﬁ?fﬁﬁ]féﬁﬁ%ﬁfﬁoutput?ﬁtﬂﬁIEHE, ﬁﬁ%ﬁ*ﬁloqﬁﬁtﬂevent logfﬁ‘%\ °

# output: BEEFFEHMEOZY, RERM, REE-

# Event logs: & Hevent &4, eventfHIF S Mevent I EE - CreateResult eventif kM
sEcreatefE N AIEFREIfEcount -

[group:1]> call TableTest.sol 0xd653139b%abffc3fe07573e7bacdfd35210b5576 create
transaction hash:0x895980dd6ef37004bb32a7f417daa3b5d0bdblf16e8a62cc9251e5948c612bb5

(continues on next page)
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Output

function: create()
return type: (int256)
return value: (0)

Event logs
event signature: CreateResult (int256) index: O
event wvalue: (0)

# JTableTest MinsertFHOHAILT, ?&ﬂﬂname, item_id, item_name

[group:1]> call TableTest.sol 0xd653139b%abffc3fe07573e7bacdfd35210b5576 insert
—"fruit" 1 "apple"

transaction hash:0x6393c74681f14ca3972575188c2d2c60d7£3fb08623315dbf6820£fc9dccl19cl

Output

function: insert (string,int256, string)
return type: (int256)

return value: (1)

Event logs
event signature: InsertResult (int256) index: O
event wvalue: (1)

# JHTableTestHselect EEAEMILRK

[group:1]> call TableTest.sol 0xd653139b9%abffc3fe07573e7bacdfd35210b5576 select
—"fruit"

[[fruit], [1], [apple]]

IE: TableTest.sol &R Z %X H .

deployByCNS

iZ17deployByCNS, KFCNSHRE AL . FICNSHEMAEY), ATHANZEEHMH . 25
o BAKIR: BB BLIAI
o BURAS . HMEREVRAS (KEAERIT40)-

# FEHelloWorldE41. 0k
[group:1]> deployByCNS HelloWorld.sol 1.0
contract address:0x3554a56€a2905f366c345bd44fa374757fb469%6a

# TEHelloWorldEA2. 0K
[group:1]> deployByCNS HelloWorld.sol 2.0
contract address:0x07625453fb4a6459cbfl4f5aa4d574cae0£17d92

# TRETableTest B4
[group:1]> deployByCNS TableTest.sol 1.0
contract address:0x0b33d383e8e93c7¢c8083963a4ac4a58b214684a8

>

&
« MEAFRERIEY, AFTERsolidity & HEIERI SR H K Mcontracts/solidity/ B
KRN, SRIGHATER RN « #tabfE P I R contracts/solidity/ B FHRIEHNZHR
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. %%%%E%E@é\%m%Tﬁﬁ@ﬁ@é\?"jﬁlibrawﬁ, %]Hﬂ‘%ﬁﬂﬂimport "L/XXX.sol"; o EHAH
KGR E LI Fllibrary Y fEcont ract s /solidity/ B

o WS-G5 A Tlibrary#E, libraryZE U B & FRL A LALibFAF R A1, DUE T X 5302 38 5 4
Slibrary FESCF o library ZE S ANRESAET B AN A -

« 1 FTFISCO BCOSE % Br DL K M B #% Ik 3+ 2 B, K| tbsolidity & £ B9 J5 & A 3 5 i
FlpayableXftF, % KBTS 5 Hsolidity & LV Hjava B 2 U4 FE G 3T R I -
queryCNS
‘%ﬁﬁ?quinNS, R\ SLILHFEARAE T (ESE) BERCNSKILRELR (AAAFE A HIEAB
) o 2L
o BAHWR. EEREGLEIR
« BYRRAS: (AIE)EEN SIS -

[group:1]> queryCNS HelloWorld.sol

callByCNS

i2fTcallByCNS, FRHICNSTHAEGY), BAAANLZEZERAAY . 250

c ENEZMEENRAT. EANALWMEMASHREXES 2, #lWHelloworld:1.
0E{HelloWorld.sol:1.0. HEMEEANMAER, FlilHelloWorldiidelloWorld.sol,
I3 FH B i A &2

o YL WAMEGNEOL.

« 2. HANEOSERE . ZHHESHSE, HPFFHFE .. FHRBSHKFEZM LN
5, HASHFTEMLFHES, 23], HATPRFHFERFTRE, mX3l5, #F
f[“alice”,”bob”]; i /R KT FtruedlF false -

# VHHelloWorldA#1. 0%, HidsetBE O X EnameFHF&H
[group:1]> callByCNS HelloWorld:1.0 set "Hello,CNS"
transaction hash:0x80bb37cc8de2e25f6alcdcb6b4a0lab5b5628082f8dadc48eflbbclfbld28b2d

4 JHfHHelloworld 842, 0k, WitsetFEOIXEnameF4T &
[group:1]> callByCNS HelloWorld:2.0 set "Hello,CNS2"
transaction hash:0x43000d14040£f0c67ac080d01790949906885d4a1495d3cfdla79ffb5f2945f64

# WHBelloWor1dA#1. 0, HidgetiE KM nameFFHF &

(continues on next page)
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[E2W))
[group:1]> callByCNS HelloWorld:1.0 get
Hello, CNS
# PHAHelloWorldBNEHAR (B12. 0hR) , i get O KMname F15F &

[group.l}> callByCNS HelloWorld get
Hello, CNS2

addSealer

jzfTaddSealer, BT SR N IIRT S . SELG

o 9 Anodeld

[group:1]> addSealer
—ea2cab519148cafc3e92c8d9a8572b41ea2£62d0d19e99273eel8cccd34ab50079%p4ec82fe5f4ae51bd95dd788811c97

{
"code":0,
"msg":"success"

addObserver

jzfTaddObserver, K17 SN A MERTT & . S5
o 7 Mnodeld

[group:1]> addObserver,
—ea2cab519148cafc3e92c8d9a8572b41ea2f£62d0d19e99273eel8cccd34ab50079b4ec82fe5f4ae51bd95dd788811c97

{
"code":0
"msg":"success"

removeNode

N

iz247removeNode, 1R o i@itaddSealerdii4 Al LIKRFR H BT S0 N HHTT &, @i addObserver i
AR SN BT . SR

* 7 Hinodeld

W

[group:1]> removeNode,
—~ea2cabl9148cafc3e92c8d9a8572b41ea2f62d0d19e99273eel8cccd34ab50079%b4ec82fe5f4ae51bd95dd788811c97
{
"code":0,
"msg":"success"

setSystemConfigByKey
iZ {TsetSystemConfigByKey, LI B E X 77 XX B ARG S 8 - H ﬁﬁ HEWRLS S KX
Frtx_count_limitfltx_gas_limit . XD DREESEIE S 7] LUE T tabBE#b 22
o tx_count_limit: XIEARFTEAZHE
o tx_gas_limit: T SHUT LIFTHFER F K gasEl
B3,
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* key

e value

[group:1]> setSystemConfigByKey tx_count_limit 100
{

"code":0,
"msg":"success"
}
getSystemConfigByKey

51T getSystemConfigByKey, RIBHEEIHNRSSEINE . SE
e key

[group:1]> getSystemConfigByKey tx_count_limit
100

grantPermissionManager

1247 grantPermissionManager, AU~ FIBEE BE AR - 240
o Pk

[group:1]> grantPermissionManager 0xc0dOe6ccc0b44cl2196266548becd4a3616160e7d
{

"code":0,
"msg":"success"

}

T DR HIAE 5 A< B 7R i 65 FH AT LS 28 A PR 2 ) 456 FH SR

listPermissionManager

j&1TlistPermissionManager, £ 1H1HE BEE H AR A 51 2%

[group:1]> listPermissionManager

revokePermissionManager

i&fTrevokePermissionManager, A P IUEEE T AR - S5
o ik

[group:1]> revokePermissionManager 0xc0dOe6ccc0b44cl2196266548bec4a3616160e7d
{

"code":0,

"msg":"success"
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grantUserTableManager

1517 grantUserTableManager, AU 5P REIEHR - S54:

o KA
o P ik
[group:1]> grantUserTableManager t_test 0xc0d0ebccc0b44cl2196266548bec4a3616160e7d
{
"code":0,
"msg":"success"

listUserTableManager

iZfTlistUserTableManager, EIFHIEN H A REGHIRIIIKSSIF - Z5L
. R4

[group:1]> listUserTableManager t_test

S
| address | enable_num .
. |
| 0xc0d0ebccc0b44cl12196266548becd4a3616160e7d | 2 .
— |
S

revokeUserTableManager

iZfTrevokeUserTableManager, AKX A REIGAUR - Z44:
. K%
bkl

[group:1]> revokeUserTableManager t_test 0xc0dOebccc0b44cl12196266548bec4al3616160e7d
{

"code":0,

"msg":"success"

grantDeployAndCreateManager

iZ4T grantDeploy AndCreateManager, XAl - HHSE & 20 A FH P RAUR -

B
o Mkl
[group:1]> grantDeployAndCreateManager 0Oxc0d0e6ccc0b44cl2196266548bec4a3616160e7d
{
"code":0,
"msg":"success"
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listDeployAndCreateManager

iZ1TlistDeployAndCreateManager, & HHHHE &R0 H P RAR K 5115

[group:1]> listDeployAndCreateManager

S
| address | enable_num .
. |
| O0xc0dOe6ccc0b44cl12196266548becd4al3616160e7d | 2 .
= |
B

revokeDeployAndCreateManager

iZfTrevokeDeployAndCreateManager, A (IERE & LIFNQIE H P RIFE - S50
o Mk itk

[group:1]> revokeDeployAndCreateManager 0xc0dOe6ccc0b44cl2196266548becd4al3616160e7d
{

"code":0,
"msg":"success"
}
grantNodeManager

i&1{TgrantNodeManager, AU P AT S B HAR . S50
o MK Ak

[group:1]> grantNodeManager 0xc0d0e6ccc0b44cl2196266548becd4a3616160e7d
{

"code":0,
"msg":"success"
}
listNodeManager

iz21TlistNodeManager, EIIHE T S EHE MK E -

[group:1]> listNodeManager

| address | enable_num .
. |

| 0xc0dOebccc0bd44cl2196266548becda3616160e7d | 2 .
. |

revokeNodeManager

j&fTrevokeNodeManager, A P A7 S B HAE . S50
o Kk
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[group:1]> revokeNodeManager 0Oxc0d0e6ccc0b44cl2196266548bec4a3616160e7d
{

"code":0,
"msg":"success"
}
grantCNSManager

iZ1TgrantCNSManager, AL P IEFHCNSHR - %4
o kPl

[group:1]> grantCNSManager 0Oxc0dOe6ccc0b44cl2196266548bec4a3616160e7d
{

"code":0,
"msg":"success"
}
listCNSManager

iZ1TlistCNSManager, & H#HH 1 FHCNSHIK F 513

[group:1]> listCNSManager

U
| address | enable_num .
- |

| O0xc0d0ebccc0b44cl12196266548becd4a3616160e7d | 2 .
— |

U

revokeCNSManager

iZfTrevokeCNSManager, HEHIK A FHCNSHUR - S5k
o Mt

[group:1]> revokeCNSManager 0xc0dOe6ccc0b44cl2196266548bec4a3616160e7d
{

"code":0,

"msg":"success"
}
grantSysConfigManager

i247 grantSysConfigManager, AU P AEI RS SHAUR . S5
o ik

[group:1]> grantSysConfigManager 0xc0dOeb6ccc0b44c12196266548becd4a3616160e7d
{
"code":0,

"msg":"success"
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listSysConfigManager

iZ1TlistSysConfigManager, EIHH BN RESEHBINK YK -

[group:1]> listSysConfigManager

S

| address | enable_num g
o |

| Oxc0dOebccc0b44cl2196266548becd4al3616160e7d | 2 o
—

S

revokeSysConfigManager

iZfTrevokeSysConfigManager, HUEHIK F FIBEURGISEINIR - S5k
b b

[group:1]> revokeSysConfigManager 0xc0dOe6ccc0b44cl2196266548becd4a3616160e7d
{

"code":0,

"msg":"success"

quit

ZfTquit~ qElexit, BHEHIE -

quit

[create sql]

EiTcreate sqliBAIAIEE A P35, FmysqiBaTE = -

# QAP Ft_demo, EFEH Nname, HMFE Nitem_idHMitem name

[group:1]> create table t_demo (name varchar, item_id wvarchar, item_name varchar,
—primary key (name))

Create 't_demo' Ok.

ER:
o QIR TBEREY N FAT R RA, ARG E T BR A, iRy R R E -
o WTERE FHTE . FlanelE demo®, FHEF B name-

o RIVERS XAULIRFETOERAZHEAMS, XEERIUENME—, XREERZ O ICFE
TEENTRE -

« MR TBOVER, HRENTERAY, 5, RI|FBIHET NEER -

desc

i5fTdesc A BRI FEER, FHAmysqifAE -
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# Bt _demoRMFBREL, TUEERNERAMEMFESL
[group:1]> desc t_demo
{

llkeyll : llname n ,

"valueFields":"item_id, item_name"

[insert sql]

i Tinsert sqUiEAJH AL, FHmysqiB A

[group:1]> insert into t_demo (name, item_id, item_name) values (fruit, 1,
Insert OK, 1 row affected.

applel)

ER:
o AL FsqUiE AL AR B 8 7 BUE -

« BIAREFIRGAS . SREE DT ANE S TR TRA S, {EMLEWSSE, WE5HA

RETFHHAMNGE .

[select sql]

iZ1Tselect sqiB AWML, FHmysqiBAIE -

¥ EWEEIEFERINLE

select  from t_demo where name = fruit
{item_id=1, item_name=applel, name=fruit}
1 row in set.

# HHEETEEFBILR

[group:1]> select name, item_id, item_name from t_demo where name = fruit
{name=fruit, item_id=1, item_name=applel}

1 row in set.

# A—FHNLE

[group:1]> insert into t_demo values (fruit, 2, apple2)
Insert OK, 1 row affected.

# FfHand R BFERLS T ERSMLE

[group:1]> select » from t_demo where name = fruit and item_name = apple2
{item_id=2, item_name=apple2, name=fruit}

1 row in set.

# EALinit FE, EWEUTILER, WEREmEEEIA 0

[group:1]> select x from t_demo where name = fruit limit 1
{item_id=1, item_name=applel, name=fruit}

1 row in set.

# FRLinitFB, EWEATICR, WEEN1

[group:1]> select x from t_demo where name = fruit limit 1,1
{item_id=2, item_name=apple2, name=fruit}

1 rows in set.

EE:
o EIICRsqUiB AL Ewhere T A HE LR ) 3= 1 7 B fE -

o RARBEIREF limitF B ] MEA, 2RSS 5 Aloffset(is =) FIL K £ (count) -
o where55 4 FA) A ¥ FFand K8, HAbor- in- like~ inner-~ join, unionll X F#iH - ZERHKAE

BRI
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s BARYEF IR AT - SRREGE DRI AE & FERTR SR, |FEMLEWSS, WE5HA
RETFHHAMNGE .

[update sql]

izfTupdate sqUEAIEHICE, FHmysqliFA)E .

[group:1]> update t_demo set item_name = orange where name = fruit and item_id =1
Update OK, 1 row affected.

EE:
o BHNCFsqliE A Bwhere T A6 T 5 R A T8 7 BU(E -
s BARYEF IR AT - SRREEE DRI AE & FERTAR SR, |FEMLEWSS, WE15HA
REFHHAMNGE .

[delete sql]

izf7delete sqliE AIMIBRICS, fF FmysqiB A TE= -

[group:1]> delete from t_demo where name = fruit and item_id = 1
Remove OK, 1 row affected.

EE:
o MHIBRIC e sqliE A B where 7 )6 T 5 (HR 1) 88 7 BU(E -

« BARYEF IR AT - ERRECE DRI AE S TR SR, |FEMLEWSS, WE15HA
RFEHANE]S -

6.9.7 [Mfi%: JavaifiEpLE

Ubuntuifif %3 Java

# I\ Javahi & (Java sEillE)
sudo apt install -y default-jdk
# B gavaiii Rk

java -version

CentOSIfi%Z 3 Java

HEE: CentOSTFOpen]DKTILEEIEHR TE, TEZHE Oracle]JDK | #5517 -

# ORI SO, Zdigava saill ERIRRAR, B NER) jaklfEsoftware B3

# Moracle'EM (https://www.oracle.com/technetwork/java/javase/downloads/index.html)i%k
Froava SELIERIRRATE, FlUNTF#Ejdk-8u201-1inux-x64.tar.gz

$ mkdir /software

# MEIE jdk

$ tar -zxvf jdk-8u20l-linux-x64.tar.gz

# BE gavallii, YwiE/etc/profile’

$ vim /etc/profile

# AT LU T = A)% A2 S0 B R

export JAVA_ HOME=/software/jdk-8u201 HXR— R E R, B
export PATH=$JAVA_HOME/bin:S$PATH

export CLASSPATH=.:$JAVA_HOME/lib/dt.jar:$JAVA_HOME/lib/tools. jar
# i profile

(continues on next page)
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$ source /etc/profile
# BmifjgavahfiA, HILAMRARE B O FERRA, NI ERT) .

java -version

6.10 k& H

FISCO BCOSTE A F* AARIRFA X 53 & — NMSL I 7« FERFAARAE RN XRERGE, F—PIk
FUXFRLE W A AFIANG - P, AN A S 2 0 B A R BT BUR S B A A B (R
Pk, R P #k, Oy T S8R LRI AR DR AN —EL LA ) B SE IR, P I H AR
SR P St - T OO FH P SRR RA RTINS BE (R SOA BRI R RS o P R B 2 R R E A T
WOUIE A ELAE O RO AL, R BHELS THZIK P AR E AL, DU AT BUR IR - #1F -

HIE: AEZAINEAZERES, T RAERIE, #H T TERAPBOARIK AT HRE . (BRSSP R
Zh, APREQZACHIKS,, F2ERERSIR, BRlk RSt EE S E i 2 2 .

AR RN 0 - MR, SR EEH — € BLinux i EEA -

FISCO BCOSHZML T B A FTWeb3SDK H LLOIZEEMK -, [RIFT i ER 4t T Web3SDKFIHE #ll &5 S AZ MK 7 FA%H -
FH AT LIRSS SR I35 W P FASH A2 1 PEMEL 2 PKCS 1288 S0 S0« Hor | PEMIAR =X B BH SC A2 6
FVEH, TMPKCS1218 H A PR E R O & N B A EFA%A -

6.10.1 Mk B O1f%k
158 i A 2 1 T i
1. FKEUHI A

curl -LO https://raw.githubusercontent.com/FISCO-BCOS/console/master/tools/get_
—account.sh && chmod utx get_account.sh && bash get_account.sh -h

] A3 156 FH TS T 98 < IR R AR

curl -LO https://raw.githubusercontent.com/FISCO-BCOS/console/master/tools/get_gm_
—account.sh && chmod u+x get_gm_account.sh && bash get_gm_account.sh -h

PUT EETE S, BRI T TEE T IERMAEA, SNEER .

Usage: ./get_account.sh
default generate account and store private key in PEM format file
-p generate account and store private key in PKCS12 format file
-k [FILE] calculate address of PEM format [FILE]
-P [FILE] calculate address of PKCS12 format [FILE]
—-h Help

2. 15 A A B PEMAS X FAEH

o HERFAA S bk

bash get_account.sh

AT L4, ATRVS IR AR, GRS kA0 DA = ko SO 4 BIARASHPEMC -
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[INFO] Account Address : Oxee5fffba2dab55a763198e361c7dd627795906ead
[INFO] Private Key (pem) : accounts/0Oxee5fffba2da55a763198e361c7dd627795906ead.pem

« TEREPEMAV ST IR P bt

’bash get_account.sh -k accounts/Oxee5fffba2da55a763198e361c7dd627795906ead.pem

PUT LR a4, G5RAT

’[INFOJ Account Address : Oxeeb5fffba2da55a763198e361c7dd627795906ead

3. i A4 B PKCS 1248 = FA %A

o HERAH S ik

bash get_account.sh -p

AT L4, ATLVSEIR MU T E A, RN, RO R p 1230 £ -

Enter Export Password:

Verifying - Enter Export Password:

[INFO] Account Address : 0x02f1b23310ac8e28cb6084763d16b25a2cc7f5el

[INFO] Private Key (pl2) : accounts/0x02f1b23310ac8e28cb6084763d16b25a2¢cc7f5el.pl2

o TREpIZRAHT RIK P, #ERREAp12 X F 1S

bash get_account.sh -P accounts/0x02f1b23310ac8e28cb6084763dl16b25a2cc7f5el.pl2

PUT LR A<, SRR

Enter Import Password:
MAC verified OK
[INFO] Account Address : 0x02f1b23310ac8e28cb6084763d16b25a2cc7£f5el

V8 F Web3SDK 01 2 ik /-

/ /B3 K

EncryptType.encryptType = 0;

//QFRETNR 1) [ER XEREETY f R AR b T B 1 E T
// EncryptType.encryptType = 1;

Credentials credentials = GenCredential.create();
/ /T Hirhk

String address = credentials.getAddress();

/ /W& FAER

String privateKey = credentials.getEcKeyPair ().getPrivateKey () .toString(16);
/ /P A
String publicKey = credentials.getEcKeyPair ().getPublicKey () .toString(16);

REZBRIEER, B2 WOIEHEHTEE /MRS -

6.10.2 Ik | FIFE6E
o web3SDK it AL B 4F Bl % SC gk, BT LATK P A FASH BT LUTE i 70 BOHE IR rp a2 A S
.
o KU GEE T, A PKCSI2INE T GE, TiPEMAL 2L B U4 -
o FF &SR] LIRIR SEFR L 55 5 B B R SR I A h iy =
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6.10.3 Ik 1 A
P & IR S

28] & B A2 A AR get_account.sh, AR AP O P2 SC 4 FEaccounts B3R R, 5l & INE K P S
VI BEAEZERT - BEHleBs a0 JLF:

./start.sh

./start.sh groupID

./start.sh groupID -pem pemName
./start.sh groupID -pl2 pl2Name

BOAEBh

FEHIGREYLER — MK, ERES G EE T EENHA SR .

./start.sh

TEERAS

FEHGREYLAER — MK, R mLITEEiRrES B -

./start.sh 2

o VERK PR MOBELLTERS ) £ AU SO PR A TR B bean -

i FIPEMAS X AAA A B 3h

o FERREMpem L IFHIK RS, BIASEL BT« -pem - pem LIFHHE

./start.sh 1 -pem accounts/0xebb824al1122e587b17701ed2e512d8638dfb9c88.pem

i FHPKCS1 24 FRA A U R 3N

o [EFTEERIpI2CHERIK T, FRERMAEN, WMASE. AT . -pl2. pI23UFEE

./start.sh 1 -pl2 accounts/0x5ef4dflbl56bc9f077ee992a283c2dbb0bf045c0.pl2
Enter Export Password:

Web3SDKINEAAH X 4

T 5 5 kK P A= R B R get_accounts.shE B T PEMESPKCS124% 3% (19 K £ FA 87 SC 46, T AT LA 3 i
I #PEMELPKCS 12tk 7 FABH SO 16 FH K = - i FA%HH P 1> 2K . P12ManagerfiPEMManager, H:
H, P12Manager ] T I1#PKCS124& = FIFAEAS Y, PEMManager A T INEPEMAS =X A FAH U4 -

* P12Managerfi25ffl:  EapplicationContext.xml = i & PKCS 12l 7 FUFAEA SCAF R AR NS

<bean id="pl2" class="org.fisco.bcos.channel.client.P12Manager" init-method="load"
o>

<property name="password" value="123456" />

<property name="pl2File" value=
—"classpath:0x0fc3c4bb89bd90299db4c62be0174c4966286c00.pl2" />
</bean>
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A G

//I#Bean

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml") ;

Pl2Manager pl2 = context.getBean (Pl12Manager.class);

/ /AR ECReyPair, BEWGTEE T p12lk P 3L 5 E

ECKeyPair pl2KeyPair = pl2.getECKeyPair (pl2.getPassword());

/ /A7t R R AL AN A
System.out.println("pl2 privateKey: " + pl2KeyPair.getPrivateKey ().toString(l6));
System.out.println("pl2 publicKey: " + pl2KeyPair.getPublicKey ().toString(16));

/S E R iweb3sdkHHEIcredentials

Credentials credentials = GenCredential.create (pl2KeyPair.getPrivateKey ().
—toString(16));
System.out.println("pl2 Address: " + credentials.getAddress());

« PEMManager 5 F 2451
fEapplicationContext.xml AL EPEMMK - HIFAEA S 1 B4 12

<bean id="pem" class="org.fisco.bcos.channel.client.PEMManager" init-method="load"_
>

<property name="pemFile" value=
—"classpath:0x0fc3c4bb89bd90299db4c62be0174c4966286c00.pem" />
</bean>

PR ACAS i 2k

//IN#EBean

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext-keystore-sample.xml");
PEMManager pem = context.getBean (PEMManager.class);

ECKeyPair pemKeyPair = pem.getECKeyPair ();

/ /A7t ) R ER AL AN A
System.out.println ("PEM privateKey: " + pemKeyPair.getPrivateKey ().toString(16));
System.out.println ("PEM publicKey: " + pemKeyPair.getPublicKey () .toString(16));

/ /R web3sdkfFfIcredentials

Credentials credentialsPEM = GenCredential.create (pemKeyPair.getPrivateKey () .
—toString(16));

System.out.println ("PEM Address: " + credentialsPEM.getAddress());

6.10.4 K ik Rit &

FISCO BCOSHIK /' #i d1 FHECDSA A $H 1T B 15 5 . XTECDSAZA $H #1633 #i) % 7= i Hkeccak-256sumMa
7, BUTEZRAE20F T B 61HEH FZRERNK A, BN F T EER M 6edHEE TR, Lk #
B R40 - FISCO BCOSHIMK P ik 5 IR FEA - 1 Bikeccak-256sum 5 sSHASAFAF] , H#ES %X
H,

PRIk A%
1. & ECDSAFAH

H5E, AT FHOpenSSLAE UG IR #h 22 FASH WA [E] ih 2 1Y 2 BUfE Fsecp256k1 - FAUFT T IR dr <, A4
FCPEMAS 2 HFABH I (R 77 fEecprivkey.pem S -
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openssl ecparam -—-name secp256kl —-genkey —-noout -out ecprivkey.pem

PUTTHERTES, EEXIFAE -

’cat ecprivkey.pem

AT LUE B0 A% -

MHQCAQEEINHaCmLhw9S9+vD0IOSUd9ThHO9bBVIXTbbBeTyFNvesoAcGBSuUBBAAK
oUQDQgAE jSUbQAZn4tzHnsbeahQ2J0AeMu0iNOxpdpyPo339Dig3gdl jrv07wvix
z0zLpUNRcJCC5hnUS00MD+4+Zxc8zQ==

B TRAREFIITE AW, T TEAES

openssl ec —-in ecprivkey.pem -text -noout 2>/dev/null| sed -n '7,11lp' | tr -d ": \n
—" | awk '{print substr($0,3);}"'

AT LTSS ABL o Ay

8d251b400667e2dcc79ec6d66a143627401e32ed2234ec69769c8fa378deeZab7a9d963aefd3chf8fl%ceccba5435l7

2. RFE AT E b ak
AT A TARIE A AT S0 RO ik« Ff 175 2k Bkeccak-256sum TE , AT LAMIXEL [«

openssl ec —-in ecprivkey.pem -text —-noout 2>/dev/null| sed -n '7,11p' | tr -d ": \n
" | awk '"{print substr($0,3);}" | ./keccak-256sum -x -1 | tr -d ' -' | tail -c 41

BEELT IR L, FURT AR it -

’dcc703c0e500b653ca82273b7bfad8045d85a470

6.11 5 FA5MF MY

6.11.1 N45

B 5L AMOP (Advanced Messages Onchain Protocol) R 4% & 7E N BE B BEHR Mt — 120 2 B 3K
HEGE, KHEFRME YL, REIE T XHREET S, Tw&HIRT L2 ME T &, Halff
FAMOP#1T3EIN, AMOPH U1 FEH:

* 5L AMOPTH B MK X SREEZ HANFIR, THEAETT RS & i, SER AR -

« FTEE: AMOPTH B &My, Hzh T X EREE R 4 7 FTA Al 47 A BE B 2L ATl I, HB R WO 20
A PEEEATH, TSR ARIEATIA -

« X AMOPIHEZEMRETE - AAHEHEEN, NFDEcpud M, REFEFIH ML % -
o L4 AMOPHIFTHIEINEERS fE FISSLINE, INEEE AT B, SCHF 5 (A UENLHI -
« ZM: FEHAMOPHS, FEFAESDKHUEMESILE -
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6.11.2 ZEELEH

XER§EPIEBP2PIILE

FEFMNXIE 1

mm—m— i m g

DURATSUIDCIRM A ], 45 XA :

HEFMX 52

N SRS S

o BESNXIE: B PIERATAL S5 AR SS D DX Bk 55 7 ARG E T X BREESDK., i HE 3 X BRBE T 4. -
o XIRBEP2PIZE: IE XA E A UM XERBETT ., X O X, XEREETT St Al sk B e

FEPNER «

6.11.3 L&

AMOPTEFALMMESMNICE , LU R Web3SDKAIAL E R - SDKECE (Spring Bean) :

<?xml version="1.0" encoding="UTF-8" 72>
<beans xmlns="http://www.springframework.org/schema/beans"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema—-instance" xmlns:p="http://www.

—springframework.org/schema/p"

xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://www.

—springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalocation="http://www.springframework.org/schema/beans

http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx

http://www.springframework.org/schema/tx/spring-tx-2.5.xsd
http://www.springframework.org/schema/aop

http://www.springframework.org/schema/aop/spring—aop—-2.5.xsd">

<!-- AMOPVHRACFRLTRWILE, MIFLPrFERLE ——>
<bean id="pool" class="org.springframework.scheduling.concurrent.
—ThreadPoolTaskExecutor">
<property name="corePoolSize" value="50" />
<property name="maxPoolSize" value="100" />
<property name="queueCapacity" value="500" />
<property name="keepAliveSeconds" value="60" />
<property name="rejectedExecutionHandler">
<bean class="java.util.concurrent.ThreadPoolExecutor.AbortPolicy" />
</property>
</bean>

(continues on next page)
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<!-- PEERMLE -—>
<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">
<list>
<value>127.0.0.1:20200</value> <!—— #%z: 1P:¥H -->
<value>127.0.0.1:20201</value>
</list>
</property>
</bean>
</list>
</property>
</bean>

<l-- XBRETAEREE -—
<bean id="channelService" class="org.fisco.bcos.channel.client.Service"
—depends-on="groupChannelConnectionsConfig">
<property name="groupId" value="1" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref="groupChannelConnectionsConfig"></

—property>
<l-— WMRFEMHopic\IEThEE, ERF T HAERER ——
<!-- <property name="topic2KeyInfo" ref="amopVerifyTopicToKeyInfo"></

—property>—-—>
</bean>

<!—= ﬁi@ﬂﬁﬂg%topic@]ﬁﬁgﬂﬁﬂﬁfg%%Eﬂ%ﬁﬁﬂ‘é/\, QE‘R@EET—‘/I\tOpiC, muﬁﬁ%ﬁientryﬂ/‘]
TR KR o ——>
<l--
<bean class="org.fisco.bcos.channel.handler.AMOPVerifyTopicToKeyInfo" id=
—"amopVerifyTopicToKeyInfo">
<property name="topicToKeyInfo">
<map>
<entry key="${topicname}" value-ref=
<+"AMOPVerifyKeyInfo_S${topicname}" />
</map>
</property>
</bean>
—-—>

<l-— fEtopicHIEFEHM, HRHWTHERITH, HEEAHFME,
B TEEB D EERE T WA R ) AFAARS, %5 A 5B SR OTE T B A S -
—-—>
<!—-—
<bean class="org.fisco.bcos.channel.handler.AMOPVerifyKeyInfo" id=
—"AMOPVerifyKeyInfo_${topicname}">
<property name="publicKey">

<list>
<value>classpath:S$consumer_public_key_1.pem$</
—value>
<value>classpath:$consumer_public_key_2.pem$</
—value>
</list>
</property>
</bean>

-——>

(continues on next page)
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(B2 7))

<!-— TEtopicHIiHTEM, HRWNOTRITH, HEEMAM:, 56 AR AE R H) F R & 5k
TBH&h . ——>
<!-=
<bean class="org.fisco.bcos.channel.handler.AMOPVerifyKeyInfo" id=
—"AMOPVerifyKeyInfo_${topicname}">
<property name="privateKey" value="classpath:$consumer_private_key.
—pem$"></property>
</bean>
-——>

6.11.4 SDKf#
AMOPHH B A E T topic (@) HLHI, IRSSUHE LN E— ttopic, &/ Ltopic X i£THE, RS
i B AT -

AMOPSFFFE Al — 1> X EREE R 28 1 £ PopiclUZ TH B, topic TIRFERBE MRS E P, HHZ
AR S5 U R [F] — Ptopich , ZtopicHIVH BRFBENL T & 2| H Ap— AT FH B AR S5 3 -

P55 v S 451

package org.fisco.bcos.channel.test.amop;

import org.fisco.bcos.channel.client.Service;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.context.ApplicationContext;

import org.springframework.context.support.ClassPathXmlApplicationContext;

import java.util.HashSet;
import java.util.Set;

public class Channel2Server {
static Logger logger = LoggerFactory.getLogger (Channel2Server.class);

public static void main(String[] args) throws Exception {
if (args.length < 1) {
System.out.println ("Param: topic");
return;

String topic = args[0];
logger.debug ("init Server");

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml") ;
Service service = context.getBean (Service.class);

// EEtopic, XFfE N topic

Set<String> topics = new HashSet<String>();
topics.add (topic);

service.setTopics (topics);

// QIR B Pushcallback®, %W callback{tis
PushCallback cb = new PushCallback();
service.setPushCallback (cb) ;

System.out.println("3s...");
Thread.sleep (1000);

(continues on next page)
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&L

System.out .println("2s...");
Thread.sleep (1000);
System.out.println("ls...");
Thread.sleep (1000);

System.out.println("start test");
System.out.println(

// ARG

service.run () ;

iR 45 U A PushCallback 2K 2471 -

package org.fisco.bcos.channel.test.amop;

import java.time.LocalDateTime;
import java.time.format.DateTimeFormatter;

import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

import org.fisco.bcos.channel.client.ChannelPushCallback;
import org.fisco.bcos.channel.dto.ChannelPush;
import org.fisco.bcos.channel.dto.ChannelResponse;

class PushCallback extends ChannelPushCallback {
static Logger logger = LoggerFactory.getLogger (PushCallback.class);

// onPushJii%, TENE|AMoPTH BRI #E I

@Override

public void onPush (ChannelPush push) {
DateTimeFormatter df = DateTimeFormatter.ofPattern ("yyyy-MM-dd HH:mm:ss");
logger.debug ("push:" + push.getContent ());

System.out .println (df.format (LocalDateTime.now()) + "server:push:" + push.
—getContent ());

// EIEHEE

ChannelResponse response = new ChannelResponse();

response.setContent ("receive request seq:" + String.valueOf (push.
—getMessagelID()));

response.setErrorCode (0) ;

push.sendResponse (response) ;

EORb ESIE

package org.fisco.bcos.channel.test.amop;

import java.time.LocalDateTime;
import java.time.format.DateTimeFormatter;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.context.ApplicationContext;

import org.springframework.context.support.ClassPathXmlApplicationContext;

(continues on next page)
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&L

import org.fisco.bcos.channel.client.Service;
import org.fisco.bcos.channel.dto.ChannelRequest;
import org.fisco.bcos.channel.dto.ChannelResponse;

public class Channel2Client {
static Logger logger = LoggerFactory.getLogger (Channel2Client.class);

public static void main(String[] args) throws Exception {
if (args.length < 2) {
System.out.println("param: target topic total number of request");
return;

String topic = args[0];
Integer count = Integer.parselnt (argsl[l]);
DateTimeFormatter df = DateTimeFormatter.ofPattern ("yyyy-MM-dd HH:mm:ss");

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml") ;

Service service = context.getBean (Service.class);
service.run () ;

System.out .println("3s ...");
Thread.sleep (1000);
System.out.println("2s ...");
Thread.sleep (1000);
System.out.println("ls ...");

Thread.sleep (1000) ;

System.out.println("start test");
System.out.println(

for (Integer i = 0; 1 < count; ++i) {
Thread.sleep (2000); // FEINEEFRE—SAE], IR EIL£E B4R MW

ChannelRequest request = new ChannelRequest();

request.setToTopic (topic); // WEIEBtopic

request.setMessagelID (service.newSeq()); // HEFYE, ME—tRREEER, A
Fnewseq () FEHNLA AL

request.setTimeout (5000); // VHEAIEBETAT(A]

request.setContent ("request seq:" + request.getMessageID()); // KIiEMIHE

I

System.out.println (df.format (LocalDateTime.now()) + " request seq:" +_|
—String.valueOf (request.getMessagelD () )

+ ", Content:" + request.getContent());

ChannelResponse response = service.sendChannelMessage2 (request); // Ak
HE

System.out .println (df.format (LocalDateTime.now()) + "response seq:" +_|
—String.valueOf (response.getMessagelD () )

+ ", ErrorCode:" + response.getErrorCode() + ", Content:" +_

—response.getContent ());

}
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6.11.5 TopiciAiEThRE

EEEECE T, E— R0 T FopichHRICE AR Z B LR B HANHER - BEFESRT, X
A R BT E RO RERREIE B, AR BT RIS BRI opic . AERHFRT, TH
ff FHTopiciAIETH BE - IAUETHBERFEXN T4 € BtopiciH B,  A¥FE WIEREEHCE HIH B - 2.1.0 2
J5 BIsdk AT FURASHTE T opictAIEDIAE, BUARIEC BVRCETFRIMIEDIRE, FEMZIIEDEERIEES
EBICE CIFICERES AR, ARFANESRTRIESH LN AL - EHEREWT:

o 1. BUCE B S ARHAE AR, RARE, AHEEE .
« 2: ZHEMERGIFEE LY . oo Lmt Tl HE -

FEEBESN A RURIE R A A%, HEAN RGI2ETH BRI, - BESN AU EFR M Urtopic TIHIH ., topictAE
FREEL T

! !
i i
: <~ 1
; ! Node3 |
: BEMEKI1 | '@y i g2 |
i | TS Y
|

|
|
2 SRR i © BTG “REHAES
|
|

i

i

i

i i

1 NodeT]FA&0x37i%R 4. 0x30 amopi&Rss% I

- :
5. 0x30 HE
3IRLOx30ER ,% * a"!'°”g ™
MRS 9.bx31 ZEEE .'

| ( 1V
1 ﬁEIOxZ!BiﬂS? (Effitopie !
rol Node1

I
I
(03 |

|
i
|
|
HERER, REAPB |
|
i
i
i

1
|
7. 0x31 BEEE
i

FIIEES i

i
i
i
i
|
i
i
R ; |
|
|

o 1 HESN R G024 HiNode2, 5 B 8 T T1,Node2 ¥ T10 A Eltopicd| &, Krseqhn1 - [F] i G550 [
WseqB| HoAth T .

 2: Nodellff FlseqZ J5 . Xf b 7K Hiseq® [7] 27 1 5K fseq, AN — 2 MNode23k Hltopicdl| % , 7
FtopicH| 3 FF B p2piitopicd| 3R, ¥ T FHEINUE BRI EAtopic, RESE NFFINIE - Nodeli
[i30F -« FRHE— D REAIEFtopic, #1741 T #R1E:

- 2.1: NodelfENodel #3674 B.(H B KAL0x37), HREEIN R % topicIAIEIRAE -

- 22 BESNRGIEWENEE ), ERBENLEL, I E HamopiH B.(H B K ZL0x30) R H B &%
HE, FHEE-

- 23. I HE5hRY1->Nodel->Node2->HESh RARMBE M, HEAN R ICEIY S IEHT
HH BB G IRV A -

- 24: FEXZAGEBEIO3)E T BE SN R G52->Node2—>Node l->HE /b R B H, BN R
BN ZEL A2 )G, BITHEZ IR AFRIEES -

- 25 BESNARGURIESAIE, ZATHEAHERTL0x38), EHRT A EFiopicihE (AERMIIE
FHINERID) -

o3 WRINIEMT, BEIRHE M — %8 B 3| ENodel Z 5, Nodel & ¥ iX 4% {8 B #% &
#5Node2,Node2 2 RFH B HEIE LA HEIN RS2 -

6.11.6 topiciAIEThEERC &
FINSRRFLE AN EIFNIETIRE, FEMHIIETIEE, ESH W FELE S
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<?xml version="1.0" encoding="UTF-8" ?>
<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:p="http://www.
—springframework.org/schema/p"
xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://www.
—springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx-2.5.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring—aop-2.5.xsd">

<!-— AMOPHEAMELREMIE, WIELRFELE ——
<bean id="pool" class="org.springframework.scheduling.concurrent.
—ThreadPoolTaskExecutor">
<property name="corePoolSize" value="50" />
<property name="maxPoolSize" value="100" />
<property name="queueCapacity" value="500" />
<property name="keepAliveSeconds" value="60" />
<property name="rejectedExecutionHandler">
<bean class="java.util.concurrent.ThreadPoolExecutor.AbortPolicy" />
</property>
</bean>

<!-— HAGEERE ——
<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">
<list>
<value>127.0.0.1:20200</value> <!-- ¥z 1P:3H --—>
<value>127.0.0.1:20201</value>
</list>
</property>
</bean>
</list>
</property>
</bean>

<l-- XBREETSEREE -—
<bean id="channelService" class="org.fisco.bcos.channel.client.Service"
—depends-on="groupChannelConnectionsConfig">
<property name="groupId" value="1" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref="groupChannelConnectionsConfig"></
—property>
<l-—  topici\IENEERIECE T ——>
<property name="topic2KeyInfo" ref="amopVerifyTopicToKeyInfo"></property>>
</bean>

<l-— ZXEREEREtopicEIATARERFEBS LR, XEAMRE T —Ptopic, ALLETHIEent ryH)
AR KR . ——>
<bean class="org.fisco.bcos.channel.handler.AMOPVerifyTopicToKeyInfo" id=
—"amopVerifyTopicToKeyInfo">
<property name="topicToKeyInfo">
<map>

(continues on next page)
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<entry key="${topicname}" value-ref=
—+"AMOPVerifyKeyInfo_S${topicname}" />
</map>
</property>
</bean>

<!-— TfEtopicHIHEFu, WX BEEAANM, BIFESHEIEREDTE FHHE R AREART,

B TE T ES M IIERE T A - BRI RETE 1A AR
Tweb3sdkHconf HETF,

jtﬁzgﬁf%u3ﬂ$consumer_public_key_l.pem$1 $consumer_public_key_2.pem$(ﬁﬂ%iiZﬁ\
DRI %), MRANFEN DA, R ER TR R4, W] DUE Fg TR 7 20k
BN AHHRE - ——>

<bean class="org.fisco.bcos.channel.handler.AMOPVerifyKeyInfo" id=
—"AMOPVerifyKeyInfo_${topicname}">

<property name="publicKey">

<list>
<value>classpath:$consumer_public_key_1.pem$</
—value>
<value>classpath:$consumer_public_key_2.pem$</
—value>
</list>
</property>
</bean>

<l-— fEtopicHIATR M, EEX BECERASM:, 768N A R AR 7= F B IR B 7 -

&7 B RB R U E Tweb3sdkMcont BHET, j(ﬁ:%ﬁﬂ$consumer_private_key.
—pem$ (FRZEEHNEFRLH4) « ——>

<bean class="org.fisco.bcos.channel.handler.AMOPVerifyKeyInfo" id=
—"AMOPVerifyKeyInfo_${topicname}">

<property name="privateKey" value="classpath:$consumer_private_key.

—pem$"></property>

</bean>

Fi B HEE R AT LAERN, BEBRERE, EEBETweb3sdkIM AR -
6.11.7 Wik
PR BE, FPEE M topic, HUTLUFB M4 AT LI -

LEEC DN

2 5 AMOPAR S Ui -

java -cp 'conf/:apps/x:11b/+' org.fisco.bcos.channel.test.amop.Channel2Server,
— [topic]

JEEIAMOPZ. i .

java -cp 'conf/:apps/x:1ib/+' org.fisco.bcos.channel.test.amop.Channel2Client,,
<—>[tOpiC} [ﬂ%z%\%ﬁ}

AMOPFR T SCFFEFEIUR, s8R A8 ], 23R DABH () ELH] - AR A ar 220 T -

R TR, SRR, S tH

2 5 AMOPAR S Ui -
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java -cp 'conf/:apps/x:1ib/+' org.fisco.bcos.channel.test.amop.Channel2Server,
— [topic]

B AMOPZ. F Ui

#EAE ik

java -cp 'conf/:apps/x:1ib/*' org.fisco.bcos.channel.test.amop.Channel2ClientBin,,
— [topic] [filename]

#ZAB IR

java -cp 'conf/:1lib/x:apps/*' org.fisco.bcos.channel.test.amop.Channel2ClientMulti,,

— [topic] REIEE

#E Ttk
java —-cp 'conf/:1lib/«x:apps/+' org.fisco.bcos.channel.test.amop.
—Channel2ClientMultiBin [topic] [filename]

TONENLE R BIB UK, B dkH, ZRHIOR, S8 36
FEFAENUSIET, ERRSBEE IR T A TIER AR - FEhAMOPARSS

java -cp 'conf/:apps/*:1ib/+' org.fisco.bcos.channel.test.amop.
—~Channel2ServerNeedVerify [topic]

B EAMOPE F it

NIRRT LR SN
java -cp 'conf/:apps/x:11ib/+' org.fisco.bcos.channel.test.amop.
ﬂChannel2Cl1entNeedVerify [topic] REIES+

VB A B 12 — 1
java -cp 'conf/:apps/x:11b/+' org.fisco.bcos.channel.test.amop.
ﬂChannel2Cl1entB1nNeedVerify [topic] [filename]

NN INEZ N
java -cp 'conf/:1lib/x:apps/+' org.fisco.bcos.channel.test.amop.
LaChannel2Cl1entMultheedVerify [topic] RIS 14

YRR 25 1 — 1

java -cp 'conf/:1lib/x:apps/+' org.fisco.bcos.channel.test.amop.
—Channel2ClientMultiBinNeedVerify [topic] [filename]

6.11.8 E5iRiY
¢ 99: KiEVEEKRM, AMOPEHPTEHEMIIZIGE, 1HEREATIRS I, U & X AE R
Hseq, OEHFER E&NT S RILHEEN -

* 100: XIREET m 2 A2 HPTA SER 205, THEARAEA AR W] IEIOZIE BRI A, FIEEIR
99—, BIERZEN &R seq’, MAHER & R AN -

o 101: XEREETT SIESAKIERHEE, SHTERERNZRNE, REEEASIKYG, MEEIRIE 99—,
TR & AT AE ) seq”, FORTBERS AT S DL SAK AL FRIB T, «

* 102: HEER, BWGERS S TIERCE THE, FRESEW .

6.12 FHREALNITA

FISCO BCOS- & H i 32 #Solidity « CRUD ~ Precompiled = f & fE 4 LTE R «
* Solidity 545 LARYMEE, SRR -

« CRUD¥:M a_u“s()hdnyééﬁ HFY RS AN GEHEIRESD, o u*uhsmlmtyéﬁﬁ R A
FEFISCO BCOSF- 5 AMDBR LG F, LI AL S5EERN D E

6.12. FREAANFX 137




FISCO BCOS Documentation, % 7i v2.2.0

o Fii4wi%E (Precompiled) &#VEHC++%, WETFISCO BCOSY&, M. TSolidity &4 EHHIF
R, HANHROREARFNTEHE, SR TEREEEFTEL RN R, FlarHR
B RTRESNNF LB T —THITNE -

6.12.1 Solidity &A%
* Solidity B /7 314
o Remix7EZEIDE
6.12.2 fFHA&ZICRUDE: O

/5] AMDB T2 f] AMDB & E e 6 Table. sol$E M, ZEOZEIRZESY), ATLIOIEE,
FERF AT MR A R

HEME: SEIAMDBRER R AT Z e = in], HRAZRAN 2R/ W HE—1, FrbliEsE
Al — 28 IR — AT, QIR D RAMRFIRR

Table.sol LRI T:

pragma solidity 70.4.24;

contract TableFactory {
function openTable (string) public constant returns (Table); // fIJF#
function createTable (string, string, string) public returns (int); // OJ&E#%
}

// Bl

contract Condition {
//ET
function EQ(string, int) public;
function EQ(string, string) public;

//NETF
function NE (string, int) public;
function NE (string, string) public;

//RT
function GT (string, int) public;
//RTEET

function GE (string, int) public;

//7NF
function LT (string, int) public;
/T EET

function LE (string, int) public;

/ /BRHIR [EE 55 5544
function limit (int) public;
function limit (int, int) public;

}

// BEEIEILR

contract Entry {
function getlInt (string) public constant returns(int);
function getAddress (string) public constant returns (address);
function getBytes64 (string) public constant returns (byte[64]);
function getBytes32 (string) public constant returns (bytes32);

(continues on next page)
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function getString(string) public constant returns(string);

function set (string, int) public;
function set (string, string) public;
function set (string, address) public;

}

// BIEIC RS

contract Entries {
function get (int) public constant returns (Entry);
function size () public constant returns(int);

}

// TableZZk
contract Table {
// BN
function select (string, Condition) public constant returns (Entries);
// FAEEO
function insert (string, Entry) public returns(int);
// BN
function update(string, Entry, Condition) public returns(int);
/7 MBRER

function remove(string, Condition) public returns (int);

function newEntry () public constant returns (Entry);
function newCondition () public constant returns(Condition);

TEf#:
* Table 5% insert - remove ~ updatefliselecttH %L Hkey HIT Nstring, H KB R A TFF255FFF -

o EntryHget/seti [ fkeyl] & & Fystring, H & F & K L F2555 FF , valueXX ¢ 19 K A
Hint256(int) ~ addressFstring, HH stringfANEEE T 16MB -

B ENZE I TableTest . sol, LIBUIT:

pragma solidity 70.4.24;
import "./Table.sol";

contract TableTest {
event CreateResult
event InsertResult
event UpdateResult
event RemoveResult

int count);
int count);
) .
)

int count
int count

(
(
(
( .

’

/7 Bl
function create () public returns (int) {
TableFactory tf = TableFactory(0x1001); // TableFactorylJHihLEE N ox1001
// ﬁ@ft_test?é‘iﬁﬁﬁkey_fieldﬁﬂname, value fieldNitem id, item name
// key_ field®/NAMDBF key value_ fieldE/nzHEF], FLIEZES], LUES 56
int count = tf.createTable("t_test", "name", "item_ id,item_name™);
emit CreateResult (count);

return count;

}

// BEETE

function select (string name) public constant returns(bytes32[], int[],

—bytes3Z1TTH (continues on next page)
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TableFactory tf
Table table

TableFactory (0x1001
tf.openTable ("t_test");

// FAFRNEFORANRIE AT DARTE TR 2L &

Condition condition table.newCondit

Entries entries

table.select (name,

bytes32[] memory user_name_bytes_list
—size()));
int[] memory item_id_list = new int[]

bytes32[]
—size()));

memory item_name_bytes_list

for (int i=0; i<entries.size(); ++i)
Entry entry entries.get (i);

{

user_name_bytes_list[uint256 (1) ]
item_id_list[uint256(1i)] entry.
item_name_bytes_list[uint256(1i)]

return (user_name_bytes_list,

}
// TENEHE
function insert (string name,
—returns (int) {
TableFactory tf TableFactory (0x1001
Table table tf.openTable ("t_test");

int item_id,

Entry entry = table.newEntry();
entry.set ("name", name);

entry.set ("item_id", item_id);
entry.set ("item name", item_name);

int count table.insert (name,
emit InsertResult (count);

entry)

return count;
}
// BHERE
function update (string name,
—returns (int) {
TableFactory tf TableFactory (0x1001
Table table tf.openTable ("t_test");

int item_id,

Entry entry table.newEntry () ;
entry.set ("item_name", item_name);

condition table.newCondit
.EQ("name", name);
EQ(M"item id"™, item_id);

Condition
condition
condition

count

int table.update (name,
emit UpdateResult (count);

entry,

return count;

}

/7 MEREGE

function remove (string name,
TableFactory tf
Table table

int item_id)
TableFactory (0x1001
tf.openTable ("t_test");

item_id_list,

)i

oy

i
ion();

condition);
new bytes32[] (uint256 (entries.

(uint256 (entries.size()));
new bytes32[] (uint256 (entries.

entry.getBytes32 ("name") ;
getInt ("item_1id");
entry.getBytes32 ("item_name");

item_name_bytes_list);

string item_name) public_

)i

’

string item_name) public

)i

ion();

condition);

public returns (int) {
)

(continues on next page)
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Condition condition = table.newCondition();
condition.EQ ("name", name);
condition.EQ("item_id", item_id);

int count = table.remove (name, condition);
emit RemoveResult (count);

return count;

}

TableTest.solV A T AMDB & IR BE S DNTable.sol, LA RBEF P Ft_test, I
t_test RFITHEMILERITIEE - t_test REWWT, ZFRICFKFEAF A THHYERNRS -

HE: X und R Nava XX A AU 7 2 K TableTest.sol FlTable.sol 7 A 2 il &
fJcontracts/solidity H 3 &, @ 5] & HIZR1ER 4 sol2java.sh F Table Test.java

6.12.3 TigmiFANF X

—. &

Tigm % (precompiled) & #2&—TLARIGRA SR IIhAE: 7ERE M Hc++ RS SEEURE E ThRERT &4V,
FEHLBEVMEEERA ] - FISCO BCOSARR I Himfe 1 ixX Mt 7Rttt AR T —EDREAH 5T
HREHIHE R precompiled i[5 o ASVEN—RAITIES . BEFRGIHF W53 B © #Hprecompiled &
2] L P precompiled & L HIYEF -

. EHmIFEEDN
2.1 ik

SEIRT SR A LRI A
« SELA A HiNE
VA Filsolidity & 29 5035 THYm 1% & ) T BARYE & LR X 4, Htik 23 [8] %153
F P S Bt 25 18]/ 0x5001-0x £ £ £ £,/ P FRZENFR MBI TG % & A5 B — R A L, geiE
B —, RAJPRSE -
FISCO BCOS 521 i precompild & 2451 % LA K ik 43 i -
s EXANED

[Flsolidity &2, It AL TFHFEE LM E SLFABIHE L,  precomipiled &2 FIABIHE L LI 5 solidity 5
2HIF], solidity ABIFER -
TE TG N EE AR, 38 7R 28— AR O Wsolidity 52y, FF HRFPFTA I3 O 1)
REAES, XPTEABNATRIESANBEOASY, BOSNERBNHRIESLINFE
fHH -

pragma solidity 70.4.24;
contract Contract_Name {
function interfaceO (parameters ... ) {}

function interfaceN (parameters ... ) {}

i
and
o
o)
%
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o BT FFRELE

TG & L0 SRR VR, 75 2500 AR IR 5 B (GR 2% 5 R 51 A BIE AEFISCO BCOSH 24—
RNREE),  AFRELE -

LM AN AT R BT LU L RE -

« SEHLE A2

SEHETHE A AR, TWE LI — e+ R, ILRTF B A Precompiled, E#call K%L, FEcall K%L
RSN ORI AT R -

// libblockverifier/Precompiled.h
class Precompiled
{
virtual bytes call (std::shared_ptr<ExecutiveContext> _context,
—bytesConstRef _param,
Address consté& _origin = Address()) = 0;
}i

cal REUH = M54
std::shared_ptr<ExecutiveContext> _context : 1%2?%55?%?5%:??&

bytesConstRef _param : WHAAAKNSEGELE, RIRFEHXN AN DU ZEORNSE L
M_param KT R EL

Address consté& _origin : Lo Kk, FRFITAREE S
AT 5L — 1> Precompiled S 7E T [ Fsample & 2 AU EH -
o EMEY

BRJE TR 2R A A Bk 50 B SRE M-S LIRIET £ RO, X ik F precompiled & 2R & £
HIPT A RERUERTRBIST, BEREMRITGFE2515% - EME.

file libblockverifier/ExecutiveContextFactory.cpp
function initExecutiveContext
2.2 "I ENTFR

// HelloWorld.sol
pragma solidity 70.4.24;

contract HelloWorldf{
string name;

function HelloWorld() {
name = "Hello, World!";

}

function get () constant returns(string) {
return name;

}

function set (string n) {
name = n;
}
}

LRV Hsoliditydi 5 HIHelloWorld 52, AT & SN — MR DV BEAI P % 24, lidstep by
stepff X R F SRS B EMAIAIR o RGeS 12

142 Chapter 6. f#HFM



https://github.com/FISCO-BCOS/FISCO-BCOS/blob/master/libblockverifier/Precompiled.h#L37
https://github.com/FISCO-BCOS/FISCO-BCOS/blob/master/libblockverifier/ExecutiveContextFactory.cpp#L36
https://github.com/FISCO-BCOS/FISCO-BCOS/blob/master/libprecompiled/extension/HelloWorldPrecompiled.cpp

FISCO BCOS Documentation, & 7i v2.2.0

libprecompiled/extension/HelloWorldPrecompiled.h
libprecompiled/extension/HelloWorldPrecompiled. cpp

2.2.1 HECAE LN HHE

2.2.2 U ANEO

T E L HelloWorld & 2RI ThAEE, #1105 HelloWorld$z A 4H[F, HelloWorldPrecompiled {14z [ 444

pragma solidity 70.4.24;

contract HelloWorldPrecompiled {
function get () public constant returns(string) {}
function set (string _m) {}

2.2.3 it FELEEH

HelloWorldPrecompiled 75 22 /7 fifiset I F4F FR{E, BT LAVS e B FE B HRE, FTERIT BRI RS -
EE. _ext_hello_world_
FLEH.

3% A — ST E X, keyT Bt Nhello_key, value™ B Fhello_value 776 % N B F4F B {E, 7] LLE
i set(string) B2 (R, i get()Hz 1 KEL -

2.2.4 LA

/N fHelloWorldPrecompiledZt , H#icalli%l, SKHFTERE OB, call &R -

P B & X fPrecompiled & AN FHF EZF I — MK, ERXRTEXENNABIT A, ERFFHE
JTHelloWorldPrecompiled2t, Rf5 FEFETEALLT TAE:

o BOEM
// X ETETERED
const charx const HELLO_WORLD_METHOD_GET = "get ()";
const charx const HELLO_WORLD_METHOD_SET = "set (string)";

// TERGIE REHATHE O T
HelloWorldPrecompiled: :HelloWorldPrecompiled()
{
// name2SelectorizsPrecompiledd SR G, FRAFHEE D HHIBLES ¢ R

name2Selector [HELLO_WORLD_METHOD_GET] = getFuncSelector (HELLO_WORLD_METHOD_
—GET) ;

name2Selector [HELLO_WORLD_METHOD_SET] = getFuncSelector (HELLO_WORLD_METHOD_
<—>SET) H
}

o OEEFE

TN RA, RITF B
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D& T

const std::string HELLO_WORLD_TABLE_NAME = "_ext_ _hello_world ";
/) ERTE

const std::string HELLOWORLD_KEY_FIELD = "key";

/) HAiWFEFE, 20 FREHESSE, il "fieldo, fieldl, field2"
const std::string HELLOWORLD_VALUE_FIELD = "value";

// call®¥F, REFERFTI, TELAER
Table::Ptr table = openTable (_context, HELLO_WORLD_TABLE_NAME) ;
if (!table)
{
/7 BAELE, BEOIE
table = createTable(_context, HELLO_WORLD_TABLE_NAME, HELLOWORLD_KEY_FIELD,
HELLOWORLD_VALUE_FIELD, _origin);
if (!table)
{
/7 BIERKM, REIERS
}
}

IRECGRIBRIEAINZ S, FH AT USSR R B E R B R 2 -
« KoWAEN
18 1 getParamFunc# T _param 7] AKX 0 FIAHRE O TR SN — & ZARAEM 1 Bk 80P I

uint32_t func = getParamFunc (_param);

if (func == name2Selector [HELLO_WORLD_METHOD_GET])

{ // get () BOVAHZH

ilse if (func == name2Selector [HELLO_WORLD_METHOD_SET])
{ // set (string) BEAHZHE

}

else

« SRR 545 F0R ]

WH & AR S 58 S Eeallik £1 1) paramé% ¥, & ¥ MSolidity ABIRE =X 17 4w A5, fiF
Fdev::eth: ContractABIIE—?éTu %éﬂlﬂﬁ%ﬁffﬁ [&] ?%Diélﬁlﬁﬁiélﬁlﬁm%%&mﬁ?ﬁ
TG YRS . Solidity ABI -

dev::eth::ContractABIRPFRHAIFEMF FHabiIn abioutMNMED, BIEHFSEEFEIML, &
0] LR AL IR H R S5

FPbaB IR, c++RIEIRFFIH e vmfEH HIHEN
// _id : REEEOFEBRNNATRE, —BELAS »EIE

template <class... T> bytes abiIn(std::string _id, T const&... _t)
/7 R mwwm c++R TR
template <class... T> void abiOut (bytesConstRef _data, T&... _t)

N BRI R A e (56

// WFtransfer¥0 . transfer(string, string,uint256)

/ %%‘fﬂu

std::string strl = "fromAccount";
// 4\%&2
std::string str2 = "toAccount";

(continues on next page)
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// BHE3
uint256 transferAmoumt = 11111;

dev::eth::ContractABI abi;
// ML, abiIn®—"stringBEEIA "
bytes out = abi.abiIn("", strl, str2, transferAmoumt) ;

std::string strOutl;
std::string strOut2;
uint256 amoumt;

/7 TR SE

abi.abilOut (out, strOutl, strOut2, amount);
// Tz e

// stroutl = "fromAccount";

// strOut2 = "toAccount"

// amoumt = 11111

&J5, % HHelloWorldPrecompiled call PR 52 BE S B AL HEHE -

bytes HelloWorldPrecompiled::call(dev::blockverifier::ExecutiveContext: :Ptr

—context,
bytesConstRef _param, Address consts& _origin)

// FERTEREEE D

uint32_t func = getParamFunc (_param);

//

bytesConstRef data = getParamData (_param);
bytes out;

dev::eth::ContractABI abi;

// T

Table::Ptr table = openTable (_context, HELLO_WORLD_TABLE_NAME) ;

if (!'table)
{
// FAGAE, HibtE

table = createTable(_context, HELLO_WORLD_TABLE_NAME, HELLOWORLD_KEY_ FIELD,

HELLOWORLD_VALUE_FIELD, _origin);
if (!table)
{
/7 QIEERRML, ToARR 2
out = abi.abiIn("", CODE_NO_AUTHORIZED) ;
return out;

}

/7 RAaEAED, & B0 ERRHZHS
if (func == name2Selector [HELLO_WORLD_METHOD_GET])
{ // get() EOWH

// BVGREE

std::string retValue = "Hello World!";

auto entries = table->select (HELLOWORLD_KEY_FIELD_NAME,
—newCondition());

if (Ou != entries—>size())

{
auto entry = entries->get (0);
retValue = entry->getField (HELLOWORLD_VALUE_FIELD) ;
}
out = abi.abiIn("", retValue);
}
else if (func == name2Selector [HELLO_WORLD_METHOD_SET])

table—>

(continues on next page)
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{ // set(string) HHOWHA

std::string strValue;

abi.abioOut (data, strValue);

auto entries = table->select (HELLOWORLD_KEY_FIELD_NAME, table->
—newCondition());

auto entry = table->newEntry();

entry->setField (HELLOWORLD_KEY_FIELD, HELLOWORLD_KEY_FIELD_NAME) ;

entry->setField (HELLOWORLD_VALUE_FIELD, strValue);

int count = 0;
if (Ou != entries—->size())
{ // 1HHTE, B
count = table->update (HELLOWORLD_KEY_FIELD_NAME, entry, table->
—newCondition (),
std: :make_shared<AccessOptions> (_origin));

}
else
{ /7 [ENFE, A
count = table->insert (
HELLOWORLD_KEY_FIELD_NAME, entry, std::make_shared<AccessOptions> (_
—origin));

}

if (count == CODE_NO_AUTHORIZED)
{7/ ERBIENR
PRECOMPILED_LOG (ERROR) << LOG_BADGE ("HelloWorldPrecompiled") << LOG_
—DESC ("set")
<< LOG_DESC ("non—authorized");
}
out = abi.abiIn("", u256(count));

}
else
(/7 BEERR, R0
PRECOMPILED_LOG (ERROR) << LOG_BADGE ("HelloWorldPrecompiled") << LOG_DESC("
—unkown func ")
<< LOG_KV ("func", func);
out = abi.abiIn("", u256 (CODE_UNKNOW_FUNCTION_CALL)) ;

return out;

2.2.5 M A4 HRIFIRG

o EMF L BTG FEESL - BEFISCO-BCOS/cmake/templates/UserPrecompiled.h.in,
E—FEE/‘J@ﬁ*&ﬂﬂﬂelloWorldPrecompiled/a\?/‘jﬂ/‘}f@iﬂ:o INCH, BUBERERIT .

void

—context)
{
// Address should in [0x5001,0xffff]
context->setAddress2Precompiled (Address (0x5001), std::make_shared
—<dev::precompiled: :HelloWorldPrecompiled>());

}

o FRIFIRID - HSHIH, LRI HRFEIRRY -
ER: LI ATHelloWorldPrecompiled.cpp il 2k 3 4 75 ZL AT E T FISCO-BCOS/libprecompiled/extension H 5K
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.

o FEHFISCO BCOSEFEE - B 4RI TFrIsco-BCOS/buildBE T, MM NHEFTESIEEA
AT S HIEEFR S I T « LIS %X H .

bash ../tools/build_chain.sh -1 "127.0.0.1:4" —e bin/fisco-bcos

= HH

MHFAE, TigmiEa 2 Ssolidity BRI AT NEAFE, ME—FIX A Esolidity & A 7ERRE 2 J5 7 fE
REREIE RSN, TgRiEAARMIE N T EL, ANHEE, " LIEEMHH -

3.1 fFH## & H FHHelloWorld iR 7% & 4

1421l & contracts/solidity £l EHelloWorldPrecompiled.sol X4, 3T {4 N 2% & HelloWorld 7 4 135 & 23 Fr H2
ERE,

pragma solidity 70.4.24;

contract HelloWorldPrecompiled{
function get () public constant returns(string);
function set (string n);

}

{5 A g 1 A Z o R EE T NS L BRI G Sv1.0.20L EARAS . RJE ST N T iE A B AT R A

[group:1]> call HelloWorldPrecompiled.sol @
Hello World!

oup:1]> call HelloWorldPrecompiled.so
542ffab97f9 cebadb39d54825b1f7@

[group:1]> call HelloWorldPrecompiled.sol @x
Hello, FISCO BCOS

[group:1]>

3.2 solidity ¥

B AT 2 1 FESolidity & 2 H A R 1 & A% WA H# O o 7F % ) & contracts/solidity fl]
#HelloWorldHelper.sol 34, SCHHZEWTR

pragma solidity 70.4.24;
import "./HelloWorldPrecompiled.sol";

contract HelloWorldHelper {
HelloWorldPrecompiled hello;
function HelloWorldHelper () {
// W HelloworldiigmiEa?
hello = HelloWorldPrecompiled (0x5001);
}
function get () public constant returns(string) {
return hello.get ();
}
function set (string m) {
hello.set (m);

(continues on next page)
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}

t "Hello World"

[group:1]> call HelloWorldHelper.sol @ 66a’c cBeb774f6dc783a8eedf0 get
Hello World

[group:1]>

6.13 H1TE4

FISCO BCOSHR ML T AI HAT AN FF L HELR, HFAEHHWBIERMIEREFIEY), e HFISCO BCOSTT &
HATHIIT - HITENMMEE:

o EHEM: ZEMT G ERPHIT, GERABRERHVZESFICPURIR, MM &= TPS
o A[HRRE: ALUE IR EVIES B E SRR S HUTHIMERE, DUSCRENETY Rl &SR
BT, HENBUWTHEFISCO BCOSHATEL, LUNUMAEREFHITHATEL -

6.13.1 Fi&HA

HATESF

WL B R BREBHATHIT, W TXWEL S EBEELR . BF, BIEMERS & ABIESNFE
TRNESFERLE.

flan, RS RT, o R P RIFEKERE - Hranster(X, Y) FR AXH PRI Y FH - RO IKE O,
UURENES 27 TN

A28 H B EARE E S
« HEZHL. AA8OYF, S5ANFMETENSYE BRIEM RS E . iRk A0E: D transfer(X,
Y), XFY#HZEFSE
« HFRMWNE: —EXGY, WELFRSEERIH AN - BROERNE - FIUnERKFIE: O transfer(X,
Y), —Z AN EOMZ ST, BARNSE R ransfer(A, B), NIXZEEIEM RIS E[A, Bl; A4+
—3 5, FAARZ T ransfer(A, C), NXERIER RN EA, C-
AW E—NZIBER S 2 TRIFITHIT, MEAMREXZINERNREEERXE . HEZHTE
NI G ] HATHAT -

6.13.2 wWEHITEN
FISCO BCOSH#{t T AT HAT A AT R HELR, FF 4 # N IESRIH & 44, & WFEA 4480

WEFSE, RIAISCElRE T HUITI ALY . S EAIEE S . FISCO BCOSREMITAL ZHT, HIhf#
EFX G, FER—IZ% RATRELLTC A% R A2 5 HATHAT -

HHI, FISCO BCOSHRME T solidity 5 7415 & 2 BRI A] 4T & LI A HEZR -
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solidity & 41T HEZR

% B H 1T Bsolidity & 2N, FF A MBS FF &% i Wsolidity 5 A Wy 2 M1 7. XM, ATEE
.

Ffparallelcontract ENFTEHITHELIMER, #iﬁjﬁﬁregisterParallelFunction (),
AT DAFFFTRIEE O BIA] o (ParallelContract.sol & 2CHE 2 %X H)

St T EER2EG), BT P ParallelOk & 2 SE B T HATEL MK A Th RE

pragma solidity 70.4.25;
import "./ParallelContract.sol"; // GlAParallelContract.sol

contract ParallelOk is ParallelContract // ffrarallelcontract {ERIEZE
{

// AL

mapping (string => uint256) _balance;

function transfer(string from, string to, uint256 num) public

// BEAb NI ZEG], SKBRAE T HIE B Sa feMat R BN
_balance[from] —-= num;
_balance[to] += num;

function set (string name, uint256 num) public

{

_balance[name] = num;

function balanceOf (string name) public view returns (uint256)

{

return _balance[name];

}

// EMFT LT RGN
function enableParallel () public

{

// BRECEFATE (R, "EAREZER) | ZEWEILEZERFRSE (BT m i B /R ZHL AR

TE Fil T

registerParallelFunction("transfer (string,string,uint256)", 2); //,
—critical: string string

registerParallelFunction ("set (string,uint256)", 1); // critical: string

}

// T EYER
function disableParallel() public
{

unregisterParallelFunction ("transfer (string, string,uint256)");
unregisterParallelFunction ("set (string,uint256)");
}
}
BAPIRAT

(1) ¥parallelContract/ElE&AIMELE

pragma solidity 70.4.25;

import "./ParallelContract.sol"; // 5l AParallelContract.sol
contract ParallelOk is ParallelContract // FfrarallelContract VENIEF

{
/7 BT

(continues on next page)
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// FEMRTAFRAT I & 20

function enableParallel () public;

/7 FEEHAT AN
function disableParallel () public;

(2) WEFHITHELED

S Hpublickki 81, ZEAMED - RMEFHITHELED, 2R\ —ENHAN, LH—NE4F
fJpublic BRI %Y -

WO RTAIHAT
AT G IR, R 2
o LS G2
- TRAEEREEED
WEBFZH
EREZOF, EHEEONEFRSE, HONEREN2RTENER, BRSO EMN .
o BEOV4IA] T 4 Fimapping, mappingfkey& B 5S4
o OV T 2FEAE, BEHE TR ERSE

s BOVIR TRARHEN2FHEE, TARAREN2RZELIMA-PEFZH, AAFNZES
TERE XS

. EAREZIMERRENERTE, NEZEOWR T ARN2RHZEE - ERAR
BOHT, WHEEEER T 2RZEMNBEOSHTE L —1TERFRSE, FE AR
AT 2RZE. AN, Eh8ERFRSEESEENEBRN2RTERNTES”, H
DIFRBHLER SR E TN S o W: setA (int x) MEFENRT £F5$globala, NIFE
FrsetaRiEE X Nset (string aflag, int x), EVEAR, £ Aseta("globalA",
10), HZEH “globala” KIGH T FHHIE/FX F&globala-

i€ S B R BT

W L2, MBI ES LSRN, AN
o TOZSHUNPR: string - address ~ uint256 -~ int256 (KFSFFFHLRM)
o HRZEM AT IR OS50
o T B FRSEHDIER: O S 8N &

mapping (string => uint256) _balance; // &Jiimapping

// BRA & from- toHEERHI, 1ENtransfer () FFLMIB S5
function transfer(string from, string to, uint256 num) public
{
_balance[from] -= num; // from &% /Emappingiikey, J&HIFZ%
_balance[to] += num; // to se®JAmappingfkey, &LJFZEL
}

// BB EnameHERE], 1ENset () LIS
function set (string name, uint256 num) public
{

_balance[name] = num;

}

(3) EREZRPEMAIHTRENED
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TEE Y SEI] enableParallel() A%, 1 HregisterParallelFunction){EM AT FHATHIEE O - R FEESL
HidisableParallel()BR %L, &R &EEUHHATHITIIRET -

// FEMRDGHAT R &8 0
function enableParallel () public
{
// BRBGESFR SR (FEE, EARESK) | SEMRILTE2ERSE
registerParallelFunction ("transfer (string, string,uint256)", 2); // transferf
M, Bi2TREFRZE
registerParallelFunction ("set (string,uint256)", 1); // transferfZll, FI17TWEHFEZ
4
}

// T RYER

function disableParallel () public

{
unregisterParallelFunction("transfer (string, string,uint256)");
unregisterParallelFunction ("set (string,uint256)");

(4) EBEBHITHATEN
FAHE ] 5 Bl Web3SDKYRFFERE &2, Ak LIFEHI & R .
EREAY

’[group:1]> deploy ParallelOk.sol

Y4 enableParallel () 8 M, ilParallelOKREFHATHAT

[group:1]> call ParallelOk.sol 0x8cl7cf316cl063ab6c89df875e96c9£f0£f5b2£744
—enableParallel

RIEFATRS) set ()

[group:1]> call ParallelOk.sol 0x8cl7cf316cl1l063ab6c89df875e96c9f0f5b2£f744 set
—"Jimmyshi"™ 100000

ﬁlﬁﬁﬁi% transfer ()

[group:1]> call ParallelOk.sol 0x8cl7c£f316cl063ab6c89df875e96c9f0£f5b2f744 transfer
—"Jimmyshi" "jinny" 80000

BERXGHITEER valanceof ()

[group:1]> call ParallelOk.sol 0x8cl7c£f316cl063ab6c89df875e96c9£f0£5b2£744
—balanceOf "Jjinny"
80000

FISDK A A KB HHIBIT, R T ICHIZE B P2aH

TG AT B LIRELR

WMEFTHMMESS . FRRES T 8 7% %6200 i EmEFE . 38R HiEe N
PlPrecompile N 22K, 7EiX 2 FSLI A48 H - HE T, Precompilef) & A R IEAT M T B 1 5E A
B, ARSESEILX AN EEL, RIATSERHFATIIGRIE A4 -

(1) KA R HRHAT

’bool isParallelPrecompiled () override { return true; }
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(2) RIHTEOMLT S5

R, —EE NI, FTE MO SEES T E . BRES, FRHEOREMERNR . §
PR SRS TR & 2O SIS . BCAMYS T FISCO BCOSTRiERTAE, BLiA RSB o] L b i (ol
U AR TR B -

// REHATED, NSEHBUE RS, BREEFNER
std::vector<std::string> getParallelTag(bytesConstRef param) override
{

// SRR (fune) WS (data)

uint32_t func = getParamFunc (param) ;

bytesConstRef data = getParamData (param);

std::vector<std::string> results;
if (func == name2Selector [DAG_TRANSFER_METHOD_TRS_STR2_UINT]) // HEEHITH0
{

// T%Dﬁ userTransfer (string, string,uint256)

// MdataFBUH AR5

std::string fromUser, toUser;

dev::u256 amount;

abi.abilOut (data, fromUser, toUser, amount);

if (!invalidUserName (fromUser) && !invalidUserName (toUser) && (amount > 0))
{
/7 BEFRNGEE | resultsH
results.push_back (fromUser) ;
results.push_back (toUser) ;
}
}
else if ... // FTAWEOBHFEALAHAFMNG, REZERRITEF LTS

return results; //REHJF

(3) ¥, ERTA
FRRET RWTIE, 2% X2
YiFEZE, RETR, BRI S IS, HERT A -

6.13.3 26. FHITEMK

AL 53 1125 Hisolidity & £ FNTi SR 15 & 2V A H AT 2541 -
=285
2B TR B LN T HATER
+ Web3SDKZ J i
+ —Z4FISCO BCOS##
Web3SDK ISR A 3£ 17355, FISCO BCOSHERRHUTHAITZ S - HRALE, 75%.
+ Web3SDKHIRL &
o 1EHE
Hi L ENR KR, BOFE:
+ 31"Web3SDK, A REf“4 RIEE ML 5

« 40T R, HPTEWeb3SDKHRELE T8 LTE T AG R, WS LREGI TR L, 7
AELLBERERIL R B A5

152 Chapter 6. 1 H Tt




FISCO BCOS Documentation, & 7i v2.2.0

FH17Solidity 54 ParallelOk
ET M AT Nk R — R B S HRE - ParallelOkS 2, 2k BRI — 2441, BESCENIEATHY
LK INRE - ParallelOkS 2 BAE LTS H -
FISCO BCOSTEWeb3SDK [N & T ParallelOk& 2, IHAM4E H FHWeb3SDKK & 1% K & H: 4738 5 IR E 77
%

(1) FISDKIRE AN~ FigH P - FBREeANHIThE

# ZH: <groupID> add <GIEMIAFEE> <HOIEEIEERETPs> <A FEBIUHA >
java —cp conf/:1lib/*:apps/* org.fisco.bcos.channel.test.parallel.parallelok.
—PerformanceDT 1 add 10000 2500 user

# FEgroupl FOIET 100000, BIEBIELI2500TPSKIER), FRAIH P E B FEusert

HUATALING , ParallelOK#E 2| X HEE ., AIEIH G B ARG Euser 3L, [FIEF R/ T ParallelOkHY
HATRETT -

(2) MEREHITERLS

EE: ERERZER, BE¥SDKHH S HEHE NERROR, 4 66H £ B AL £

ZHY: <groupID> transfer <A FEE> <MEREEEKRM s RS> <FEMHPEEXH> <325
HEHSH: 0~10>
java -cp conf/:lib/*:apps/* org.fisco.bcos.channel.test.parallel.parallelok.
—PerformanceDT 1 transfer 100000 4000 user 2

# WgrouplXiET 100000735, Kk resERR 4000, ARZAIGIEN userSUHEBEF, KNS
A 2080 H ST -

(3) BIEHATIERTE

FATZ G AT ARG . Web3SDKZ T I Hi #1745 2R - Tps & BUSDKA £ B A2 5 £ 77 /. LT
HITPS . validation E¥SIKAL HHUTA RVERE -

Total transactions: 100000
Total time: 34412ms

TPS: 2905.9630361501804

Avg time cost: 4027ms

Error rate: 0%

Return Error rate: 0%

Time area:

0 < time < 50ms : 0 : 0.0%

50 < time < 100ms : 44 : 0.044000000000000004%
100 < time < 200ms : 2617 : 2.617%

200 < time < 400ms : 6214 : 6.214%

400 < time < 1000ms : 14190 : 14.19%

1000 < time < 2000ms : 9224 : 9.224%

2000 < time : 67711 : 67.711%

validation:
user count is 10000
verify_success count is 10000
verify_failed count is O

LB, KIRE SHATHITPS 2905 - HUTHRK K G, TTEMEER(verify_failed count is
0)-

(4) FTHEETPS

B MWeb3SDK TG A & £ /2 5 22 BIA8 5 IR BT S AT HUTRE T HY IR « 7524 1>Web3SDK RIS £ 1% 28
5« TEZ "Web3SDK[EIR X £ 5 f5, HALRR 45 R fTPS I AIS 2| FITPS NS R, TR B BN
SALFREXTPS -

PRI H ST HTPS
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cd tools
sh get_tps.sh log/log_2019031821.00.1log 21:26:24 21:26:59 # ZH. <HEXTH> <HEITA
W] > <TG S [H] >

5FITPS (2 SDK - 4774, 8#%, 16GINTE)

statistic _end = 21:26:58.631195
statistic start = 21:26:24.051715
total transactions = 193332, execute_time = 34580ms, tps = 5590 (tx/s)

HITT% %A DagTransferPrecompiled

SParallelOk® £ ) T) G — F ., FISCO BCOSH & T — 1 I 17 ¥l %% & & & 0 f F
(DagTransferPrecompiled) , SEHEL T B R BIE TR A EAEMEIKIIGE . ZANRBEEHESZIHP
MR, FFERME— A SCRR AT Wtransfert® [, SEIIXS FH P (A AR MK R E R AT 40 2 -

HER: DagTransferPrecompiled 31773 5 fI2:6, ThEEB AR H, EMHTE& LS -
(1) AP

FWeb3SDK A 1A QI FH P B34, BRI P 5 BIRFEEuser LA o i@ 2% S parallelOKHH[F], N[
AN A2 fii 2 I FH FR0 5 A& precompile «

# 2% <groupID> add <IN EE> <WAEEBIEE R TPs> <HERIAHFE RS >
java -cp conf/:1lib/*:apps/* org.fisco.bcos.channel.test.parallel.precompile.
—PerformanceDT 1 add 10000 2500 user

# fEgroupl FAIET 1000010, QlERIELI2500TPSKER, ERKIHAEBARELEuser®

(2) MEREHITEIKRLS
FWeb3SDK 4 1% HATHIKAZ 5
HE: EMELRER, B¥SDKH H ESHIEHB NERROR, 1 HEH EBHIA LR

PN

# 24 <groupID> transfer <EXH¥E> <MEKRIEEKRKTPs FIR> <FEIHFABEEXE> <55
BB o~10>

java —-cp conf/:1lib/*:apps/* org.fisco.bcos.channel.test.parallel.precompile.
—PerformanceDT 1 transfer 100000 4000 user 2

# Mgroupl&i% T 100000025, KiEfTPs EIRFE4000, FMIZATOIE N user TFRBIA T, AXHIAC5
HE 2080 HSF -

(3) BIEHATIERM

HATZ G AT E ARG . Web3SDK2 T B H #1745 5 - Tps J& BUSDKA 3£ B2 5 £ 77 /. LT
HITPS - validation ZFIKEZ HHUTLERIRE .

Total transactions: 80000
Total time: 25451ms

TPS: 3143.2949589407094
Avg time cost: 5203ms
Error rate: 0%

Return Error rate: 0%

Time area:

0 < time < 50ms 0 : 0.0%

50 < time < 100ms 0 : 0.0%

100 < time < 200ms : 0 : 0.0%

200 < time < 400ms : 0O : 0.0%

400 < time < 1000ms : 403 : 0.50375%

1000 < time < 2000ms : 5274 : 6.592499999999999%
2000 < time : 74323  : 92.90375%
validation:

user count is 10000

(continues on next page)
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verify_success count is 10000
verify_failed count is O

MNEHFEH, RIRTSHAITHTPSZ&3143 - HUTERKK S, TEMEIR(verify_failed count
is 0)-

(4) HHEETPS

B Web3SDK LA A 14 & 1 22 AL 55 LUR BT OO THUTRE I HI B IR o F52£E 1-Web3SDK R I & %52
VK EE%(/[\WeMSDKIﬂNﬁ%T%E, BAE RS R I TPS AR B TPS N UERS, FEEENT
RALERELTPS -

FHRZA M H &30 H i+ ETPS

cd tools
sh get_tps.sh log/log_2019031311.17.1log 11:25 11:30 # Z40 <H&E S STEIFUAHE >
o <V B RIS >

BF|TPS (3SDK- 47745, 8%, 16GINTE)

statistic end = 11:29:59.587145

statistic_s t = 11:25:00.642866
total transactions = 3340000, execute_time = 298945ms, tps = 11172 (tx/s)
P SUL]

AL HIVERELE R EAE3SDK ~ 471 5~ 81% - 16GINFE - 1GMZ TG . & SDKAM T S #E &
FEARFRMIVPSH, MEENAEE . KFRTPSEAREIRFIEMFICE - BRIERGEANALEH 50H BTl -

6.14 HAEH

FISCO BCOSHI AT Y#E 17 5« WLEEE 17 AN A, X =Ry 5 28R ] i P 4 M L e

- HA
- RN A ZHEHRRNT A, IERENTEEYE (ERERNBOAEERIHRY F)
- MBET R NS5, HEEEHFEPEE LEIRAT A .
« A
- fg%*ﬁﬁ ERsh, FEFIMARART & OE MR ORES, ARERBUEE L RIEL

6.14.1 #/EMm4

EHIE1MLT addSealer -~ addObserver 1 removeNode =254y 248 & 17 A R &« WIERE
TEFEET S, FA{#FH getSealerList « getObserverList 1 getNodeIDList £ 4 fi 4 B L 17 551
F - MERETT S RFEN AT S5%

+ addSealer: R¥E T 5 Nodel D B X R 15 i A H IR 75

+ addObserver: HR¥ETT 5 NodelD1% B X K77 w5 F AT

« removeNode: HRYETT 5 NodelD % B X I 1 55 I 7 A ;

o getSealerList: EHEFHF HIRTI S5,

o getObserverList: & FFH LT S5,

o getNodelDList: &7 s i FIPTE HAth 75 5 ANodelD -
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Bl FIEET AR BAIRT A MEET A ET A, EEREGFLSWT:

BE: TAEARER, B
o #{ETT iNode IDFFFE, 17 5iNode IDA]ZET 5 H 3k FHUT cat conf/node.nodeid 3k HX
o TEMMARXKEEERTE T SLHER: ERLHHNT SSHHE+++HE

W AN T ~/Ffisco/nodes/192.168.0.1/node0HE N
$ mkdir -p ~/fisco && cd ~/fisco

H

# KRBT fiNode 1D (TR HRN~/nodes/192.168.0.1/node0/)
$ cat ~/fisco/nodes/192.168.0.1/node0/conf/node.nodeid
7a056eb611a43bae685efd86d4841bcb5aefafbf20d8c8£6028031d67af27¢c36c5767¢c9c79cf£201769%e

# EEEHE (XERIENMNT~/fisco/console )
$ cd ~/fisco/console

$ bash start.sh

# REFEE T R AR

[group:1]> addSealer
—7a056eb611a43bae685efd86d4841bc65aefafbf20d8c8£6028031d67af27¢c36c5767¢c9c79cf£20176
# EIRIRT NI

[group:1]> getSealerList

[

80££f220b9695.

ed80£f£f220b96

7a056eb6llad3bae685e£d86d4841bc65aefafbf20d8c8£6028031d67af27c36c5767c9c79cfr201769ed80f€E.

]

# BTRE T IR N EEE T A
[group:1]> addObserver,
—7a056eb611a43bae685efd86d4841bc65aefafbf20d8c8£6028031d67af27¢c36c5767¢c9c79cf£20176

# BRI ET A&
[group:1]> getObserverList
[

ed80f£f220b96

7a056eb611lad43baec685efd86d4841bcb5aefafbf20d8c8£6028031d67af27¢c36c5767¢c9¢c79¢cff201769ed80ff.

]

# R AR BN T A
[group:1]> removeNode,
—7a056eb6llad43bae685e£d86d4841bc65aefafbf20d8c8£6028031d67a£27¢c36c5767¢c9c79c££20176

# BT RIIER
[group:1]> getNodeIDList
[

ed80££220b9%6

7a056eb6llad43bae685e£d86d4841bc65aefafbf20d8c8£6028031d67af27¢c36c5767c9c79cff201769ed80f€f.

]
roup:1]> getSealerList

g
[]
[group:1]> getObserverList
[]

6.14.2 HIEZRH

NS S B ERIER I ERRAY A ERE T OB MR . TEBRIEDTH B, AR R
IOARILE ~ 1T IAREA - SRR R F B, DR T AR HERA - R0 R0R H R4
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BEH
o BECTAECE: TABKRESEEREERLEN, WRARIET B OFEMERMALRE - CARK
RSP IPNZ 245

o XHIRERE: T ALE BT FBEHRAIRNEED, W XAIRETE T ARTME
. BHTRHLR R AT 5 E e & - SDKER K Iprecompiled serviced# [ -

« RPCEW: Ffcurlin&EWEE LFEE, W RARETHEERAT RKER -

BAIED IR

AR LUN B 0 Lk 2 e SO BRI EREATHA « REARFOR T AR REEAT MBS, K&RR
TRAERLEEREM EAEERAXR, ARBEEX D ARKEARR . TEE-MM%E, G5 =1
?fﬂ, HA#EHGroup3H = 1T 5 - Group3 @ 5 HMBFHAFAELZET A, ALl Ed R 0iE A

-
i ¥

® & 3
A EHFEG Hnode0, TP H5127.0.0.1:30400, nodeIDH] U NFT1 H7b231b309. ...

T E20 H 4 Fnodel, TPHE$7127.0.0.1:30401, nodeIDRi VU PFT5 Haab37e73. ..
T E3HE 4 Fnode2, 1P¥EH7127.0.0.1:30402, nodelDH)IH N5 Hd6b01a96. ..

AT SN L%

Yy it

TR S, BAEMARML .
AR -

1. 3 AnodesFlZ H 3¢, #1%ZH %—Fﬁiﬁlﬁﬁkﬁ‘gen_node_cert shAERTT A HE, HXZnode2 N
%, node2NHE conf/ H3;
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# ARBUEA

$ curl -LO https://raw.githubusercontent.com/FISCO-BCOS/FISCO-BCOS/master/tools/
—gen_node_cert.sh && chmod u+x gen_node_cert.sh

# BUT, —cHERTAFRENCcal R, agency MILIGZ, —o WA A ERA

$ ./gen_node_cert.sh —-c nodes/cert/agency -o node2

2. ¥ Mnode2¥|nodes/127.0.0.1/F, 5HABIT S ER (node0- nodel) [FZ;

$ cp -r ./node2/ nodes/127.0.0.1/

3 . 3# Anodes/127.0.0.1/, ¥ Jlnode0/config.ini- node0/start.shfflnode0/stop.
sh¥node2 H 3%;

$ cd nodes/127.0.0.1/
$ cp nodeO/config.ini nodeO/start.sh nodeO/stop.sh node2/

4 BMnode2/config.inie X F [rpc] &R, BH1listen_ip- channel_ listen_portfljsonrpc_listen_pc
XF [p2pl HEL, Bf1isten_portFfEnode. FHEINEH BT HEE;

$ vim node2/config.ini

[rpc]
;jrpc listen ip
listen_ip=127.0.0.1
;channelserver listen port
channel_listen_port=20302
; jsonrpc listen port
jsonrpc_listen_port=8647

[p2p]
;p2p listen ip
listen_ip=0.0.0.0
;pP2p listen port
listen_port=30402
;nodes to connect
node.0=127.0.0.1:30400
node.1=127.0.0.1:30401
node.2=127.0.0.1:30402

5. ME3EE T S 1 nodel /conf/group. 3.genesis (NEBHET SHIHYIE) Fnodel/conf/
group.3.iniFlnode2/conf HE N, THRME;

$ cp nodel/conf/group.3.genesis node2/conf/
$ cp nodel/conf/group.3.ini node2/conf/

6. HfTnode2/start . shiBshTi A.3;

$ ./node2/start.sh

J

WA S35 SR 2R E R DAL, I RS ERIETER -

# FEFTIFDEBUGSI HERHR T, BEHET A (node2) EHBMT SEFTEERNT AES (nodeID)

# LITHEEWET SAnode2 5F AT A (7 A MMnode IDET 4N F T Hb231b309 ~ aab37e73) I TEHE
$ tail -f node2/log/logx | grep P2P

debug|2019-02-21 10:30:18.694258| [P2P] [Service] heartBeat ignore connected,
—endpoint=127.0.0.1:30400, nodeID=b231b309...

debug|2019-02-21 10:30:18.694277| [P2P] [Service] heartBeat ignore connected,
—endpoint=127.0.0.1:30401, nodeID=aab37e73...

info|2019-02-21 10:30:18.694294| [P2P] [Service] heartBeat connected count,size=2

TEfR:

 HERTHAE, FEERFTE T A configiniF W HZBACEE T rENT A, FIERRFH
FEEERBFAT AT . 2% (CABRALHE) ;
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o T R8T KK config.ini O H R FLE I PRI A
< Hig b, TRIMAFELNE S KPP FUEESIER, R SERld 41 M3 HIRIE;
o WIRSH AT FE RO Y R JE SR I AR

o W PAET S M2 H config. ini (UP2PTY UE SR A INAT G30E R ER T AIM2, REFE
GREFN DTN RN

AT R 2%

p=s iUy

TRITEMLS, 5T R U™ S28E, IR ML .
RN -

LT A3, KFESHPPT RERIIRNAES, ERT A3

# TEnode2 BHFE THUT

$ ./stop.sh

$ ./start.sh

nohup: appending output to ‘nohup.out’

2. RTFH A2, R AN BB RIP2PT FOERSIR TR (WE) | BEET A2
3N R3S AL (F12) RIEHEEZCEWTT, 1BHMSEERIEZM -

HEf#:
s TR3TIRR HBAM B ML, BERFHAFRIE, REAEERE;
o MEERBT AENAR, WMskDE2P, T35 ST S22 ERIP2PIERIER, F
SLPERE, A FHCARE A HUBE X FRIE L -
c HERATHAR, FRRETSHNIET S Hconfig.inif) 4 BECE HMER, FH EFRRET
HEBEERAT AT . 2% (CAREEZH) -

AT SINAGEA

Yt
A Group3 7 17 AR M2, WY R HIBR, IR R NAREA -
BRAENRFF -
LR3I R4
2. i %] G addSealerfR4E 7 5.3 node DI E 17 A3 A IR TT A
=

3. ¥ & getSealerList L i) group3 L IR T s A B B L& 7 5.3 nodelD, WIF77E, MIAFELHERIE
SERK -

.
o T H 3 NodeID ] LLf# FH cat nodes/127.0.0.1/node2/conf/node.nodeid ‘K EY ;

s TR3HRASZFRENRAT SRIIRARTEARAT AARAGEK, KRAEADERE, AL
TRKBRAT RAGRE -5

« TRITREMMEHENG, BHITIMARARBRE, REFRRRIENY;
o T RIHRRARE R R E SRR S T A2 E — 3
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AT OB HAFA

Yy iin
FEHGroup3 R AL~ TR H3, =T AR, IR T A3 R HAAH -
AR -
1. f %] G removeNode tR 1 17 /.3 Node DI B 7 /53 I B 17 A
2. I & getSealerList & ] group3 B IR M A @ B E & 17 H3HnodelD, WEVHZK, 1BHEFHME
VEZERL -
FhFEULEA:

.
o A3 AR S BT S B HUTIR HERE .

6.15 PR H]

ASCREA AR A PRI RO SEERAE, B RARIZ IR T E S B DR s o -

HE: WHEEHEANE: BTRABALNREEICE, EIEFK 2 a] LU#FE RS EThEE - Flan
kP IR EK P VENRIESY, HEKP24r L BERF2ERIRAE G4 - B2 1R E R
REFERINESL, HEAMK AT DL E HEINARR - B, FEEBRREREZ A, R A PR A -
Al LA A grantPermissionManagerTE/&\&E%%&ﬂﬁ)rljft)i' , Rl¥E e ek P al LUEFIABR 2 FCThee, dE8E
EH K P TR EL T EE -

6.15.1 BIENE

AT B LU ThREZEAT AN PR R A E A48
o AR o0 HEE B 5
o BAUKP N ARGUEE G
o RAGERE& LA P&
o BAUM FHCNSERE G2
o RAVEHT R
« RIBERARGSEL
« BAUKFP SR

6.15.2 B E

Fil &+ JE ZHFISCO BCOS 20X HEETT S AiEH &, 1ESH 128 Uiy .
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6.15.3 N REHI TH

FISCO BCOSHEMIE#I & i & AR IhAE (X &%, A LA HSDK APIffPermissionServiced# M i
FRRIhEE) | HAW KRR ESIG2 a0 T:

6.15.4 BRI SR EIMK -

%’Fﬁﬂ@%@@ﬂjﬁ)ﬂ i)ﬁﬁfﬂjﬁget_account .sh, iﬁﬁlﬂ‘]m&)ﬂ j(ﬁ‘?faccounts E i—l: ° E%Uﬁﬂ%?gﬁimﬁ
PR, BARRAESEEGG T Bit, mdEs G s Ek s, mEARERDIRE . BTk %
W, BATA LIFEEHI G R B X N i#idget_account . shil A4 5 = "PRCS124& 20K - S0, A=
R R A B RS TR E AL o AR = PKCS 1248 UMK - X0 T

# Mk
0x2c7£31d22974d5b1b2d6d5c359%e81e91ee656252.pl2
# K2
0x7fc8335fec9da5£84e60236029bb4a64a469a021.pl2
# k3
0xd86572ad4c92d4598852e2£34720a865dd4fc3dd. pl2

IAER] DASTIF = Linux 0283, 705 A=K P 8 5541 5 -
TR P 15 RAZH & -

’$ ./start.sh 1 -pl2 accounts/0x2c7£31d22974d5b1b2d6d5c359%9e81e91ee656252.p12 ‘

FEEM 2B AT G

’$ ./start.sh 1 -pl2 accounts/0x7£fc8335fec9da5f84e60236029bb4a64a469a021.pl2 ‘

FEEM 3B AT G

’$ ./start.sh 1 -pl2 accounts/0xd86572ad4c92d4598852e2£34720a865dd4fc3dd.pl2 ‘

6.15.5 AU HEEE R

R =K =MAE, TERF U NEEHEAIKS, KA ZGEHEAKS, K3 EEk
e SEEE AR I E DR EHE IR, RIEEDECAR - R0V G 7T LUE B AR ST R I RERIAL
R, M ARIEENRATFZBMAE, BAEEMERESMEEM 7 RIAR - EE T S AR -
H FHCNSHR 2 & LRI R LUSABE RGeS R FR - BEE 2 S AT DA At P o B8 2 53 K = 2
AOUEEAMKS, WAl LA ER S TS IaE A A&, BIEEks -

BEWIAIRS, SR EMAIRIKFICS - IE, TR IER G, REKS IO EE A KR,
TUEAd I P D JEE R B S

[group:1]> grantPermissionManager 0x2c7£31d22974d5b1b2d6d5¢c359%9e81e91lee656252
{

"code": 0,

"msg":"success"

}

[group:1]> listPermissionManager

| address | enable_num

— \

| 0x2c7£31d22974d5blb2d6d5c359%9e81le91lee656252 | 1
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BEM IV HEE A R -

6.15.6 K N ARG EHR
BAGEE S ARMOEA P %
I PR P2k REUE TR, B eI UK P2 FT LIS B A AR OB P

[group:1]> grantDeployAndCreateManager O0x7fc8335fec9dabf84e60236029bb4ac4ad69a021
{

"code": 0,

"msg":"success"

}

[group:1]> listDeployAndCreateManager

S
| address | enable_num .
—

| 0x7fc8335fec9da5f84e60236029%0b4ab64a469a021 | 2 o
. [

BRI F2MERI G, HE RS G IR LA TableTest 52Y - TableTest.sol & 22 % X B . HIRHE A H
FUER_testRIAH S BRI 7 1% -

[group:1]> deploy TableTest.sol
contract address:0xfe649f510e0cadlf716e7935caece74db993e9de8

i F TableTestHcreate s 1 613 FH 7 £t_test -

[group:1]> call TableTest.sol 0xfe649f510e0cadlf716e7935caee’74db993e9de8 create
transaction hash:0x67ef80cf04d24c488d5£25cc3dc7681035defc82d07ad983fbac820d7db31b5b

createResult index: 0
count = 0

A Ft_testBI AT -
BRIKF3RERIG, HRETableTest 54 -

[group:1]> deploy TableTest.sol
{

"code":-50000,

"msg" :"permission denied"

}

Ik 3BREE SRR, FRE SR -

« EE: HPEHESNMEEH L& & —rEHT, E#FHCRUDEAN, FATEMEES
MR —EIE SN EABMELE T (SNSRI EER) | BUETREE RN
SRR BEBRERHNR - RN SMERTEDNSLERE, HBEROTIRWNZ A AR DR
Mk, AEE EATRES HILR MK -
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FAUH FHCNSERE &4

EH aRHE3I NP KCNSH a4, TR

o R H HdeployByCNS#r 2 2 fU IR v] LL#= &, H F N 7 Z#H & & 24 FACNSH
FR, callByCNSHlqueryCNS#i< NS AN FRIZH] o

BRI IRESa, UK 255 I FHCNSE E & 2R -

[group:1]> grantCNSManager 0x7fc8335fec9dab5f84e60236029bb4a6dadb9al21
{
"code": 0,

msg" :"success"

}

[group:1]> listCNSManager

B
| address | enable_num .
o [
| 0x7fc8335fec9da5f84e60236029b4ab4a469a021 | 13 .
- \
S

RN 2z R 5, FIFHCNSHRE G2 .

[group:1]> deployByCNS TableTest.sol 1.0
contract address:0x24f902f£362a01335db94b693edc769ba6226££f7

[group:1]> queryCNS TableTest.sol

| version | address

\ 1.0
—0x24£902££362a01335db9%94b693edc769bab6226££7 |

BORMKP3MERI G, FIFCNSERE G4 -

[group:1]> deployByCNS TableTest.sol 2.0
{

"code":-50000,

"msg":"permission denied"

}

[group:1]> queryCNS TableTest.sol

| version | address

\ 1.0
—0x24£902££362a01335db9%94b693edc769%bab6226££7 |

HRERIL, M 3T RFIFHCNSHRE-5 24 -
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SAEET R

GRS MR R AREREN ML, WNRITR:

o E = : H HraddSealer ~ addObserverfiremoveNode i & % 3% R
], getSealerListflgetObserverListfi & N2 AN FRIZH -

BORMK P IR G, PUK P2 EE T S AIRER -

B

[group:1]> grantNodeManager 0x7fc8335fec9da5f84e60236029bb4ac4ad69a021
{

"code": 0,

"msg":"success"

[group:1]> listNodeManager

S
| address | enable_num .
—

| 0x7fc8335fec9da5f84e60236029bb4ab4a469a021 | 20 o
o [

S

BRI 2ES G, BEERT AL .

[group:1]> getSealerList
[

—01lcd46feef2bb385b£03d1743c1d1la52753129c£092392acb9%e941d1a4e0£499£df6559dfcd4dbf2b3

—

—279c4adfdle5lel5e7fbd3fca37407db84bd60a6dd36813708479£31646b7480d776b84df5fea2f315

—

—320b8£3c485c42d2b£fd88bb6bb6250429433c13d377d69e9901242f76abe2eae3clcal053d35026160d

—

—c26dc878c4££f109£81915accaal56baz206893145a7125d17dc534c0ec41c6al0£33790££38855d4£008
]

ra418caal09d95

Tda6df9cad078

6dblab63ab2a

heca3az7ae7d9

BEMET R

[group:1]> getObserverList
[]

R 25— nodelDXT BT SR E I WER T A

[group:1]> addObserver,

—~01cd46feef2bb385b£f03d1743¢c1d1ab52753129¢c£092392acbh9%9e941d1a4e0£499fdf6559dfcd4dbf2b3
{

"code":0,

"msg":"success"

[group:1]> getObserverList
[

—~01cd46feef2bb385b£03d1743¢c1d1lab2753129¢c£092392acbh9%e941d1a4e0£499£df6559dfcd4dbf2b3
]

[group:1]> getSealerList

ra418caa09d95.

a418caal09do5

(continues on next page)
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l

—279c4adfdleblel5e7£fbd3fca37407db84bd60a6dd36813708479£31646b7480d776b84df5fea2f3157da6df9cad078

—

—320b8£3c485c42d2b£fd88bb6obb62504a9433¢c13d377d69e9901242f76abe2eae3clcal053d35026160d

—

6dblab63ab2a

—C26dc878c4ff109f81915accaald56ba206893145a7125d17dc534c0ecd41c6al0£33790££38855df008aecal3a27ae7d9

]

BRI 3ES G, RMET SR RA15E -

[group:1]> addSealer

—~01lcd46feef2bb385b£03d1743c1d1la52753129c£092392acb9%e941d1a4e0£499£df6559dfcd4dbf2b3¢adl8caal09d95s

{
"code":-50000,
"msg":"permission denied"

[group:1]> getSealerlist
[

—279c4adfdle5lel5e7fbd3fca37407db84bd60a6dd36813708479£31646b7480d776b84df5fea2f315]

—

—320b8£3c485c42d2b£fd88bb6bb6250429433c13d377d69e9901242f76abe2eae3clcal053d35026160d

—

—c26dc878c4£f£f109£81915accaal56ba206893145a7125d17dc534c0ecd4lc6al0£33790££38855d£008
]

[group:1]> getObserverList
[

—01cd46feef2bb385b£03d1743¢c1d1ab2753129¢c£092392acb9e941d1a4e0£499£df6559dfcd4dbf2b3
]

fda6df9cad078

6dblab63ab2a

neca3az7ae7d9

ra418caa09d95.

AINHARTT R, M3 ADRE T A IR RO 28 BRI T A TR IR 5515

BIER ARG SE

R G RN R TBHRASSZEm S, WFRIR:

o WE:  HEISCFE A tx_count_limitFltx_gas_limith) REISEHULE - HHsetSystemConfigByKey i &
ZIUPRIEH], getSystemConfigByKey i & INZ AL PR ) «

B IES G, UK 2 BES RS S EEIPUR -

[group:1]> grantSysConfigManager 0x7£c8335fec9dab5f84e60236029%bbd4ab4ad69a02l
{

"code":0,

"msg" :"success"

[group:1]> listSysConfigManager

address enable_num

(continues on next page)
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| O0x7£c8335fec9dabf84e60236029bb4a64ad469a021l | 23

BRI 2EEH S, BEXR TS Etx_count_limitHI{E 272000 -

[group:1]> getSystemConfigByKey tx_count_limit
1000

[group:1]> setSystemConfigByKey tx_count_limit 2000
{

"code":0,

"msg":"success"

[group:1]> getSystemConfigByKey tx_count_limit
2000

BRI P3RS E, BEARSISE U _count_limit{E /3000 -

[group:1]> setSystemConfigByKey tx_count_limit 3000
{

"code":-50000,
"msg":"permission denied"

[group:1]> getSystemConfigByKey tx_count_limit
2000

WERM, KP3EEBERARS TR -

6.15.7 K EHP#
S P 1A P 3 T LS P 2 _test A PR -

[group:1]> grantUserTableManager t_test 0xd86572ad4c92d4598852e2£34720a865dd4fc3dd
{

"code":0,
"msg":"success"

}
[group:1]> listUserTableManager t_test

S
| address | enable_num o
- \
| 0xd86572ad4c92d4598852e2f34720a865dd4fc3dd | 6 o
— |
S

BERKF3RERG, AR st i A —FKILT, RFERIZERAICE -

[group:1]> call TableTest.sol 0xfe649f510e0cad4lf716e7935caee74db993e9de8 insert
—"fruit" 1 "apple"

transaction hash:0xc4d261026851c3338fla64ecd4712e5fc2a028c108363181725£07448b986f7e

Event logs

(continues on next page)
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InsertResult index: 0
count = 1

[group:1]> call TableTest.sol 0xfe649f510e0cadlf716e7935caece’74db993e9de8 select
—"fruit"
[[fruit], [1], [applell

B F2RES G, EHIKP3mARICE, FERZERICE.

[group:1]> call TableTest.sol 0xfe649f510e0cad4lf716e7935caece774db993e9de8 update
—"fruit" 1 "orange"
{
"code":-50000,
"msg":"permission denied"
}
[group:1]> call TableTest.sol 0xfe649f510e0cad4lf716e7935caece74db993e9de8 select
—"fruit”
[[fruit], [1], [applell

FORTRI, TP 20508 AR BT FH 7 Rt test -
o TR UREEIK P35 B P R _test HIRUR -

[group:1]> revokeUserTableManager t_test 0xd86572ad4c92d4598852e2£34720a865dd4fc3dd
{

"code":0,

"msg":"success"

}

[group:1]> listUserTableManager t_test
Empty set.

R -
o R WERRERAHIEN AP R est ISR, Bz S5HREE Tt IRE, BrE
M P B S HZ R G AR - R A XIZR A EAER, AT LOE kS AR S — 14
K5, kS 2HEIZRA SR EI .

6.16 CAEH&ZH

AHEHFHACAR - HZBRSEE AR, BRI ARIE SO RNELIT TR (CAREZ R

=

\

/

6.16.1 B 5

A E R, REBTEASTEE T SR .
W= WaRr

gﬁ%ﬁconfig.ini

[certificate_blacklist]
; crl.0 should be nodeid, nodeid's length is 128
,crl.0=

AT AAER
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$ bash stop.sh && bash start.sh

EHET BB

$ curl -X POST --data '{"jsonrpc":"2.0", "method":"getPeers", "params":[1],"id":1}"'
—http://127.0.0.1:8545 |jg

6.16.2 48

AR %5, Beg N SIEE T SRR, RS R MO S
[REWREA

Yitconfig.ini, AAEFREAZMLH, AIGEET SETER.

[certificate_whitelist]
; cal.0 should be nodeid, nodeid's length is 128
cal.
—0=7718df20£f0f7e27fdab97b3d69deebb6e289007eb7799¢c7ba92fe2f43d2efb4cl1250ddlfll1fabb5cq
cal.
—1=f306ebl1066ceb9d46e3b77d2833albde2a9899cfc4d0433d64b01d03e79927aa60a40507c5739591

2687c8283d650.

8122ee609cf5

HEPARBD, WEZRBHHT A, HPACES), FTEEMABAreload whitelist. shifl#iH%H#
FLERNA (B SRS R 4 8

# 5T EARED

$ bash start.sh

# HTECEY

$ cd scripts

S bash reload_whitelist.sh

node_127.0.0.1_30300 is not running, use start.sh to start and enable whitelist
—directlly.

BE TR

$ curl -X POST --data '{"jsonrpc":"2.0", "method":"getPeers", "params":[1],"id":1}"'_
—http://127.0.0.1:8545 |jq

6.16.3 5. AIHCA

EfﬁFHCFCAﬁﬁﬂiiEJPJ%KBﬁ%‘L HEHICAHTZCFCA - MWCAZ AR . LG AL B IhEE . HHA
HCAEREE, SHAEMLHELHR —CARIEN, EATC KRN FHER T SRR LR . TR
iA=L ?Eé@'??ﬁ?ém&m‘ﬂ)ﬁi_i R

EHERIEDR
1. AT Ry

HIHFTE T A BNodelD

5 FIH Nodel DI B A\ BN 17 s 1 H 45 B

BT A A A reload whitelist . shilFEi TS HL B E
BAEPIR

RAIET AT

BRI T K AINodeID

5t NodeIDIBANEIAPTE 11 S H 4 B E

R EAth 17 S 4 BB B LR AT A L

57

.Hrh}.#sﬂ!\)

Ll
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5. AR reload_whitelist.shiilFC/BEIRIFTET SAEHZ BALE
6. BT AT A
7. BB AINRAHS (addSealer B, addObserver)

6.16.4 24 BERIEZH

W

FE— AT S HEE

$ bash build_chain.sh -1 "127.0.0.1:4"

BHEAT 5 INodeID

$ cat nodex*/conf/node.nodeid

£306ebl066ceb9d46e3b77d2833albde2a9899cfc4d0433d64b01d03e79927aa60a40507c5739591b8121
38158ef34eb2d58celd31c8f3ef9f1fa829d0eb8edl657f4b2a3ebd3265d44b243¢c69ffee0519c143dd6]

219b319%ba7b2b3alecfa7130ea314410a52c537e6e7dda9dad6decd92102aa5a43bad81679b6af0cd5b9feb7cfdc0b395
7718df20£f0f7e27£fdab97b3d69deebb6e289b07eb7799c7ba92fe2f43d2efb4c1250dd1fl11fabb5¢ce687¢8283d65030aa

Pee609cfb5636e
fe91572ea8cb4

RSPS9 s I NodelD:
* node0: 219b31%....
* nodel: 7718df20....
* node2: f306ebl10....
* node3: 38158ef3....
BEHETE TR

$ cd node/127.0.0.1/
S bash start_all.sh

BEEE, Linode0O -  (8545:&node0frpetiii 1)

$ curl -X POST --data '{"Jjsonrpc":"2.0","method":"getPeers", "params":[1],"id":1}"'
—http://127.0.0.1:8545 | g

FEENEREE, node0i®f TR E & ZAMIEE =11 A -

{

"id": 1,
"jsonrpec": "2.0",
"result": [

{

"Agency": "agency",

"IPAndPort": "127.0.0.1:62774",

"Node": "node3",

"NodeID":
—"38158ef34eb2d58celd31c8f3ef9f1fa829d0eb8edl657f4b2a3ebd3265d44b243¢c69ffee0519c143
“’"l

"Topic": []

}I

"Agency": "agency",

"IPAndPort": "127.0.0.1:62766",

"Node": "nodel",

"NodeID":

—"7718df20£0f7e27fdab97b3d69deebb6e289b07eb7799c7ba%92fe2f43d2efb4c1250dd1lfl1fa5bbce

n
",

de7e91572ea8:

b87c8283d6503

(continues on next page)
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(8L T)
"Topic": []
} ’
{
"Agency": "agency",
"IPAndPort": "127.0.0.1:30302",
"Node": "node2",
"NodeID":

—"f306ebl066ceb9d46e3b77d2833albde2a9899cfc4d0433d64b01d03e79927aa60a40507¢c5739591b3122ee609¢cf56

"
",

"Topic": []

& BZH. node0fE4inodel HiEHE:

¥fnodelF)NodeIDE AnodeOF il & H

vim nodeO/config.ini

TEATHEENT, BEERNE (BOAKH)

[certificate_blacklist]
; crl.0 should be nodeid, nodeid's length is 128
crl.

—0=7718df20£f0f7e27fdab97b3d69deebb6e289b07eb7799cTba92fe2f43d2efb4c1250dd1f11fab5b5c¢687c8283d650

[certificate_whitelist]
; cal.0 should be nodeid, nodeid's length is 128
; cal.0=

R AAR

$ cd node0
$ bash stop.sh && bash start.sh

BE T RIER

$ curl -X POST --data '{"jsonrpc":"2.0","method":"getPeers", "params":[1],"id":1}"
—http://127.0.0.1:8545 |jgq

BRI S AERE, RSnodel HEILEE

{

"id": 1,
"jsonrpc": "2.0",
"result": [

{

"Agency": "agency",

"IPAndPort": "127.0.0.1:30303",

"Node": "node3",

"NodeID":
—"38158ef34eb2d58celd31c8£f3ef9f1fa829d0eb8edl657£f4b2a3ebd3265d44b243¢c69ffee0519c143
‘—‘"l

"Topic": []

}I

{
"Agency": "agency",
"IPAndPort": "127.0.0.1:30302",

(continues on next page)
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&L

"Node": "node2",
"NodeID":
—"f306ebl066ceb9d46e3b77d2833albde2a9899¢cfc4d0433d64b01d03e79927aa60a40507¢5739591b

"
",

"Topic": []

122ee609c£f56

BB H%%: node0fE4E S5nodel, node22 #MHITT SR

¥nodelFinode2H)NodeID B A nodeOH i & H

$ vim nodeO/config.ini

TEMTHIREN T, BAHRES, HAHRAE Lnodel, node2

[certificate_blacklist]
; crl.0 should be nodeid, nodeid's length is 128
;,crl.0=

[certificate_whitelist]

; cal.0 should be nodeid, nodeid's length is 128

cal.
—0=7718df20£f0f7e27fdab97b3d69deebb6e289007eb7799c7ba92fe2f43d2efb4c1250dd1lfl1fa5b5cq

cal.
—1=f306ebl066ceb9d46e3b77d2833albde2a9899cfc4d0433d64b01d03e79927aa60a40507¢c5739591

p687c8283d650.

8122ee609cf5

AT AAR

$ bash stop.sh && bash start.sh

BE T AR

$ curl -X POST --data '{"jsonrpc":"2.0","method":"getPeers", "params":[1],"id":1}"'
—http://127.0.0.1:8545 |jg

AERIAGWHAT RELIERE, RSnodel BILER

{

"id": 1,
"jsonrpec": "2.0",
"result": [

{

"Agency": "agency",

"IPAndPort": "127.0.0.1:30302",

"Node": "node2",

"NodeID":
—"f306ebl066ceb9d46e3b77d2833al1bde2a9899¢cfcd4d0433d64b01d03e79927aa60a40507¢5739591b
c_’"l

"Topic": []

}I
{

"Agency": "agency",

"IPAndPort": "127.0.0.1:30301",

"Node": "nodel",

"NodeID":

—"7718df20£0£7e27£dab97b3d69deecbb6e289b07eb7799c7ba%2fe2f43d2efb4cl250ddlfllfabbbce

o
— ",

122ee609cfb56

b87c8283d6503

(continues on next page)
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&L

"Topic": []
}

BABEAQZRBANTE: BEABRMLERETHLE, AL REEMEM FEf Snode1 @3 E
FitEnodeORIHL &

$ vim nodeO/config.ini

FERTHOEEN T, BZHAE Fnodel, HAHALE Fnodel, node2

[certificate_blacklist]
; crl.0 should be nodeid, nodeid's length is 128
crl.

—0=7718df20£0£f7e27£dab9%97b3d69deecbb6e289007eb7799c7ba92fe2£43d2efb4cl1250dd1l1f11£fabb5¢ce687c8283d650.

[certificate_whitelist]
; cal.0 should be nodeid, nodeid's length is 128
cal.
—0=7718df20£0£7e27£fdab97b3d69deebb6e289b07eb7799c7ba92fe2f43d2efb4c1250dd1lf11fa5b5cq
cal.
—1=f306ebl1066ceb9d46e3b77d2833albde2a9899cfc4d0433d64b01d03e79927aa60a40507c5739591

»687c8283d650

8122ee609cf5

BT RER

$ bash stop.sh && bash start.sh

BE TR

$ curl -X POST --data '{"jsonrpc":"2.0","method":"getPeers", "params":[1],"id":1}"
—http://127.0.0.1:8545 |jg

B BINEZHE FECE Tnodel, HH Tnodel EREZ BAHHERE, node0Ot! NEE Snodel HEALIEHE

{
"id": 1,
"jsonrpc": "2.0",
"result": [
{
"Agency": "agency",
"IPAndPort": "127.0.0.1:30302",
"Node": "node2",
"NodeID":
—"f306eb1066ceb9d46e3b77d2833albde2a9899cfc4d0433d64b01d03e79927aa60a40507¢c5739591b

"
",

"Topic": []

122ee609cf56

6.17 FiE4L 4

BRERBERIECE, FOCEREINETAC A AT I - WEELNE, GOE TiafTRREEBER SR, EE b ett. —
B S 0H KB HE B RN IR, BOER T i e -

VE BN RS TS A R N AEATING, ISR AR SRR . TR -
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BRI EINE s, A

W

% VEEINERI A

6.17.1 ¥ EKey Manager

B — 1 Key Manager, EAMERZE TR, 5% Key Manager README

HE: FTANEZM, Key Managerth 7572 E 2R -

6.17.2 &A1 A

Apbuild chain. shifl 7, ﬂﬂ%ﬁﬂ"]ﬁ%f/ﬁﬁff, SEAE R A

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/ curl -s_,
—https://api.github.com/repos/FISCO-BCOS/FISCO-BCOS/releases | grep "\"v2\.[0-9]\.
—[0-9]J\"" | sort —u | tail -n 1 | cut -d \" -f 4 /build_chain.sh && chmod u+x_,
—build_chain.sh

bash build_chain.sh -1 "127.0.0.1:4" -p 30300,20200,8545

BHE: TAERE, PEED), HdaaKeyBLES, MR TWAAER - GBITH, LAELEL SR
VEEINE . — B RITRIBTT, FTTIETHRES -

6.17.3 5 %1Key Manager

BEfaskey-manager . HARMZEkey-manager, HZ#%Key Manager README

# 28 W, superkey
./key-manager 31443 123xyz

BBhRE, fTHHE

[1546501342949] [TRACE] [Load]key-manager started,port=31443

6.17.4 i EdataKey

HE: FEdataKeyl) T, DAUEHAER, RESITHITTA -

HATHIA, & X datakKey, HKHlcipherDataKey

cd key-manager/scripts
bash gen_data_secure_key.sh 127.0.0.1 31443 123456

CiherDataKey generated: edl57£4588b86d6la2el745efe7lebea
Append these into config.ini to enable disk encryption:
[storage_security]

enable=true

key_manager_ip=127.0.0.1

key_manager_port=31443

cipher_data key=edl57f4588b86d6lazel745efe7lebea
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% BllcipherDataKey, Ml A H #h 1T BI H & & 0 % & 2 #inific EQ M) 5B 2 T 5
HcipherDataKey: cipher_data_key=ed157£4588b86d6lalel745efe7lebea KHFEIMITE AN %
Minific &, 5ATAEEMH (configini) -

vim nodes/127.0.0.1/node0/config.ini

BB [storage_security] FRIFEUT -

[storage_security]

enable=true

key_manager_ip=127.0.0.1

key_manager_port=31443
cipher_data_key=edl157£4588b86d6la2el745efe7lebea

6.17.5 %77 S FAEH
PUTHIAS, ness s FhEe

cd key-manager/scripts

# 28 ip port TiRFAANHF cipherDataKey

bash encrypt_node_key.sh 127.0.0.1 31443 ../../nodes/127.0.0.1/node0/conf/node.key,
—edl57f4588b86d6lazel745efeTlebea

PATIE, TR BB N, e RSB T 30 node . key . bak . xxxxxxT, IHREHF
HEZERE, HMERT S LA EH T

[INFO] File backup to "nodes/127.0.0.1/nodeO/conf/node.key.bak.1546502474"
[INFO] "nodes/127.0.0.1/nodeO/conf/node.key" encrypted!

#HBFnode.key, AIEE|, CEBMENEL

8b2€ba7l82la5eb15bche710696f23191419784f644389c58€823477cf33bd73a5lb6f14af368d4d3ed%47d9de681893

HI: TEREMERSCHSIZENT, SR, T RTTEE-
o JEE®A: conf/node key
o [EZM: conf/gmnode.keyfficonf/origin_cert/node.key

6.17.6 7 S5BE4T

HEFRET R RTA]

cd nodes/127.0.0.1/node0/
./start.sh

6.17.7 IERATEHIT

(1) FREFET, EFLR, AEHLTEER .

’tail -f nodes/127.0.0.1/node0/log/* | grep +++

(2) key-managerfE T BB IRHBNN, HSITEI—FKHE - Flan, AL KB, Key Man-
ager LAEHIH AT A HEWT -
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[1546504272699] [TRACE] [Dec]Respond
{

"dataKey" : "313233343536",
"error" : O,
"info" : "success"

6.18 EZ

NT RO EFEFEEEEE, SR REETEMEWE2EE, EFISCO BCOSY & HEM T E %N fi#
BB MBS ERSSLEBETMN, SEELT N E R EE RN E NS ARSI RS R K
TF RS 0 [E 25 BFISCO BCOS it - -

6.18.1 FIIKFE E % WFISCO BCOS

AT FE FHbuild_chainBIASZE A # 5# — 25477 55 AUFISCO BCOSEE, DlUubuntu 16.04 R 5% H i #
1B o AT PR FRFR S fisco-beos “iFH|I 3L, ZECentOS 7F1Ubuntu 16.04_F 48553 1 -

Ubuntul 6% FE K

sudo apt install -y openssl curl

I

cd ~ && mkdir -p fisco && cd fisco

AFﬁﬁbuild_chain.sh%WK

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/v2.2.0/build_
—chain.sh && chmod u+x build_chain.sh

RO SR ONE SRS

PAT5E LR PIRIE . fisco H X NEEHANT

fisco

L— fisco-bcos
build_chain.sh

o ¥E7E475 S FISCO BCOSHE

# R4 S FISCOBE 4T SERE T groupl THTEATEfiscoB T N HUT

# -pfBERIBHE, SAlEp2p _port, channel port, jsonrpc_port

# RIETHEATES, FEEIENE30300~30303, 20200~20203, 8545~854 8% AW 5
# —g EEGFED, FHRIESERE BRI S . BIAMGI t Hub N BENTTEE AT HATIEF
$ ./build_chain.sh -1 "127.0.0.1:4" —-p 30300,20200,8545 —-g

FTFpuild_chain.shfflAET, 1H2%XE . L EFHITSWHALL completed- (W R E 5
H, MIZ#*nodes/build. loghh®) -

[INFO] Downloading tassl binary ...
Generating CA key...
Generating Guomi CA key...

Generating keys ...
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1

Generating configurations...
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1

[INFO] FISCO-BCOS Path : bin/fisco-bcos
[INFO] Start Port : 30300 20200 8545
[INFO] Server IP : 127.0.0.1:4

(continues on next page)
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(2]
[INFO] State Type : storage
[INFO] RPC listen IP 0 127.0.0.1
[INFO] Output Dir : /mnt/c/Users/asherli/Desktop/key-manager/build/nodes
[INFO] CA Key Path : /mnt/c/Users/asherli/Desktop/key-manager/build/nodes/

—gmcert/ca.key
[INFO] Guomi mode : yes

[INFO] All completed. Files in /mnt/c/Users/asherli/Desktop/key-manager/build/nodes

HEFREENE SN G, ERBIES 2R EAE R .

6.18.2 EZEHLERFE

i

[E 2 CAFISCO BCOS T . 2 [A] K FHSSLZ 418 18 A& A FIEE E S, IUE 5 3 ZLAE B 4R H 7 4 1 i & 1

[network_security]

data_path: TEF PR RS 12

key: T EFAMEN T data_pathfI#gE

cert: HEfigmnode.crt A% T data_pathIE§is
ca_cert: gmcaﬁE#ﬁ%%ﬁ

;certificate configuration
[network_security]
;directory the certificates located in
data_path=conf/
;the node private key file
key=gmnode.key
;the node certificate file
cert=gmnode.crt
;the ca certificate file
ca_cert=gmca.crt

6.18.3 [E %k SDK1# H
A ERES ZESDK Y -

6.18.4 EZERIEH G E
PERSIRES 2 15 & 1V E T I B E B AR TS & /N
6.18.5 E ¥ H & H

[ AR & ThRE S pRBERRE R & SR T UM R, i) & A i -

6.18.6 EHEWEAMFEEE

£ % hitKey Manager

[ % Wi 1Y Key Managers B #141%Key Manager, N[F] 5 7E T cmakeff 7 | ~DBUTLD_GM=0NZEM -
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# centos N
cmake3 .. -DBUILD_GM=0ON
# ubuntu I
cmake .. —-DBUILD_GM=O0ON

HEPRE R Key Managerfi[F], 1§5%: key-manager repository o

I 2 T L BB

FISCO BCOSEZ MK NOEHE, FHEEMBEFEZMBRNEIES, 52507: conf/gmnode.key 1
conf/origin_cert/node key - T 5 FRUERT % 212 5 EAEIR] -

cd key-manager/scripts

#IN% conf/gmnode.key’%iiiz ip port 1SRV S cipherDataKey

bash encrypt_node_key.sh 127.0.0.1 31443 nodes/127.0.0.1/node0/conf/gmnode.key,,
—edl57£4588b86d6la2el745efe7lebea

#N% conf/origin cert/node.key %l ip port TEFEANY cipherDataKey

bash encrypt_node_key.sh 127.0.0.1 31443 nodes/127.0.0.1/node0/conf/origin_cert/
—node.key edl157f4588b86d6la2el745efe7lebea

6.19 HEUiEA

FISCO BCOSE’]E?E%’#?H H ,u%KiﬁJﬁlogEiT@Jlog SYYYYSmm$ddSHH. sMMIISCHEH, HOER T HE
7]:%_t ﬁ@ﬁ%}ﬁ EI %ﬁﬁﬁﬁﬂﬂﬁw ° ;L;\EEEIE%T«% /:% H m\@ﬂ%ﬁé@:}

6.19.1 HERKEE
% H uﬂ%%ﬁﬁﬂ?:

# HERA

log_level|time| [g:group_id] [module_name] content

# HER:
info|2019-06-26 16:37:08.253147| [g:3] [CONSENSUS] [PBFT] """"""""Report, num=0,
—sealerIdx=0,hash=a4el0062...,next=1,tx=0,nodeldx=2

BT BUE AT

e log_level: HEHKA], BRiFEAEtrace, debug, warning, errorflfatal, HATEKXER
HmEEIRA 2 it fatal

* time: HGHIHESE], FERAEI0H)

» group_id: i HEILRAUEEAEID

* module_name: RIRKET, WRIPHERKET Hsyne, HIRBRCHET HCONSENSUS
s content: HEILRHAE

6.19.2 Fr%' ;L,\TH%

HiFTRHE
R

o (NIRRT A S ABEMEME L TITEAENT A EXTAET @4 tail -f log/* | grep
"${group_id}.«++" BEIBEHHLITITEHE
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« FTEHEMREREFANIGRT AEERT, RHHNLRTAASHHITEEE

NHE RS A H E 7RG

info|2019-06-26 18:00:02.551399]| [g:2] [CONSENSUS] [SEALER] ++++++++++++++++ |
—Generating seal on,blkNum=1, tx=0,nodelIdx=3,hash=1f9c2bl4...

H S &5 B & SN h
* blkNum: fTEIXHRHIFEE
o tx: FTRXRAFEERZHEL
e nodeIdx: HEIHIAT AHIRTI
* hash: TR XERAIIEFA
HHFEHE

M L& ELE) ~ M L& T AL B A R — DM EE AW A R A — B0 AT RE S BT S iR R
., PBFTILRY &k viewChangeWarning H&, R~HEIUIF:

warning|2019-06-26 18:00:06.154102| [g:1] [CONSENSUS] [PBFT]ViewChangeWarning: not
—caused by omit empty block ,v=5,toV=6,curNum=715,hash=ed6e856d...,nodeldx=3,
—myNode=e39000ea. ..

L HELFEE LT
o v: HEITY APBFTHRME
o toV: HEIT AR EYHE R E

o curNum: 17 S B E
e hash: 77 H B RIRIG 7Y
* nodeldx: X Fii £ 1RTT SR 5]

E=

* myNode: 3 Fij 17 f5.Node ID
XHRERH &
XERILRRE I B RIEENEART SRS KR, B H & -

EfR: WM EEARLS, EXHWHEE, ST ASSHmHESHEM SR IETHS tail —f
log/* | grep "${group_id}.xReport" BE T A HRIEN), FERERHEIZEE, WIHT S EL
IR, HMEREMEEERRIER - TRIEBETER

TNHEEXRERAE:
info|2019-06-26 18:00:07.802027| [g:1] [CONSENSUS] [PBFT] """ """"""Report,num=716,
—sealerIdx=2,hash=dfd75e06...,next=717,tx=8, nodelIdx=3

HE & BB T

o num: V& XERB

 sealerIdx: TTEIZXBRIILIRT SRS
* hash: & XIREF

s next: P X E

o tx: R XRBPEE R SHEL

* nodeIdx: HFIHIAT HRT
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W& ERE H &
HE: TR BER T ESS tail —-f log/+ | grep "connected count" ¥ H G H A M LHE
FEEARF AT, 1EE1d netstat —anp | grep fisco-bcos AT BT S

HERBEIAT

info|2019-06-26 18:00:01.343480| [P2P] [Service] heartBeat,connected count=3

HEFEFEBS LT
» connected count: 5 F]TT S P2P ML TE BT AL

6.19.3 HHEHCHFE

FISCO BCOS H EHHZ OB B A U0 T

6.20 Caliper/: /71155

6.20.1 — - EREEESK
1.1 8
o« EEHNIRR

1.2 BIERG

o BRZASZESK. Ubuntu >= 16.04, CentOS >= 7, MacOS >= 10.14

1.3 E B

e python 2.7, make, g++, gcc, git

1.4 NodedS

o HRUARREK:

NodeJS 8 (LTS), 9, 57 10 (LTS), Caliper#AR7E ¥ 15 I NodeJ AU #5471 B8k
o UHARH:

#IUF Finvm(Node Version Manager) %3¢, nvmfJZ3E 00T

# ZFEnvm

curl -o- https://raw.githubusercontent.com/creationix/nvm/v0.33.2/install.sh |
—bash

# N nvmlil &

source ~/.$(basename S$SHELL)rc

# LH#Node. js 8

nvm install 8

# fffNode. js 8

nvm use 8
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1.5 Docker

FRARESK: >=18.06.01
GRS -
CentOS:

# IR

sudo yum-config-manager —--add-repo http://mirrors.aliyun.com/docker—-ce/linux/
—centos/docker-ce.repo

# BETRAT

sudo yum makecache fast

# TR Docker

sudo yum -y install docker-ce
# BERI AP I AN docker B H (BE)
sudo groupadd docker

sudo gpasswd —-a ${USER} docker
# HEJSDockerfRkss

sudo service docker restart
newgrp — docker

# FiEDockerst & AL

sudo systemctl status docker

Ubuntu

# HHEERT
sudo apt-get update
# BB
sudo apt-get install \
apt-transport-https \
ca-certificates \
curl \
gnupg-agent \
software-properties—-common
# NMDockerE JiGPG key
curl —-fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -
# WMdocker B
sudo add-apt-repository \
"deb [arch=amd64] https://download.docker.com/linux/ubuntu \
$(lsb_release -cs) \
stable"
# HHEERT]
sudo apt-get update
# THpocker
sudo apt-get install docker-ce docker-ce-cli containerd.io

MacOs

B & EEDocker Desktop -
Il ADockerH F 4
CentOS

sudo groupadd docker
sudo gpasswd —-a ${USER} docker

# HEJEDockerfRkss

sudo service docker restart
# WikDockerE T/ EAIEE)

sudo systemctl status docker

Ubuntu

180

Chapter 6. 1 H Tt



https://www.docker.com/products/docker-desktop

FISCO BCOS Documentation, & 7i v2.2.0

sudo groupadd docker
sudo usermod —-aG docker SUSER

1.6 Docker Compose

o BUARESR: >=1.22.0
o GAEYET:

sudo curl -L "https://github.com/docker/compose/releases/download/1.24.0/
—docker-compose-$§ (uname -s)-$ (uname -m)" -o /usr/local/bin/docker-compose
sudo chmod +x /usr/local/bin/docker-compose

6.20.2 — - Caliperf&
21 %

Caliperf@tlt T 77 S R @17 A LB caliper—cli, IEFIEARMEITRELE.
1 @ —PTIEEx

’mkdir benchmarks && cd benchmarks

1. SFNPMIE HTRIIR I

’npm init ‘

X — B FEIENAE TAE B 3T 8 package.json U LU B R SRR 2722, INRATEEHEIHEE
G AT LB Tnpm init -y

1. Z¥caliper-cli

npm install --only=prod @hyperledger/caliper-cli

H FCaliper Il A KR 22 B BN RS, L FH - —on1y=prodiE W H T 15 XENPM A % 3 Caliper 1%
DA, MAZEHARRBI (04 KXREEF & X Caliper )& RLeS) - EFRE RIS, 7T LUE
ifcaliper-cliBIHPEREMHH XREEF & KARN FIERCES -

1. ikcaliper-cliZ 2RI

npx caliper --version

HLART), WEFTENMEMARAEE, .

user@ubuntu:~/benchmarks$ npx caliper —--version
v0.2.0

2.2 B5E

A FCaliperk fl T BB R HEE 3, Kt 72 250 E 2 B TE € Z MK 1 ~F & Jos BL 4% i
A, caliper-cli® HENHATH M KA %3 - {# finpx caliper bindr & EATHE, W<
PR A TSR LB I M a4 B

user@ubuntu:~/benchmarks$ npx caliper bind --help
Usage:

caliper bind --caliper-bind-sut fabric --caliper-bind-sdk 1.4.1 --caliper-bind-
—cwd ./ —--caliper-bind-args="-g"

(continues on next page)

6.20. Caliper/E /1M F5re 181



FISCO BCOS Documentation, % 7i v2.2.0

[E2W))

Options:

—-—help Show help [boolean]

-v, —--version Show version number [boolean]

——caliper-bind-sut The name of the platform to bind to [string]

—-—-caliper-bind-sdk Version of the platform SDK to bind to [string]

—--caliper-bind-cwd The working directory for performing the SDK install |
— [string]

—--caliper-bind-args Additional arguments to pass to "npm install". Use the "=" |
—notation when setting this parameter [string]
Hrp,
—caliper-bind-sut : F TR EFTFEM XWX REF G, BZM ARG (exStetystem *++ut+inder
kExTHk%est) ; —caliper-bind-sdk: F T 8§ & & B 2% it & ;  —caliper-bind-cwd: f T 4f

Ecaliper-clif) T/EHE 3, caliper—clifEIEALE X% & I 22 H AN T T/EHx
HIFEXT B%12;  caliper-bind-args: FI T8 Ecaliper—clifE LK £ 1B A npnISE, WWHT 2
SRR -g

XFFISCO BCOS, A LR T 71740 € -

npx caliper bind --caliper-bind-sut fisco-bcos —--caliper-bind-sdk latest

A4 FP A TSRO & SCRT DAdE s 40 T iy & REG

2.3 HR#EAIEFISCO BCOSH: 7 il i,

5 AR BRI - F . FISCO BCOSE 42 FCaliperii i 7 — A 7@ LAY REF] I3 0 5 16
FHelloWorld &% ~ Solidity i A& K A& 25 K TR iR AR K A 2Y o [RIRS ZEMPEE G H , Caliperill izt A< £ {3
FdockerfE A B BhERE MGa T4 HE AT SR EE, TR B o7 TF T3 88 K 5 I F 491
CIN=R: 3 Eprtalin =2 7

1. ZETAEH RN NEFUE At 5

git clone https://github.com/hyperledger/caliper-benchmarks.git

1. #UTHelloWorld & 23t

npx caliper benchmark run --caliper-workspace caliper-benchmarks —--caliper-—
—benchconfig benchmarks/samples/fisco-bcos/helloworld/config.yaml --caliper-
—networkconfig networks/fisco-bcos/4nodeslgroup/fisco-bcos. json

1. A7 Solidity &k & 29It

npx caliper benchmark run --caliper-workspace caliper-benchmarks —--caliper-—
—benchconfig benchmarks/samples/fisco-bcos/transfer/solidity/config.yaml --
—caliper-networkconfig networks/fisco-bcos/4nodeslgroup/fisco-bcos. json

1. PUTTRGR AR I S 2 Tk

npx caliper benchmark run --caliper-workspace caliper-benchmarks —--caliper-
—benchconfig benchmarks/samples/fisco-bcos/transfer/precompiled/config.yaml --—
—caliper-networkconfig networks/fisco-bcos/4nodeslgroup/fisco-bcos. json

MRZERE, 2EMSITAEFRRRNALER (TPS. EIRSF) KEFHEFL, FNS
fEcaliper-benchmarksHE NEMR & LiANER A A HTMLIR S -

caliper benchmark runfiRMEISEALUAL T mLEE:
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user@ubuntu:~/benchmarks$ npx caliper benchmark run —--help

caliper benchmark run --caliper-workspace ~/myCaliperProject —--caliper-benchconfig_
—my-app-test-config.yaml --caliper-networkconfig my-sut-config.yaml
Options:

-—help Show help [boolean]

-v, —-version Show version number [boolean]

—-caliper-benchconfig Path to the benchmark workload file that describes the,,
—~test client(s), test rounds and monitor. [string]

——caliper—networkconfig Path to the blockchain configuration file that contains_
—information required to interact with the SUT [string]

—-—caliper-workspace Workspace directory that contains all configuration,,
—~information [string]
Hr,

—caliper-workspace: F T 18 caliper-clif TAEBE R, WREEHE TIEER, A LLETIZIETE)
BTEE LIEH; —caliper-benchconfig: T 18 E ML E SO, MELE SCHF AL & Il B iR 2
B, T SEIET - R EREH R - ERER AR EAISE; —caliper-networkconfig: F T18E
FILEELE SO, WIS HEE SO 2 F8 € Caliper5 32 R ST 1% 1 77 20 B BN ) & 495 -

= HE S B
AR 2 DI HelloWorld & 298451, /484015 A Caliperill iz B <& SCHIItAF -

Caliperfij & ¥t 43 BS BT TR (45 22 /5 0t () X BB RGTFF 0T MR R 4%%6 1, Caliper{# 7] LK 1% R 5%
AT o 45 A Dockerf (i A REEUIR 1T AR S B AR M ips & T B, CaliperfiE % 78 It 1 [F] B i 58
VAT ENZE AT REEE, BHECPU. NAF - M KRR H S - RE CaliperfE T/EEAE
FiDockertE = 1M & 15 FH [ A2 — ¥t il ficos-beos FT TR P #E #E HE AOBE b, (B2 APFECaliperBf T 1A AR E0TT 5
FRfEdles RO BTIRTEERE - (RIIL, 78 B if0Caliperfit &K T~ (v0.2.0) , FATHEZE M FiDockerf =4 5E -

3.1 A EDocker Daemon }#{EFISCO BCOSH 4%
IR AARET OB @ AsE T I, AT USRS A/
3.1.1 fic & Docker Daemon

N 75 fECaliperi — B H T ml A &8 X i

monfR%5

62 Hi, S64% 1Edockeri e :

o

PERERUE , AEIB1T T M 0 AR 55 8 LB BT ZJT JHDocker Dae-

sudo service docker stop

fJ# /etc/docker/daemon. json XM (WRCEFENEDR) , IMALLTAE:

{
"hosts" : ["unix:///var/run/docker.sock", "tcp://0.0.0.0:2375"]

}

“anix:///var/run/docker.sock”: UNIXE # F , &K H & P 9 ¥ 3@ 13 X > 38 3% HiDocker Dae-
mon; tep://0.0.0.0:2375, TCPERETF, TR AVFEMHEAEZ 7 ¥mif 1t 2375% M 1% #Docker Daemon.

i F sudo systemctl edit docker%ﬁ@ﬂiﬂ%E&/etc/systemd/system/docker.service.d/
override.conf, EHNEWT:

##Add this to the file for the docker daemon to use different ExecStart parameters,,
— (more things can be added here)

[Service]

ExecStart=

ExecStart=/usr/bin/dockerd
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ERIAE M T F Hsystemdf , docker.servicel] % B N : ExecStart=/usr/bin/dockerd
-0 fd://, X ¥ # HSdaemon. json B 4L ffhosts. & Foverride.conf X 4 ¥fExecStartiE X
1 : ExecStart=/usr/bin/dockerd, Ht fE ffidaemon. jsonH % B Hhostsd 4L - override.
confH I —1TExecStart=DAEY, X7 A TIHREAIIExecStartZ 4] -

HHTN#Edaemon E B docker IR S5 :

sudo systemctl daemon-reload
sudo systemctl restart docker.service

R T

sudo netstat —anp | grep 2375

AR R LT R 2% P B A D -

tcpb6 0 0 :::2375 HEHEE LISTEN
—79018/dockerd

BERF RERSAE 7 — B HLE Lol id Ry e 15 (R A LI Docker DaemonfRS5, 340

# RS FF B Docker DaemonfREGMINLES TPHIIEN192.168.1.1
docker -H 192.168.1.1:2375 images

3.1.2 &5

fif Fbuild_chain shFfI AN ERIEEREE « AT LA T A ATESE, (EAT PNARMLRTT X Gens 1
ITHERRET S ERMSRIMNE AR -

OERAERT BB (— 12 Nipcont HISCHF) |, UHENZEMT:

192.168.1.1:
192.168.1.2:
192.168.
192.168.

agencyl
agencyl
agencyl
agencyl

N
SwW N
e
e

A RCEE T R B E

bash build_chain.sh -f ipconf -i -p 30914,20914,8914

R AR AT R EE B SUE SR 3 1% DL 20 R R S5 s

scp -r 192.168.1.1/node0/ app@192.168.1.1:/data/test
scp -r 192.168.1.2/node0/ appRl192.168.1.2:/data/test
scp -r 192.168.1.3/node0/ app@l192.168.1.3:/data/test
scp -r 192.168.1.4/node0/ app@192.168.1.3:/data/test

3.2 il BFISCO BCOS&EAr 2%
HRBIN—EH28 L E B Caliper, TEHAENE -
3.2.1 ML E

i — 4% Nanodeslgroupf] HE, ZARH7R{FH AIFISCO BCOSIE AL #5 1M 45 Bl B U 2 i E T
o FiE—1% Nfisco-beos. jsonIBLE A, TN F:
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"caliper": {
"blockchain": "fisco-bcos",
"command": {
"start": "sh network/fisco-bcos/4nodeslgroup/start.sh",
"end": "sh network/fisco-bcos/4nodeslgroup/end.sh"
}
}I
"fisco-bcos": {
"config": {
"privateKey":
—"bcecd28d5205abe0f0ccB8a734083908d9eb8563e31f943d760786edf42ad67dd",
"account": "Ox64fa644d2a694681bdeaddd6c5e36cccd8deddel3”

}I
"network": {
"nodes": [
{
"ip": "192.168.1.1",
"rpcPort": "8914",
"channelPort": "20914"

"ip": "192.168.1.2",
"rpcPort": "8914",
"channelPort": "20914"

"ip": "192.168.1.3",
"rpcPort": "8914",
"channelPort": "20914"
}I
]I
"authentication": {

"key": "packages/caliper-samples/network/fisco-bcos/4nodeslgroup/
—sdk/node.key",

"cert": "packages/caliper—-samples/network/fisco-bcos/4nodeslgroup/
—sdk/node.crt",

"ca": "packages/caliper-samples/network/fisco-bcos/4nodeslgroup/

—sdk/ca.crt"
}I
"groupID": 1,
"timeout": 600000
}I
"smartContracts": [

{
"id": "helloworld",

"path": "src/contract/fisco-bcos/helloworld/HelloWorld.sol",
"language": "solidity",
"version": "vO"
}
]
}I
"info": {
"Version": "2.0.0",
"Size": "4 Nodes",
"Distribution": "Remote Host"

Ao & S B — T B R & LT

¢ caliper.command.start

6.20. Caliper/& /1 Mli{{E5Fs 185




FISCO BCOS Documentation, % 7i v2.2.0

Ja B Caliperfsf & B e MU Tstart it B H I8 E HI a4, FEH TWHRMASUT . AR IRF]H 1 FDocker s =X /5
3f), JEB)Caliperf HEHUT LRI BR FHstart . sh X, HEENEE:

docker -H 192.168.1.1:2375 run -d —-rm —--name nodeO -v /data/test/nodel/:/data -p_,
—8914:8914 -p 20914:20914 -p 30914:30914 -w=/data fiscoorg/fiscobcos:latest -c_
—config.ini 1> /dev/null

docker -H 192.168.1.2:2375 run -d ——-rm —-name nodel -v /data/test/node0/:/data —p,
—~8914:8914 -p 20914:20914 -p 30914:30914 -w=/data fiscoorg/fiscobcos:latest -c_
—~config.ini 1> /dev/null

docker -H 192.168.1.3:2375 run -d ——rm —-name node2 -v /data/test/nodel/:/data —p,
—8914:8914 -p 20914:20914 -p 30914:30914 -w=/data fiscoorg/fiscobcos:latest -c
—config.ini 1> /dev/null

docker -H 192.168.1.4:2375 run -d —-rm —--name node3 -v /data/test/nodel/:/data -p,_,
—8914:8914 -p 20914:20914 -p 30914:30914 -w=/data fiscoorg/fiscobcos:latest -c
—config.ini 1> /dev/null

AV a8 B i DockerA gy - MR ATEEAECaliper BB HUITHI &, TERILXALETE S -
¢ caliper.command.end

CaliperfE3R H R ARG 2 Tend L EIRE <, FEMTIHBIIANE o A AR MR LE R 2 AT
LRI EF FHend. shXfE, HEARNEE:

docker -H 192.168.1.1:2375 stop $(docker -H 192.168.1.1:2375 ps —-a | grep nodeO
—cut -d " " -f 1) 1> /dev/null && echo —e "\033[32mremote container nodel,,
—stopped\033[0m"

docker -H 192.168.1.2:2375 stop $(docker —-H 192.168.1.2:2375 ps —-a | grep nodel
—cut -d " " -f 1) 1> /dev/null && echo —e "\033[32mremote container nodel_,
—stopped\033[0m"

docker -H 192.168.1.3:2375 stop $(docker -H 192.168.1.3:2375 ps —-a | grep node2
—cut -d " " -f 1) 1> /dev/null && echo —e "\033[32mremote container node?2
—stopped\033[0m"

docker -H 192.168.1.4:2375 stop $(docker -H 192.168.1.3:2375 ps —-a | grep node3
—cut -d " " -f 1) 1> /dev/null && echo —e "\033[32mremote container node3,
—stopped\033[0m"

I

I

I

I

B TG T R0 . IR B B Caliper B MU A4, B ARBIME S .
¢ network.nodes

— M TR EERT RRIFIR, SR PRI BRI BOERR T S IPHBIE - RPCY; H &% Channel¥f
H5, FrA s H 52T B E SO R — L

¢ network.authentication

i3 FC 2% 17] 777 5 FIChanneldig & #2175 K I 75 22 8 FHCAMR IE 5 & S0 fF, X L0k B #E3.1.27 1 i
Fibuild_chain.shffl A B E 484 BUEEF, (AR — 17 SUEC B T AOsdk SO AR B SRR AT, TR B4R 1%
Be &S LA SO (AN B TR E lcaliper—cli TIE HR WERLS HR)

¢ network.smartContracts

FEEZMB A2, Calipers £ E B 485 o X 8 ROTEE 44 - H BIFISCO BCOSIE HL 75 = #+

i#idlanguageF B I E W AR T H) & 2 Solidity & A ATl 4m 1 &2, 24 it & £ FSolidity & £

B}, languageF B H &6 E Nsolidity, é(ﬂﬂl_t/\yjjj?ﬁ?ﬁ& AFT, languageF B B8 E

jjprecomplled LMK AL R TG F AL, FHEFaddress FERIRETMHRIFSLNMHAE, T
T Z Epat nFELH 5 E Solidity & A I BE 12 -

3.2.2 i AL &

A E A T E A B 2177730 MRECE R — 1N YAMLIU!, HelloWorld & 29 O i BC B ST
NEIA R ER:
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test:
name: Hello World
description: This is a helloworld benchmark of FISCO BCOS for caliper
clients:
type: local
number: 1
rounds:
- label: get
description: Test performance of getting name
txNumber:
- 10000
rateControl:
- type: fixed-rate
opts:
tps: 1000
callback: benchmarks/samples/fisco-bcos/helloworld/get. js
- label: set
description: Test performance of setting name
txNumber:
- 10000
rateControl:
- type: fixed-rate
opts:
tps: 1000
callback: benchmarks/samples/fisco-bcos/helloworld/set. js
monitor:
type:
— docker
docker:
name:
- http://192.168.
- http://192.168.
- http://192.168.
- http://192.168.
interval: 0.1

:2375/node0
:2375/nodel
:2375/node2
:2375/node3

e e
B W N e

ST A EZE AL R 2
s MiXNATE

testT A T XM N A HATECE - At E £ EE H Eround™ Bt H ¥8 & W X X B85 R 45 57 17 )
oo B—PM A LE S 25, B Dim XS EE A AR P ElE sk - Bk ZHelloWorld &
A9, MRS, SR AN getE O MsetBE O H TN - EE—RWEF, 7T LIE
it xNumberBit xDurat ionF B8 E M A 5 & £ E & s HUTES B, T rateCont rol B8
TEAT G KA R R ZS, EARTRIREIF, [ TQPSHI000H A EERIgy, & B HIZ I
PBeLLS%E T 0 .

o MEREIR AR E
monitor i TR T R ERE R L2 A0 TRC S - FFUIEC BRI T

1. monitor.type, TrZf8E Ndocker, ¥aXTdockerZasitiTatE;

2. monitor.docker.name, — ™E & IEZRMET S dockerB 2R A WRFNE, ZF L Lhhttp: //FF
S HIFERFE” {77 SAIPY: {17 5 .docker daemon¥i 1 }/{docker & 2 I & FR)”;

3. monitor.interval, Wi PLESAREERIFE, HALHFD .
R BFEARRIE T AOEE, AT ARSI A RE WA FIEs A M W A 2s A BE B R L 1

monitor:

type:
— process

(continues on next page)
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process:
— command: node0
multiOutput: avg
— command: nodel
multiOutput: avg
— command: node?2
multiOutput: avg
— command: node3
multiOutput: avg
interval: 0.1

H AR I E I AR RN R -

1. monitor.type, T3 EAEE Nprocess, HIFHREHITIRTE;

2. monitor.process, — ML & IE B MAIHRYIFR, HBE D HER commandE M — 1 ENERA

X, FORABRAIR; B DERE A IR — arguments B (RAE_LR7R B AP E])

, ARt RE

HI1Z%L - Caliper2 4t ff Hpsti 4 &commad + arguments,?& 5 VB LIS 2] H b5 A3 F2 B 3 FEID
REFR GO - B3R MmultiOutputE M T E S Rt 77X, Bl (FqH#F9ME

(avg) JUEFA (sum) PIFPTTEC;
3. monitor.interval, Y5 PLESARAEEBIFG, AL .

FEERRE, R B A AN SCRr R R ) 8RR ) (6 I O -

X EREEHRE
« RECTHATREF
- FHE M« dockerfR R F B9
o FEEMIA
- BT - AR A E A
s IEH UL
- AEFAEF S IEER R A IR AR
s BEEXHFSECED
- TR BUBCE SR AR U P
« ZHANE
- ZRHRMNECERES
- AEENEEETES

AR R
- EBHE
- VRHAE R & B E AR A
s lKPEH
- AR R E R P R ERE
« SDK
— HMNERRLF R X 5B AR R A4
o BE EE MY
- Z - SDKIAI T EAH B %
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7.1 —BIE

one_click_generator. shfIAARERH P ES T AIEE, —RITZSREMEMMEA .. HASRIEH
R E R T EFnode_deployment . ini, 7T NA AR AT AT -

2;%3‘3%—L)%K%Sﬂ*’mﬁéﬂfﬁﬁﬁ%ﬂmﬁcﬁ, A PR BALAS — B L B TR R T

.

%ﬁ%ﬂ%iﬁﬁﬁ?%ﬂ*@%ﬁ@?ﬁﬁﬁE’U%K%ﬁiﬁ, WA FERE T B Z YT BHBAE ] LIS 6 FH AL 20
TH.

7.1.1 THR%E
T#

’cd ~/ && git clone https://github.com/FISCO-BCOS/generator.git

AR
BEERAEESR A P B sudoflR -

cd ~/generator && bash ./scripts/install.sh

RERETZRENT), HET, it usage: generator xxx

’ ./generator -h

IRECTT 55 )
B B B fisco-beos — i3 A E | meta

’./generator ——download_fisco ./meta

K kAR AR
FERT, i H FISCO-BCOS Version : X.X.X-X

’ ./meta/fisco-bcos -v

PS: A% G S IR P, TR B G R H R ) T B e t a SRR B Rt IR AT

71.2 BEEME

AT LR 6T AN H ROH MR, BRI LS TR — MBI R, EEXHEE .

T RAMIETNE

— N NEFTRE6T SN2 EEAE A MR . FLBFINLFICS BIAL TR AR H2H « HIMARE T
FELHVFIRELH 2
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AT P RESUE W tmp_one_clickBISUHR, EIHRTNHHFE ARV E R, B8
E%T{ %Eﬁrﬂ’]mﬁyﬁ:node _deployment.inio {5 FH il 7% %ﬁﬁgeneratorﬂ’]metayﬁ9%‘&751&
RpuEE=CE:S

BE BB R

cd ~/generator
1ls ./tmp_one_click

# SRR
# WMFBZ DN, FETEhAIEIZ IR
tmp_one_click # P IEEHFIT T EBIER IR
agencyA # HUMHaAES, fQHUTIESTEZ B RN E SN AR 5 5O 30
L node_deployment.ini # M AT SHELE S, —HEEE Ay & SR Z SO A B R T A,
agencyB # MWBE%, A HITIE S5 % B N AR BRATT 5 S AH 2 S0
L node_deployment.ini # WA B LB SO, — SR i & SRR Z S A AR R T A

HUHEE T RfE R
HRE R E ST E 5 tmp_one_click UK N HagencyA, agencyB T

cat > ./tmp_one_click/agencyA/node_deployment.ini << EOF
[group]
group_id=1

[node0]

; Host IP for the communication among peers.

; Please use your ssh login IP.

P2p_1ip=127.0.0.1

; listening IP for the communication between SDK clients.

; This IP is the same as p2p_ip for the physical host.

; But for virtual host e.g., VPS servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.

; Please see https://tecadmin.net/check-ip-address-ubuntu-18-04-desktop/
; for more instructions.

rpc_ip=127.0.0.1

p2p_listen_port=30300

channel_listen_port=20200

jsonrpc_listen_port=8545

[nodel]
p2p_ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30301
channel_listen_port=20201
jsonrpc_listen_port=8546
EOF

cat > ./tmp_one_click/agencyB/node_deployment.ini << EOF
lgroup]
group_id=1

[node0]

; Host IP for the communication among peers.

; Please use your ssh login IP.

pP2p_1ip=127.0.0.1

; listening IP for the communication between SDK clients.

; This IP is the same as p2p_ip for the physical host.

; But for virtual host e.g., VPS servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.

(continues on next page)
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(B2 7))

; Please see https://tecadmin.net/check-ip-address—-ubuntu-18-04-desktop/
; for more instructions.

rpc_ip=127.0.0.1

p2p_listen_port=30302

channel_listen_port=20202

jsonrpc_listen_port=8547

[nodel]
p2p_ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30303
channel_listen_port=20203
jsonrpc_listen_port=8548
EOF

AR R

bash ./one_click_generator.sh -b ./tmp_one_click

HUATSEER)SE, /tmp_one_click U RAEFUNT
BHEPITE R — B ERE RS

1ls ./tmp_one_click

| — agencya # ANUFESCHFR

| — agency_cert # ANUUET JZFAEH

— generator-agency # Eij]ﬁ%aiAmmiﬁﬁﬁ%f/ﬁE’*]generator)if#%
— node # ANUMAERGATI R, ZHLERE IR 206N R 5545 B AT
l— node_deployment.ini # AVUIIT SACEFE

L— sdk # AWMIH)sakEE RGBS

— agencyB

| — agency_cert

| — generator—-agency

|

|

— node

— node_deployment.ini

| L— sdk

|— ca.crt # HEUET

|— ca.key # HEFAEH

|— group.l.genesis # HEZH1QIH[XEE
|— peers.txt # TiHpeers.txtfGh

BB A
VARBA R BT A

bash ./tmp_one_click/agencyA/node/start_all.sh

bash ./tmp_one_click/agencyB/node/start_all.sh

BET R

ps —-ef | grep fisco

# AR
# TTLUERI TR

fisco 15347 1 0 17:22 pts/2 00:00:00 ~/generator/tmp_one_click/agencyA/
303664 F

rode uudc_l T 3 i+sco—Pbecos C \./uule_\j.Jl_qu_ (contlnuesonnextpage)
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fisco 15402 1 0 17:22 pts/2 00:00:00 ~/generator/tmp_one_click/agencyA/
—node/node_127.0.0.1_30301/fisco-bcos -c config.ini
fisco 15442 1 0 17:22 pts/2 00:00:00 ~/generator/tmp_one_click/agencyB/
—node/node_127.0.0.1_30302/fisco-bcos -c config.ini
fisco 15456 1 0 17:22 pts/2 00:00:00 ~/generator/tmp_one_click/agencyB/
—node/node_127.0.0.1_30303/fisco-bcos -c config.ini

sy
i}
ot
I
o5

tail -f ~/generator/tmp_one_click/agencyx/node/nodex/log/log* | grep +++

# AR
# +++B[1 4T S IR R

info|2019-02-25 17:25:56.028692| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++++++++++

—Generating seal on,blkNum=1,tx=0,myIdx=0,hash=833bd983...

infol2019-02-25 17:25:59.058625| [g:1] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++

—Generating seal on,blkNum=1,tx=0,myIdx=0,hash=343b1141...

info|2019-02-25 17:25:57.038284| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++++++++++

—Generating seal on,blkNum=1,tx=0,myIdx=1,hash=ea85c27b...

7.1.4 VA FTEHTR)
B ROk, BATRIARIVICHINETTTE, SER T BB R AR

)
—
s

P "l’f
/o WA a4 HUHA-T5 520 HUAB- 2 \

(7 /

¥

'." ’_/
;H-Lm B‘ :||_j|_n\\ ,./j

MEHY AEE
BT A XHF, REIHtmp_one_click_expand 7] A NAER & FR, ERIRY 258 FH B S0 i43%

mkdir ~/generator/tmp_one_click_expand/

P2 ULHEIES MFNA R A SR

1. —@HE
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cp ~/generator/tmp_one_click/ca.* ~/generator/tmp_one_click_expand/

PR 10 X i group . 1. genesis BT A HE

cp ~/generator/tmp_one_click/group.l.genesis ~/generator/tmp_one_click_expand/

P ULRELH 1T S P2PiE R U Mfpeers . txt BT B 4%

cp ~/generator/tmp_one_click/peers.txt ~/generator/tmp_one_click_expand/

PMABET SEE
BIENUAY 2T S FTE B %

mkdir ~/generator/tmp_one_click_expand/agencyA

R AE LA AEREEE T, RIS DUV AIES  FABA XS R SR

cp -r ~/generator/tmp_one_click/agencyA/agency_cert ~/generator/tmp_one_click_
—expand/agencyA

PUMARE T SR E(E S

cat > ./tmp_one_click_expand/agencyA/node_deployment.ini << EOF

[group]
group_id=1

[node0]

; Host IP for the communication among peers.

; Please use your ssh login IP.

P2p_1ip=127.0.0.1

; listening IP for the communication between SDK clients.

; This IP is the same as p2p_ip for the physical host.

; But for virtual host e.g., VPS servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.

; Please see https://tecadmin.net/check-ip-address-ubuntu-18-04-desktop/
; for more instructions.

rpc_ip=127.0.0.1

p2p_listen_port=30304

channel_listen_port=20204

jsonrpc_listen_port=8549

EOF

PMCHET AEE
BIEENCY 277 SFT7E H 3R

mkdir ~/generator/tmp_one_click_expand/agencyC

PUCIEHE T SECEE R

cat > ./tmp_one_click_expand/agencyC/node_deployment.ini << EOF

[group]
group_id=1

[node0]
; Host IP for the communication among peers.
; Please use your ssh login IP.

(continues on next page)
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[E2))
P2p_ip=127.0.0.1
; listening IP for the communication between SDK clients.
; This IP is the same as p2p_ip for the physical host.
; But for virtual host e.g., VPS servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.
; Please see https://tecadmin.net/check-ip-address-ubuntu-18-04-desktop/
; for more instructions.
rpc_ip=127.0.0.1
p2p_listen_port=30305
channel_listen_port=20205
jsonrpc_listen_port=8550
EOF
T AT A
bash ./one_click_generator.sh —-e ./tmp_one_click_expand
JEEhHTT R
WA RS R
bash ./tmp_one_click_expand/agencyA/node/start_all.sh
bash ./tmp_one_click_expand/agencyC/node/start_all.sh
BET IR
ps —ef | grep fisco
R
# FTLABE BT #HE
fisco 15347 1 0 17:22 pts/2 00:00:00 ~/generator/tmp_one_click/agencyA/
—node/node_127.0.0.1_30300/fisco-bcos -c config.ini
fisco 15402 1 0 17:22 pts/2 00:00:00 ~/generator/tmp_one_click/agencyA/
—node/node_127.0.0.1_30301/fisco-bcos -c config.ini
fisco 15403 1 0 17:22 pts/2 00:00:00 ~/generator/tmp_one_click_expand/
—agencyA/node/node_127.0.0.1_30304/fisco-bcos -c config.ini
fisco 15442 1 0 17:22 pts/2 00:00:00 ~/generator/tmp_one_click/agencyB/
—node/node_127.0.0.1_30302/fisco-bcos -c config.ini
fisco 15456 1 0 17:22 pts/2 00:00:00 ~/generator/tmp_one_click/agencyB/
—node/node_127.0.0.1_30303/fisco-bcos -c config.ini
fisco 15466 1 0 17:22 pts/2 00:00:00 ~/generator/tmp_one_click_expand/

—agencyC/node/node_127.0.0.1_30305/fisco-bcos -c config.ini

HE: NRHLY AR R B sdkEHE R S I AT -

fif PR B TEA T A

A TS G HRRER, —BRE TR EREM, FAF AT LU LIS ar &R BEH &
IRBUERIG , ATRERR BRI E], EPN A AT LU - —cdnin &

ANV ABER IS G o6, DR EDIR BN AR B ) generat or~agency UK
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cd ~/generator/tmp_one_click/agencyA/generator—agency

’./generator —-—download_console ./ —--cdn

BEHMAT 54

LA AEH &M ANMEAT g4 EHT 5, EFSZHE_DFEBZETBRIMAT A
fInodeid, nodeidEW/.“juf!:%ﬁﬁconfﬂ’]node nodeid X

EHENHFIAT Hnodeid:

N

cat ~/generator/tmp_one_click_expand/agencyA/node/node_127.0.0.1_30304/conf/node.
—nodeid

i & i RE
TME?U ST W Fnodeid, &G HHARNTREME NZSEL
ea2ca519148cafc3e92c8d9a8572b4lea2f62d0d19e99273ee18cccd34ab50079b46082fe5f4ae51bd95

d788811c9715

i PR ) B AR R T
BahEl &

cd ~/generator/tmp_one_click/agencyA/generator—-agency/console && bash ./start.sh 1

R #H faddsealerf &R T A EM N LIRT H, WP FEHBcatin S BEEFBIIVLHAT &
Hnode.nodeid:

addSealer,,
—~ea2cabl9148cafc3e92c8d9%9a8572b41ea2£62d0d19e99273eel8cccd34ab50079p4ec82fe5f4ae51lbd

5dd788811c97

# AR
# HUTRLI 23R success
$ [group:1]> addSealer
—ea2cabl9148cafc3e92c8d9%9a8572b41ea2£62d0d19e99273eel8cccd34ab50079%b4ec82fe5f4ae51lbd
{
"code":0,
"msg":"success"

5dd788811c97

R EHI S

exit

BEPMMCT K5

MLIABE =S G M ANECH T SSA MR A, EPFSHE _MFEBRHR I MAT A
fInodeid, nodeid7E 7 5 3 Fconfiinode . node i d 3

EENICTI fHnodeid:

cat ~/generator/tmp_one_click_expand/agencyC/node/node_127.0.0.1_30305/conf/node.
—nodeid

# ATERE
# ATLVEFIRBITA N nodeid, #HlE FHANTEENZSY
5d70e046047e15a68af£8e32£2d68d1£8d4471953496£d97b26£1fbdc18a76720613a34e3743194bd78a3

h7acb59b9fada
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i PR 4 1 B TE R 79 .
BahEfl &

cd ~/generator/tmp_one_click/agencyA/generator—-agency/console && bash ./start.sh 1

¥ Hl G addobserverfn &K 1 SEM AMET &, P FEHEcat L EEGHRNPLHCT X
Hnode.nodeid:

addObserver,
—5d70e046047e15a68aff8e32£2d68d1£8d4471953496£d97b26£1fbdcl8a76720613a34e3743194bd7

# AR
# ;HTEEﬁT&$Eﬂ‘success
$ [group:1]> addObserver,
—5d70e046047e15a68aff8e32£2d68d1£8d4471953496£fd97b26£f1fbdcl18a76720613a34e3743194bd7
{

"code":0,

"msg":"success"

B S &

exit

FEib, BAIGER THE T R EIE R ERE .

7.1.5 FBEA (§ A HREAH)
HrEBEANBRIER P DLEHfTone_click_generator.shil K H X T, B . /conf/

A

group_genesis.ini X, HHIT--create_group_genesisfii®

DI AN T R A R 2

-
2l
P ',

A \

P

£ e e

f)‘ ff mmA_#’ﬁd_ *J-L*EA —ljnn.o \"I .'ﬂ’[.*@B—jjﬁz ‘-\
1 \
| J|l 1 i
L I ]
1o [ /
K \ / - /
\\ \\ ;.’ , ,"'

\ }

.\\\ ;‘f "’, /’f

'\ - s
HUHA-T55T1 PUEB-PR3 7
“- f"‘ f"‘/
*E-“:‘_‘- -_...a"/ ““_,.»-'

Be B R 20 X R

1. —RBIRE 201

aa7acb59b9fa

aa7acb59b9fa



FISCO BCOS Documentation, % 7i v2.2.0

BE: HWHRIEFREEM iR Egenerator FHIUT -

cd ~/generator

FCE R A KR, F8Egroup_id 2. H7E [node] THEEFHEA 41T S AIIPHIP2PY: M,
DRI A-TI 50, HUA-TT AL, FUA-TI 4RI C- 11 15

cat > ./conf/group_genesis.ini << EOF

[group]

group_id=2

[nodes]
node0=127.0.0.1:30300
nodel=127.0.0.1:30301
node2=127.0.0.1:30304
node3=127.0.0.1:30305
EOF

AREUNS B9 AUEH

HFIA-T7 50 (node0=127.0.0.1:30300)

cp ~/generator/tmp_one_click/agencyA/generator—-agency/meta/cert_127.0.0.1_30300.
—crt ~/generator/meta

HFMIA-TT 51 (node1=127.0.0.1:30301)

cp ~/generator/tmp_one_click/agencyA/generator—-agency/meta/cert_127.0.0.1_30301.
—crt ~/generator/meta

HIMA-TT 54 (node2=127.0.0.1:30304)

cp ~/generator/tmp_one_click_expand/agencyA/generator—-agency/meta/cert_127.0.0.1_
—30304.crt ~/generator/meta

HLFIC-F 55 (node3=127.0.0.1:30305)

cp ~/generator/tmp_one_click_expand/agencyC/generator—-agency/meta/cert_127.0.0.1_
—30305.crt ~/generator/meta

A AR A B e [X R

./generator —--create_group_genesis ./group2

FERELH A X BRI AR 9 5
WA A-T7 50 (node0=127.0.0.1:30300)

./generator —--add_group ./group2/group.2.genesis ./tmp_one_click/agencyA/node/node_
127.0.0.1_30300

PIMA-T A1 (nodel1=127.0.0.1:30301)

./generator —--add_group ./group2/group.2.genesis ./tmp_one_click/agencyA/node/node_
-127.0.0.1_30301

HIAA-T7 54 (node2=127.0.0.1:30304)
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./generator —--add_group ./group2/group.2.genesis ./tmp_one_click_expand/agencyhd/
—node/node_127.0.0.1_30304

HUFC-F1 55 (node3=127.0.0.1:30305)

./generator —--add_group ./group2/group.2.genesis ./tmp_one_click_expand/agencyC/
—node/node_127.0.0.1_30305

-~ R shERRA

TRAEBITE, ATEEHMA1oad_new_groups. shil#EHHEH
HFIA-T7 50 (node0=127.0.0.1:30300)

’bash ./tmp_one_click/agencyA/node/node_127.0.0.1_30300/scripts/load_new_groups.sh

PIAIA-T7 51 (node1=127.0.0.1:30301)

’bash ./tmp_one_click/agencyA/node/node_127.0.0.1_30301/scripts/load_new_groups.sh

PIAIA-T7 54 (node2=127.0.0.1:30304)

bash ./tmp_one_click_expand/agencyA/node/node_127.0.0.1_30304/scripts/load_new_
—groups.sh

HFIC-T 55 (node3=127.0.0.1:30305)

bash ./tmp_one_click_expand/agencyC/node/node_127.0.0.1_30305/scripts/load_new_
—groups.sh

It
<t

A

DN

BE T HlogMgroupl 5 B.:

tail -f ~/generator/tmp_one_click/agencyx/node/nodex/log/log* | grep g:2 | grep +++

# R

# +++RIN T IR R R

info|2019-02-25 17:25:56.028692| [g:2][p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1, tx=0,myIdx=0,hash=833bd983...

info|2019-02-25 17:25:59.058625| [g:2] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1,tx=0,myIdx=0,hash=343b1141...

info|2019-02-25 17:25:57.038284| [g:2][p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1,tx=0,myIdx=1,hash=ea85c27b...

Z Ut BAFER T B E0E P TR R -

R A SERUE B PAT i & X meta SC 1 1 T 2
* rm ./meta/cert_*

* rm ./meta/group*

7.1.6 HELZEAE

EEHAE, ATLUSHRETH, sl TEXEHELRE -
IR EHZEARB S A, EEEBFAQ
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7.2 EHRNEHE TR

FISCO BCOSA MV 2034 & T B v T E L AU A T2 E05E - h T RN 3% 2, e T
BT — R LA (A A B SV ESR B B R B 7 = .

A DL BT AN 2B AR E AR, EoR BRI E T BN A .. EL2SE0ETHIEIES
HiXH .

KETT RNEZHXENBNSRE, ERTEZYAEE, PSR N MPIEN, BRI —8 AR T
BT S ELE S REFE AT LIS ZFISCO BCOS B HRE T B— 2 .

7.21 THL%
T#

’cd ~/ && git clone https://github.com/FISCO-BCOS/generator.git

TR
BEERAEESR A P B sudoflR -

’cd ~/generator && bash ./scripts/install.sh

RERETZRENT), HET, il usage: generator xxx

’./generator -h

IRECTT 55 )
B B B fisco-beos — i3 S AE B meta

’./generator ——download_fisco ./meta

B AR AR
FERT, %iH FISCO-BCOS Version : X.X.X-X

’./meta/fisco—bcos -v

PS: A% G T IR P, TR B G R H R ) T fme t a SCHF IR B ot IR AT

7.2.2 HLAIRH

T RNV AR A% 4, b ZER A TR T — LM A A B S (ER A BE T 3 . AT AR ey
SN E A MR, BRI A S, AR XEREE .

TRAM BT

— NI TR A6TT SR 2B RO ZH AR S o HLFBAIHLASC o B AL FREE 1A EEH 2 - HIMAREE T
FEH I FOfELH2H «
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N HfEB-TI=3 WHEA-TIRR1 / HFIC-T5 =5 /
\\ ~ ~ /
\\ \\ // //
\\ \\ // //
S~ S~ -

-
- —_ -
e —— e —— ——— —_——

PLESIAEE

AT AP, WHS N

BE: FI0 2 RIS B Hvps o 28, RPCUSITHEHE RS 25 1 F o ) 2 SEHE B (AR FTHEHE B127.0.0.1),
ATRE 5 PR P T ssh 45 28— 3 -

W R

EHERIEW K2 MR E1E, 65
 IEBIAHE
o FERET B (RIFRLIE”)

Xegme
AR B LS HUE B A WA, 15 S LA (B a0 (e 40 B AC & FE A X L8 .
— WAL BEIE S
1. UEBA AL EAE:
o EREEUET
TN AR

L UEBIANAGERIE: WA NAGUES
o AERHUATIES
o RIEUETD
2. WLAGTRI S A E
o BMEIE X node_deployment.ini
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o AT R ST P2 PR IR ST
3. O A — LA AR A Al A R
o WERRHENTE T AIES
o B E X group_genesis.ini
o NFFAHAE AR
o SR BB S
4. WUMRIMSLERAE: AR A
o WCERFFAH M 5 P2 P 1 Hi 0k ST A
o HERT R
s BB A

[

~ IR

1. EBIEHERIE: EFHHES
o HERHUHIE S
. BRED

/g A2

1. FLA R ST R
o EEALE X node_deployment .ini
o AR ROIEF KT S P2PY H ik S
2. WEBUE A — LA R AR R TR
o WERANTE T AIES
o BEEALE X group_genesis.ini
o JURFLHAE IR S
o o RO ER S
3. WA MSLIRIE. T A
o WSCERFFZE At T A5 A P2PY b bk ST A
o T A
s BEITA
4. BENMEERIE: BCEBE
o WSCERFRAE oAl T A5 A P2PYR b bk ST
o FCESHTRFAL S HTHE T s BOP2PY L bk
s HETA

T~ AT SIARRE

L. B AT BRI
o JOARRHI B XR B T A
« BLEEHG
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o FREUIN AT Snodeid
o FERTEHIEET S IIAEEE]
7.2.3 BRAFEWIIR{L
N T ERAERE, ARGIFTE BRIEER — &8 LT, FAAERE FELRE YRS . X8

@Tﬁéf@ﬁﬁw\ MZERIAE - T T HEF R T ELRG, 15 generator S H| 2 % S ML Higenerator H 3%

LB HIER L

FANTLABERH T Eifgenerator{E ik 5 10U& YL -
WIIRAL LA A

cp -r ~/generator ~/generator-A

MIRHHLAB

cp -r ~/generator ~/generator-B

B BEIE +5
FEUEP AN LT8R, — 2R RE A M —AIBEIE Fea.crt

ﬁﬁ‘ffgenerate_chain_certificate’ﬁ?@éEﬁi%@ﬁE#@

FEUEF RN H 5% T4

’cd ~/generator

’./generator —-—generate_chain_certificate ./dir_chain_ca

A HEUE T SR

ls ./dir_chain_ca

¢ LAGORRRE
¢ WEZHSHHEELS - B

ca.crt ca.key

7.2.4 YA~ B EEEAH
VB HLIIA

HRER N T BRI EEREA TYVGIERFIFAE, SEFRR I RZ H A A fiFAHagency . key,
FAERUERERICE, MUERELZVKBIE agency . crt -

FEUEF AR H 3 R

’cd ~/generator

A A AIES -

’./generator —-—generate_agency_certificate ./dir_agency_ca ./dir_chain_ca agencyA
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BEHMUES KA

1ls dir_agency_ca/agencyA/

N
# WEEAH B HHIEDS - HUHAG - BEIES

agency.crt agency.key ca.crt

AORBEUESS - WUMIES - FUMAAEAZENA, TROEE L SO RT3, MIER AW R LI+
RORLEN B, B B TAE B X fmeta s B3R T

cp ./dir_agency_ca/agencyA/* ~/generator—-A/meta/

PR HIAB
FEUEF AR H 5 R

’cd ~/generator ‘

A A BIES -

’./generator -—generate_agency_certificate ./dir_agency_ca ./dir_chain_ca agencyB ‘

AIEBEUES - WUMIES - YUAAAENIAB, /REEEE S IR, ML AW L IES
ROARLERT A, B B T B R fmeta s H3R T

’cp ./dir_agency_ca/agencyB/* ~/generator-B/meta/ ‘

HE: —FBEEDAGEAE— MRIEFcacrt, ZRGSHHEN NEEREZ MRIERMFAH - — A
HAEH — M HEH A X R group.x.genesis

HLAE ARE U B SO

node_deployment.ini y 7 S AL E S, B KHE TE SR #Enode_deployment . ini N AECE A AU
KT RUES, AR SEE S REE .

P AR conf LT N fnode_deployment . inifl N EFTR:

TE~/generator-A H 5k FHUT T id &

cd ~/generator-A

cat > ./conf/node_deployment.ini << EOF

[group]
group_id=1

[node0]

; host ip for the communication among peers.

; Please use your ssh login ip.

p2p_1ip=127.0.0.1

; listen ip for the communication between sdk clients.

; This ip is the same as p2p_ip for physical host.

; But for virtual host e.g. vps servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.

; Please see https://tecadmin.net/check-ip-address—-ubuntu-18-04-desktop/
; for more instructions.

rpc_ip=127.0.0.1

(continues on next page)
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(B2 7))

p2p_listen_port=30300
channel_listen_port=20200
jsonrpc_listen_port=8545

[nodel]
p2p_ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30301
channel_listen_port=20201
jsonrpc_listen_port=8546
EOF

HLAS BAE EACBC B XA

HLWB{@E&COHS\(#F%—FEl/‘]node_deployment Linifl N EFTR:
TE~/generator-B B 3K NHUAT Rk &

cd ~/generator-B

cat > ./conf/node_deployment.ini << EOF
[group]
group_id=1

[node0]

; host ip for the communication among peers.

; Please use your ssh login ip.

p2p_1ip=127.0.0.1

; listen ip for the communication between sdk clients.

; This ip is the same as p2p_ip for physical host.

; But for virtual host e.g. vps servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.

; Please see https://tecadmin.net/check-ip-address—ubuntu-18-04—-desktop/
; for more instructions.

rpc_ip=127.0.0.1

p2p_listen_port=30302

channel_listen_port=20202

Jjsonrpc_listen_port=8547

[nodel]
P2p_ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30303
channel_listen_port=20203
jsonrpc_listen_port=8548
EOF

BLA A BFF A 36T RS B
TE~/generator-A H 5k FHUT Fid i &

cd ~/generator-A

MLASASE BT R T RP2PEEE B3, WP REME| LREE fnode_deployment.ini, KAl
Fimeta SR T BINUGIES S50, WM ALERCT SOE+ MP2PyERE S B

./generator —--generate_all_ certificates ./agencyA_node_info
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BB LR

ls ./agencyA_node_info

# iR &R

# WNEZBAD R NFTFEZTENNARTT SRS, TS poriEE it i (R ¥Enode_deployment . iniZERAIA
AT HER)

cert_127.0.0.1_30300.crt cert_127.0.0.1_30301.crt peers.txt

WUF A BT A B R B g B A T S AT A P2 el . (R, ANV TRE T S PP R O R 5 E
HIAIB

cp ./agencyA_node_info/peers.txt ~/generator-B/meta/peersA.txt

PABA B A 36T A BB
fE~/generator-B H 3k FHUT T ik &

’cd ~/generator-B ‘

MUAABAE B SR T3 S P2PIE 5 B ST

’./generator -—generate_all_certificates ./agencyB_node_info ‘

FERAME KRB H 2T SUE , oRfIH AU AR IXER, RUEBHUISRR T &34 A P2PiE Rt
WESTHRSN, O/ AT IR EAA

RILUES

’cp ./agencyB_node_info/cert*.crt ~/generator-A/meta/ ‘

KL S P2PiE e S i

’cp ./agencyB_node_info/peers.txt ~/generator-A/meta/peersB.txt ‘

HUF AZE BCREZH 1 81 ik [X B
fE~/generator-A H & N HUT N ik fn &

cd ~/generator-A

WA AE S conf AR N Hgroup_genesis.ini, ELEWIAIS% Tt .

cat > ./conf/group_genesis.ini << EOF
[group]

group_id=1

[nodes]

node0=127.0.0.1:30300
nodel=127.0.0.1:30301
node2=127.0.0.1:30302
node3=127.0.0.1:30303

EOF

AT Z G &M /conf/group_genesis.ini {4

; 2 R
[grouP]
JHEH g

(continues on next page)
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group_id=1

[nodes]

U AT JH p2piiiih
node0=127.0.0.1:30300
AU AT H p2pititik
nodel=127.0.0.1:30301
;MU BT M p 2otk
node2=127.0.0.1:30302
;WU BT S p2pttik
node3=127.0.0.1:30303

HREPEFN AL A QI DXCER, SEPRA = AT DU i BB BE 2 51 2 P P e £

P 2 R 1 VL AR I metaSC /4 & N R B B9 Y SUE A5, AE Allgroup_genesis.inifit & B #f 20 A1t X
o HEPFEENMANmeta FH % Ncert_127.0.0.1_30300.crt, cert_127.0.0.1_30301.
crt, cert_127.0.0.1_30302.crt, cert_127.0.0.1_30303.crtMITiSiEH, HIEFEHT
HUAABAITT s IET -

’./generator -—create_group_genesis ./group ‘

o KRBT X R BB

cp ./group/group.l.genesis ~/generator-B/meta ‘

HLAE AL BRI 79

fE~/generator-A B 3k FHUT Nk &

cd ~/generator-A

AEFHATTE T A, S A4 2 HRF P I E Mnode_deployment . ini CHHAFUARBI T A RLE S

ER, WPIRENT SP2PER(S Bpeers . txt NHANEAMT SHEERER, £ MMAMBRERL T
TEREEH

’./generator —--build_install_package ./meta/peersB.txt ./nodeA ‘

BEERNT REE R

’ 1ls ./nodeA ‘

# AR AR tree AR BR
# AR nodealE BTN TR,

node_127.0.0.1_30301
scripts # TAMER TRMEZAK
start_all.sh # TSt =/EE0HAK

monitor # monitorfHIZx
node_127.0.0.1_30300 # 127.0.0.1fRE%S Y5 30300007 SELE %
stop_all.sh # 1At E S LA

WU AR BT AL

’bash ./nodeA/start_all.sh ‘

BE T R

’ps -ef | grep fisco ‘
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# AR

# FTLUIERIU R

fisco 15347 1 0 17:22 pts/2 00:00:00 ~/generator-A/nodeA/node_127.0.0.1_
—30300/fisco-bcos -c config.ini

fisco 15402 1 0 17:22 pts/2 00:00:00 ~/generator-A/nodeA/node_127.0.0.1_
—30301/fisco-bcos —-c config.ini

PLHIBAE BT 19 A
fE~/generator-B H 3k T #UIT T ik &

’cd ~/generator-B

HERAABRTIE T A, s
%

%*ETEJEHF'Eﬂﬁﬁ"]node_deployment ind SCHEAR AR N AT R B B A

’./generator ——build_install_package ./meta/peersA.txt ./nodeB

HUABE BT A

’bash ./nodeB/start_all.sh

i 17MF'K}J/\ﬁgTﬁﬁXTflpE’]nodeI{ﬁF%EﬂT 0127.0.0. 189 k%5 %%, HFnode_127.0.0.1_porthf
RLADTT B E SR . ZHLERER, AR R AR SOl R B R AR SS AR RN AT -

BERHAIT RBTRE
BEHRE
ps —ef | grep fisco
i A T
# A LVE BN B AR
fisco 15347 1 0 17:22 pts/2 00:00:00 ~/generator-A/nodeA/node_127.0.0.1_
—30300/fisco-bcos -c config.ini
fisco 15402 1 0 17:22 pts/2 00:00:00 ~/generator-A/nodeA/node_127.0.0.1_
—30301/fisco-bcos -c config.ini
fisco 15457 1 0 17:22 pts/2 00:00:00 ~/generator-B/nodeB/node_127.0.0.1_
—30302/fisco-bcos —-c config.ini
fisco 15498 1 0 17:22 pts/2 00:00:00 ~/generator-B/nodeB/node_127.0.0.1_
—30303/fisco-bcos -c config.ini
BE Hlo
tail -f ./nodex/nodex*/log/logx | grep +++

# AR
# LogHFTENRY+++B[1R 7

TR
info|2019-02-25 17:25:
—Generating seal on,blkNum=1,tx=0,myIdx=0,hash=833bd983...
info|2019-02-25 17:25:
—Generating seal on,blkNum=1,tx=0,myIdx=0,hash=343b1141...
info|2019-02-25 17:25:
—Generating seal on,blkNum=1,tx=0,myIdx=1,hash=ea85c27b...

HiR

56.028692|

59.058625|

57.038284]|

[g:1] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++
[g:1] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++

[g:1] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++
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7.2.5 MBI IR C
PEIEAS AL UL F % TR

’cd ~/generator ‘

FIIRWHMC, EER, thifgenerator H 3k NABEIES LAV, SEPREASE FRALAE CTCIE TR EUEELE 5 KA
#Heo

’cp -r ~/generator ~/generator-C ‘

A AL CUES -

’./generator -—generate_agency_certificate ./dir_agency_ca ./dir_chain_ca agencyC ‘

BENMUES KA

’ls dir_agency_ca/agencyC/ ‘

# iR AR
¢ WEEAABES - FLARE « BEED

agency.crt agency.key ca.crt

AARBEUES - WUIES - FUMAAEHENAC, R EE U T, IR AW R AL I+
RORLEN N, B B TAE H R fmeta s B3R T

cp ./dir_agency_ca/agencyC/* ~/generator-C/meta/
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7.2.6 PLHA -« CHIERELH2
BEROR, MIMCEES AT R TR, TR0 LLCH: B O R B 51 -

P AZ LT JfE R

A THUA A BGE 17 A UE Kpeers U, HFGRF Z 1l 42 A 17 RP2PEEE (R B LT AL B A AR
PLHC, #BIEWT:

fE~/generator-A H 3k FHUT Nidfi &

cd ~/generator-A

ﬂﬁﬂﬂfﬂﬁmmciﬁﬁéﬂ@uﬁ@i%, R B BN AR S AE B AT S PP SO, B bR &
EZEHMC

RIEUES

cp ./agencyA_node_info/cert*.crt ~/generator-C/meta/

RIETT H P2PEEHE A S

cp ./agencyA_node_info/peers.txt ~/generator-C/meta/peersA.txt

HLAS CAE EXBC B XA

HFCEM conf L3 T Hinode_deployment . ini i N EFf/R:
fE~/generator-C H & FHUT F ik &

cd ~/generator-C

cat > ./conf/node_deployment.ini << EOF
[group]
group_id=2

[node0]

; host ip for the communication among peers.

; Please use your ssh login ip.

p2p_ip=127.0.0.1

; listen ip for the communication between sdk clients.

; This ip is the same as p2p_ip for physical host.

; But for virtual host e.g. vps servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.

; Please see https://tecadmin.net/check-ip-address-ubuntu-18-04-desktop/
; for more instructions.

rpc_ip=127.0.0.1

p2p_listen_port=30304

channel_listen_port=20204

jsonrpc_listen_port=8549

[nodel]
P2p_1ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30305
channel_listen_port=20205
jsonrpc_listen_port=8550
EOF
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MM CA R A LT AER
TE~/generator-C H & N HUT Fikdn &

cd ~/generator-C

WA CAE R s IE T M P2PIERE B U

./generator —--generate_all_certificates ./agencyC_node_info

BE RO

1ls ./agencyC_node_info

# LR &R

# MNEBASANTEZBAVAART SIER, A p2riEE I X (iRPEnode_deployment . ini 4RI
P RER)

cert_127.0.0.1_30304.crt cert_127.0.0.1_30305.crt peers.txt

MR A2 BT A S g G EA Y s 1T A P2 K, CHU S S P2PiE b i S & X 2
HIAA

cp ./agencyC_node_info/peers.txt ~/generator-A/meta/peersC.txt

HIAS CAE R R ZH 20 HH [X R
fE~/generator-C H 3¢ N HUT ik

cd ~/generator-C

WIFICIER conf X RN Hgroup_genesis. inilll N EFR:

cat > ./conf/group_genesis.ini << EOF

[group]
group_id=2

[nodes]
node0=127.0.0.1:30300
nodel=127.0.0.1:30301
node2=127.0.0.1:30304
node3=127.0.0.1:30305
EOF

AT Z G &M /conf/group_genesis.ini {4

;IR
[group]
group_id=2

[nodes]
node0=127.0.0.1:30300
;U AT S p2pitit
nodel=127.0.0.1:30301
AU AT f p2pitihk
node2=127.0.0.1:30304
WU C B p 2 piti ik
node3=127.0.0.1:30305
;WU T S p2piti it

HRE PR CLE R I IR, SEPRA ™ i AT DB B R e 2% 5 2 P R o 3%

7.2. FHAVERETER 215




FISCO BCOS Documentation, % 7i v2.2.0

P S RIBVACH I meta S {4 N E BT SUET, A Algroup_genesis.inifit & AIHFZH O XL

’./generator -—create_group_genesis ./group

5 ZRFH2 00t X R B A

’cp ./group/group.2.genesis ~/generator—-A/meta/

DL CLE LT 77 /.

TE~/generator-C H 3k FHUT T i &

’cd ~/generator-C

’./generator —--build_install_package ./meta/peersA.txt ./nodeC

HUFCE BT A

’bash ./nodeC/start_all.sh

’ps -ef | grep fisco

# AR

# FILAE RN R

fisco 15347 1 0 17:22 pts/2 00:00:00 ~/generator-A/nodeA/node_127.0.0.1_
—30300/fisco-bcos -c config.ini

fisco 15402 1 0 17:22 pts/2 00:00:00 ~/generator-A/nodeA/node_127.0.0.1_
—30301/fisco-bcos -c config.ini

fisco 15457 1 0 17:22 pts/2 00:00:00 ~/generator-B/nodeB/node_127.0.0.1_
—30302/fisco-bcos -c config.ini

fisco 15498 1 0 17:22 pts/2 00:00:00 ~/generator-B/nodeB/node_127.0.0.1_
—30303/fisco-bcos -c config.ini

fisco 15550 1 0 17:22 pts/2 00:00:00 ~/generator-C/nodeC/node_127.0.0.1_
—30304/fisco-bcos -c config.ini

fisco 15589 1 0 17:22 pts/2 00:00:00 ~/generator-C/nodeC/node_127.0.0.1_
—30305/fisco-bcos -c config.ini

P ARIE T AT R L2

TE~/generator-A H 5k FHUT T ik &

cd ~/generator-A

IR E R E T A, P RRE28I X BRgroup. 2. genesisiRINZE /nodeA T HIFTE 11 A
M

’./generator -—add_group ./meta/group.2.genesis ./nodeA

INIIALASCTT s X tpeersZE BB T 4., It Bfpeersc. txt BT SP2PIEFE IR INZE /nodeA N
FRE 1 M

’./generator -—-add_peers ./meta/peersC.txt ./nodeA

HEHAT A

’bash ./nodeA/stop_all.sh
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bash ./nodeA/start_all.sh

BERA2T HBTRE

BE T A

ps —-ef | grep fisco

# R

# A LLERIN T R

fisco 15347 1 0 17:22 pts/2 00:00:00 ~/generator-A/nodeA/node_127.0.0.1_
—30300/fisco-bcos -c config.ini

fisco 15402 1 0 17:22 pts/2 00:00:00 ~/generator-A/nodeA/node_127.0.0.1_
—30301/fisco-bcos -c config.ini

fisco 15457 1 0 17:22 pts/2 00:00:00 ~/generator-B/nodeB/node_127.0.0.1_
—30302/fisco-bcos -c config.ini

fisco 15498 1 0 17:22 pts/2 00:00:00 ~/generator-B/nodeB/node_127.0.0.1_
—30303/fisco-bcos -c config.ini

fisco 15550 1 0 17:22 pts/2 00:00:00 ~/generator-C/nodeC/node_127.0.0.1_
—30304/fisco-bcos -c config.ini

fisco 15589 1 0 17:22 pts/2 00:00:00 ~/generator-C/nodeC/node_127.0.0.1_
—30305/fisco-bcos -c config.ini

EHET Hlog:
TE~/generator-C H 3k FHUT T ik &

’cd ~/generator-C

’tail -f ./nodex/nodex*/log/logx | grep +++

# an AR

# 1og P FTENA +++Bl 7 A 1EH 4R

info|2019-02-25 17:25:56.028692| [g:2][p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1,tx=0,myIdx=0,hash=833bd983...

info|2019-02-25 17:25:59.058625| [g:2] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1, tx=0,myIdx=0,hash=343b1141...

info|2019-02-25 17:25:57.038284| [g:2][p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1,tx=0,myIdx=1,hash=ea85c27b...

ZEit, BAIEMR T IEPORIPAA - CREERFHEE:
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7.2.7 ¥ RBEAENAACT S INAFEH

R R A DA RAFTREA P ERES G A<, BT RImARE, R~ET

ijll;?ﬂ“ﬁ%‘?éﬂlﬁ\]ﬁi‘m@A\ BRI A, HUECT st AR R BT AN T AN, 7RG LINU AT A
A

TE~/generator-A H 3k FHUT T ik 4

cd ~/generator-A

RIERHH1 BT X IREYIAC
R AT E S B CT A

’./generator —-—add_group ./group/group.l.genesis ~/generator-C/nodeC

HHIFISCO BCOSEAMNSCRFUIFIATH, NHMMCT S Sl XREFER T A -
HEHBCT A

’bash ~/generator-C/nodeC/stop_all.sh

’bash ~/generator-C/nodeC/start_all.sh

Ao &

WU AR B2 & Blisdk, BOAE LIRS G H 6.

EE: S 2RIEAP A& node_deployment . ini ¥ SUBFASEMR T MG WELE, HAA
DNEZFEESG, B R DAL ava

[ PN e Fedn T #k, QiR Rl githubBe R, AT DA — - cdnit i

./generator —--download_console ./ —-cdn
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BEHMCT H4EE

HLAMAME AEH &M ANMECT SN MBS, HFSHE _TFEZTBHR A MAT A
HInodeid, nodeid7E 7 5. 3K Hconfinode . nodeldjlﬁ:

EHENHFICTT H.nodeid:

cat ~/generator-C/nodeC/node_127.0.0.1_30304/conf/node.nodeid

A A

fin A f R
# Al LLERZRLTFU Fnodeid, #H#lG FEHNFEGNZSE
ea2ca519148cafc3e9208d9a8572b4lea2f62d0dl9e99273ee18cccd34ab50079b4ec82fe5f4ae5lbd95 d788811c9715

PR B E MR T R
EE &

cd ~/generator-A/console && bash ./start.sh 1

A # §addobserverfn @R T AIEM WL A, HWPFEHIcatm L BEERBIVICT A
HJnode .nodeid:

addObserver,
—eaz2cab5l9148cafc3e92c8d9%a8572b41ea2£62d0d19e99273eel8cccd34ab50079%04ec82fe5f4ae51bd95dd788811c97

# R
# PUTHIh 2 Rsuccess
$ [group:1]> addObserver,,
—ea2cab519148cafc3e92c8d9a8572b41ea2£62d0d19e99273eel8cccd34ab50079%p4ec82fe5f4ae51bd95dd788811c97
{

"code":0,

"msg":"success"

RHESA

exit

BEHMCT H5EE

HLAAE FHEH & I AN BCH 7SS R RT &, EFSHE —mFEFHR D MAT X
HInodeid, nodeid7E 17 5 3 HFHconfifnode . nodeld)UfF

BEEWICT nodeid:

cat ~/generator-C/nodeC/node_127.0.0.1_30305/conf/node.nodeid

# AR
# AILLE BRI TFU N nodeid, ##E M AR EL NZSE
5d70e046047e15a68aff8e32f2d68d1£8d4471953496fd97b26f1fbdcl18a76720613a34e3743194bd78aa7acbh59b9fada

fif PR F ) B AR R T S
RahE &

cd ~/generator-A/console && bash ./start.sh 1
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fEFHZEH Gaddsealerin @R TR EM N IRT R, P FEM Hlcatin & EER B EHLICT

E@node.nodeld:

addSealer,,

—5d70e046047e15a68aff8e32£2d68d1£8d4471953496£d97b26£1fbdcl8a76720613a34e3743194bd7

# AR
# HUTH I &3 Rsuccess
$ [group:1]> addSealer

{

—5d70e046047e15a68aff8e32£2d68d1£8d4471953496£d97b26£f1fbdcl8a76720613a34e3743194bd7

"code":0,
"msg":"success"

}

RHERIG

exit

BETR

FE~/generator-C H & N UT G d>

cd ~/generator-C

BE T HlogHgroupl{E B

cat nodex/node_127.0.0.1_3030%/1log/1

og* | grep g:1 | grep Report

# AR
# MET M RASFEBTSEE, TNEFS
# logH I~~~ BN SR ZER, g: 1 A

—num=0, sealerIdx=0,hash=9b76de5d. .
—num=1, sealerIdx=3,hash=46b7fl7c..
info|2019-02-26 16:03:44.282927| [g:
—num=2, sealerIdx=2,hash=fb982013..
—num=0, sealerIdx=0,hash=9b76de5d. .
—num=1, sealerIdx=3,hash=46b7fl7c..

info|2019-02-26 16:03:44.282927| [g:
—num=2, sealerIdx=2,hash=fb982013..

infol2019-02-26 16:01:39.914367| [g:1

info|2019-02-26 16:01:40.121075| [g:1

info[2019-02-26 16:01:39.914367| [g:1

info|2019-02-26 16:01:40.121075| [g:1

PAERZ B IRAS AR B

I¥TED H’ﬂ;u

] [p:65544] [CONSENSUS] [PBFT] """"""""Report,
.,next=1,tx=0,nodeldx=65535

] [p:65544] [CONSENSUS] [PBFT] """ """"""Report,
.,hext=2,tx=1,nodeldx=65535

1] [p:65544] [CONSENSUS] [PBFT] """"""""Report,
.,next=3,tx=1,nodeIdx=65535

] [p:65544] [CONSENSUS] [PBEFT] """"""""Report,
.,next=1,tx=0,nodeldx=4

] [p:65544] [CONSENSUS] [PBFT] """ """"""Report,
.,hext=2,tx=1,nodeldx=4

1] [p:65544] [CONSENSUS] [PBFT] """"""""Report,
.,next=3,tx=1,nodeIdx=4

E b FAVER T BRI ERE T R PTE#RIE
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7.3 T#&E
7.3.1 IRIEAK

FISCO BCOS generator {KFfi 41 T :

7.3.2 FT#HL%
T#

’$ git clone https://github.com/FISCO-BCOS/generator.git

727t
G

$ cd generator
$ bash ./scripts/install.sh

RERD LR

$ ./generator -h
# EHNI, Wil usage: generator xxx

7.3.3 HHUT R
BB EGETfisco-beos — i 344 Flmeta

’$ ./generator —--download_fisco ./meta

R T E IR

$ ./meta/fisco-bcos -v
# BRI, Wi F1Sco-BCOS Version : x.x.x-x

7.3. T#HEE 221




FISCO BCOS Documentation, % 7i v2.2.0

PS: A% ST s IR P, R TR BB 1R R ) B me t a SR N BT AT

7.4 BECHF

FISCO BCOS generatorf] fil & S fE./conf3 £ 3R N, FCE U BEA O X A&
Hgroup_genesis.ini FIAERT RELE X Hnode_deployment.ini e

PP X conf U R SUHFIERAE, BCE AT AECE R EKER -

7.4.1 JUEIE X Kmeta

FISCO BCOS generatorfJmeta {3 R T AR SR, FTFEF M fisco beos LiFFil S« #EIEFica.
crt - K*ﬂ*@*ﬂ*@iﬂf:@agency .crt ~ MUBANEHTT SRS - B A XRS5 -

TIE 5 AFE AR 20 T B N cert_p2pip_port.crtfIRSE,  filcert_127.0.0.1_30300.crt «

FISCO BCOS generator & F F7 2 TLECE SO R T ICE RIAE R UES « conf N ECE M, AP T
=R OREN=N - & e

7.4.2 group_genesis.ini

ﬁﬁﬂ%ﬂ&group_genesis LinifIECE, B PEEFSE B % Someta UM TN AR BUHTREAH G HH X BRAUAE SR BT
H, Wgroup.1l.genesiso

[group]

group_id=1

[nodes]

; HEH AN X BR BT S p 2 pith ik
node0=127.0.0.1:30300
nodel=127.0.0.1:30301
node2=127.0.0.1:30302
node3=127.0.0.1:30303

BE: AHEHOHEXRNFEY SMED, WL ARE P FEAT SRES - 45
H: cert_127.0.0.1_30301.crt, cert_127.0.0.1_30302.crt, cert_127.0.0.1_30303.crtflcert_127.0.0.1_30304.crt -

7.4.3 node_deployment.ini

I EMinode_deployment . inifJACE , F 7 A LU F-build_install_packagefii & 7E 5 i€ SUIHF R T 4
BT AN SRR SECE SR - P ECE RS M section [node ] RIN A P FHEA BT SECE SC
K. section [peers]) HFEEERIHALT fp2plE R -

B SR BN R -

[group]
group_id=1

# Owned nodes

[nodeO0]

P2p_1ip=127.0.0.1
rpc_1ip=127.0.0.1
p2p_listen_port=30300
channel_listen_port=20200

(continues on next page)
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jsonrpc_listen_port=8545

[nodel]

P2p_1ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30301
channel_listen_port=20201
jsonrpc_listen_port=8546

BHCY AECERG S, AT IR S EE S R S UL E S -

7.4.4 SR tpl
generator R ST a0 R B TR -

applicationContext.xml # sdkilE CIHFEHR
config.ini # 1A HELE SRR
config.ini.gm # E&TRALE HER
group.i.genesis # HEZHOIH XEELR
group.i.ini # FFADCHRELTENR

start.sh # T AJEBNHAER

start_all.sh # 19 8f0ESShAR T
stop.sh # T EfFIEMIAER

stop_all.sh # 7Rt F LA

generatorEREAT Q1AL ACTY i B AR FL B FOME SRR AR, R ARFEASIRR ST 2R N A TC B ST A A R
BB RAAERCE, AT LU SO N RIS, FafritE ke <, B4 EE X
TR, -

FISCO BCOSHE & FH MR AT LS FISCO BCOSHL B I

7.4.5 T Hp2piEEE X peers.txt

T Hp2piE £ X Mrpeers . txt WA KT A B E U RN IEE N EMYLBA M T S ERER, £F
ﬁﬁbui1d_install_packageﬁ‘ﬁé\ﬁﬂ' . TREIEE S AT ST I R E"]%ﬁp%ﬁ%)ﬂ#peers .
txt, AERRAIATT SECE SO R SR IEZ S 5 HoAh 17 ATl -

%Téﬁﬁgenerate_all_certificatesﬁ”ﬁ/ﬁ\ AP 2RIEEcontBX NES E"Jnode_deployment .
ini MR Fipeers . txt, SKAHHEAMJT A BOIEH B P FFE T804 BN T s fp2piE i 30
RIELERTT, 5 R p2piE RIS T TR

127.0.0.1:30300
127.0.0.1:30301

KSR R Hip:p2p_listen_port
o YRESZHMT RIBER, FERZUH6HH

7.5 BAEFMN
FISCO BCOS generator H&HEZF17 SA R~ #7725 ~ BEEKIS « IEBMHERIRIE, REBANEUT:

7.5.1 create_group_genesis (-C)

BAER B
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$ cp nodeO/node.crt ./meta/cert_127.0.0.1_3030n.crt

$ vim ./conf/group_genesis.ini
$ ./generator —--create_group_genesis ~/mydata

BFHITERSE, S7%E~/mydata 3R A Bimgroup.iniF L & flgroup. i . genesis
ﬁﬁ)ﬁéﬂcﬁiﬁ/ﬂgroup .1.genesi sRINFELE AN X, RIAT SERGHTRELE &I 484 -

HEf#: FISCO BCOS 2.0 &N FLHESH — M EE O H X H .

7.5.2 build_install_package (-b)
BAERHB

$ vim ./conf/node_deployment.ini
$ ./generator —--build_install_package ./peers.txt ~/mydata

BFHATER)E, &7 ~/mydata U N A B2 144 Fnode_hostip_port 3, HEEEIN N ARSS 28 5

BRI FE B A

7.5.3 generate_chain_certificate

$ ./generator —-—generate_chain_certificate ./dir_chain_ca

BT 52 RS B P ] LLEE /dir_chain_ca X N ERIRIEF ca. crt M ca. key -

7.5.4 generate_agency_certificate

$ ./generator —-—generate_agency_certificate ./dir_agency_ca ./chain_ca_dir The_

—Agency_Name

AT 58 B 5 BT LLLE /dir_agency_cal% 15 T A4 B 4% FThe_Agency_Namef) SCHE %, & & M0 B A HLAG IE
:Hagency crt ?ﬁﬂﬂ\%ﬂagency keyo

7.5.5 generate_node_certificate

$ ./generator —--generate_node_certificate node_dir (SET) ./agency_dir node_p2pip_
—port

HUT5ERUE AT AFEnode_dir B412 N AR SSEFnode . crt A A Anode . key »

7.5.6 generate_sdk_certificate

$ ./generator -—-generate_sdk_certificate ./dir_sdk_ca ./dir_agency_ca

AT 58 B AT LTE /dir_sdk_cal# 12 T 4 544 JySDKH SR, 61 & #H B AISDKIE Fnode . crt HIFA

#HAnode . key -
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7.5.7 generate_all_certificates

$ ./generator --generate_all_certificates

./cert

W LR @ 2R IEmeta H & T ca.crt ~ HLEIEFagency.crtFIHLI4 FABHagency. key 4= BOFE B T

SIUET

o WA B ERE A, MITHAERT SR, BEAR .

PUTSERUR RFE Jeer SUIFR N AERCT RV SRIER SR, HH T AIERMET /meta T

7.5.8 merge_config (-m)

{8 F-merge_config i< AT LL& F B 1> config.ini HJp2p section

W A B R fconfig.ini X4 Hp2p section

[p2p]
listen_ip = 127.0.0.1
listen_port = 30300

node.0 = 127.0.0.1:30300
node.l = 127.0.0.1:30301
node.2 = 127.0.0.1:30302
node.3 = 127.0.0.1:30303

B H 3% T Hconfig.ini XX {4 HIp2p section}y

[p2p]
listen_ip = 127.0.0.1
listen_port = 30303

node.0 = 127.0.0.1:30300
node.l = 127.0.0.1:30303
node.2 = 127.0.0.1:30300
node.3 = 127.0.0.1:30301
R LR E SN

[p2p]

listen_ip = 127.0.0.1
listen_port = 30304

node.0 = 127.0.0.1:30300

node.l = 127.0.0.1:30301

node.2 = 127.0.0.1:30302

node.3 = 127.0.0.1:30303

node.4 = 127.0.0.1:30300

node.5 = 127.0.0.1:30301

fiE 7R 1511

$ ./generator —-—-merge_config ~/mydata/node_A/config.ini ~/mydata/node_B/config.ini

15 R B J5 25 Rinode_AFInode_BJconfig.iniHp2p section & 5 ~/mydata/node_B/config.inif*) 3L H

7.5.9 deploy_private_key (-d)

fi Fl—deploy_private_key T LURF 72 T 45 BRAH R B 79 s FABH SN B A i O BC B SO PRl

R

7.5. BIEFH

225




FISCO BCOS Documentation, % 7i v2.2.0

$./generator --deploy_private_key ./cert ./data

. /cert N H 44 Hnode_127.0.0.1_30300, node 127.0.0.1 303011y 3L {4 3 | L4 3 drF ¥ A FA 5
#node key

Jdata N B 4 Mnode_127.0.0.1_30300, node_127.0.0.1_30301 ) & X {43
BT SERUE AT LS Jeert N BN RLAOTT S AN TN /data B BE B SR A

7.5.10 add_peers (-p)

f# F—add_peers A] LAFE 7€ Wpeers U S5 A B AL AT 0T SUEL B SR AP -
fi 7= 1

$./generator —--add_peers ./meta/peers.txt ./data

Jdata F B 4 Fnode_127.0.0.1_30300, node_127.0.0.1_30301 ) & 3 {43
PUTSERUE AT LUK peers XK H EREE B S A /data FETE T SHIBLE X ffconfig. iniH
7.5.11 add_group (-a)

{ Fl—add_group ] LAFE % Wpeers SIS A BN AL AT 0077 mUBCE SRR A -
FER G

$./generator --add_group ./meta/group.2.genesis ./data

Jdata FE % Hnode_127.0.0.1_30300, node_127.0.0.1_30301 KB & 3%
BT SERE AT LU RELH2 S S B S N\ /data N TR 17 A con £ {3

7.5.12 download fisco

{# Fl—download_fiscoR] AFE BB H F N F#ifisco-bcos &I, E WA A LUEH-—cdnfit £
Medn FE -

FER G

’$./generator ——download_fisco ./meta

o

’s./generator —-—download_fisco ./meta —--cdn

HUATSERE &7 /meta 3R R N Eifisco-beos A HUAT gk S0

7.5.13 download_console

{# F—download_console "] AT E I HR T FEHE BEES &, BN LUFH--cdnii £ Medn
Ho o

7R BI:

$./generator --download_console ./meta

19
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$./generator -—-download_console ./meta —--cdn

AT SERLE &7 /meta X F R #Enode_deployment . iniSEAN#EH| & FIELE

7.5.14 get_sdk file

{5 F—get_sdk_file ] LA¥5 € 9 H & T T 3K B # & FlsdkBL B FT 7% 2 fnode . crt ~ node.key- ca.

crt MapplicationContext.xml s
fi 7= 1

$./generator —--get_sdk_file ./sdk

HUT G S 1E /sdk U PR MEnode_deployment . ini B FiRE & S04

7.5.15 version (-v)

5 FH—versionfi & & E Y A HhE LTEMMAS .

$ ./generator --version

7.5.16 help (-h)
FE AT LA - —help i & 2 B BB 4
=Ei]

$ ./generator -h
usage: generator

h] [-v] [-b peer_path data_dir] [-c data_dir]
—-—generate_chain_certificate chain_dir]
——generate_agency_certificate agency_dir chain_dir agency_name]
—-—generate_node_certificate node_dir agency_dir node_name]

—-—generate_sdk_certificate sdk_dir agency_dir] [-g]
——generate_all_certificates cert_dir] [-d cert_dir pkg_dir]
-m config.ini config.ini] [-p peers config.ini]

(-
(
[
(
(
[
(
(-

a group genesis config.ini]

7.5.17 EEHRIEMERX

FISCO BCOS generator ] fTH i & [F] I S FFE # M fisco-bcos, AR, ERUET < AL LLAT
Llogm. EAMEABREDT

E#5F % (-g)
EIRTT - THFR, AR - 75« RO X SA L S MR AR AR AR LS -
AT R

UNgenerate_*_certificated/ERS, HCA-ghn &2 AR I EFHES -
BRAERG:

$ ./generator —--generate_all_certificates ./cert -g
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HfE: iR 42 R EmetaH F T Igmea.crt ~ HLATIE T gmagency.crtFIALH4 FA $H gmagency.key £ AL
FHRL T ASUIES -

o WMRMAPERD ER=ATCH, MITSEERT Sk, BF2IHRE -

A= i ] 2 R A B X R
BVER

$ cp nodeO/gmnode.crt ./meta/gmcert_127.0.0.1_3030n.crt

$ vim ./conf/group_genesis.ini
$ ./generator —--create_group_genesis ~/mydata -g

BFHITERSE, S7E~/mydata X RN A4 Bimgroup.ini P AL E Hgroup . i . genesis
F P4 Igroup. 1. genesisRINRFEM BT X E, RIA]SESOSREA R 484F -

A= Al T L B SR
BAEIR

$ vim ./conf/node_deployment.ini
$ ./generator —--build_install_package ./peers.txt ~/mydata -g

BFHITER)E, %E#mydataj(ﬁ?@?iﬁig/l\% ?'Unode_hostip_port[:’]"]jiﬁ:y%, A B N AR S5 B8 e
BRI R80T

7.5.18 WS¥i%it

FISCO BCOS generator 42 A7 s B E SR AP 4 T N B RV IE A, - AT LLE e Hg AT AL E
B AREEEELEEIREMIE . FISCO BCOS generator2: ¥ monitorfil A< it & 4= 5 17 4 Bt & 1Y
FEE AR, BOXH T8 EE MBI ¥4 Fdata, Mmonitorfifl 4~ 2 7E data H 5% N AImonitor U {3~

FERTT =T

$ c¢d ./data/monitor

F&ET -
1 T SRS, I H AT LU R s A A
2. FREUCT s IR = Aiview (5 8., AW 17 SRR T IEH.
3. oM — o BT A H ST, IR B R R EEERATENE R, MESER I RS,
4

. 878 H B fE i A By, A A B3 RTE BALHE, R, R HEEE(E R, PR S AR
.

BB S EARSS

AFFERT, BrHFERESEEEIRS, X B server® BIRUBTEZ NG|, 7 USZ AL Eserveris

455 B O Rgithublk 5, DURGUEE, 7T LUER A BA W UG A2 S EE R, AR AR-si 4 7T A
¥ E MG A EEEER

R P A EA HEAMRSS, AT UE S monitor.shH fJalarm() { # change http server} PREL, MAEICLELE N
HOHENRS
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helpfii 4

{5 P help T4 B 7 B A 5 50

$ ./monitor.sh -h
Usage : bash monitor.sh
-s : send alert to your address
-m : monitor, statistics. default : monitor .
-f : log file to be analyzed.
-0 : dirpath
-p : name of the monitored program , default is fisco-bcos
-g : specified the group list to be analized
-d : log analyze time range. default : 10 (min), it should not bigger than max,
—value : 60 (min) .
-r : setting alert receiver
-h : help.
example
bash monitor.sh -s YourHttpAddr -o nodes -r your_name
bash monitor.sh -s YourHttpAddr -m statistics -o nodes -r your_name
bash monitor.sh -s YourHttpAddr -m statistics -f node0/log/log_2019021314.log -
—~g 1 2 -r your_name

AR -
o sTREHEEACEMIE, AT E A EE FIRIRSS Wip
o -m REREES, A LIECE PstatisticsFmonitor B FEEL, BRI Fmonitorf = -
o £ 52T Hlog
o -0 TRRET HERIE
o -p WEMTE FIRZFR, ERIA Hfisco-beos
o g FREMTERHAE, BN ERA
o -dlog MRS EVEE, ERA103 BN Hlog, AL 604 8
o r T5E FIRFENCE B
o -h WAL

it FH =
o FEABEAREREERE N TR, AR EICE Alice:

$ bash monitor.sh -s https://sc.ftgqg.com/[SCKEY (BAJGH) ] .send -0 alice/nodes -r_
—Alice

o BRBEASOHEERE N T AER, KRB EICE Alice

$ bash monitor.sh -s https://sc.ftqq.com/[SCKEY (AR M) ] .send -m statistics -o,,
—alice/nodes -r Alice

 FERBASOTEE R T AfEElogff AN 2INEE, KAREICE Alice

S bash monitor.sh -s https://sc.ftqq.com/[SCKEY(%%%JEﬁI%)].send -m statistics —-f_
—node0/log/log_2019021314.1og -g 1 2 -o alice/nodes -r Alice

7.5.19 handshake failed &

FISCO BCOS generator Hiscripts3 £ % Hicheck_certificates.shifl K & & T 7 flogH %
7Rhandshake failedHJFEHERM .
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IR A
R PR EAEM fbuildechain . shAEMEIT AT, AT RUERA BUT fiv & IR BUR: U EI A

$ curl -LO https://raw.githubusercontent.com/FISCO-BCOS/generator/master/scripts/
—check_certificates.sh && chmod u+x check_certificates.sh

15 generator&B & 17 s I 7 AT LU M generator AR H 3K, Mscripts/check _certificates.sh3 R BUREI 7 -

RMUE A 0N

check_certificates. shE"]-tfﬁé%*Eﬁ‘mF’lﬁ%/}ﬁﬁmﬁﬁlgﬂ, DU BT ) R GRS (B IE A3 254746
.

FEFRZR G-

S ./check_certificates.sh -t ~/certificates.crt

Z B I AR B A Ax5004% =X AU E 5, % IE A B B 2 R JRcheck certificates time
successful, WIFRW S RES -

FuEuEP

check_certificates.shHfJ-vii & SMRIEF P18 E PR IE S5 NI IETT Sk -

$ ./check_certificates.sh -v ~/ca.crt ~/node.crt

IER I 28 Ruse ~/ca.crt verify ~/node.crt successful, WIERWSIRRFE -

7.5.20 T HAECEEREE

IREUIA

curl -LO https://raw.githubusercontent.com/FISCO-BCOS/FISCO-BCOS/master/tools/
—check_node_config.sh && chmod u+x check_node_config.sh

i
BT A<, BAR-p e E T AR, MASIRIERE T Kconfig.ini AL B2 5 A R -

bash check_node_config.sh -p node_127.0.0.1_30300
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CHAPTER 8

SDK

FISCO BCOS [X L8 [ 4M #8870, SMERAL S5 F2 7 BE %3 13 FISCO BCOSHE fH: AISDK R i/ FH 1x L 132
. JF&EAFEREE S SEFRENR, EFEMEMNIESHISDK, FISDKERMEAAPLHTEE, Hin]

SEELAS DX BRBE 4R -
*FHER
HAI, SDK#EORSEMPIMEeass (EARRT) -
o BYRIE
- BGRIE- HE - AR
- XHRE~ ERERE - ST - BT
- BEETH
- HERASEW . BSEEE
- HAEH
- MRIXE
- HE
— SDKIAIFIM EIH B 1% (AMOP)
WEEHE

T T R, ERSSDKNE T #H 5 BThEE - JF & fT EHGE A an ATt T LR DI RERI#AE - 4n

TiEEY - WEEN . KELS - AW S - BEHSES.
% & = SDK
HHi, FISCO BCOS#&{f:AISDKEFE:

« JavaSDK (T87€ - DIRESEA - THNEEHIE)

s Python SDK (f& 1E2fH « HNEEHIG)

s Node-js SDK (B HLEEMH . HHEEHG)
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8.1 Java SDK

Web3SDKA] LISCFF DT M T 1~ BT RRE - BERAAREMLZELHENEE - ZHRA (20) B9
AR S0 H 3% F Web3SDK 2.0 % L FAR 7K (5 FISCO BCOS 2.0 % L FRRAGERD), 1.2 xMUA M A SR E &
& Web3SDK 1.2 xiUABIAR I -

2.0+ FERFEELFE
o AL FHFISCO BCOS JSON-RPCHJava API
o THFTIGRE  (Precompiled) A28 H X HbE
o SCRREE DS RO B BE IR it 2 R HE B 5
o SHFFEHESERIERELS)

8.1.1 IAFESK

HE:
o Javafiii s
JDK1.8 53 DL ERRAR, #EF#f# FOracleJDK -

F & : CentOSHJyum T % [JOpenJDKHf />JCE(Java Cryptography Extension), 4 5
FJavaSDKICIE IE H 4 X BRBET A -

o JavaZidE
27 JavalNEALE

* FISCO BCOS [X HEEER T4 72
%:2% FISCO BCOSZ-4E#H:

o WL

16 E Web3SDKGE 2 FIFISCO BCOS T 4. ‘channel _listen_port ‘& 75 fbtelnetifl, Ftelnet[Nil,
BRI 28328 0 1R R 22 2 R

8.1.2 Javapi 5| ASDK

JH 1T gradleEimaven5| ASDKFjava i FH
gradle:

compile ('org.fisco-bcos:web3sdk:2.1.0")

maven:

<dependency>
<groupId>org.fisco-bcos</groupId>
<artifactId>web3sdk</artifactId>
<version>2.1.0</version>
</dependency>

HT 5T LRI solidity i aa il Kjartl, FeZerETavalbi F il gradlefit B S fFbuild.gradle FE I LK
AR B -
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repositories {
mavenCentral ()
maven { url "https://dl.bintray.com/ethereum/maven/" }

R R EiWeb3SDKA K Hflsolcd-al1-0.4.25. Jari@ B8, ALLZ %X BT Rk -

8.1.3 AL &SDK

FISCO BCOSTi S ikl E

FISCO BCOSTEMEXEIBE, HSDKIER: X HL8E T i 75 El T UE P (ca.crt ~ sdk.crt) FIFAEA (sdk key)iH 17 R 7]
NIE - RITEER T ST B Rnodes/${ip}/sdk FHca.crt ~ sdk.crtflsdk.key 4 I 2|7

HRWRIREF, HSDKS T S @ EER A - (RT2. 1A IFISCO BCOST & H & N HAnode.
crtfllnode.key, TR HEML Nsdk.crtHflsdk.key AT FTAISDK)

BB R E

Javaly F FIBC B SO TR ZME R BLE - [E15 RFEMSE, FISCO BCOS 2.0+ AR L A4 fE, SDK#F
ZERERANT SER - K5 LLSpring®ii H #lSpring Boot¥ 1 B A, $RILACETET -

SpringZi HELE

R AtSpringTiil H % TapplicationContext . xmlFALE TR -

<?xml version="1.0" encoding="UTF-8" ?>

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:p="http://
—www.springframework.org/schema/p"
xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://
—www.springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemaLocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx-2.5.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring-aop-2.5.xsd">

<bean id="encryptType" class="org.fisco.bcos.web3j.crypto.EncryptType">
<constructor-arg value="0"/> <!-- 0O:standard 1:guomi ——>
</bean>

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.
—handler.GroupChannelConnectionsConfig">
<property name="caCert" value="ca.crt" />
<property name="sslCert" value="sdk.crt" />
<property name="sslKey" value="sdk.key" />
<property name="allChannelConnections">
<list> </-- BPMHAFERE —bean, BMFHAATUEELZ M A ——>
<bean id="groupl" class="org.fisco.bcos.channel.
—handler.ChannelConnections">
<property name="groupld" value="1" /> </-—
AR groupID ——>
<property name="connectionsStr">
<list>

(continues on next page)

8.1. Java SDK 233



../manual/console.html#jar

FISCO BCOS Documentation, % 7i v2.2.0

[E2))
<value>127.0.0.1:20200</
—value> <!-- IP:channel port ——>
<value>127.0.0.1:20201</
—value>
</list>
</property>
</bean>
<bean id="group2" class="org.fisco.bcos.channel.

—handler.ChannelConnections">

<property name="groupld" value="2" /> </-—
AR groupID ——>

<property name="connectionsStr">

<list>
<value>127.0.0.1:20202</
—value>
<value>127.0.0.1:20203</
—value>
</list>
</property>
</bean>
</list>
</property>
</bean>

<bean id="channelService" class="org.fisco.bcos.channel.client.Service"
—depends—-on="groupChannelConnectionsConfig">
<property name="groupId" value="1" /> </-— FiEEZRHI ——>
<property name="agencyName" value="fisco" /> <!/-- FLENMEE ——>
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
</bean>

</beans>

applicationContext .xmlBLEIFEAMLEA:
« encryptType: E#EIEF K ERINH0)
- 0: MERE®EEIELTT S

-1 FHEZREZEARXRSOTREEG, TEEERMRXSET SEERE TS, EEE
FRFISCO BCOS X i 2+ %1 )

¢ groupChannelConnectionsConfig:
- EEFERERRE, WURE - 82 ME, 8P RARERERAD

- BOHATURE -2 T A, RERHAETY S BEE X FeonfiginiT [rpc] & 57
BJlisten_ip#lchannel_listen_port -

caCertfﬁ3:ﬁﬂiiﬁﬁcaﬁE4@E§%§
sslCert FHTHEESDKHT# F UL 115
ss1KeyH THLESDK T AUIE X B AU FA A BE 12

* channelService: ook ¥R E ¥ YHIDEL ESDKSKE Pr E B OB A . R OE B OB
HID# groupChannelConnectionsConfighit & ¥ (] #f 4HID - SDK% 5 B 4H 1 Bt & 19 7 5 5 & 57
R, NIRRT R EER

B WITEIER, SRl Rele 23, (U2 RES - S5 —IKAEIDEA £ (% flombokiX > T
AR, HHLLT P RERE

)

H

2

i Asetting->Plugins->Marketplace->17:4% % %ELombok plugin
o 3t

NI & Setting-> Compiler -> Annotation Processors -> 4]3%Enable annotation processing
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Spring BootTi H Al &

F 4t Spring BootTl H & Trapplication. ym1IECE W FETR -

encrypt-type: # 0: if, 1. EH#H
encrypt-type: 0

group—channel-connections—-config:
caCert: ca.crt
sslCert: sdk.crt
sslKey: sdk.key
all-channel-connections:
- group-id: 1 #group ID
connections-str:
- 127.0.0.1:20200 # node listen_ ip:channel_listen port
- 127.0.0.1:20201
- group-id: 2
connections-str:
- 127.0.0.1:20202 # node listen_ip:channel_listen_port
- 127.0.0.1:20203

channel-service:
group-id: 1 # sdkSEFRifEfEaiEa
agency-name: fisco # HUIE%HN

oy
o

application.ymlfit & Wi SapplicationContext.xmlfit & Wi M X N , 1# 4 4
FapplicationContext .xmlECE A -

8.1.4 ¥ SDK
Springi B 7 & #8551
Vi FHSDKHIAPI(Z% Web3SDK API%| %% & 5 2 114 5% 1) [X L B8 -

i FISDK Web3j/API

AL E SO, SDKE X HLBETT S VER, KEweb3jX 5, HRIEWeb3jxf R iHFHFEAPI. REICHE
R

/B ELE S, SsDRS R HET S

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml") ;

Service service = context.getBean (Service.class);

service.run () ;

ChannelEthereumService channelEthereumService = new ChannelEthereumService () ;

channelEthereumService.setChannelService (service) ;

/ /KRB web3 531 5

Web3j web3j = Web3j.build(channelEthereumService, service.getGroupId());
/ /381 web3 X G AP I 1 get B1ockNumber

BigInteger blockNumber = web3j.getBlockNumber ().send () .getBlockNumber () ;
System.out.println (blockNumber) ;

.  SDKANHE AT 5 8 BB 18] BRA R60Fr , Bleo®h B W 2 22 S R, HIWr A #E S « % E ] DL
jdChannelEthereumServiced#fTi%E, R~HIWT:

// WEZSBEEER 100000ZF, Bl1008)
channelEthereumService.setTimeout (100000) ;
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i FISDK Precompiledff]API

INEECE S, SDKS X HEETT S %4z - FKEUSDK Precompiled ServiceX %, Wi FHRAIAPI- 7~
KA F-

//ERECE M, sprS XHRBETT SEALERE, FKillweb3 7AW 5

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml") ;

Service service = context.getBean (Service.class);

service.run () ;

ChannelEthereumService channelEthereumService = new ChannelEthereumService();

channelEthereumService.setChannelService (service) ;

Web3j web3j = Web3j.build(channelEthereumService, service.getGroupId());

String privateKey =
—"b83261efad2895¢c38c6c2364cal878£43e77£3cddbc922bf57d0d48070£79feb6";

/ /FEREINERIK P FAH, R TR 5% 4

Credentials credentials = GenCredential.create (privateKey);

/ /KRB SystemConfigServiceXf %

SystemConfigService systemConfigService = new SystemConfigService (web3j,
—credentials);

//iBiL SystemConfigServiceX ZHAPTH; d set ValueByKey

String result = systemConfigService.setValueByKey ("tx count_limit", "2000");

//iBId web3 3T G W HAPIHE O get SystemConfigByKey

String value = web3j.getSystemConfigByKey ("tx_count_limit") .send() .
—getSystemConfigByKey () ;

System.out.println (value) ;

[

B H AR E SR P

sdk AR AL Sy Be— PAMEIK 7, T FENL O — AN - 7 1% -

/ /B3 NI

EncryptType.encryptType = 0;

//OEE SN, T [E R R BETT S A TS 5 2 E Ak P
// EncryptType.encryptType = 1;

Credentials credentials = GenCredential.create();
/ /M P ik

String address = credentials.getAddress();

/ /M FAER

String privateKey = credentials.getEcKeyPair ().getPrivateKey().toString (16);
/ /MR
String publicKey = credentials.getEcKeyPair () .getPublicKey () .toString(16);

i FH T E RSN BRI

/ /TRIEFERE SN P ANER 5 8 S MR I P

Credentials credentials = GenCredential.create (privateKey);
JIE=1 N7 DS

0 SE T K A B R get _accounts . shAE AL T PEMELPKCS 124 = K 7 FAEA SC (K P A= BRI AR
A ES I A S0, AT DUE S N EPEMELPKCS 121k P FASASCHE R K 7 - InEFASAA 1
2. PI2ManagerfIlPEMManager, =M, P12Managerf T INEPKCS12#% =0 IFAEA S 4, PEMManagerf
FInEPEMAS T AIFABH S -

 P12Managerf{%%4f]:  EapplicationContext.xmlH it B PKCS 12 /7 FIFASA SCAF B AR A1 20
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<bean id="pl2" class="org.fisco.bcos.channel.client.P12Manager" init-method="load"
>

<property name="password" value="123456" />

<property name="pl2File" value=
—"classpath:0x0fc3c4bb89bd90299db4c62be0174c4966286c00.pl2" />
</bean>

T A&

//I#Bean

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml");

Pl2Manager pl2 = context.getBean (P1l2Manager.class);

/ARSI ECKeyPair, BRTEET" p1 2k 7 LIS E

ECKeyPair pl2KeyPair = pl2.getECKeyPair (pl2.getPassword());

/ /A7t R R AL AN A
System.out.println("pl2 privateKey: " + pl2KeyPair.getPrivateKey().toString(l6));
System.out.println("pl2 publicKey: " + pl2KeyPair.getPublicKey ().toString(16));

//Eiweb3sdkfEHEICredentials

Credentials credentials = GenCredential.create (pl2KeyPair.getPrivateKey ().
—toString(16));
System.out.println("pl2 Address: " + credentials.getAddress());

» PEMManager 5 F 2151
fEapplicationContext.xmlF AL EPEMMK - HIFAEA S 1 B4 12

<bean id="pem" class="org.fisco.bcos.channel.client.PEMManager" init-method="load"
>

<property name="pemFile" value=
—"classpath:0x0fc3c4bb89bd90299db4c62be0174c4966286c00.pem" />
</bean>

(RN

/ /I Bean

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext-keystore-sample.xml");
PEMManager pem = context.getBean (PEMManager.class);

ECKeyPair pemKeyPair = pem.getECKeyPair();

/ /A7t R ER AL AN A
System.out.println ("PEM privateKey: " + pemKeyPair.getPrivateKey ().toString(16));
System.out.println ("PEM publicKey: " + pemKeyPair.getPublicKey () .toString(16));

/ /M web3sdkfFficredentials

Credentials credentialsPEM = GenCredential.create (pemKeyPair.getPrivateKey () .
—toString(16));

System.out.println ("PEM Address: " + credentialsPEM.getAddress());

BT SDKHEHFHEN
W& Java s 2

Pl R — R T TR A LI TR, 7 9T £ 8 Solidity LTS HARIE Wlava S LTS HE, BAER T
HEHXE
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HEHEHEN

SDKIIZ L INREZ BB/ INE ALY, WERAGYMERED, SRS INGE . FE S Hlavad 4y
K fdeploy 715, TKEALIN G - @it LIS AT uﬂﬂﬂgetContractAddressﬁ&TEX*LK%/\Q’JE’]ﬂﬂiﬂ:l«)
SRR AE QI EA T VESE BN S5 ThRE - (RGN CHRE, NNEHRE 1A 2tk 7T PAE Fload 77 ¥ N
HAEYNR, W HAZENRIMERTTE -

//EELE M, sdk 5 REEET M TR, Killweb3 i35

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml") ;

Service service = context.getBean (Service.class);

service.run () ;

ChannelEthereumService channelEthereumService = new ChannelEthereumService () ;

channelEthereumService.setChannelService (service) ;

channelEthereumService.setTimeout (10000) ;

Web3j web3j = Web3j.build(channelEthereumService, service.getGroupId());

/ NER TR BRI G405 %

BigInteger gasPrice = new BigInteger ("300000000");

BigInteger gasLimit = new BigInteger ("300000000");

String privateKey =
<ﬁ"b8326lefa42895c38c6c2364ca878f43e77f3cddbc922bf57d0d48070f79feb6";

//ARESNRIR PR, ATRS%%

Credentials credentials = GenCredential.create (privateKey) ;

/ SEREEY

YourSmartContract contract = YourSmartContract.deploy(web3j, credentials, new_
—StaticGasProvider (gasPrice, gasLimit)) .send();

/ AREA LRI E A

//YourSmartContract contract = YourSmartContract.load(address, web3j,
—credentials, new StaticGasProvider (gasPrice, gasLimit));

/ /R ELITTER AL S

TransactionReceipt transactionReceipt = contract.someMethod (<paraml>, ...).
—send () ;

/ /BRELTTEE LA LIETRIRE

Type result = contract.someMethod (<paraml>, ...).send();

Spring Boot¥i B Jf & #55|

Ffitspring-boot-starter~FI T H 5% . Spring Boot™i H 7 & 5 SpringWil H F & R, HEZEXFHETE
BT ARES  ZoRFIm B R RN R, BARAS %R 551 H AREADME Y -

SDKHE # DR f#

o HIESM: FISCO BCOSX &SR HE B HE L, HEEZMRAIFISCO BCOSX Mt 1E 5% [ 7 1
Fit-

B H = fE . applicationContext.xml/application.yml@ﬂ B X B ¢
FrencryptTypeBIHEIZE N -

o IEFHFHcencredential RGEH TEZEMIEEE), Ccredential HiEH TII#EIEE %R
£

= 2 B SDK VA F APIfY 77 30 5 3% 5 AR SDK VA FH APIR 77 =CAH R, H 2 7 7E T [E 2R SDK 75 2 A 1l [E 25 i
HJava S S o G EZRR A Tava S ) 02 2 X H .

8.1.5 Web3SDK API

Web3SDK APIF 5 JyWeb3j APIFIPrecompiled Service API. H FWeb3j APIF] LA i) [X B 5% +H 5% AR
X, AEMERZSHEE; Precompiled Service APTA] DUEHE X HREEAH I HE B LA SEENAE € T RE -
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Web3j API

Web3j APLZE FHweb3j% % i F FIFISCO BCOSHIRPC API, HAPIZ #7 5RPC APIFH[E, Z#%RPC APIL
=R

Precompiled Service API

9 1% & £ 2FISCO BCOSJE /2 i if C++L LA — P mi AR BE & ?@ SDK E # it 7 g 1 & £ Xf B
Javat O, 1 &8 8 X SJavadZ O S T H R BRIEG S, REESG, Z2HEGH G T
i SDKTE{ Precomplledﬁ' N fService s, 4 Bl A& 40 A7 2042 #l AN FR A 3¢ B PermissionService, CN S*E *
fICnsService, R 4¢JE 4L & H % BSystemConfigService f 17 5, 35 2 Fitl H M < ConsensusService - #H K45
WiS1ES%: Precompiled Service API £ i%H5

PermissionService

SDKFE AR 73 A1 w2 AR A SCHF . PermissionService F] LABC EAURIF R, H AP T :

+ public String grantUserTableManager(String tableName, String address): 1R F - % 2 15 MBIk
FHbEENRER -

* public String revokeUserTableManager(String tableName, String address): R 7 % 2 f4M
T P kb 25 BR AR S, -

* public List<PermissionInfo> listUserTableManager(String tableName): R H 7 &£ % EIHXE R
PRI RN R (FFR 10 T 6 & MR P bk A Ak &)

+ public String grantDeployAndCreateManager(String address): & 7MNE0IK P #i kit FO36E-A 20 F4)

R PR -

* public String revokeDeployAndCreateManager(String address): 75 FR7MERIK P i hik 350 & & 20 A0
B PR -

« public List<PermissionInfo> listDeployAndCreateManager(): £ ifj 75 &8 & & 2O - # AL
FRATABRIE SR -

* public String grantPermissionManager(String address): 3 /i1 5MiBI = Hohk AOEEEA PR AIALRR -

* public String revokePermissionManager(String address): FZFRIMiBI 7 #tik A EEA PR AR -
* public List<PermissionInfo> listPermissionManager(): ZiH1G & HAR AR IC TS % -

* public String grantNodeManager(String address): 3 1~MERIK = H kb A0 S & FRALRR -

* public String revokeNodeManager(String address): F5FRZNIIK #0755 & AR -

+ public List<PermissionInfo> listNodeManager(): A 71 &I RICRKSIFE -

+ public String grantCNSManager(String address): 3/ 750K P 3tk A5 FH CNS AR -

+ public String revokeCNSManager(String address): 2 FR7MNE0IK P #ihk 75 FHCNS AR -

* public List<PermissionInfo> listCNSManager(): £ #i5 {# FHCNSHIARID % 51 % -

+ public String grantSysConfigManager(String address): 321/ MRIK 7 ik 0 R A SECEHUR -
+ public String revokeSysConfigManager(String address): 2RI 7 Hihk 9 RS ECE FRAE -
+ public List<PermissionInfo> listSysConfigManager(): IR 25 S5 EH I RICES % -

CnsService

SDKIRMHSTCNSHI 4 « CnsServiceT] LIEEECNSE B, HAPIAIF:

« String registerCns(String name, String version, String address, String abi): RIFS% « GLMUK
5 AYHHERTA ZabiiE FCNSF S, -
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+ String getAddressByContractNameAnd Version(String contractNameAndVersion): R & & 24 Fl
BARAT (LB MENRASHIEE SER BRI - FRESMAS, BAERE
DB

+ List<CnsInfo> queryCnsByName(String name): RES 2% EIHCNSEE -

+ List<CnsInfo> queryCnsByNameAndVersion(String name, String version): R E & 2% 1420
RS HEICNSIF R -

SystemConfigService

SDK#E fit %F R 4 I & B L ¥F - SystemConfigService?] DL it B R B @ M EH ( H Al X
Frtx_count_limitFltx_gas_limit/ B L% E) | HAPIUIT:

* String setValueByKey(String key, String value): RIE S & EX N AE (BBENNAE, 5
% Web3j APIH [getSystemConfigByKey#: 1) -

ConsensusService

SDK X 17 5 S ECE A SCHF - ConsensusService ] LUK BT R KT, HAPIAI T :
* String addSealer(String nodeld): HRE7 fFiNodeI DI E N R 7 s A AT A
« String addObserver(String nodeld): HR¥E ™7 5 NodeID & & X B 17 & WAL T & .
+ String removeNode(String nodeld): R 7 5 NodelD 5 & X v 7 5 I 19 /5,

CRUDService

SDKHZ EXTCRUD S MU )/ E /Y 32 FF - CRUDService A] LAGIEES , W78 I Be & #:/E, E AP
T

« int createTable(Table table): f#E%, BEEXRNF . EXNEFELZEERY, FHTERLMEA
i&ﬁ; Hrpb, HMFE A& U SGES S RRIHEN TR £ - REQIERIPIRSE, &EHoMIT
R -

« int insert(Table table, Entry entry): ffi A0k, RN RHMEnry SR . BN ETFEXERLM
EH{E; EntryfmapXf %, RMIHAMNFELMFEAE . BREFHAFICRE .

« int update(Table table, Entry entry, Condition condition): F#7i03%, RIALE XI5, EntryXf 5
FCondtion¥f % - KX ZFHEXERLZMEMRE; EntryfmapXf 5, REFEFHFEHANTE
{H; Condition®f FARFRMHRG, 7] IR E HEFHRIVLELSE M - 1R B EHAICREL -

* List<Map<String, String>> select(Table table, Condition condition): i3k, At F X R
FCondtion¥f % - KX RTRE R ERLAMIER(E,; Conditiont FEFKMEX S, A LLIKEEIAH
PCRCSAF - IREIEIRANEE -

« int remove(Table table, Condition condition): FZFRIEK, RMALFEXTH M Condtion¥f H - FXREE
WERLMFME; Condition¥ FEsc x4, AILLXEBERMILELSE - REIFERINCREL -

+ Table desc(String tableName): RIEXLZTHENEE, TEASROERMEMBEEFE - &
EFER, FEAERAFHRFESMEMEEFES -

8.1.6 35 f#MT

FISCO BCOSIIAZ Gyt — BURAE X IRBE RGN REE, HTHESL, AHANRO, %FafynE
A LUCE BB, T IMER S . SR STINE R RSB, 725 BRI S I RAFAE X IR
B, AT ERZHPUTERERIIER, WERE . HE . HENgsES . AT LIRS EHAE
W B, HIER 5 R TER -
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T EHE S = REFE, 45 Zinput, output , logs:
55 AT D RERE B FH P AT =B M json B3 FlljavaXf 5 -

B O

ﬁﬁ%f@%ﬁéorg.fisco.bcos.web3j.tx.txdecode, ﬁﬁﬂTransactionDecoderFactoryIﬂ—gé

@ﬁﬁ&%@ﬁ*ﬁ‘?ﬁ%"ﬂransactionDecoder, N

1. TransactionDecoder buildTransactionDecoder (String abi, String bin);

abi: A 4IHIABI
bin: A%bin, HLMHH, AJUEBEAZSFEFH

2. TransactionDecoder buildTransactionDecoder (String contractName) ;

contractName: SN LW, ENHMIRE X T #solidityH R, FRX S H XA NI
fEsolidity Hx, T E ALK G BT 5

AN F Transact ionDecoder B 3%

1. String decodeInputReturnJson (String input)

fEMTinput, K5 REFE NjsonFAFEH, jsontE T

{"data": [{"name":"","type":"","data":} R ],"function":"","methodID":""}

function : FREUE A F4F &

methodID : PREGETESS

. InputAndOutputResult decodeInputReturnObject (String input)

f#HTinput, X [E|Objecttf %, InputAndOutputResultZ5H:

public class InputAndOutputResult {

private String function; // RS

private String methodID; // methodID

private List<ResultEntity> result; // iR[HFFE
}

public class ResultEntity {

private String name; // TFEHW, WiToutputiREIN, HAZSFHF &
private String type; /) FERR
private Object data; // TEIH

}

. String decodeOutputReturndson (String input, String output)

@?*ﬁoutput, l{%iﬁ%ﬁﬁﬁjson—?ﬁ‘ B, ¥ [Fldecode InputReturndson

. InputAndOutputResult decodeOutputReturnObject (String input, String

output)
@t Toutput, 3R[Eljava Object 5t

. String decodeEventReturndson (List<Log> logList)

fEtTeventdlI SR, Fr4ERE NjsonFATE, jsonfh =

{"event1ZZ": [[{"name":"", "type":"","data":}...]...], "event2ZF & " [[{"name":"",
—"type":"", "data":}. .0 01000}

. Map<String, List<List<ResultEntity>>> decodeEventReturnObject (List<Log>

logList)
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fEfTeventd| R, 1K [Fljava Map*f 4, key HeventZ: L FFFH, List<ResultEntity>H 5 HH
eventZHIIE List<List<ResultEntity>>%ﬂ—<$4\§5]Ef[/)L@,/E’:g/l\event

TransactionDecoderXfinput, outputflevent logs¥s] 43 7l #& fit iX EljsonF FF & FjavaXl F #) 77
1% o jsonFAF BB % P b FREE , javaXt G 7 (8 AR S5 v b PRERE -

i
PlTxDecodeSample &4 N H Ui BAHEE O A1 F .

pragma solidity 70.4.24;
contract TxDecodeSample
{

event Eventl (uint256 _u,int256 _i,bool _b,address _addr,bytes32 _bs32, string _
—s,bytes _bs);

event Event2 (uint256 _u,int256 _i,bool _b,address _addr,bytes32 _bs32, string _
—s,bytes _bs);

function echo (uint256 _u, int256 _i,bool _b,address _addr,bytes32 _bs32, string,
—_s,bytes _Dbs) public constant returns (uint256,int256,bool, address,bytes32,
—string,bytes)
{
Eventl(_u, _i, _b, _addr, _bs32, _s, _bs);
return (_u, _i, _b, _addr, _bs32, _s, _bs);

function do_event (uint256 _u,int256 _i,bool _b,address _addr,bytes32 _bs32,
—string _s,bytes _bs) public
{
Eventl(_u, _i, _b, _addr, _bs32, _s, _bs);
Event2(_u, _i, _b, _addr, _bs32, _s, _bs);

ffHbuildTransactionDecoder B TxDecodeSample &L AIBNTIF 5«

// TxDecodeSampJGQ@@ABI

String abi = "[{\"constant\":false, \"inputs\": [{\"name\":\"_u\",\"type\":\"uint256\
<", AN "name\" :\"_i\", \"type\":\"int256\"}, {\"name\":\"_b\",\"type\":\"bool\"}, {\
—"name\":\"_addr\",\"type\":\"address\"}, {\"name\":\"_bs32\",\"type\":\"bytes32\"}
—, {\"name\":\"_s\",\"type\":\"string\"}, {\"name\":\"_bs\",\"type\":\"bytes\"}],\
—"name\":\"do_event\",\"outputs\":[],\"payable\":false, \"stateMutability\":\
—"nonpayable\", \"type\":\"function\"}, {\"anonymous\":false, \"inputs\": [{\"indexed\
—":false, \"name\":\"_u\",\"type\":\"uint256\"}, {\"indexed\":false, \"name\":\"_i\",
S\"type\":\"int256\"}, {\"indexed\":false, \"name\" :\"_b\",\"type\":\"bool\"}, {\
—"indexed\":false, \"name\":\"_addr\", \"type\":\"address\"}, {\"indexed\":false, \
—"name\":\"_bs32\",\"type\":\"bytes32\"}, {\"indexed\":false, \"name\":\"_s\",\
—"type\":\"string\"}, {\"indexed\":false, \"name\":\"_bs\",\"type\":\"bytes\"}],\
—"name\":\"Event1\", \"type\":\"event\"}, {\"anonymous\":false, \"inputs\": [{\
—"indexed\":false, \"name\":\"_u\",\"type\":\"uint256\"}, {\"indexed\":false, \"name\
ST \"_iN", \"type\":\"int256\"}, {\"indexed\":false, \"name\" :\"_b\",\"type\":\"bool\
—"}, {\"indexed\":false, \"name\":\"_addr\",\"type\":\"address\"}, {\"indexed\
—":false, \"name\":\"_bs32\",\"type\":\"bytes32\"}, {\"indexed\":false, \"name\":\"_
<s\", \"type\":\"string\"}, {\"indexed\":false, \"name\":\"_bs\",\"type\":\"bytes\"}
—]1,\"name\":\"Event2\", \"type\":\"event\"}, {\"constant\":true, \"inputs\": [ {\"name\
<" \"_u\", \"type\":\"uint256\"}, {\"name\":\"_i\",\"type\":\"int256\"}, {\"name\" :\
<" P\", \"type\":\"bool\"}, {\"name\":\"_addr\",\"type\":\"address\"}, {\"name\":\"_
—bs32\", \"type\":\"bytes32\"}, {\"name\":\"_s\",\"type\":\"string\"}, {\"name\":\"_
—bs\", \"type\":\"bytes\"}],\"name\":\"echo\", \"outputs\": [{\"name\":\"\", \"type\
<" \"uint256\"}, {\"name\":\"\",\"type\":\"int256\"}, {\"name\":\"\", \"type\":\
—"booI\"}, {\"name\":\"\",\"type\":\"address\"}, {\"name\":\"\", \"type\":\"bytes32\
<"}, {(\"name\":\"\", \"type\":\"string\"}, {\"name\":\"\", \"type\":\"bytes\"}],\

—"payable\":false, \"stateMutability\":\"view\", \"type\":\"function\" {continues on next page)
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&L

String bin = "";
TransactionDecoder txDecodeSampleDecoder
—buildTransactionDecoder (abi, bin);

TransactionDecoderFactory.

f@Hrinput
V| Hfunction echo (uint256 _u,int256 _i,bool _b,address _addr,bytes32
_bs32, string _s,bytes _bs) ¥ H , ¥ A % # H[ 111111 -1111111 false

0x692a70d2e424a56d2c6c27aa97d1a86395877b3a abcdefghiabcdefghiabcdefghiabhji
FISCO-BCOS nice ]

// function echo (uint256 _u,int256 _i,bool _b,address _addr,bytes32 _bs32,
—Ss,bytes _bs)

String input
—"0x406d373b000000000000000000000000000000000000000000000000000000000001L207fffEfEL T

"w.
’

String jsonResult txDecodeSampleDecoder.decodelnputReturndson (input) ;
InputAndOutputResult objectResult txDecodeSampleDecoder.
—decodeInputReturnObject (input) ;

System.out.println("Jjson => \n" + JjsonResult);
System.out.println("object => \n" + objectResult);

string _

—

i i o i s i e e i

i

json =>

{
"function": "echo (uint256,int256,bool,address,bytes32,string,bytes)",
"methodID": "0x406d373b",
"result": [

{

" "

"name": "_u
"type": "uint256",
"data": 111111

b

{
"name": "_i",
"type": "int256",
"data": -1111111

}I

{
"name": "_Db",
"type": "bool",
"data": false

}I

{
"name": "_addr",
"type": "address",
"data": "0x692a70d2e424a56d2c6c27aa97d1a86395877b3a"

b

{
"name": "_bs32",
"type": "bytes32",
"data": "abcdefghiabcdefghiabcdefghiabhji"

}I

{
"name": "_s",
"type": "string",
"data": "FISCO-BCOS"

}

(continues on next page)
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llname n . n bS n ,
lltype" . "bytes",
"data": "nice"

object =>
InputAndOutputResult [
function=echo (uint256,
int256,
bool,
address,
bytes32,
string,
bytes),
methodID=0x406d373b,
result=[

ResultEntity|
name=_u,
type=uint256,
data=111111

:|I

ResultEntity|
name=_1i,
type=int256,
data=-1111111

1,

ResultEntity|[
name=_D,
type=bool,
data=false

1y

ResultEntity|[
name=_addr,
type=address,
data=0x692a70d2e424a56d2c6c27aa97d1a86395877b3a

:|I

ResultEntity|
name=_bs32,
type=bytes32,
data=abcdefghiabcdefghiabcdefghiabhiji

1y

ResultEntity|
name=_s,
type=string,
data=FISCO-BCOS

1y

ResultEntity|[
name=_Dbs,
type=bytes,

data=nice

fi#Hroutput

V] M function echo (uint256 _u,int256 _i,bool _b,address _addr,bytes32
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_bs32, string _s,bytes _bs) ¥ O , ¥ A % ¥ A 111111 -1111111 false
0x692a70d2e424a56d2c6c27aa97d1a86395877b3a abcdefghiabcdefghiabcdefghiabhiji
FISCO-BCOS nice ], echot® I EERHIARE, FitiRESH AMHEFE

// function echo (uint256 _u, int256 _i,bool _b,address _addr,bytes32 _bs32, string,,
—~_sS,bytes _bs) public constant returns (uint256,int256,bool,address,bytes32,
—string,bytes)

String input =
—"0x406d373b000000000000000000000000000000000000000000000000000000000001 20 7fffffffffffffffffffsf

—

String output =
—~""0x000000000000000000000000000000000000000000000000000000000001L20 7 fEfffffffffffEfFfFffEffffff e

=";

String jsonResult = txDecodeSampleDecoder.decodeOutputReturndson (input, output);
InputAndOutputResult objectResult = txDecodeSampleDecoder.
—decodeOutputReturnObject (input, output);

System.out.println("Jjson => \n" + JjsonResult);

System.out.println ("object => \n" + objectResult);

EE

json =>

{
"function": "echo (uint256,int256,bool, address,bytes32,string, bytes) ",
"methodID": "0x406d373b",
"result": [

{
"name" : " H,
"type": "uint256",
"data": 111111

"name": "",
"type": "int256",
"data": -1111111
b
{
"name": "",
"type": "bool",

"data": false

"name": "",

"type": "address",

"data": "0x692a70d2e424a56d2c6c27aa97d1a86395877b3a"
} ’
{

"name": "",

"type": "bytes32",

"data": "abcdefghiabcdefghiabcdefghiabhiji"
by
{

"name": "",

"type": "string",

"data": "FISCO-BCOS"
b
{

"name": "",

"type": "bytes",

"data": "nice"

(continues on next page)
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object =>
InputAndOutputResult [
function=echo (uint256,
int256,
bool,
address,
bytes32,
string,
bytes),
methodID=0x406d373Db,
result=[
ResultEntity|
name=,
type=uint256,
data=111111
1y
ResultEntity|[
name=,
type=int256,
data=-1111111
1y
ResultEntity|
name=,
type=bool,
data=false
:|I
ResultEntity|
name=,
type=address,
data=0x692a70d2e424a56d2c6c27aa97d1a86395877b3a
1y
ResultEntity|[
name=,
type=bytes32,
data=abcdefghiabcdefghiabcdefghiabhiji
1y
ResultEntity|[
name=,
type=string,
data=FISCO-BCOS
:|I
ResultEntity|
name=,
type=bytes,
data=nice

fi#Hrevent logs

I Hfunction do_event (uint256 _u,int256 _i,bool _b,address _addr,bytes32
_bs32, string _s,bytes _bs) ¥ O , ¥ A % # H[ 111111 -1111111 false
0x692a70d2e424a56d2c6c27aa97d1a86395877b3a abcdefghiabcdefghiabcdefghiabhiji
FISCO-BCOS nice 1, fBHTZC5F Klogs
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// transactionReceipt N do_event#E A 5 EH

String jsonResult = txDecodeSampleDecoder.decodeEventReturnJson (transactionReceipt.
—getLogs());

String mapResult = txDecodeSampleDecoder.decodeEventReturnJson (transactionReceipt.
—getLogs());

System.out.println("Jjson => \n" + JjsonResult);
System.out.println ("map => \n" + mapResult) ;

LER.

json =>
{
"Eventl (uint256, int256,bool, address,bytes32, string,bytes)": [
[

n name n . n u n ,
"type": "uint256",
"data": 111111,
"indexed": false

llname n . n l n ,
"type": "int256",
"data": -1111111,

"indexed": false

llname n . n b" ,
"type": "bool",
"data": false,
"indexed": false

"name": "_addr",
"type": "address",
"data": "0x692a70d2e424a56d2c6c27aa97d1a86395877b3a",

"indexed": false

"name": "_bs32",
"type": "bytes32",
"data": "abcdefghiabcdefghiabcdefghiabhji",

"indexed": false

llname n . "75 n ,
"type": "string",
"data": "Fisco Bcos",

"indexed": false

llname": n bS",
lltype" . "bytes" ,
"data": "sadfljkjkljkl",

"indexed": false

]

1/

"Event2 (uint256, int256,bool, address,bytes32, string,bytes)": [
[

(continues on next page)
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&L

"name": "_u",
"type": "uint256",
"data": 111111,
"indexed": false

1

"name": "_1i
"type": "int256",
"data": -1111111,

"indexed": false

llname n : 'l_b " ,
lltypell: llbool",
"data": false,
"indexed": false

"name": "_addr",
"type": "address",
"data": "0x692a70d2e424a56d2c6c27aa97d1a86395877b3a",

"indexed": false

"name": "_bs32",
"type": "bytes32",
"data": "abcdefghiabcdefghiabcdefghiabhiji",

"indexed": false

"name": "_s",
thpeu: "string",
"data": "FISCO-BCOS",

"indexed": false

llname n : n” bs n ,
lltypell . llbytesll,
"data": "nice",

"indexed": false

map =>

{
Eventl (uint256,
int256,
bool,
address,
bytes32,
string,
bytes) =1

[

ResultEntity|[
name=_u,
type=uint256,
data=111111

:| 14

ResultEntity|

(continues on next page)

248

Chapter 8. SDK




FISCO BCOS Documentation, & 7i v2.2.0

name=_1,
type=int256,
data=-1111111

I

ResultEntity|
name=_b,
type=bool,
data=false

:|I

ResultEntity|
name=_addr,
type=address,
data=0x692a70d2e424a56d2c6c27aa97d1a86395877b3a

1y

ResultEntity [
name=_bs32,
type=bytes32,
data=abcdefghiabcdefghiabcdefghiabhiji

I

ResultEntity|
name=_s,
type=string,
data=FISCO-BCOS

:|I

ResultEntity|
name=_bs,
type=bytes,
data=nice

]
1y
Event?2 (uint256,
int256,
bool,
address,
bytes32,
string,
bytes) =1

[

ResultEntity|
name=_u,
type=uint256,
data=111111

I

ResultEntity|
name=_1i,
type=int256,
data=-1111111

1,

ResultEntity|[
name=_b,
type=bool,
data=false

I

ResultEntity|
name=_addr,
type=address,
data=0x692a70d2e424a56d2c6c27aa97d1a86395877b3a

1y

ResultEntity|
name=_bs32,

(continues on next page)
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type=bytes32,
data=abcdefghiabcdefghiabcdefghiabhji

:| 14

ResultEntity|
name=_s,
type=string,
data=FISCO-BCOS

I

ResultEntity [
name=_Dbs,
type=bytes,
data=nices

8.1.7 BN FE %
e
BN E LT RER M T SN E GRS HENE], PR S & NG R, 7EE R P

KIEWSHNEFRZE, T ARIEERSECHER X RTEEWEvent Loglt Tk, FeER D A%
EEgnk B

TN

HPWEST R EET Channe LTI . ZEDA=PME: EMHER, TAESE, Event LoghiiE

T K

2 3 A9 K % Eventt ik AT TG K

// request sample:

{

"fromBlock": "latest",
"toBlock": "latest",
"addresses": [

"Oxca5ed56862869c25dalbdfl186e634aac6cb36lee”
]I
"topics": [
"0x91c95f04198617c60eaf2180fbca88fcl192db379657df0ed12a9f7dddebbed5d"
]I
"groupID": "1",
"filterID": "bb3ledec086c48el18f21cb994e2e5967"

filerlD: FAFERER BIOERM—, PR —RKIEMMES

o groupID: FHFEHRA, FFAID

fromBlock: HEIEFAFH, WIHIGXER - “latest” 2 BijtR =

toBlock: HEFEFAFH, HAXH . “latest” LbFEE Y Fi T, RS HFHX R

o addresses: FRFAHEE FAEEHE: FRHBRRREDGAMIE, BHANZ AN LHE, HEHTLL
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« topics: FATERRMELELHRE: FAFELRH Mropic, HHNZE Iopic, FAHFUNZ
T RES

TRERE FREMHE RS, RANERSEOA TR, RR B IR E KRGS R S 4% b -

// response sample:

{
"filterID": "bb3ledec086c48el8f21cb994e2e5967",
"result": 0

o filterlD: FAFERER  FUOERE—, FMc—IKEMES
o result: I, REIGER . 0T, HENEBORSE

Event Log%i 4 1%

T RIIER FmRENE SRR G, RIEE A EERS AN, MR PR Event FLogdUR -

// event log push sample:

{
"filterID": "bb3ledec086c48el8f21cb994e2e5967",
"result": 0O,
"logs": [

]

o filterlD: FATERRA, BRFERME—, PR —IKIEMES

« result: FEJP 0: Event LogBIEHEIX 1. FHEEATER - &P Ui — IRTEME KOS DL TT R OB L &
BEWR (ERXITEE R KEESEHHIXR) | resul t FEON IR UL S A4

* logs: LoghfREUH, resultHORHLRL
Java SDK##2
EftEO

Java SDKHorg.fisco.bcos.channel.client.Service RIFMENEHEMEED, HPRTLIA
HregisterEventLogFilter [T M AEFEMENR, HIZE R KEL -

public void registerEventLogFilter (EventLogUserParams params,
—EventLogPushCallback callback);

paramsiEft 5%

1 EEESREM BIBEL

public class EventLogUserParams {
private String fromBlock;
private String toBlock;
private List<String> addresses;
private List<Object> topics;
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callback[B 5

public abstract class EventLogPushCallback ({
public void onPushEventLog (int status, List<LogResult> logs);
t

» status [EJEIREPRE:

0 s IEEHERE, B logs AT A RIEvent HE
1 s HEESER, BUTXIEIAYX Husl B b B
-41000 : SEER, BIWHRIESEERIRE

-41001 : ZEEEHR, TARIESEESRIRE

-41002 : BHERNEE

-41003 : VERESRMXBRX A

-41004 : SIEEEIERS SR

—41005 : IERELILEEF

-41006 : HhEgR

» logsFE/REIARIEvent Logkf8¥1|F#, status HOHZL

public class LogResult {
private List<EventResultEntity> logParams;
private Log log;

}

// Loghf %

public class Log {
private String logIndex;
private String transactionIndex;
private String transactionHash;
private String blockHash;
private String blockNumber;
private String address;
private String data;
private String type;
private List<String> topics;

Log log: Loghf%t
List<EventResultEntity> logParams: BAIAfEnull, AJDATEFRFEENTLoghidataF B, 4
RIRGFEANLogParams [Z 7572 5 T
o SEIREIAN 5
Java SDKEXIASEIA[E 2K ServiceEvent LogPushCallback, ¥fstatus5logsfEHEHITEH, H

Fa] LLE T 4k ServiceEvent LogPushCallback®, E5onPushEventLogik O, LI H CHIE
VB AT -

class MyEventLogPushCallBack extends ServiceEventLogPushCallback {
@Override
public void onPushEventLog (int status, List<LogResult> logs) {
// ADD CODE
}

£ & : onPushEventLog¥ O % XK B ] MlogsH E E W Al G2 ¥ , 7] LR PErogXt &
HJblockNumber, transactionIndex, logIndexi#{THEH
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topic L&

org.fisco.bcos.channel.event.filter. TopicTools?%{%%%%*tpg’éfé%}ﬁi‘?ﬁ%%Xﬂ'ﬁ\jtopicﬂ/‘]
Iﬂ, m}i‘iﬁﬁEventLogUserParamsE@topics%%ﬁﬂ[«)ﬂﬁﬁﬁo

class TopicTools {
// intl/uintl~uintl/uint256
public static String integerToTopic (BigInteger i)
// bool
public static String boolToTopic (boolean b)
// address
public static String addressToTopic (String s)
// string
public static String stringToTopic (String s)
// bytes
public static String bytesToTopic (byte[] b)
// bytel~byte32
public static String byteNToTopic (byte[] b)

Solidity To Java

FTEAER, solidity BAVAERN P HTava BN, A Event M N EHEHIFZEL,

i JIE register + Event& ¥R + EventLogFiltero
XEPasset EAMTrans ferEvent 1A

contract Asset {
event TransferEvent (int256 ret, string indexed from_account, string indexed to_
—account, uint256 indexed amount)

function transfer (string from_account, string to_account, uint256 amount)

—public returns (int256) {
/] ER

int result = 0;
[/ HAZE, HER

// TransferEvent (RFZEFRLINEOSE

TransferEvent (result, from_account, to_account, amount);

Frasset . sol ERIT N gava B AR solidity & 2542 B4 B i Javaiil FH SO

class Asset {

// HARERREY A

public void registerTransferEventEventLogFilter (EventLogPushWithDecodeCallback,,
—callback);

public void registerTransferEventEventLogFilter (String fromBlock, String,,
—toBlock, List<String> otherTopics, EventLogPushWithDecodeCallback callback);

}

registerTransferEventEventLogFilter

XMW ANFEANorg. fisco.bcos.channel.client.Service.registerEventLogFilteri#ifT T
B iﬁ]ﬁﬁ%fﬁﬂ:%registerEventLogFilterE@params%%&iﬁ%ﬂ?}:
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EventLogUserParams params = new EventLogUserParams () ;

// fromBlock, TLHBEKE N latest”

params.setFromBlock (fromBlock); // params.setFromBlock ("latest");
// toBlock, TBEXEN "latest”

params.setToBlock (toBlock); // params.setToBlock ("latest");

// addresses, WENJIavat PN G HIHHE

// HE] javaB NG H: Asset asset

ArrayList<String> addresses = new ArrayList<String>();
addresses.add (asset.getContractedAddress ());
params.setAddresses (addresses) ;

// topics, topicORBENEventiEANRItopic

ArrayList<Object> topics = new ArrayList<>();

topics.add (TopicTools.stringToTopic ("TransferEvent (int256, string, string,
—uint256)"));

// HiitopicE, EHNZR

topics.addAll (otherTopics);

DB, FEREREHIREEME M Event, AL Iava & 2N R REED, EhnfEH 77
{8,

EventLogPushWithDecodeCallback

EventLogPushWithDecodeCallback5ServiceEvent LogPushCallbacktf Ei| ,
JEEventLogPushCallbackFF2E, X BT

* ServiceEventLogPushCallback/H] i B HonPushEventLog (int status,
List<LogResult> logs) LogResultfif, fllogParams A%, B/ T EH HLogf & &=

BEATERE

. EventLogPushWithDecodeCallbackﬁfj‘UAssetXﬁ%E"]ﬁﬁ, ] DUAR $E B AR AIAB T 51
iﬂnﬂﬂ'ﬁ_‘?Event E"]ﬁﬁ*ﬁlﬁ, @ﬁ‘ﬁl@@ E/‘]Logiﬁﬁj, ﬁﬁ*ﬁﬁf%f%ﬁ?flogParams EP °

il

XHEasset 5LIAH], AHEGAEFELN—ERMHFZE .
« Yl FREE L PTE/EGHT I Event /B A 25 i

// BARIIRILEE, &g
/) BEERE

EventLogUserParams params = new EventLogUserParams () ;

// B Event fromBlockiXEBEN"1"
params.setFromBlock ("1");

// BHiEvent fromBlockX BN "latest"
// params.setFromBlock ("latest");

// toBlock¥E N "latest", WHEHF X R EERFHAIX L

params.setToBlock ("latest");

// addressesi% B NZTEUH, ICEFTERIELAMnE

params.setAddresses (new ArrayList<String>());

// topicsWBENZTHUH, ILEFTEREvent

params.setTopics (new ArrayList<Object>());

(continues on next page)
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&L

/7 WA, P RTLCE S B CSE IR R A E R R
ServiceEventLogPushCallback callback = new ServiceEventLogPushCallback () ;
service.registerEventLogFilter (params, callback);

o 2 Wasset BN HH I Trans ferEvent B EHE R F i

// BAURIRIZHE, Ak

// KESH

EventLogUserParams params = new EventLogUserParams () ;

// WEHIX TG, fromBlockiXE N "latest™
params.setFromBlock ("latest");
// toBlock¥E N "latest", WM EHH XL ERFHAIX L

params.setToBlock ("latest");

// addressesi¥% B NZTEEH, CETE &R

params.setAddresses (new ArrayList<String>());

// topic0, TransferEvent (int256,string, string,uint256)

ArrayList<Object> topics = new ArrayList<>();

topics.add (TopicTools.stringToTopic ("TransferEvent (int256, string, string,
—uint256)"));

params.setTopics (topics) ;

/7 B, P RTLCE S, B CSE IR R A E R R
ServiceEventLogPushCallback callback = new ServiceEventLogPushCallback () ;
service.registerEventLogFilter (params, callback);

i %%32 4%T5X?i&iEE@AS set%é@fﬁ%ﬁﬂ"ﬁrans ferEvent?#@ﬁ]ﬁgFﬁﬁ”ﬁ
A8tk String addr = "0x06922a844c542df030a2a2be8£835892db99£324™";
LESR

// BB, AN
String addr = "0x06922a844c542df030a2a2be8£835892db99£324";

// EESE

EventLogUserParams params = new EventLogUserParams () ;

/) WNEHTXHITG, fromBlockXE N "latest™
params.setFromBlock ("latest");
// toBlockiXB N "latest", WHZEEFIRIFIRSEFIIH R

params.setToBlock ("latest");

// Gk

ArrayList<String> addresses = new ArraylList<String>();
addresses.add (addr) ;

params.setAddresses (addresses) ;

// topic0, UEHL TransferEvent (int256,string, string,uint256) if
ArrayList<Object> topics = new ArrayList<>();
topics.add (TopicTools.stringToTopic ("TransferEvent (int256, string, uint256)

params.setTopics (topics) ;
ServiceEventLogPushCallback callback = new ServiceEventLogPushCallback () ;
service.registerEventLogFilter (params, callback);

F%2.
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/7 HAHIIEEE, AN
String addr = "0x06922a844c542df030a2a2be8£835892db99£324";

// WiEasset 5L G
Asset asset = Asset.load(addr, ... );

EventLogPushWithDecodeCallback callback = new_
—EventLogPushWithDecodeCallback () ;
asset.registerTransferEventEventLogFilter (callback) ;

o Ymd: BIR e Fasset BRI Trans ferEvent H B E Fif
BHAE: String addr = "0x06922a844c542d£030a2a2be8£835892db99£324";

LESE

// BARIAIEE, A

// EESE

EventLogUserParams params = new EventLogUserParams () ;

// MNEWXIFIE, fromBlockiX & "1
params.setFromBlock ("1");
// toBlockiXEA "latest", WHEEEHHIRIMELERIIR R

params.setToBlock ("latest");

// WE AL

ArrayList<String> addresses = new ArrayList<String>();
addresses.add (addr) ;

params.setAddresses (addresses) ;

// TransferEvent (int256, string, string,uint256) i%%@ﬂﬂtopic

ArrayList<Object> topics = new ArrayList<>();

topics.add (TopicTools.stringToTopic ("TransferEvent (int256, string, string,
—uint256)"));

params.setTopics (topics) ;

ServiceEventLogPushCallback callback = new ServiceEventLogPushCallback () ;
service.registerEventLogFilter (params, callback);

GEI

// BABVIIG 2, A%
Asset asset = Asset.load(addr, ... );

// BERXBIEH
String fromBlock = "1";
String toBlock = "latest";

// Z¥topichZs
ArrayList<Object> otherTopics = new ArrayList<>();

EventLogPushWithDecodeCallback callback = new_
—EventLogPushWithDecodeCallback () ;

asset.registerTransferEventEventLogFilter (fromBlock, toBlock, otherTopics,
—callback) ;

o YS: ¥iasset T8 A LUFE E MK P BRIk 1 I 44 B 222 7 U
BHAE: string addr = "0x06922a844c542d£030a2a2be8£835892db99£324"

256 Chapter 8. SDK



FISCO BCOS Documentation, & 7i v2.2.0

iﬁm&%@ﬂ:string fromAccount = "account"

LESE

// BAURIRIZHE, A

String addr = "0x06922a844c542df030a2a2be8£835892db99£324";
String fromAccount = "account";
// BEL

EventLogUserParams params = new EventLogUserParams () ;

// MWEBERXEFFG, fromBlocki&E r1r
params.setFromBlock ("1");

// toBlockWHE N "latest"
params.setToBlock ("latest");

// WEENHNE

ArrayList<String> addresses = new ArrayList<String>();
addresses.add (addr) ;

params.setAddresses (addresses) ;

// WHBtopic

ArrayList<Object> topics = new ArrayList<>();

// TransferEvent (int256,string, string, uint256) &gﬁﬁjﬂtopic

topics.add (TopicTools.stringToTopic ("TransferEvent (int256, string, string,

—uint256)"));

// BBIKIKP fromAccount®&#iHtopic
topics.add (TopicTools.stringToTopic (fromAccount) ) ;
params.setTopics (topics) ;

ServiceEventLogPushCallback callback = new ServiceEventLogPushCallback () ;
service.registerEventLogFilter (params, callback);

UEYA

// BARIRIEHE, A

String addr = "0x06922a844c542df030a2a2be8£835892db99£324";
String fromAccount = "account";

/7 AN, Flgavad x5

Asset asset = Asset.load(addr, ... );

// TR K
EventLogPushWithDecodeCallback callback = new

—EventLogPushWithDecodeCallback () ;

// HEXSEHE

String fromBlock = "1";

String toBlock = "latest";

// B¥topic

ArrayList<Object> otherTopics = new ArrayList<>();

// BEIKIKP fromAccount®& M topic

otherTopics.add (TopicTools.stringToTopic (fromAccount)) ;

asset.registerRegisterEventEventLogFilter (fromBlock, toBlock, otherTopics,

—callback);
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8.1.8 [fi3%: JavaSDKEshH %1

Failed to connect to the node. Please check the node status and the console configuration.t ¥ |H
HISDKRR A A2 7, 3 PR TavaSDKAR AN T 2% 222.2.280 3 DL (& M gradle.buildE, & maveni & 3L
Hiweb3sdk FIRRA ), AT URECEMER AT RIS, IRIG 2% T AR RIR R AR IR A2 -

Failed to initialize the SSLContext: class path resource [ca.crt] cannot be opened because it does not exist.
TEEINEENEB O, IEF U EPE L ZRconf B3R, 7l ISH R & 23R, #ILEHX
fFZEconf HEF »

Failed to initialize the SSLContext: Input stream not contain valid certificates. I %% iE §3 3C 4 2%
W, CentOS AL fH FHOpenIDKIEETR, 57 CentOSENRE %2 DK EE T B H1 % 2E Oracle]DK -

Failed to connect to nodes: [connection timed out: /192.0.0.1:202007FFEHER, 17 S HIME AT, 5
MERTRIPETECE R, 503, HEjJavaSDKIZTTIMNE S 7 S VISR WM 4SIHSEANE , 7] LLEIE
prats: YN 2 - Y S Gi O] 1151

Failed to connect to nodes: [TEZ4E7EHE: /127.0.0.1:20200\#E 48 H; , ToIE N i B0 0, A LA
Ftelnetfip 210 &b 1 & BEE, A HEJRE:

L TRARRBS), AL TREVCRE, B mRi .

2. T A W Wr127.0.0. 10 W By, WM Wr127.0.0.1M 4% K BE R ML B & 7w A A DL E
B, BN TARRSSN TCEEET A, B AEE X fconfig.iniH
flchannel_listen_ipfEMCAEHIGEET S EHPIMETP, s HHMBEM 0. 0.0.0-

3. RN D ECE, BCE RS O FEA 2T A AT Fchannelds 1, EHGER R 0N Mconfig.
inifii & Klchannel_listen_portfI{H - TR : BH & (& JavaSDK) EHTT &6
F Channeldi O, FH A ZRPCY%i M, Channeld 07877 5 AL & 344 H 18 1T channel _listen_ip
BBCE, RPCYi @i jsonrpe_listen_portFB AL E, HEEX 4, RPCEXIAMS545TF 1747 AL,
Channel3ii KA 202007+ 1553 i -

Failed to connect to nodes: [ ssl handshake failed:/127.0.0.1:20233] 517 H.ssHEFLM, A[HEF A -
1. N TERAES, REEIANEREST LR -

2 DR EH R, EHEMRSEEETHNW O, KEET
Mchannel_listen_port¥iH -

3. IDKWR ZS 7] J . #E 7 FH1.8LL & DL F fOracleJDK, % ZCentOSHf 15 %7 HEIDKE 15 %
% 0racleJDK -

Failed to connect to [127.0.0.1:20233, 127.0.0.1:20234, 127.0.0.1:20235] ,groupld: 1 ,caCert: class-
path:ca.crt ,ssIKey: classpath:sdk.key ,ssICrt: classpath:sdk.crt ,java version: 1.8.0_231. Hfth AR %0A0%E
®, TEEEHEXHS T EERER-

)

E

ke

H

b
I

)

5
A<k
<t

8.2 Node.js SDK

Node.js SDK #{L T i/j5] FISCO BCOS 7 /& ffNode.js API, SCHFT SRS EN - WEMEH ST
e, ZTNode.js SDKA] R & XHEER A, H A SCHEF FISCO BCOS 2.0+

Node.js SDK H Hi {4 TN AT Z B BB H B, JF &R N E[H Web3SDK

AL FHFISCO BCOS JSON-RPC HINode.js API
FRAEERE I8 I Solidity &Y (3 #FSolidity 0.4.x & Solidity 0.5.x) fNode.js API

o BRALFATIGRIF (Precompiled) AZUfNode.js API
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o f#ifH Channeli¥ 5FISCO BCOST A 5, WHINIEFH %4
o $HECLI (Command-Line Interface) T Bt F7Ear&47H 7 HREE S X HREEZ H

8.2.1 fREZEE
IR EER

* Node.jsTF & M5
— Node.js >=8.10.0
— npm >=5.6.0
WMREREHRE 1 E Node jsEAE, AT LA R F1ERE T2
— SR A LinuxE;MacOS:

HEAZ(E Fnvm R ELE (8 F nvmlR] 5 BE 88 78 76 1) 5 BNode js SDKHERE 2K WAL PR [7]
Ao LAEENode.js 8N, ERELLRAIT

# ZHnvm

curl -o- https://raw.githubusercontent.com/creationix/nvm/v0.33.2/install.
—sh | bash

# MEnvmlit &

source ~/.$(basename S$SHELL)rc

# “HENode. js 8

nvm install 8

# i HNode. js 8

nvm use 8

- AR SELEF Windows:
THAI{ENode.js B M N #Windows I f %35 61311
o BT RAM
Python 2 (Windows « Linux XMacOSTF %)
g++ (Linux %XMacOSTF#)
make (Linux }MacOSTH2)
Git (Windows~ Linux %XMacOST2)
Git bash ({X{Windows7 %)
MSBuildfE#IF5E (X Windows i 22)
« FISCO BCOS™ 5i: 1ESHFISCO BCOS % A

e 2

EBZENode.js SDK

P BCRACHS

git clone https://github.com/FISCO-BCOS/nodejs-sdk.git

15 F npm 22 34K 31

WRER PR TR, 5% Inpmit B
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npm config set proxy <your proxy>
npm config set https-proxy <your proxy>

R IEFT AR S AE T Flnpm B TR, HHEAEMEERE, 8=

npm config set registry https://registry.npm.taobao.org

# BRI R IRERIREEBS VT RIS M LARERS 202 56 = J7 MKl
cd nodejs-sdk

npm install

npm run repoclean

npm run bootstrap

Node.js CLI

Node.js SDKINHKCLI T B, #ftF P 7Edr &47H 77 i 5 X S5 17 2 H - CLIT. A 7ENode.js SDKH fit
HIAPIFI A B P &L, 5 77 205 45 Sy X A &b, [BIES 2 — N R 2R AT 1 F Node. js APTIE
1T IR & W) -

P EdEE (k)

EUR RS D2 T FISCO BCOSHE , &I AT -

# KRB A

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/ curl -s_
—https://api.github.com/repos/FISCO-BCOS/FISCO-BCOS/releases | grep "\"v2\.[0-9]\.
—[0-9]J\"" | sort -u | tail -n 1 | cut -d \" -f 4 /build_chain.sh && chmod u+x_,
—build_chain.sh

# A4 R FISco BCosHE

bash build_chain.sh -1 "127.0.0.1:4" -p 30300,20200,8545 -1

# JBEiFIsco BcosHE

bash nodes/127.0.0.1/start_all.sh

Bt & ik X Channel¥i 0
o FLEIUET

B M B B XX, i B B B I Tpackages/cli/conf/config.json3 f
Hlauthenticationfit B WA - R 7 MR I8 43 SE Fr 8 A B9 E 5 ST 7Y B8 1248 0% it & 10
Hlkey~ cert XcalL®E, HHkey NSDKAAHILHHIEIE, cert NSDKIE HMIFEE, cak
BEARIE 1 S0 B8 S, XSO RT DL R R B A P RS T B B sh AR, BRI T 2%
MAAEIES I R TERRE S -
« P & Channel¥;

BB E SO, 7 SIP MU DB & L Tpackages/cli/conf/config. json X Hnodeshii &
WA o TR R R EE HEFISCO BCOS™ B SE PR BB UL L B W M ip Mport L B, H

Efjlpj]@:rﬁ%‘ﬁ IIPHEYE, port N A HE TR config.ini j(ﬁ:qjE/‘Jchannel_listen_portgﬂ
BUIHME - REEEH TS, RIS s

M ESEAE, BRI IR HCLIL B, CLIL B fi Tpackages/cli/cli.js, TEBRIEHFTE
fEpackages/cli/HE FHUT, BRELUMEIZER:

cd packages/cli

e Bothe (&t *%fbash fezsh /7, Bl %)
ﬁﬁ@ﬂﬂ}*‘ﬁﬂijculﬁ, CLIL B 7 ¢ fEbashalzshH #17T Holth 4, WIHBEFEFEH, Ut

I

rcfile=~/.$(basename S$SHELL)rc && ./cli.js completion >> Srcfile && source Srcfile
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AT Bahth & . (EFCLILER, # FTabft (KIEARAREENAR, ATREFREHEMT) Frl

1B i 2 B S EINF R I BBl 4 -
Rl

PATR 25 H LA 7~ 1)
BECLITEKF

’./cli.js --help

B|E CLILEREW A A K & St B Th BE

’./cli.js list

LR RBIH BRI B S5 Bt 24 )
B E T ERIFISCO BCOST SR A

’./cli.js getClientVersion

g T
{
"id": 1,
"jsonrpc": "2.0",
"result": {
"Build Time": "20190705 21:19:13",
"Build Type": "Linux/g++/RelWithDebInfo",
"Chain Id": "1",
"FISCO-BCOS Version": "2.0.0",
"Git Branch": "master",
"Git Commit Hash": "d8605a73e30148cfb9b63807£fb85fa211d365014",
"Supported Version": "2.0.0"
}
}
IRECE B AR =
./cli.js getBlockNumber
B
{
"id": 1,
"jsonrpc": "2.0",
"result": "Oxfa"

}

¥ ZSDK B # f/HelloWorld & 27

./cli.js deploy HelloWorld

Lfarp S

{

"contractAddress": "0x11b6d7495f2f04bdcad5e9685ceadeadd4bdl832"

}

Vi FlHelloWorld &2 set 0, 5% Ak 35O SEBR it

./cli.js call HelloWorld 0x11b6d7495f2f04bdcad5e9685ceadeadd4bdl832 set vita

T
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{
"transactionHash":
—"0xa71f136107389348d5a092a345aa6bc72770d98805a7dbab0dbf8fe569f£f3£37",
"status": "0Ox0"
}

Vi F HelloWorld & N WigetiE O, ¥4 2 htk BCh SERRht

./cli.js call HelloWorld 0xab09b29dd07e003776d22566ae5c078f2cb2279%e get

B
{
"status": "0x0",
"output": {
"0": "Vita"
}
}
CLIFFBh

WREABFIERE — D LA A, ATLLER I T a4

’./cli.js <command> ?

HAcommand h— &4, HHAENSEE R RBOZ a4 0B, W

’./cli.js call ?

RBENN AR -

cli.js call <contractName> <contractAddress> <function> [parameters...]

Call a contract by a function and parameters

WE:
contractName The name of a contract [FIFER) (7
contractAddress 20 Bytes - The address of a contract [FFFER) (75
function The function of a contract (R ()
parameters The parameters (splited by a space) of a function
(BUCH] (BOAE: (1)
LT
--help ERTHER (AR
--version SEIRRAS (/R ]

8.2.2 fir & ik
Node.js SDKHIELE S A—1ISONH:, FEGFEBEARLE, HAHARE, EEREMIERRLE -

EHEE

s privateKey: object, W FF o FERIMK P BIFAEH . AT LLA — 1256 bitsf FE L EE £,
Al Ll — lpem_‘Zp127|‘%TEI’J$A‘§H3U¢ & Wi & B4 A get_account.shA: i A FA 7 ST 44 1
. privatekey®B &M N UFFE, — A[EFE:

- type: string, W7 ATHRRAHARE . typeFIELTHN FII=EZ—:
% ecrandom: PFENIEEEL
x pem: pemg = HI
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x pl2: pl2A&=NASCHF
— value: string, Wi - AT RFAHEERIE:

x W RtypeNecrandom, Mlvaluely — >4 B 7256 bits HIFENLEE A, HME N T1 ~
O0xFFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFE BAAE DCE6 AF48 A03B BFD2 5SE8C D036
41412 8]

* WRtypefypen, Mlvalueypem TIFHIEAZ, WHREMXT TS, 752 IBCE ST
{1 B SRR BRI O R -

« MReypeipl2, MvalueIpl2 AT, WAREAMN BE1E, FELIBCEIFIER
H SRR B I dR L -

— password: string, A%k ﬁﬂ%typej‘?pl& 75 E b 7 B LU FAER . B2 ZR%%
£

e timeout: number . Nodejs SDKFT# 7 i 7] GE 2 F A Z (b M B IR - O 3kt 50 f A T PR 55
¥, Node.js SDKHJE—IXAPIE H fEt imeout Z G B EHRIEF, MFRHR B — A~ E5 Xt
% . timeout KN NZEFD .

*+ solc: string, A[i%. Node.js SDKE.4E H70.4.26520.5.10i% A& [)Solidity Ja iF 25 , W1 IEH ik
HIgRIEen e oK, AT LU E AR E TN RIS HUT R RE e /i &

FHAHRE

* groupID: number - Node.js SDKJj R fEEIHELHID

EEACE

* nodes: list, W . FISCO BCOSTi 5713, Node.js SDKFE U [R]77 &5 B Hf 2 %51 3R HBEVL B
BT S TIEE, BSRT AEH Y >= 1. FEFISCO BCOSH, —ZE7% 5 FHEF AR EF ML H
FIFTE T S B E RS T EE IR, 58 Node js SDKIERE T 24774, WA fES H I LB
BHRESREN, HEMRESRPEREERFASE, BEEEEZINTA . B TAEEW
MFE:

- ip: string, %% . FISCO BCOS/ & HIPHIHE
- port: string, #F, FISCO BCOS™ & K JChannelifi ]

AR
« authentication: object. %, &M T Channel B (S FFAHIER B, —BIERET

HEBIAER - authenticationfl & = MUFRFE:

- key: string, . AFISCHETE, WREBMEMEIZE, 2 LEESIFRTER B XA
HASEIA N E -

- cert: string, MfF. IERICMFBRIE, REANEE, FEURLESFITER ERMET
BRI E -

- ca: string, . CARIEBICMFEZ, WMRZMN R, TEUBCESTHITER HXN
TS AR IR O

8.2.3 Node.js API
Node.js SDK [X SHE R FH & EHE M T Node js APIEE I, LIRSS FIE A BEIMER A - #2 B INAE, Node.js
APTR] BLAr N JLE:

+ Web3jService: #21{£1}[RAIFISCO BCOS 2.0+7T7 SSISON-RPCHE [ 3L #F; R E A AR
.
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¢ PrecompiledService:

Precompiled 54\ (TiZiFE%) & —MFISCO BCOSIKZ Nk « IHdC++ LI SR G &4,
RO IFES MRS . CNS REBEHEE « 7 RMECE S INEE - PrecompiledService &
FX K INRERIAPIFIGZIR, 20

— PermissionService: & HtxT 7371 AN BR A% 1l B SCHr

CNSService: A CNSHISCHF

SystemConfigService: FE{LxT RYTHLE )T HF

ConsensusService: FEHEXT 77 1 B AIALE 1ISCHF

CRUDService: $&HEATCRUDGE MU B ERISCRE, AT AAIER BN R AT 3 I DU e 1

APl A &
. @ﬁﬁﬂﬁ%zm, BEREFBEVBL 2R configuration® %, AL ANE MRS R LEKAE

f&§ B - Configuration¥ % fil Tnhodejs-sdk/packages/api/common/configuration.
is, HWHHAZE N — P EEHFNBRESNE S EETAN R B E S0 A L & 050 R WD
HUi

o WITCHFFRUEAE, Node.js SDKIREFIAPIY H RPAPL . 5740 APIF SEFRaR BB & — B T APLR
B {E FIPromiseX 5, FF & 3& 7] LU# FHasync/awaitif %8 then. . . catch. . . finally /7 {£#/E 1% PromiseX
FUSCHL B T2

o BAPINFRHIENR S EOR I AR EHITR (EAHIEANEE) | BSEERERE, e
YR H Error 2k

Web3jService

fi®E: nodejs-sdk/packages/api/web3]
TheE: 15IA]FISCO BCOS 2.0+75 SISON-RPC; #REAL], HHAAY
SEAED: REGGSEEREL. ), Fli0: func(uint256,uint256), SHEER [AIAGEH 234%

PrecompiledService

PermissionService

fiE: nodejs-sdk/packages/api/precompiled/permission

Thee: $RHERF o A0 A PR 1 A S 8+
CNSService

fLE: nodejs-sdk/packages/api/precompiled/cns
Dhee: FEBtxr Ty MR B A S

SystemConfigService

fIE: nodejs-sdk/packages/api/precompiled/systemConfig
Dhee: U RO E RIS
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ConsensusService

fIE: nodejs-sdk/packages/api/precompiled/consensus
Dhfe: FEHERT Ty SR A S

CRUDService

fIE: nodejs-sdk/packages/api/precompiled/crud
TheE: FRHTCRUDCGHE M ZCE) 1 E A S

8.3 Python SDK

Python SDK #&f#t T 1/j[F] FISCO BCOS ¥ sif{Python API, SCH# 17 mUIRASE ) - B BFMA LS IIRE,
T Python SDK A & X HEER F,  HHi 3 FF FISCO BCOS 2.0+

TR
* Python SDK X Bl A fR&ZERA, AIHEAFZMEAGERA, B AT H Web3SDK
« Python SDK [ fif X FFFISCO BCOS 2.0.0 % EH LI _F R

« AL FIFISCO BCOS JSON-RPC fPython API

o ZFFFH Channel 11 5FISCO BCOSTI sl {5, PRIUET 51 5SDK % & N ZHm 5 IR, Al iy
SHEERER -

o XFFRGENIEE: BFELHEA -~ L H%iH - Event LogS5 ABIEE PR AN EAT
o XFRANIFE, B sol BLIRIFNK abi Flbin XM

o THE Tkeystore (IR & FH

o XA AN

8.3.1 P Z%E
BT SR
R A

e Ubuntu: sudo apt install -y zliblg-dev 1libffi6 libffi-dev wget git
e CentOS: sudo yum install -y zlib-devel libffi-devel wget git
¢ MacOs: brew install wget npm git
PythonIfME 5K
o SCRPRRUAR :
— python 3.6.3
- 3.7x
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EBEPython SDK

IERER

e Python¥/5%: python 3.6.3, 3.7.x
« FISCO BCOSTi /5.: 1EZ%FISCO BCOS 2L

WIS (5 pythonEMEAF S 25K, AT BkiT)
LinuxEA 5915610

PR

git clone https://github.com/FISCO-BCOS/python-sdk

BB A

R

* bash init_env.sh -p F Z I A2 % Hpyenv, I {F FpyenviZ %€ % ¥ python-sdk
Hpython-3.7. 3R FEAEE

« FHpythonPMEAF 2K, AT LIBkT P
o FRABUTHES, BRERSSH KB U 25 T K
o Z¥python-3.7.3 7] REFEMT HLELA

W BRAUFHRMN—B, FREFEZMEMH ML pyenv activate python-sdk #iF
python-sdk REFEASERIAT

# FlWrpythonfilA, HIHIFEEEMpyt hont k% python 3. 7. 3SMEHIASE, 4 Npython-sdk
# FHpythonI AT GESK, AT LABkT b4

# HEAPATHES, EREEESHE (T Ui 205 T R

# RoR: Z¥python-3. 7. 3ATRERERT LR A

cd python-sdk && bash init_env.sh -p

# Wi%ipython-sdkREfUIAE
source ~/.bashrc && pyenv activate python-sdk && pip install —--upgrade pip

WindowsIAIE#IIH1L

7EWindowsiZ1TPython SDK, F522#% f8 LU N P HR L EKME T AL B & L 9miEas:
TR

R

* Microsoft Visual C++ 14.0 is required. Get it with “Microsoft Visual C++ Build Tools”fi# i J7
¥%: https://visualstudio.microsoft.com/downloads (V£ & 1% Fvs 20058014.08%) =i https:/pan.baidu.
com/s/1ZmDUGZjZNgFI8D14zBu9og RS zrby

o solcdmiFes NER T, MBE, BHEHFH solc.exe XHEH ${python-sdk}\bin H ¥
N, Fpython-sdki# 12} D:\\open-source\\python-sdk , Il solc.exe & Hl#1E N
D:\\open-source\\python-sdk\\bin\\solc.exe

o HEELEEPython-3.7 x Flgiti {4 pythonP A5 AF £l & 7] 5% X B
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* Visual C++ 14.0/%

o N#EiWindowsht Zsole, 7 iX BN
PR
FI7F git, FEERBFPUTI N i<

git clone https://github.com/FISCO-BCOS/python-sdk

BiE B solc R iF 5%

f@ﬂﬁlclient_config.py.template, Bl BEsolchmiFes 112, solc i Hl N 8% S *bcos_solc.
py':FEI"]TEﬁJE, #4%7‘client_config.py.template?%)ﬂ\ﬁclient_config.pyo

# B client_config.py.template:
# BoE solcmiFesifid, Hsolc & 2 ND: \\open-source\ \python-sdk\\bin\\solc.exe, Msolc_
< pathfLEIWT:

solc_path = "D:\\open-source\\python-sdk\\bin\\solc.exe"

# Fclient_config.py.templateftll%|client_config.py

Z%Python SDKK i

’pip install -r requirements.txt ‘

HRMBERE, ZREBRW, FEREEOpiplR T8, ZRm{WT:

’pip install -i https://pypi.tuna.tsinghua.edu.cn/simple -r requirements.txt ‘

WAL EC B (Windows TR AT Bkid)

# B ASITERIET -

# 1. %%chlientfconfig.py.template7>clienticonfig.py
# 2. FisolcdmiFen

bash init_env.sh -i

#FMacOSI Fsolc Z 3658, 7] ZEpython-sdk H & T HUTIN T i 2 Z3solcjs, python-sdk H B M iZ g1
Hi#knodejsgwi¥ 28 :

# LG ER
npm install solc@v0.4.25

%?ﬁﬁmﬁui?ﬂﬂﬁ%ﬁ%, FB ¥ contracts/ B FMsol I FoRiFEMbinFlabl A4 FHAUE
Tcontracts B, AR UEREBFFHMEN G - & 291 7] LUF Fremix

fit & Channelii {E 11X
Python SDKZZ## {5 F Channel /)1 5 FISCO BCOSTi fil (7, i SSLIN#E (7 ARIFESDK S 77 s il 5 AL
.

S SDKIE R T BB B~/ fisco/nodes/127.0.0.1E3F, MEiT a0~ 5 % 5 HChannel /)
W

i & Channelf5 E
TETT 5 B3R A config.ini U HFEREX channel_listen_port, 1X B 220200
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[rpc]
listen_ip=0.0.0.0
channel_listen_port=20200
jsonrpc_listen_port=8545

P)#Epython-sdk H 3%, &K client_config.py X ffH channel_host HELFRAJIP, channel_port A b
WHElchannel_listen_port:

channel_host = "127.0.0.1"
channel _port = 20200

Ao EUE$

# &R Spython-sdkfi TAFNLES, ERT R sdk HFR TIrEHRCHHE R binH 3
# EHT RS sk L THFNLEE, B N REH 2] sprACE H R
cp ~/fisco/nodes/127.0.0.1/sdk/x bin/

BLEIEH B

T
e client_config.py HJ channel_node_cert # channel_node_key % Tl 4 H H T #¢
ESDKIEHFIFAEA

* release-2.1.0 fATIE, SDKIEPBAFASAEF N sdk.crt M sdk.key , ECEUETBEIRHET,
BEAE L SE I IEP LML, ¥ channel_node_cert B & NSDKIE - EE1E, #
channel_node_key Bl & ASDKFAAEHEZ

R AT H HE UL #YsdkiiE B B 12, #sdkiE A FAEH B 12 43 Sl Abin/sdk.crtflbin/sdk.key,
Mlclient_config.pyFAHREEIGT:

channel node_cert = "bin/sdk.crt" # ¥FchannellXHT, ﬁ?;ﬁi—iﬁﬁsdkiﬁ:@, % H rchj]\iﬁ(JE
&, XHEUES
channel_node_key = "bin/sdk.key" # K channelhXET, ﬁﬁ%%‘&iﬁﬁsdkﬁA%ﬂ,ﬁﬂ}}‘éﬁﬁrpcﬁ]\b‘(iﬁ

&, KBTS

FisdkilE 5 FIFAEA 12 57 B Abin/node . crtflbin/node . key, Mlclient_config.py i EE &
NN

channel_node_cert = "bin/node.crt" # KM channell¥Bf, FEIZE sdkiEP, WK rpcthilGE
5, XEFLES
channel_node_key = "bin/node.key" # KF channelM¥E}, FTFEIZE sdkFAER, TR F rpcthiGE

5, XEAUEE

1% F Channel M3 U5 0] 75 /5,

EfE: windowsEAE N HfTconsole.pyliEf#H . \console.py Bi# python console.py

# KEFIsco BcosT ARRASE
./console.py getNodeVersion

TR AT Bt &

Python SDK75| Aargcomplete X FFan & 1T#h 2, BT T a2 /8 LI e (bashrefN T X E—IK, ®EZ
e BB B IR

HEf#:
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o WP INFEIRE—IR, WEZEEERER B A%
157 bashEA g N HUTIL TR
o HEMN 3 Frbash, A Frzsh

echo "eval \"\S$ (register-python-argcomplete ./console.py)\"" >> ~/.bashrc
source ~/.bashrc

8.3.2 fic & it HH

client_config.pysEPython SDKHIELE X, FEAFEHLE, HALE, EFEEEMIERER
B

TERE:
o BHORERSR DA #F A telnet ip port BHIAZ S TY 5 452 % E

- fFHRPCIEG N, ANHEEIET - HERES W client/clientlogger.py , BXIAfE bin/logs
HXTERBE, BOAKHIIDEBUG

HHEE

« contract_info_file: (R 7 O EPESAEBIHE, Bl Nbin/contract.ini
« account_keyfile_path: 77 /i{lkeystore L H K, BkIANbin/accounts

« account_keyfile: keystore L {£#%12, EAIA Npyaccount .keystore

e account_password: keystorej\iﬁ:ﬁﬁ% O4, BXiAh123456

o logdir: BKINHEHHER, B\ Abin/logs

HAHRCE

FEAR B F B A EHEIDAREAID:
+ fiscoChainld: #£ID, W5 EGET S0—2 Bl M1
o groupid: FHZHID, WAISEGERIT S 2, KB SHAIDIESZ X H, Bl NI

HEE
« client_protocol: Python SDK5 i 5B F N, ¥ rpcHflchannel &M, #i# {# FIJSON-RPCH;
AR A, J5& A Channel i [0] 77 5, FEACEIET, Bl Hchannel

* remote_rpeurl: ¥ Hrpci@ FHNET, 55 frpe IPFISG O, 5 %X BAREUT SRPCIE B, 2Lk
Hhttp://127.0.0.1:8545, KA channelihi¥, W LIEEZS

o channel_host: ¥ Fchannelp A, 9 & Fchannel IPHEAE, %X EIRECT S .Channel(E 5., ELIA
H127.0.0.1, WRArpethiGESE, "LLEZE

o channel_port: 775 K channel % H, EXIAH20200, TRFrpehiiGERE, FILLEZE
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EREE
« channel ca: BECAIULH, fFHchannelP¥ &% E, Bl Nbin/ca.crt,

« channel_node_cert: 7 SUEF, i channelMiXEF i E, BRIl Wbin/sdk.crt, TR Hrpethil
BfE, TUERE

* channel_node_key: Python SDK5 7 B EFAEH, K Hchannel il N 1% &, BRIN Abin/sdk.
key, WRFrpethiGEE, XEUES

solcHriFas it &

Python SDK3C#Ff# F L & flsolcHsolcjsdm i 2% H N dmiF &2, [FIAC EsolcHsolejsi, 1EFEMERER =
solcdmiEss, JMiEILIAN N :

« solc_path: solcHmiFas iz

* solcjs_path: solcjsZRIFMIARTE, H./solc. s
=Rl
BB R T

class client_config:

PR R, ETH . RAMX 426
PROTOCOL_RPC="rpc" #const,dont change this
PROTOCOL_CHANNEL="channel" #const,dont change this

# configure below

contract_info_file="bin/contract.ini" #HAFEHEAYE BT

account_keyfile_path="bin/accounts" #iffkeystore X IHFHIEIE, FEHEEET, keystore
Pl [name].keystorefi4

account_keyfile ="pyaccount.keystore"

account_password ="123456" #SCPnfi SO B 24550

fiscoChainId=1 #if 1D, FIEBEFAIT S AT +—EL

groupid = 1 #E4H1D, %ﬂ%‘% AERT A w0 50, A EAEEIER, BouX—M, &%
Bbcosclient.pyB XN RG2S

logdir="bin/logs" #ﬁ)\afjﬁfﬁ‘ﬁﬁ H, ZHEHRLHEEL

Fo—————— client communication config—-————————————-—

client_protocol = "channel" # or PROTOCOL_CHANNEL to use channel prototol
#client_protocol = PROTOCOI,_CHANNEL

remote_rpcurl = "http://127.0.0.1:8545" K rpciBE8, 1988 rpchii O, FIESEE AT

W B, WK FH channe IVMGETE, X ERAIL %?**

channel_host="127.0.0.1" #KHchannel3BEHE], TS Mchannel ipibilt, ««WIRH rpcthidGE
15, XELEZ

channel_port=20200 ##71 S fchannel Ui, «+QWRH rpcthBGEE, X EATLIHZS « +

channel_ca="bin/ca.crt" #XHchannel M, TFEEKEFEULT, ««WRH rpcthVGRE, X EA]
PLBA 25 # %

channel node_cert="bin/sdk.crt" # F¥FchannellpiXIf, %giﬁﬁsdkﬂ:@,ﬁﬂ%ﬁﬁrpcmﬁﬁ
7, XEMEE

channel_node_key="bin/sdk.key" # X channel, FTELE sdefMER, WA rchJJ\iXiE
5, XHEATLIEE

# o console mode, support user input—-————————————-—

background = True

# o compiler related-—————————————-

# path of solc compiler
solc_path = os.environ["HOME"] + "/.py-solc/solc-v0.4.25/bin/solc"
solcjs_path = "./solcjs"
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8.3.3 Python API

Python SDK A X H-BE R FH I & ##2 {8t T Python APHHE M, T ELEIFE:
« Python API: Ff%E T 1 [R]JFISCO BCOS 2.0+ 77 55.JSON-RPCHJPython API
o THEEME X & X TFISCO BCOS 2.0+HI78 ZEHELE
o OGN $RHLABI. Event Log - 72 5 i AR H f@AT ThAE
* ChannelHandler: FISCO BCOS channelPMSEERZE, SHFF 1 A 2 [RISSLIN 2 E 15

Python API: BcosClient

SHFclient /beosclient .py, F2E T HAIFISCO BCOS 2.0+ A ISON-RPCHIPython API, T
BESERY

Precompile Service

CNS

R4

client .precompile.cns.cns_service.CnsService

DhREREN
* register_cns: {FEMAENLEI(ELHAE, S LIRUA) BT EICNS RS R H
* query_cns_by_name: RIES1%EIRCNSTEE
* query_cns_by_nameAndVersion: RiEELZ AL EIHCNSEE

iR

R

client.precompile.consensus.consensus_precompile.ConsensusPrecompile
e n

o addSealer: NAIFLIRAT &

o addObserver: NINWIEETT &

« removeNode: R 17 5 MFELH H il

PR F2

R4

client .precompile.permission.permission_service.PermissionService
hfigf O

o grant: “Ri¥5E R IRPRIZANLA P

« revoke: WIEITEE H P fE € RV E IR

* list_permission: /R4 ¥8E F£H BRI 58
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CRUD

K%

client .precompile.crud.crud_service.Entry

TheeE A
e create_table: Q%
e insert: [A]FH 7 FIHAILR
« update: HUFTH I FRILK
« remove: HIERMA P RFEE LT
o select: EIHFRFEEILK
o desc: AP RER

AGBCE

K4

client .precompile.config.config_precompile.ConfigPrecompile

REED
o setValueByKey: % E RS EWIHIE
T 5EME .. BeosTransaction

SEIFclient /becostransaction.py, &Y TFISCO BCOS 2.0+H3% SEIELEH -

T o N Hif#NT: DatatypeParser

FEHEABI~ Event Log~ X Z i AR HENTIIEE, ST client/datatype_parser.py:

ChannelHandler

FISCO BCOS channel MY SEEIE, SCRFT S Z BISSLINRHEE, Al SR B, R 2L
Fclient/channelhandler.py, channell/MYYRfEIGS %X H

BHHEEN

* client/contratnote.py: % Hinifil & 3014 48 =0 R 77 & 29 B9 S B Hb 0k F0 7 52 s bk, DUE 0 £
(Gconsolefii & B AT LA (AL last) Fa I &L s & it ht)

H SR

* client/clientlogger.py: logger’& X, BHIEIEE FimHEMGTT HEWF
* client/stattool.py — 1] FE G BRI AN TEN H B T HE R
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8.3.4 &H&

Python SDKjEidconsole. pygfmTﬁﬁ\ﬁﬁﬁﬁﬁﬂrﬁUé , CRRPEYERE L IR EERERESS .

A
* Python SDK = Fij M fRIERRA, AT LM GEA, BB HFTH Web3SDK
o T JavaRAIEHI G A 2% X H
* windows /% R HUfTconsole.pylEf#H . \console.py Bi#& python console.py

HHmL

deploy

./console.py deploy [contract_name] [save]

SEUETE:
* contract_name: 5%, FEIEME contracts B
o save: HIXE | saveSE, RASFELIHHEE A 0 R34

$ ./console.py deploy HelloWorld save
INFO >> user input : ['deploy', 'HelloWorld', 'save']

backup [contracts/HelloWorld.abi] to [contracts/HelloWorld.abi.20190807102912]
backup [contracts/HelloWorld.bin] to [contracts/HelloWorld.bin.20190807102912]
INFO >> compile with solc compiler
deploy result for [HelloWorld] is:
{
"blockHash":
—"0x3912605dde5f7358feed0aB85a8b97ba6493848ecae7766a8c317beecafb2e279d",
"blockNumber": "Ox1",
"contractAddress": "0x2d1c577e41809453¢c50e7e5¢c3f57d06f3¢cdd90ce",
"from": "0x95198b93705e394a916579e048c8a32ddfb900£7",
"gasUsed": "Ox44ab3",
"input": "0x6080604052...&MET4T. ..
—c6f2c20576£726c642100000000000000000000000000",
"logs": [],
"logsBloom": "0x000...&MET4T...0000",
"output": "Ox",
"status": "OxO0",
"to": "0x0000000000000000000000000000000000000000™,
"transactionHash":
—"0xb291e9cal38b53¢c897340256b851764fa68a86f2a53cbl4b2ecdcc332e850bb91",
"transactionIndex": "0x0"
t
on block : 1,address: 0x2d1c577e41809453c50e7e5¢c3£57d06£3cdd90ce
address save to file: bin/contract.ini

call

WHEHEN, FHEImRESER.
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./console.py call [contract_name] [contract_address] [function] [args]

ZHETE:
e contract_name: %%
» contract_address: V& FHFIA& 2L
« function: WHKELNEND
. args: WHSE

# GYMEE: 0x2d1c577€41809453¢c50e7e5¢3£57d06£3cdd90ce
# WHHEEO: get
$./console.py call HelloWorld 0x2d1c577e41809453c50e7e5c3£57d06£3cdd90ce get

INFO >> user input : ['call', 'HelloWorld',
—'0x2d1c577e41809453¢c50e7e5¢c3£57d06£3cdd90ce’', 'get']

INFO >> call HelloWorld , address: 0x2d1c577e41809453c50e7e5c3£57d06£3cdd90ce,
—func: get, args:|[]

INFO >> call result: ('Hello, World!',)

sendtx

REZGPRTEE GLINER , THEREE ANRXRFRE:

./console.py sendtx [contract_name] [contract_address] [function] [args]

ZH B
* contract_name: %
» contract_address: A #JHuAE
« function: PREUEO
o args: ZEIIFR

Q@@Qﬁ HelloWorld

BIHINE: 0x2d1c57741809453¢50e7e5¢3F57d06Ff3cdd90ce

WHED: set

ZH. "Hello, FISCO"

./console.py sendtx HelloWorld 0x2d1c577e41809453c50e7e5c3£f57d06f3cdd90ce set
—"Hello, FISCO"

W S % H

INFO >> user input : ['sendtx', 'HelloWorld',
—'0x2d1c577e41809453¢c50e7e5¢c3f57d06f3cdd90ce', 'set', 'Hello, FISCO']

INFO >> sendtx HelloWorld , address: 0x2d1c577e41809453c50e7e5c3£57d06£3cdd90ce, .,
—func: set, args:['Hello, FISCO']

INFO >> receipt logs
INFO >> transaction hash o
—0xc20cbcbb0f28ad8felc560c8ce28c0e7eb771%a4a618a81604ac87ac46cc60£f0
tx input data detail:

{"name': 'set', 'args': ('Hello, FISCO',), 'signature': 'set (string)'}
receipt output : ()

newaccount

BIEFIKF, HFRERUMERE AR TFSbin/accounts/$ {accoutname} . keystoreUHFHT,
wmE BX T eEFRaWP X, HXE2EH—1 &6
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./console.py newaccount [account_name] [account_password]

AT
e account_name: /%4
« account_password: Il Zkeystore {4 14

T fig:
< RFIOIEIK S 1@ S 0K S E, % E R BOA S, 1E % Mclient_config pyf)
account_keyfile #l account_password BL &I

o ik A ANET B 2401 F4F

e # account_password A SRR TER, THAE account_password JFE M L8515, BT
LT

$ ./console.py newaccount test_account "123456"
>> user input : ['newaccount', 'test_account', '123456']

starting : test_account 123456

new address : 0x247e7AE892a94c9e089D61A7DB08af23CEDBecl6

new privkey : 0xe2cf070a7¢c1dal05577841b54b4f8ca7d9f7eb52e688bb7e6laz2cbada8adc5c77
new pubkey .
—0x71317d52a7£8b5bb3£fa882b9936d7d31a04e6al22e6£df790d3%aeee8ed2883d3c0b90£f644cab0b3

encrypt use time : 1.453 s
save to file : [bin/accounts/test_account.keystore]
e

>> read [bin/accounts/test_account.keystore] again after new account,address &
—~keys in file:
decrypt use time : 1.447 s

address: 0x247e7AE892a94c9e089D61A7DB08af23CEDBecl6
privkey: 0xe2cf070a7c1da05577841b54b4f8ca7d9f7eb52e688bb7e6lazcbada8adc5bc77
pubkey

—0x71317d52a7f8b5bb3fa882b9936d7d31a04e6al22e6£df790d3%aeee8ed2883d3c0b90£f644cab0b3

account store in file: [bin/accounts/test_account.keystore]
**x*xx please remember your password !!! sxxxxx
showaccount

RIEMK 2K Fkeystore WIEA L, HtilkP ARHEE.:

./console.py showaccount [account_name] [account_password]

ZEETE:
e name: JKFZIR
* password: Ik keystore 4

$ ./console.py showaccount test_account "123456"

>> user input : ['showaccount', 'test_account', '123456']
show account : test_account, keyfile:bin/accounts/test_account.keystore ,password
—123456

(continues on next page)
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[E2W))
decrypt use time : 1.467 s
address: 0x247e7AE892a94c9e089D61A7DB08af23CEDBecl6
privkey: 0xe2cf070a7¢c1da05577841b54b4f8ca7d9f7eb52e688bb7e6la2cbada8adc5c77
pubkey

—0x71317d52a7£f8b5bb3fa882b9936d7d31al04e6al22e6£df790d3%aeee8ed2883d3c0b90£644cab0b3
account store in file: [bin/accounts/test_account.keystore]

**xxx please remember your password !!! sxxxx

usage

AR B B T

$ ./console.py usage
INFO >> user input : ['usage']

FISCO BCOS 2.0 @python-SDK Usage:

newaccount [name] [password] [save]
B — R, SECAK P % (Walice, bob) M
LER IR E SRRk B <R BT eEA AP 3, B2 86— &5
WA T "save " ZEERE, WAAR EZESHIEA
create a new account ,save to :[bin/accounts] (default)
the path in client_config.py:[account_keyfile_path]
if account file has exist ,then old file will save to a backup
if "save" arg follows,then backup file and write new without ask
the account len should be limitted to 240

’

S BEEETAT. L.

[getTransactionByBlockHashAndIndex] [blockHash] [transactionIndex]
[getTransactionByBlockNumberAndIndex] [blockNumber] [transactionIndex]
[getSystemConfigByKey] [tx_count_limit/tx_gas_limit]

list

1 Hi Python SDKZFFHIFTEH: 1 -

$ ./console.py list
INFO >> user input : ['list']

>> RPC commands
[getNodeVersion]
[getBlockNumber]
L. BECETAT. ..
[getTransactionByBlockHashAndIndex] [blockHash] [transactionIndex]
[getTransactionByBlockNumberAndIndex] [blockNumber] [transactionIndex]
[getSystemConfigByKey] [tx_count_limit/tx_gas_limit]

CNS

Python SDK¥E#H| & #Mt TCNST 4, FEAFEFEMCNS - EIHCNSEE., CNSEIH# FH 71i%1E S %X
H.
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registerCNS

Fr(E AL, SR G202 BSHEM BICNS R ST R -

./console.py registerCNS [contract_name] [contract_address] [contract_version]

SEE T
* contract_name: &%
« contract_address: &2k

« contract_version: ‘& AR

# KA 0x2d1c577€41809453¢c50e7e5¢3£57d06£3cdd90ceFIALIRRA v_1. OBLGHE| A1)
ZHellolWorld

$ ./console.py registerCNS HelloWorld 0x2d1c577e41809453c50e7e5¢c3£57d06£3cdd90ce v__
1.0

INFO >> user input : ['registerCNS', 'HelloWorld',
—'0x2d1c577e41809453¢c50e7e5¢c3f57d06£3cdd90ce', 'v_1.0"]

INFO >> CNS version (strip space): v_1.0
INFO >> registerCNS
>> status: 0x0
>> transactionHash: |
—0x14720764a67c669811c02e9d9%p4c7faabea%94328e1e33fb7e35e885a27843a4de
>> gasUsed: 0x6a98
>> registerCNS succ, output: 1

queryCNSByName

RYE S HEHCNSTE B

./console.py queryCNSByName [contract_name]

SR

* contract_name: /E(\?’U@

HiflHelloWorldA AL IR FICNSTEE
$ ./console.py queryCNSByName HelloWorld

INFO >> user input : ['queryCNSByName', 'HelloWorld']

>> ("[{"abi":"\\"\\"", "address":"0x2d1c577e41809453C50e7E5C3F57D06£f3CDD90Ce",
—"name":"HelloWorld", "version":"v_1.0"}]\n",)
CNS ITEM 0 >>
ContractName: HelloWorld
ContractVersion: v_1.0
ContractAddress: 0x2d1lc577e41809453C50e7E5C3F57D06£3CDD90Ce

queryCNSByNameAndVersion

RIE &AM E LA EHRCNSE R

./console.py queryCNSByNameAndVersion [contract_name] [contract_version]

M)

ST
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* contract_name: /E}?’U@

* contract_version: &AM

# WHANZ NHelloWorld, AN v_1.0/icns(E)
$ ./console.py queryCNSByNameAndVersion HelloWorld v_1.0

INFO >> user input : ['queryCNSByNameAndVersion', 'HelloWorld', 'v_1.0']

INFO >> CNS version (strip space): v_1.0
>> ("[{"abi":"\\"\\"", "address":"0x2d1c577e41809453C50e7E5C3F57D06£3CDD90Ce",
—"name" :"HelloWorld", "version":"v_1.0"}]\n"',)
CNS ITEM 0 >>
ContractName: HelloWorld
ContractVersion: v_1.0
ContractAddress: 0x2d1c577e41809453C50e7E5C3F57D06£3CDD90Ce

TREH

WmmSMG@%TWﬁm@né,@ﬁm@m@%ﬁu\ﬁMM$%~“ﬂq%ﬁﬁMﬁﬁ¢%Wijﬁ“§
B ORI A 2% X

removeNode

FEFE B IL T S TR R

./console.py removeNode [nodeId]

SHEELTE:
o nodeld: #fH BT 5 A nodelD

W)

# W EALTF~/fisco/nodes A, BEifjnodelflnodeID

$ cat ~/fisco/nodes/127.0.0.1/nodel/conf/node.nodeid
12ce3fc76bc3253ba%e25dc3adb8b75d£392583b8£2813f4c623cf£258980c8c2c73£384ceb6f37dca726leala9fb24ff
# R S 1 N A N B node 1

./console.py removeNode,,
—12ce3fc76bc3253ba%e25dc3adb8b75d£392583b8£2813f4c623cf£258980c8c2c73£384ce6f37dcaj26lealad9fb24

INFO >> user input : ['removeNode',
—'12ce3fc76bc3253ba%e25dc3adb8b75d£392583b8£f2813f4c623cf£258980c8c2c73£384ce6f37dcq7261lealad9fb2

"]

INFO >> removeNode
>> status: 0x0
>> transactionHash: |
—0x68cde78d76£490b35431905d2336d9811966a370da8b4041db092feb09981£28
>> gasUsed: 0x7698
>> removeNode succ, output: 1

addSealer

TR E T AIMAFLRT H513%:

./console.py addSealer [nodeId]

SEEFE:
o nodeld: A RIEEIRTT MnodeIlD, FKEUTY MnodelD ] &% X B
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# TR TF~/fisco/nodes B, BiflnodelnodeID
$ cat ~/fisco/nodes/127.0.0.1/nodel/conf/node.nodeid
12ce3fc76bc3253ba%be25dc3adb8b75d£392583b8£2813£f4c623cf££258980¢c8c2¢c73£384ce6f37dca726leala9fb24ff

# B S node 1 iINA T HARTT A
$./console.py addSealer,
—12ce3fc76bc3253ba%e25dc3adb8b75df392583b8£2813£4c623cf£258980c8c2¢c73£384ce6f37dcaf26lealad9fb24

INFO >> user input : ['addSealer',
—'12ce3fc76bc3253ba%e25dc3adb8b75d£392583b8£f2813f4c623cf£258980c8c2c73£384ce6f37dcq7261ealad9fb2

—"']

INFO >> addSealer
>> status: 0x0
>> transactionHash: |
—0xfddfa618419880e37£82c8cd385994fcbleeld4cbb4b506ae0d67£223c8b723d
>> gasUsed: 0x7698
>> addSealer succ, output: 1

addObserver

REFEE T AT E T A

./console.py addObserver [nodeId]

SEETE:
o nodeld: IIABIWERE T HnodelD, FREUTY SnodelDA[5%x B

# W EAT~/fisco/nodes B3R, EiflnodelfinodeID
$ cat ~/fisco/nodes/127.0.0.1/nodel/conf/node.nodeid
12ce3fc76bc3253ba%e25dc3adb8b75df392583b8£2813f4c623cff258980c8c2¢c73f384ce6f37dca7261leala9fb24ff

# B S node I R MEETT A,
$ ./console.py addObserver,,
—12ce3fc76bc3253ba%e25dc3adb8b75d£392583b8£2813f4c623cf£258980c8c2c73£384ceb6f37dca26lealad9fb24

INFO >> user input : ['addObserver',
—'12ce3fc76bc3253ba9%be25dc3adb8b75d£392583b8£2813f4c623cf££258980c8c2¢c73£384ce6f37dca7261lealad9fb2

']

INFO >> addObserver
>> status: 0x0
>> transactionHash: |
—0xpb126900787205a5f913e664305835%9a07acelcc550190a5a9478ae4f49cfcleb
>> gasUsed: 0x7658
>> addObserver succ, output: 1

AGHE

Python SDK#ft T RAZ A BB 4, FISCO BCOS H A L FHFHI AL E S % X .

./console.py setSystemConfigByKey [key (tx_count_limit/tx_gas_limit)] [value]

TS
* key: ElEXET, HEFEEAEtx_count_limitfltx_gas_limit
* value: fit B XHFHIE
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# REXRAHRARZ ZEERE R 500
$ ./console.py setSystemConfigByKey tx_count_limit 500

INFO >> user input : ['setSystemConfigByKey', 'tx_count_limit', '500'"]

INFO >> setSystemConfigByKey
>> status: 0x0
>> transactionHash: |
—0xdedB8abc0858f8a7be5961ae38958928c98£f75ee78dbe8197a47¢c382cb2549del
>> gasUsed: 0x5b58
>> setSystemConfigByKey succ, output: 1
# RZ 5 gasiRiilHEE 400000000
$ ./console.py setSystemConfigByKey tx_gas_limit 400000000

INFO >> user input : ['setSystemConfigByKey', 'tx_gas_limit', '400000000"']

INFO >> setSystemConfigByKey
>> status: 0x0
>> transactionHash: |
—0x4078868ec183c432e07971£578f5ab8222a%ffda39dfaB8e87643410cb2ceals
>> gasUsed: 0x5c58
>> setSystemConfigByKey succ, output: 1

PR

Python SDKIE(: T RIRTFIE. ERIZHL. METURTIMH RIS, SRS EANE TS
K.

grantPermissionManager

R IR R R D RER A A 8 E MR

./console.py grantPermissionManager [account_adddress]

SEUETE:
o account_adddress: #IZ TARAOMK PRkl MA@ 1 newaccount i 24 AL

# FREUERIN P otk

./console.py showaccount pyaccount "123456"

INFO >> user input : ['showaccount', 'pyaccount', '123456']

show account : pyaccount, keyfile:bin/accounts/pyaccount.keystore ,password 123456
decrypt use time : 1.450 s

address: 0x95198B93705e394a916579e048c8A32DAFB900£7
privkey: 0x48140af2cf0879631d558833aa48b7bb4b37091dbfe902a573886538041b69c0
pubkey

—0x142d340c0£4df64bf56bbc0a3931e5228c7836add09cf8ff3cefeb3d7e610deb458ec871a9%da86bag
account store in file: [bin/accounts/pyaccount.keystore]
*xx*% please remember your password !!! sxxxxx

# MK 0x95198B93705394a916579e048c8A32DAFBI00 F 7 AL PR TR
$ ./console.py grantPermissionManager 0x95198B93705e394a916579e048c8A32DAFBO00L7
INFO >> user input : ['grantPermissionManager',
—'0x95198B93705e394a916579e048c8A32DdFBI00E7 "]
INFO >> grantPermissionManager

>> status: 0x0

>> transactionHash:
—0xdacl1796dcfb663842a13333976626d844527605edb5bf9%daadcfa28236bb5c8

p1ffc029f5aba

(continues on next page)
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>> gasUsed: 0x6698
>> grantPermissionManager succ, output: 1

listPermissionManager

F AR E I RERIK - (5 B

# FIHPrERRE K EE

$ ./console.py listPermissionManager

INFO >> user input : ['listPermissionManager']
————— >> ITEM O

= address: 0x95
= enable_num: 9

198B93705e394a916579e048c8A32DAFBY00£7

grantUserTableManager

Ra € P ZURIZ T E P

./console.py grantUserTableManager [tableName] [account_adddress]

HEMR: BRI P RORAT, EHERAPRAFE, M createTable ML BIEAE

ZHETE:
* tableName: FHF#R%
« account_adddress: #EIZAH P 4k

# AP #t_test
$./console.py createTable t_test "key" "valuel, value2, value3"
INFO >> user input : ['createTable', 't_test', 'key', 'valuel, value2, value3']
INFO >> createTable

>> status: 0x0

>> transactionHash: |
—0xfbcl0c0d9e4652£59655903e5ba772bb7f127e8e9del2be250d487£0££9¢c5268

>> gasUsed: 0x6098

>> createTable succ, output: 0

# MK 0x95198B93705394a916579e048c8A32DAFBI00F 7R M Ft_testHIETHIIAE
$ ./console.py grantUserTableManager t_test,,
—0x95198B93705e394a916579e048c8A32DAFB900£7
INFO >> user input : ['grantUserTableManager', 't_test',
—'0x95198B93705e394a916579e048c8A32DAFB900f7 "]
INFO >> table t_test

>> key_field: key

>> value_field: valuel,value2,value3
INFO >> grantUserTableManager

>> status: 0xO0

>> transactionHash: |
—0x2b9640£02db7afa839b5bdf158cca33a96a9718dc2e80£2c7b8af6100£6£8e92

>> gasUsed: 0x6398

>> grantUserTableManager succ, output: 1
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listUserTableManager

B Hxt1E R P R EEAFRAIK S (E 8.

./console.py listUserTableManager [tableName]

SEETE:
o tableName: F§ 3%

# BERP#c_testtEHER
$./console.py listUserTableManager t_test
INFO >> user input : ['listUserTableManager', 't_test']
————— >> ITEM 0O
= address: 0x95198B93705e394a916579e048c8A32DdFBI900£7
1

= enable_num: 1

grantNodeManager

R E BRI TR EIRR

./console.py grantNodeManager [account_adddress]

ZEETE:
o account_adddress: #EFZAYFH K P Hb Ak

# MK/ 0x95198B93705394a916579e048c8A32DAFBI00 L 7NN s /& HIThEE
$ ./console.py grantNodeManager 0x95198B93705e394a916579e048c8A32DdFB900£7
INFO >> user input : ['grantNodeManager',
—'0x95198B93705e394a916579€048c8A32DAFB900£7 "]
INFO >> grantNodeManager

>> status: 0x0

>> transactionHash: |
—0x3a8839bfdfefcdl3fff2678£91£231d44d8d442e40£fc7£f3af726daec624ba80c8

>> gasUsed: 0x65d8

>> grantNodeManager succ, output: 1

listNodeManager

FIHAE T A E IR E R

$ ./console.py listNodeManager

INFO >> user input : ['listNodeManager']
————— >> ITEM 0O
= address: 0x95198B93705e394a916579e048c8A32DAFB900f7

= enable_num: 12

grantCNSManager

FFCNSE BRI T 18 E M :

./console.py grantCNSManager [account_adddress]

SEETE:
« account_adddress: #FAN K HAE
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# HIKF0x95198B93705e394a916579e048c8A32DAFBI00L 7S INCNSE FIFLFR
$ ./console.py grantCNSManager 0x95198B93705e394a916579e048c8A32DdFBI00£7
INFO >> user input : ['grantCNSManager',
—'0x95198B93705e394a916579e048c8A32DdFB900£7 "]
INFO >> grantCNSManager

>> status: 0x0

>> transactionHash:
—0x4a112be9f582fblae98ae9d6a84706930f4ab3523b45722cc4bf08341397ddle

>> gasUsed: 0x6458

>> grantCNSManager succ, output: 1

listCNSManager

FHHECNSE ARk EE

$ ./console.py listCNSManager
INFO >> user input : ['listCNSManager']
————— >> ITEM O

= address: 0x95198B93705e394a916579e048c8A32DdFB900£7
= enable_num: 13

grantSysConfigManager

e AGUHL B BRI T HE €Mk

./console.py grantSysConfigManager [account_adddress]

SEEFE:
* account_adddress: #¢IZAH FPIK Ak

# HIKF0x95198B93705€394a916579e048c8A32DAFBI00F 7N R UL B AR
$ ./console.py grantSysConfigManager 0x95198B93705e394a916579e048c8A32DdFB900f7
INFO >> user input : ['grantSysConfigManager',
—'0x95198B93705e394a916579e048c8A32DAFB900£7 "]
INFO >> grantSysConfigManager

>> status: 0x0

>> transactionHash:
—0xf6ec040686496256a8c01233d1339%eel147551f6a2dfcbd7bd6d7647£240£1411

>> gasUsed: 0x6518

>> grantSysConfigManager succ, output: 1

listSysConfigManager

S A ARG E BRI~ F 8.

$ ./console.py listSysConfigManager
INFO >> user input : ['listSysConfigManager']
77777 >> ITEM O
= address: 0x95198B93705e394a916579e048c8A32DdFBY00£7
enable_num: 14
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grantDeployAndCreateManager

R EpE A QIR R AR FHEE MR

./console.py grantDeployAndCreateManager [account_adddress]

SHEETE:
o account_adddress: #EFZAFH K P Hb Ak

# MK 0x95198B93705394a916579e048c8A32DAFBI00F 7N I BIFEFRFITL B A LI R
$./console.py grantDeployAndCreateManager,
—0x95198B93705e394a916579e048c8A32DAFB900£7
INFO >> user input : ['grantDeployAndCreateManager',
—'0x95198B93705e394a916579e048c8A32DAFB900£7 "]
INFO >> grantDeployAndCreateManager

>> status: 0x0

>> transactionHash: |
—0xf60452a12d5346fab41lbcabbeeb662c261falc67ef90aca3944cdb29a5803¢c625

>> gasUsed: 0x6518

>> grantDeployAndCreateManager succ, output: 1

listDeployAndCreateManager

FI R B & LM 7 R 5 R

$ ./console.py listDeployAndCreateManager
INFO >> user input : ['listDeployAndCreateManager']

————— >> ITEM O
= address: 0x95198B93705e394a916579e048c8A32DdFB900f7

= enable_num: 15

revokeUserTableManager

TR € PR PRI E ARUR:

./console.py revokeUserTableManager [tableName] [account_adddress]

SHETE:
* tableName: 22 (FIEER PG ARIEL
* account_adddress: #%IEUEHIN PR AOMK 331k

# JHEENK T 0x95198B93705394a916579e048c8A32DAFBI00F 7H i 1K t_test FITSHIFLR
$ ./console.py revokeUserTableManager t_test,
—0x95198B93705e394a916579e048c8A32DAFBI00£7
INFO >> user input : ['revokeUserTableManager',K 't_test',
—'0x95198B93705e394a916579e048c8A32DAFBO00£7 "]
INFO >> revokeUserTableManager

>> status: 0x0

>> transactionHash: |
—0xc7ffbd0f79bfe06£43c603afde5997£9127a9fe499338362e64c653a593ded36

>> gasUsed: 0x6398

>> revokeUserTableManager succ, output: 1
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revokeDeployAndCreateManager

TR AR - MESLIRRIR:

./console.py revokeDeployAndCreateManager [account_adddress]

SHETE:
* account_adddress: #EHUEHANBR A - H kit

# UK 0x95198B93705€394a916579e048c8A32DAFBI00F 78l B FIBIE F AR
$ ./console.py revokeDeployAndCreateManager,,
—0x95198B93705e394a916579e048c8A32DdAFB900£7
INFO >> user input : ['revokeDeployAndCreateManager',
—'0x95198B93705e394a916579e048c8A32DdFBO00£7 "]
INFO >> revokeDeployAndCreateManager

>> status: 0x0

>> transactionHash: |
—0xeac82£3464093f0659eb6412c39599d51b64082401ac43df9d7670cf17882£78

>> gasUsed: 0x6518

>> revokeDeployAndCreateManager succ, output: 1

revokeNodeManager

TR E I BT RUE AR :

./console.py revokeNodeManager [account_adddress]

SHETE:
* account_adddress: #EHUEHANBR A - H kit

# TEEIK T 0x95198B937050394a916579e048c8A32DAFBI00F 771 FE IR
$ ./console.py revokeNodeManager 0x95198B93705e394a916579e048c8A32DAFB900£f7
INFO >> user input : |['revokeNodeManager',
—'0x95198B93705e394a916579e048c8A32DAFBO00£7 "]
INFO >> revokeNodeManager

>> status: 0x0

>> transactionHash: |
—0xc9£3799dc81ald46£562fe10b493d14920676a8e49a6de94e7b4b998844198342

>> gasUsed: 0x65d8

>> revokeNodeManager succ, output: 1

revokeCNSManager

SUEH TR E K T CNS B AR -

./console.py revokeCNSManager [account_adddress]

ZHEETE:
o account_adddress: #ETRIESALFR AOMK P itk

# TUEHIK M 0x95198B93705394a916579e048c8A32DAFBI00F7 CNSEFIALFR
$ ./console.py revokeCNSManager 0x95198B93705e394a916579e048c8A32DdFB900f7
INFO >> user input : ['revokeCNSManager',
—'0x95198B93705e394a916579e048c8A32DAFBO00f7 "]
INFO >> revokeCNSManager

>> status: 0x0

(continues on next page)
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>> transactionHash: |
—0xa5aa6dl115875156512af8c9974e353336e00bc3b9c2f2c2e21749d728e45abb4

>> gasUsed: 0x6458

>> revokeCNSManager succ, output: 1

revokeSysConfigManager

TR ENR T B A SBCE DR

./console.py revokeSysConfigManager [account_adddress]

SEETE:
« account_adddress: #EIUEHALBR MK - ik

# TEEIK T 0x95198B937050394a916579e048c8A32DAFBI00F 725 F TR R
$ ./console.py revokeSysConfigManager 0x95198B93705e394a916579e048c8A32DAFB900Lf7
INFO >> user input : ['revokeSysConfigManager',
—'0x95198B93705e394a916579e048c8A32DAFB900£7 "]
INFO >> revokeSysConfigManager

>> status: 0x0

>> transactionHash: |
—0xfaffc25ad4blllcfdaddca323d8b125¢c553c5e8£83b85faelde2labbec3bef792a

>> gasUsed: 0x6518

>> revokeSysConfigManager succ, output: 1

revokePermissionManager

TR E K B PR AR -

./console.py revokePermissionManager [account_adddress]

M

SEELTE:
o account_adddress: #EIREHIN PR AOME  Hb ik

# TEIK T 0x95198B937056394a916579e048c8A32DAFBI00 £ 7HX FRE EAN KR
$ ./console.py revokePermissionManager 0x95198B93705e394a916579e048c8A32DdFB900L7
INFO >> user input : ['revokePermissionManager',
—'0x95198B93705e394a916579e048c8A32DAFB900£7 "]
INFO >> revokePermissionManager

>> status: 0x0

>> transactionHash: |
—0xa9398d4de7a3e86238a48bdbf5e053c6lbc57ccdlaa57ebaa3c070bc47¢a0£98

>> gasUsed: 0x6698

>> revokePermissionManager succ, output: 1

RPC

A] LLE i Python SDKE )T S5 E., HHIPython SDKCFFIIE &0 :

getNodeVersion

IRECT AR B
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$ ./console.py getNodeVersion
INFO >> user input : ['getNodeVersion']

INFO >> getNodeVersion

>>

"Build Time": "20190705 13:17:29",

"Build Type": "Linux/clang/Release",

"Chain Id": "1",

"FISCO-BCOS Version": "2.0.0",

"Git Branch": "HEAD",

"Git Commit Hash": "d8605a73e30148cfb9063807fb85fa211d365014™",
"Supported Version": "2.0.0"

getBlockNumber

IRECT s TR =

$ ./console.py getBlockNumber
INFO >> user input : ['getBlockNumber']
INFO >> getBlockNumber

>> 21

getPbftView

IRECT /R

$ ./console.py getPbftView
INFO >> user input : ['getPbftView']

INFO >> getPbftView
>> 0x34e

getSealerList

IREH B AR S5

$ ./console.py getSealerList
INFO >> user input : ['getSealerList']

INFO >> getSealerlist
>>
—3ad90aeb5al0b8d88c9936492a37£564884e82b176e91f5e2e2f75a347be87212aacl48ee7£a2060be84
>>
—6bd07f2f8180ac9d56b40£f£f9977bab528a4f65e83d4ca95a0537e12f6638£78848e0765cbeelcb2b5f5
>>

—b8783cfe3c073a532e9cbc47978d45a187dal79d2fef4a85990c3b286d69dlafcd06ldelb8cbal7a59

1 790eaal3d44a2

1d7eb5027d18

19d94£021db1

getObserverList

IRBOWERE T 512K
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$ ./console.py getObserverList
INFO >> user input : ['getObserverList']
INFO >> getObserverList

>>

—

—12ce3fc76bc3253ba%e25dc3adb8b75df392583b8f2813£f4c623cff258980c8c2c73£f384ce6f37dca

126leala9fb24.

getConsensusStatus

RECH SRR EE B

$ ./console.py getConsensusStatus
INFO >> user input : ['getConsensusStatus']

INFO >> getConsensusStatus

>>

"accountType": 1,

"allowFutureBlocks": true,

"cfgErr": false,

"connectedNodes": 3,

"consensusedBlockNumber": 22,

"currentView": 904,

"groupId": 1,

"highestblockHash":
—"0x2aa73c33c054eb168dd1lcb5d62cd211¢c780731c3fe40333be0£f32069568d0083",

"highestblockNumber": 21,

"leaderFailed": false,

"max_faulty_leader": O,

"nodeId":
—"b8783cfe3c073a532e9cbc4d7978d45a187dal79d2fef4a85990c3b286d69dlafcd06ldelb8cbal7ab

"
",

"nodeNum": 3,
"node_index": 2,
"omitEmptyBlock": true,
"protocolId": 65544,
... BEEETAT

819d94£021db

getSyncStatus

RECY ARG B

$ ./console.py getSyncStatus
INFO >> user input : ['getSyncStatus']

INFO >> getSyncStatus

>>

"blockNumber": 21,

"genesisHash":
—"0xf£f1404962c6c063a98cc9e6a20b408e6a612052dc4267836bbldc378accbceld™,

"isSyncing": false,

"knownHighestNumber": 21,

"knownLatestHash":
—"2aa73c33c054eb168dd1cb5d62cd211¢c780731c3£fe40333be0£32069568d0083",

"latestHash":
—"0x2aa73c33c054eb168dd1lcb5d62cd211¢c780731c3£fed40333be0£3206956840083",

"nodeId":
"h783cfe3c073a5329chbecd7978d455187da179d2fefd4585990c3bh286d69d1afcdleldelb8chal’ab

819d94£021db

(continues on next page)
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(£ ET0)
"peers": [
{

"blockNumber": 21,

"genesisHash":
—"0xff1404962c6c063a98cc9e6a20b408e6a612052dc4267836bbldc378accbeceld”,

"latestHash":
—"0x2aa73c33c054eb168dd1lcb5d62cd211c780731c3fe40333be0£32069568d0083",

"nodeId":
—"12ce3fc76bc3253ba%e25dc3adb8b75df3925830b8f2813f4¢c623cf£258980c8c2c73f384ce6f37dc
R

} ’
{

"blockNumber": 21,

"genesisHash":
—"0xff1404962c6c063a98cc9e6a20b408e6a612052dcd4267836bbldc378accboeced™,

"latestHash":
—"0x2aa73c33c054eb168dd1lcb5d62cd211¢c780731c3£fed40333be0£3206956840083",

"nodeId":

—"3ad90aeb5al0b8d88c9936492a37£564884e82b176e91f5e2e2f75a347be87212aacl48ee7£a2060be

n
—

}I
{
"blockNumber": 21,
"genesisHash":
—"0xff1404962c6c063a98cc9e6a20b408e6a612052dcd4267836bbldc378accocel4d”,
"latestHash":
—"0x2aa73c33c054eb168dd1lcb5d62cd211c780731c3fed40333be0£32069568d0083",
"nodeId":
—"6bd07£f2£8180ac9d56b40££9977ba528a4f65e83d4ca95a0537e12f6638£78848e0765cbeelcb2b5f

n
—

I
"protocolId": 65545,

"txPoolSize": "O"

getPeers

IRECT BRI %R:

$ ./console.py getPeers
INFO >> user input : ['getPeers']
INFO >> getPeers
>>
"Agency": "agency",
"IPAndPort": "127.0.0.1:30301",
"Node": "nodel",
"NodeID":
—"12ce3fc76bc3253ba%e25dc3adb8b75d£3925830b8£2813£4c623cf££258980c8c2c73£384ce6f37dc

"
",

"Topic": []

}
>>
"Agency": "agency",
"IPAndPort": "127.0.0.1:30302",
"Node": "node2",
"NodeID":

—"6bd07£2£8180ac9d56b40££9977ba528a4£65e83d4ca95a0537e12£6638£78848e0765cbeelcb2b5f

"

",

(continues on next page)
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(2]
"Topic": []
}
>>
"Agency": "agency",
"IPAndPort": "127.0.0.1:30303",
"Node": "node3",
"NodeID":

—"3ad90aeb5al0b8d88c9936492a37£564884e82b176e91f5e2e2f75a347be87212aacl48ee7fa2060be

n
",

"Topic": []

getGroupPeers

IRBURFE N T U B B

$ ./console.py getGroupPeers
INFO >> user input : ['getGroupPeers']
INFO >> getGroupPeers
>>
—3ad90ae5al0b8d88c9936492a37f564884e82bl176e91f5e2e2f75a347be87212aacl48ee7fa2060be8
>>
—6bd07£2£8180ac9d56b40££9977bab528a4f65e83d4ca95a0537e12£f6638£78848e0765cbeelcb2b5£5
>>
—p8783cfe3c073a532e9¢cbcd7978d45a187dal79d2fef4a85990c3b286d69dlafcd061ldelb8cbal7a59
>>

[

—12ce3fc76bc3253ba%e25dc3adb8b75df£392583b8f2813f4c623cf£258980c8c2c73£384ce6f37dca]

getNodelDList

IRE X REEFTEHM T 1515

$ ./console.py getNodeIDList

INFO >> user input : ['getNodeIDList']
INFO >> getNodeIDList
>>
—b8783cfe3c073a532e9cbcd7978d45a187dal79d2fef4a85990c3b286d69dlafcd061delb8cbal7a59
>>

[

a790eaa3d44a

1 790eaal3d44a2

1d7eb5027d18

19d94£021db1

1261leala9fb24

19d94£021db1

—12ce3fc76bc3253ba%e25dc3adb8b75d£392583b8f2813£4c623cf£258980c8c2¢c73£384ce6f37dcaf26leala9fb24

>>

—6bd07£2£8180ac9d56b40££9977bab28a4£65e83d4ca95a0537e12£6638£78848e0765cbeelcb2b5£5
>>

1d7eb5027d18

—3ad90ae5al0b8d88c9936492a37£564884e82bl76e91f5e2e2f75a347be87212aacl48ee7£fa2060be8a790caal3d44a2

getGrouplList

RBGHZH S 3 -
$ ./console.py getGroupList
INFO >> user input : ['getGroupList']
INFO >> getGroupList
>> 1
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getPendingTransactions

RBUE 5 it NIE R _EBERISE 515 B

$ ./console.py getPendingTransactions
INFO >> user input : ['getPendingTransactions']
INFO >> getPendingTransactions

>> Empty Set

getPendingTxSize

RBUE 5t NIE R EHERZE % -

$ ./console.py getPendingTxSize

INFO >> user input : ['getPendingTxSize']
INFO >> getPendingTxSize
>> 0x0

getTotalTransactionCount

R C22 FHER T 5% B -
$ ./console.py getTotalTransactionCount
INFO >> user input : ['getTotalTransactionCount']
INFO >> getTotalTransactionCount
>>
"blockNumber": "Oxl6",
"failedTxSum": "OxO0",
"txSum": "0x16"

}

getBlockByNumber

IRTE R i 2 1A X R

$ ./console.py getBlockByNumber [block_number] [True/False]

SEETE:
* block_number: XIREE

* True/False: AJJ%, TrueFiR[EIHXHRIGEENE & BAKZHER; False RULR AR XERN (LA &
oAy

$ ./console.py getBlockByNumber 0
INFO >> user input : ['getBlockByNumber', '0']

INFO >> getBlockByNumber

>>
"dbHash": "0x0000000000000000000000000000000000000000000000000000000000000000™,
"extraData": [

"0x312d62383738336366653363303733613533326539636263343739373864

HEETAT. ..

7652d313030302d333030303030303030"

1y

"gasLimit": "0xO0",

(continues on next page)
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(B2 7))

"gasUsed": "0xO0",

"hash": "0xff1404962c6c063a98cc9e6a20b408e6a612052dc4267836bbldc378accbcel4",

"logsBloom": "0x00000000... B T4T...0000000000000000000000™,

"number": "O0x0",

"parentHash":
—"0x0000000000000000000000000000000000000000000000000000000000000000™,

"receiptsRoot":
—"0x0000000000000000000000000000000000000000000000000000000000000000™,

"sealer": "OxO0",

"sealerList": [],

"stateRoot":
—"0x0000000000000000000000000000000000000000000000000000000000000000™,

"timestamp": "O0x16c61113388",

"transactions": [],

"transactionsRoot":
—"0x0000000000000000000000000000000000000000000000000000000000000000"
}

getBlockHashByNumber

IRYEER = B X ERIG 7

$ ./console.py getBlockHashByNumber 0
INFO >> user input : ['getBlockHashByNumber', '0']
INFO >> getBlockHashByNumber
>> 0xff1404962c6c063a98cc9e6a20b408e6a612052dc4267836bbldc378acc6ocel4

getBlockByHash

RE X ERIG A IR X BR(E

$ ./console.py getBlockByHash [block_hash] [True/False]

SHELFE:
e block_hash: [XIRIEH
* True/False: AJ3%, TrueKBHIR BRI X RN S EMARIEE; FalseRIHIR B X HUNE &5 506 A

$ ./console.py getBlockByHash,
—0xff1404962c6c063a98cc9e6a20b408e6a612052dc4267836bbldc378accoceld
INFO >> user input : ['getBlockByHash',
—'0xff1404962c6c063a98cc9e6a20b408e6a612052dc4267836bbldc378accoceld']
INFO >> getBlockByHash

>>

"extraData": [

"0x312d623... WA T .. .3030303030"
]I

"gasLimit": "0xO0",

"gasUsed": "0xO0",

"hash": "0x£ff1404962c6c063a98cc9e6a20b408e6a612052dc4267836bbldc378accbecel4",

"logsBloom": "0x0000...&HE#F...000000",

"number": "O0xO0",

"parentHash":
—"0x0000000000000000000000000000000000000000000000000000000000000000™,

"sealer": "OxO0",

"sealerList": [],

"stateRoot":

LAy AV AN AN AN AN AN AVAN AN A VAN AN AV AN AN AT AN AN AV AN A VAT AN A VAN AN AVAN AN AV AN AN AVATANANATANAVANANAYANAVAYANAYAVANAYAVANAYAVANAVAVAYAVAYANAVAYANL

(Continues on next page)
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(B2 7))

"timestamp": "0x16c61113388",

"transactions": [],

"transactionsRoot":
—"0x0000000000000000000000000000000000000000000000000000000000000000"
}

getCode

IREUFEE & A ) 3 G

$ ./console.py getCode 0x2d1c577e41809453c50e7e5¢c3£57d06£3cdd90ce
INFO >> user input : ['getCode', '0x2d1c577e41809453c50e7e5¢c3£57d06£3cdd90ce’]
INFO >> getCode

>> 0x60806040526. .. 80T . ..a40029

getTransactionByHash

RIELH IR 515 B

./console.py getTransactionByHash [hash] [contract_name]

SR
* hash: 22 5 MGy
s contract_name: A%, X GMRIIEANL, HRNLZSE, SEMEEASHEENE

$ ./console.py getTransactionByHash,
—0xb291e9ca38b53¢c897340256b851764fa68a86f2a53cbl4b2ecdcc332e850bb91l
INFO >> user input : ['getTransactionByHash',
—'0xb291e9ca38b53c897340256b851764fa68a86f2a53cbl4b2ecdcc332e850bb91 "]
INFO >> getTransactionByHash

>>

"blockHash":
—"0x3912605dde5f7358feed40a85a8b97ba6493848eae7766a8c317beecafb2e279d",

"blockNumber": "Ox1",

"from": "0x95198b93705e394a916579e048c8a32ddfb900£7",

"gas": "0x1c9c380",

"gasPrice": "0x1c9c380",

"hash": "0xb291e9ca38b53c897340256b851764fa68a86f2a53cbl4db2ecdcc332e850bbo1",

"input": "0x60806...8MEET .. .ddd81c4ad0029",

"nonce": "0x2b2350c8",

"to": "0x0000000000000000000000000000000000000000™,

"transactionIndex": "0x0",

"value": "0xO"

getTransactionReceipt

IRIEAZ 2 WA IRHAE 5 [EI A R

./console.py getTransactionReceipt [hash] [contract_name]

SR FE:
o hash: G
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* contract_name: Eﬁzﬂ_ﬁ, iﬁyﬁ*ﬁ%ﬂ/‘]@?"jg, %%)\1%%&1 %@ﬁﬁ?&%%ﬂ@?ﬂé@ﬁ%ﬁ%ﬁ

$ ./console.py getTransactionReceipt,
—0xb291e9ca38b53¢c897340256b851764fa68a86f2a53cbl4b2ecdcc332e850bb91l
INFO >> user input : ['getTransactionReceipt',
—'0xb291e9ca38b53c897340256b851764fa68a86f2a53cbl4b2ecdcc332e850bb91"]
INFO >> getTransactionReceipt

>>

"blockHash":
—"0x3912605dde5£7358fee40a85a8b97ba6493848eae7766a8c31l7beecafb2e279d",

"blockNumber": "0Ox1",

"contractAddress": "0x2d1c577e41809453c50e7e5¢c3£f57d06f3cdd90ce",

"from": "0x95198b93705e394a916579e048c8a32ddfb900£f7",

"gasUsed": "Ox44ab3",

"input": "0x608060405234...HMEE T .. . d%acfl16e2fc2d570d491ddd81c4a40029",

"logs": [],

"logsBloom": "0x00000...&MET...00000000000",

"output": "Ox",

"status": "OxO0",

"to": "0x0000000000000000000000000000000000000000",

"transactionHash":
—"0xb291e9ca38b53c897340256b851764fa68a86f2a53cbl4b2ecdcc332e850bb91™,

"transactionIndex": "0x0"

getTransactionByBlockHashAndindex

IRYE X ERIG A FIL SR 5 BRI (E B

./console.py getTransactionByBlockHashAndIndex [blockHash] [transactionIndex]
— [contract_name]

AR
« blockHash: 3¢ 5 AT 7E ) X Hra 7
« transactionIndex: 2% &5|
* contract_name: FJ%%, ZXHHRHIENY, B NZSE, SRR SEBARNZE

$ ./console.py getTransactionByBlockHashAndIndex,,
—0x3912605dde5f7358fee40a85a8b97bab6493848eae7766a8c31l7beecafb2e279d 0

INFO >> user input : ['getTransactionByBlockHashAndIndex',
—'0x3912605dde5£f7358fee40a85a8b97ba6493848eae7766a8c317beecatb2e279d', '0']

INFO >> getTransactionByBlockHashAndIndex
>>
"blockHash":
—"0x3912605dde5f7358feed0a85a8b97ba6493848eae7766a8c317beecafb2e279d",
"blockNumber": "0Ox1",
"from": "0x95198b93705e394a916579e048c8a32ddfb900£7",
"gas": "0x1c9c380",
"gasPrice": "0x1c9c380",
"hash": "0xb291e9ca38b53c897340256b851764fa68a86f2a53cbl4db2ecdcc332e850bbo1",
"input": "0x6080...HMEET ... 4240029",
"nonce": "0x2b2350c8",
"to": "0x0000000000000000000000000000000000000000™,
"transactionIndex": "0x0",
"value": "0x0"
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getTransactionByBlockNumberAndindex

IRIER ML SR ERLHER.

$ ./console.py getTransactionByBlockNumberAndIndex [blockNumber]
— [transactionIndex] [contract_name]

ZHELE:
* blockNumber: %8 5 FT7EH X Sk
* transactionIndex: *25 &3]
e contract_name: A[iE, ERXHHRIIEN%, HRAZSE, SEMRERZSHEERNE

$ ./console.py getTransactionByBlockNumberAndIndex 1 0
INFO >> user input : ['getTransactionByBlockNumberAndIndex', '1', '0']
INFO >> getTransactionByBlockNumberAndIndex
>>
"blockHash": "0x3912605dde5f7358fee40a85a8b97ba6493848eae7766a8c317beecatb2e279d

‘—>"I
"blockNumber": "Ox1",
"from": "0x95198093705e394a916579e048c8a32ddfb900£7",
"gas": "0x1c9c380",
"gasPrice": "0x1c9c380",
"hash": "0xb291e9ca38b53c897340256b851764fa68a86f2a53cbl4b2ecdcc332e850bbo1™,
"input": "0x608060...8MEET ... a40029",
"nonce": "0x2b2350c8",
"to": "0x0000000000000000000000000000000000000000",
"transactionIndex": "0x0",
"value": "OxO"

getSystemConfigByKey

REAGECESS B

# REX IR AT R E KT 54 E
$ ./console.py getSystemConfigByKey tx_count_limit

INFO >> user input : ['getSystemConfigByKey', 'tx_count_limit']
INFO >> getSystemConfigByKey
>> 500

#ﬁm%%@m@ﬁ
$ ./console.py getSystemConfigByKey tx_gas_limit
INFO >> user input : ['getSystemConfigByKey', 'tx gas_limit']
INFO >> getSystemConfigByKey
>> 400000000

8.3.5 JT &

Python SDK RS H R (L T 528 HIDemo it 4 22 >)
* PR T S API
o BREEL . KL S~ WHEEH . BiRE LR

VT S API

IEFERVECE [ SDKOEZ N A G BE - R FSEFlEclientits, FE M client3E ORI - 3&[Hjson,
A] LIRAE RS fisco beos rpef# [ jsonté U AVERAE, #1TF BIRBURIERHY -

8.3. Python SDK 295



https://github.com/FISCO-BCOS/python-sdk/blob/master/demo_get.py
https://github.com/FISCO-BCOS/python-sdk/blob/master/demo_transaction.py

FISCO BCOS Documentation, % 7i v2.2.0

SEHDemo: demo_get.py

# LHfbciient
client = BcosClient ()

# WHET ARERED
res = client.getNodeVersion ()
print ("getClientVersion", res)

# WHET AR EED
try:
res = client.getBlockNumber ()
print ("getBlockNumber", res)
except BcosError as e:
print ("bcos client error,",e.info())

BIESY
IEFRIICE [ SDKGERL AT A5 55 - FIETRHE SN - KA S - AFEH . EiREEIRRIHRIE .

¥ BB 25f) . J§ Hdeploy, sendRawTransactionGetReceipt, call, parse_event_logs%¥ K

.

5£#Demo: demo_transaction.py

# SEflfbclient
client = BcosClient ()

# MICHFEDn#EkapiE L

abi_file ="contracts/SimpleInfo.abi"
data_parser = DatatypeParser ()
data_parser.load_abi_file(abi_file)
contract_abi = data_parser.contract_abi

# WEEY
Print ("\n>>Deploy i~
————=")
with open("contracts/SimpleInfo.bin", 'r') as load_f:
contract_bin = load_f.read()
load_f.close ()
result = client.deploy(contract_bin)
print ("deploy", result)
print ("new address : ",result["contractAddress"])
contract_name = os.path.splitext (os.path.basename (abi_file)) [0]
memo = "tx:"+result["transactionHash"]
MO B SR E N EE
from client.contractnote import ContractNote
ContractNote.save_address (contract_name, result["contractAddress"], int (result]|
—"blockNumber"], 16), memo)

#RERL Sy, WHA— PG ERED

print ("\n>>sendRawTransaction:———————-----="""""—"—"—"—"—"—"—"—(——~—(——(—(—(—(—(—(——(——(————
e ll)

to_address = result|['contractAddress'] #use new deploy address

args = ['simplename', 2024, to_checksum_address(
—'0x7029c502b4F824d19Bd7921E9cb74E£92392FBlc") ]

receipt = client.sendRawTransactionGetReceipt (to_address,contract_abi, "set",args)
print ("receipt:", receipt)

#FENT receipt Bflog
print ("\n>>parse receipt and transaction:————————

(continues on next page)
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&L

txhash = receipt|['transactionHash']
print ("transaction hash: " ,txhash)
logresult = data_parser.parse_event_logs (receipt["logs"])
i=20
for log in logresult:
if 'eventname' in log:
i=1+1
print ("{}): log name: {} , data: {}".format (i,log['eventname'],log]l
—'eventdata'l))

#IRBON RLAVAZ 85, AT R A T s IS5

txresponse = client.getTransactionByHash (txhash)

inputresult = data_parser.parse_transaction_input (txresponse['input'])
print ("transaction input parse:",txhash)

print (inputresult)

#@ﬁfﬁfi@fé%%EreceiptE@%ﬁHjE@output,Eﬂifé%yﬂﬁﬁE@??KEE@returnﬂg

outputresult = data_parser.parse_receipt_output (inputresult['name'], receipt]|
—'output'])
print ("receipt output :",outputresult)

#REHA—TNcal11, HREEIE

res = client.call (to_address,contract_abi, "getbalance")

print ("call getbalance result:", res)

res = client.call (to_address,contract_abi, "getbalancel", [100])
print ("call getbalancel result:",res)

res = client.call (to_address,contract_abi, "getname")

print ("call getname:", res)

res = client.call (to_address,contract_abi,"getall")

print ("call getall result:",res)
print ("demo_tx,total reqg {}".format (client.request_counter))
client.finish ()
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MPBFT =B By 2t 1R 8 i 5l 77 s M B 25 BB, PBFTEngine 2 it & U7 #6221 B8 157 1) 490 T CHRF 22 1) #0 21) ) 41
ElioViewlll—), Ffil’& ViewChange /b FRAE ;17 MU E ViewChange ®L, 8 £ fif & ViewChange b FH
E:
* HIWrViewChangefl & B % AU ViewChangel® 3K F1 i H BB mH{E LA/ N T 24 5 17 m s 3R
i, MRELIR T 4 B SR

s ZHFH R ViewChangetd: BJj (L4 [F 1 ViewChange & KL H 2 IR, AER W7 5275 Al LAY
AL B G IE;

o Yt B ViewChangefd : # I 2| ) ViewChangetl H [ff 77 BiviewsE T 28 7 5 19 BRI RF U] #2211 #1
EltoView H 271 S B 2 « £+ 18 B AT sSlviewss TtoView T ViewChange i, 115 B 8 = 43
Z T BT oView LB, PIH: Z HTLE 2o View -

10.3.3 PBFTMZ&4i4t

FISCO BCOS v2.2.0{1t. T PBFTIH B.% & WL # FlPrepare fL 45, RE /DML T ARSI, 77
Sy

PBFTiH B & & it

R T PRUETT ST O HIRVE S A BERIAFTE T A, FISCO BCOS PBFTH: IR R A T 1 B4 & AL
i, ACHTEE B R ZALHEI R

T2 A X RE RS, RATTLRE 2, FMHIFEEEHSWME L =X, BT A
A« TTLE K TR IHRE B8 % . HLeader/ #& HPreparefl N & H N X R, ZIREXFHE
[fJPrepare {23 o BRI 48 184 -

PBFT Msg Forwarded
PBFT Msg

Forwarded
PBFT Msg L
—
7 (L
Forwarded PBFT

node3 Msg node2

R T MG EEFRT, BRI RILREER;, EMESEERBNLT, HREESRRED RGN
JRTT 5., FISCO BCOS v2.2.04PBFT{HE B#% A WLHl#H1T T i, AL /E BIPBFTIE B8 Z RN T -

NEER T A X REE R GUET RBNEIF UL N, PBFTVH B B A HRE:

node0 node1l

e

Y

@ pbft_msg:
forwardNodes=
{node1, node3}

@ E&pbft msg:
forwardNodes Bz

@ BIESEET ={nodel,
"’ node3}§%
Y @ #%&pbft msg: forwardNodes ==

node3 forwardNodes = node2
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e node0ff] {nodel, node2, node3}XIEPBFTIHE, XM {nodel, node3} NEEEIIEN,
U_]JH%'PBFTYI%E\mng/‘]forwardNodes?EﬁiﬁEﬁ{nodel, node3}, FHEIEL%Enode2;

e node2l Flnode1 IPBFTIH B )5, #H WiforwardNodesF B A 72, Ml H AL & 7 & 7
#F{nodel, node3}, HFALET S M forwardNodesHFEHR;

* node2[fnodelflnode3%% % H# /5 FIPBFTH Emsg;

* nodelflnode3Flmsg/5, HlIWiforwardNodesFEBINZ, INNIZIEBECEEAT AT &,
IIREEEE R PBFTIHE. -

Pl J5 IPBFTYH B85 & SRl IR S EPBFTH EEH AT forwardNodes FEOILEMIET SE 5.,
HAb 5 S BIPBFTIE B LG, HE B A %A forwardNodesit sk AT IATI &, fRIEPBFTH BB R EHE
FAFTE T RBIRIE, T M ITLRIPBFTIH R, $27H MLERE -

Prepare &5t

PBFTHIRE VLN, Leader[d] T "7 i) #&Preparetl, Preparefd [Nl & Leader i i N2 Z) it FT B ATEE N X
B, BHTFRPESR SR 5 FESE A IR S, B Prepare 1 A X HHAE 55 1R RME R AE HAth IR T5
I G itban§ - B THX A, FISCO BCOS 220114t T Preparetl 4514, Prepareif B £ A Y X B A AL & 52
Gia g, HMT S E Prepare 5, MLAEMARHIZZ St KRB A 52 5y, B 2RFIAE 5 [A] Leaderi& 3K

AL JE B PrepareiH B 6L N B X EREEFG LA T -

R
ZBEE |4

...... Ehik
ZBEE |\

Prepare fl A0 AR AN T :
At Prepare &t fs, FAFIA T XS MEFENIZL S, #H—H (K T Prepareld B/ EIIR /N, T4 T M4
.

10.3.4 Raft
1 ZiF R

1.1 Raft

Raft (Replication and Fault Tolerant) *&—" A ¥FM %% 4> [X  (Partition Tolerant) [—ZEMM, BRIUET
TE—NENDNT R RGEHEN+)2 (a B A1 SRR TERBR TR —E,
E—5P T ERRGT AFD T A HIEERE SEE IR, TSN MBS X - JHEER . Rafthg
TPaxos HAZHEfE, B UEEA A] LR (5 PaxostH R FIZABETE LASVERE, EE A48 m] I E N S sl A 1
T o

1.2 7 RHE

FERaftHVEF, BT S AW T =FF 2 —: Leader - Followerl, }2Candidate, HH:

o Leader: FE 7 5475 H, HFollower s Sz Mk, £ — KM IHIREHH BMNE—
Leader 7 &, FHLeader& A il 5 N\ Z M ER A 5 « FTHLAC Gy 2E AR X B R X B 5%

* Follower: DlLeader™ s WIS TR, HAELeader i s KRR 26471564 L% T O Leader ™7 A5, ;
 Candidate: FollowerTs 5.7 75 1% Leader s 47H IG5 457
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1.3 T AID & ARG

FERaftEIEF , BB f#H2H — P EE H&RKE—METEAY S8 HIID (—BZ— 1647
TERET) , XTI RID; FIREN R R S YET — i AR SR, X ADIRIERT

BAHIRTTAWID, T H SRR BERIR AT AR -
1.4 18
Rafti % 8 B B * 2 &~ & K E /A £ BTerms, Termsh 1%# %22 1) £ ¥ . &
MTermld 8 25 FF 45, W F & ZF AL Ty, W B 2 Hileaderfi T M B, 41 R ik % K
We ., & F % 2 B B9 B —Leader, N & F B ¥ HTerm, & Hr 7 18 % 2% -
Term 1 Term 2 Term 3 Term 4
A 4 A "

\ Terms
Bl SRR i
eader

1.57HE
fERaftE V&AW, B DML W 5 B EE KR E B 1T 8 . 2 BiRafiE B A 5 0 R IH
F.: VoteReq- VoteResp - Heartbeat - HeartbeatResp, HH':

 VoteReq: 15K, HCandidate™ S FEENA H, F T 1 W 4& A HoAth 7 55008 Sk 4% Z2 AR 1% Leader;

* VoteResp: HUEMIN., £ SUNEIBEEERIG, AT RBERREATHIRL, 1R A 280 A & B
HRIERER;

o Heartbeat: /0K, HLeader TV S EshFEEALH, EERBEW D (1) AT4EF Leader T 5810, R
FLeaderfE s — B IEH & 16 OBk BB HAT SR, LeaderB Bt A2 KA AEZEL; 2) KRREIES
i, HLeaderTi IITE—TRXHRE, 2R XFEIRRIGZ OB LU X317 17, HMT A
TEWCENZ OB G 2 RS H X SRERE H R R B 2RISR R X H

* HeartbeatResp: /UKL, 7B U OBKE G, HATXHOBGETRN, FAley, sl —1ra
B KB VOBRI, 32 OBk R R 2 % KRG

FrEH BIE 7 B N RFTR:
BAH B RERH T B TR ATR:

ARYER T EPR:
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RaftHiHig kR

Load _
Transactions
ransaction 3!
TxPool Raft S=aler
Drop
Transactions
MRITHE
: HiRTa a8
Raft Engine iy .
9 ) REAEIR
R R
iR -t
BlockChain
Sync P2P Stlorage i

= -
________________

* Raft Sealer: 155 M5 W HUH A8 5y HAT B AL X B, I & 1% 2 Raft EnginedF 1717 o X F 5%
J&, Raft Sealerfi 55 W 2 it I ER . H5E2E 5 5

« Raft Engine: A SI7EHIRT ST, RRRpi iR pg Xk 5% -
3 LR
3.1 T AR

TRRIZ AR R R N EFTR, SRS RIE 2R N RIA AN T ik
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starts up times out, times out, receives votes from
starts election  new election majority of servers
L i , - (]
Follower Candiddate Leader
| J
L !
discovers current discovers server
leader or new term with higher term

3.1.1 %2

Raft iR A1 48 OB HL IR i % Leaderi 2t - 77 SUS BN, 79 5 B 3 A Follower H R Term &0 -

H HEFollower M Leaders! # Candidate! £] 5 %X JHeartbeat 5 RequestVote{H ., H i & f& £F FEFollowerIk
A, R Follower?E — B AN GX BRI [E]#R A Election Timeout) %W @J J: RELE, MESBRER
5 B FILeader 222K TE , ARG HEIN H C I TermH 5448 /) Candidiate, FF /5 #T—FMLeaderi B 25 AR, i
BT

1. Follower¥& il 2 §ij () Term, ¥} Candidate;
2. Candidate’’FFZE# 4G AT, HH #ERequestVote | HA 17 HiE KIE

3. Candidate™ S fR¥EFAECandidate’iR 2, BEE| NE =FrE L+ E’J*ﬂ]?}'iiz (DZTT B AR 2) 7
Sk Candidatelt 2] T H AR T &5 A Heartbeat; (3) 2233 Election Timeoutls , &ﬁLeader%}jti
Yo - RaftB 5K H BENLE I 25 A0 77 12580 577 e B2 H P35 T4 A5 DL LAGRIE R 2880 it L&
BT I3 Candidate TR ARG AHER 5317 S AU ZE A N Leader -

312 K=

T HAENCE  VoteReqiH B, S RIETH BB A B85 ANR] A i B S B
1. VoteReqTerm’NT 8% T H C.HTerm

o WY S ELeader, NFEAAIZHZEIESK, CandidatelT I B 5 £ TR 12555 75 F Follower,
A% LB AT;

o QBT S ANSELeader:

- R VoteReqH I Term/N T H O Term, MIFEARIZ# 15K, 15 Candidate i #1251
R RN % B H O S0 B, e Candidate 2 AU 7R 1 25 5 48 A Follower, F 38 5 28
i

- 5 VoteReq) Term% T H T A Term, MIFELIZILFFE K, W TZHEEIERAEEM
. NTEITAMS, HEERELE SR LS — 1 Candidate, M ARIEEF
1z 2 £ HE — 1 Candidate#f 155 N Leader -

2. VoteReqWlastLeaderTerm/NT H C.WlastLeaderTerm

BT AT 2 FH — MNastleaderTerm™® B £ /R % 7 &5 W &% F —

“LeaderfJTerm, lastLeaderTermTX HE FiHeartbeati#f 17 B 3#7 - U FVoteReqH HYlastLeaderTerm/|>
F B O WlastLeaderTerm, % BHLeaderii[A]iXNCandidatefZ1E AR, 405 B Candidate b T FA 45 91

%E’Jiiﬂﬂp SNW A MR AR A SR, R R BT A ml%*, Bt LRSS 7 S S R4
FiEs
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3. VoteReqHlastBlockNumber/NT H C.W)lastBlockNumber

BT A H 2H — PMastBlockNumber ¥ BEFR R 11 5 WEIS U BGHTER AUER & - AEH PO REF, 7
Bl 2Pt XA R (FEI3.27) |, EXREHIRERET, AR T S UMCE] T BOR i X s
&R E . TS BORE T 5 K lastBlockNumber N —20 . 7y [ RGBEM IR A — B, FFEER
TRDAEESLA AR EIE T R, RIHAEXFE 0L T 7 A SRR IR EEE K

4. TREFE-RBE

H T B H Bl Follower K N A& BLh S BE BT A Lk ss, MR S 2 — IR E, HEEYIZ
WEENR, FR2% B O ifirstVote 7B B N 1% Candidate 117 &5 «

5. I~45BAARBAERTEER
RIRIABEERK -

3.1.3 O BkERRT

fELeaderFiH LS B, Leaderd] PAK HICMBE ~ Follower ®] AU E o BR1E R LeaderT AR O BEE] R, 3X
B L N Leader S 222 HHELM 44 728, (2 T —E A AW A& 126 OB EL 2 5 EFollower TLiE D) # 4k
BT, RGPENIER o N T B RS _FBNALE, BERFZE T OBGERLE, Leader®:IRULE]
CBREI R S #ITERNAC T, — B — B 510 58 BT Leader il 77 Leader 5 {7 H #5#2 ~ Follower 17
=

3.2 KRB H

Raftp i 58 KA Leader ™7 53, P AT FME R B CREEFEEGR I — B, R M %R H B8 M Leader™7 5. M Follower 7
RS o YRaft Sealer[n] S #F LeaderfE &2 K ARG, Leader ¥ iZ &R & W AFIERL (uncommitted) RZ,
HiE Leader 17 15 2 18 1T EHeartbeat F1 [ff 1 £ 48 B TE =X H: & 7] B & Follower ™7 5, & il 538 H 55 ¢ B2 Wi
B, FEBERM 4R S EBREIEGEE, FRXHIEUES NREGFMEY, R X EREERRE
CEHANCHERT (committed) RZ - It/5Leader™ 5 i@ 1T SynctEH 1] E A Follower™ 7 i) #E1% [X B £k
I, RSB H IR R T B R

H rRaftSealerds ik /& 75 2 Fil & 1 AETT €158 7 ESIE SR 4G (1) &7 NLleader; (2) & B FLEH AR LK
[ fpeer; (3) uncommitBlock P2 M NE, HE = MFREBIFEA RTFITHE -

10.4 EHNLS &2

THEIPIT R X RET S E— P EENIIEE . ZH0HIT, BIEXZSF R E L s HIEE
Hisk, HAPITES (Executor) T - HIRBEIR (Consensus) BAZZ WA 5 Hi(TxPoo) HELH, FTELALIX
g, FREARITESE ZPUTXRFRN S - EXSHPHITERRS, S3XPEEFPRA (State) FFITERL,
FERHT X REPIRASGEF TR (Storage) - HUTEEX MRS, BT —1TEE, WASFERAAR
T, RS RS -

BEERARMARE, MNMIFHEFEPITSMMERM M . — A\, AMIAHEREGESNE X REE FaE
BHEROBITERE, WERMEL ST NR. H—HH, AM1EEGEHERRFTHES #THF
Ko HMEI T —LBEAREEMHITES (EVM) BIAFZE, . JIT- WASM_EZEIVM. R, &5
MEVMAEREATE T SRR . HEEME, B HUTHMEO MG R, FESFREIMLAITI .
I, EVMCHISITH % -

EVMC (Ethereum Client-VM Connector API), s& LUKIFTHSR HRIIHUITER LD, BERB A FhE
BIEITER - FISCO BCOS HHiIRA T LUKV BE A 2U3E F Solidity, FUCHIEA T LRGN HAT 858
BE:DEGE
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Executor

Interpreter

State /Storage

AL, SRR SIEVMC, FHTEIFII3 53t o ST EITRT, ShRASHERT 0
5, 4Bt EVMCHIE AT HeHa 5 5 L (RS e

ZHFEVMC— JZ Bl %, FISCO BCOSHEM W & 5 HIMA B =k - S M E®RANITES - H
Al , FISCO BCOSK H K& % 48 FIEVMAR #EEVMCHH 52 Hi 3R A0 $UfT 28—Interpreter - [R It B8 % =7 F7
FSolidity & & PR EE A2 - HEi HA BB HUTES K B AR R, JEEeRFRrEe iRt -

10.4.1 EVM LUK B HLH,

FEXEREE |, H B siT i B A X REE LIS, SERHELIRMERIE. DORIEUNL, REREE?
I EITES -

SRS PIRFER AHISCE, BoRE R XREE L. APl AR RS RED, R RS
Q/JE’J%;;T%%Q@EVM?RTT REB LIRS, BE B XEREE ERORER CIRES) - BUBZRIETE, )S‘Zé%
iR, -

«ﬁ

EVMC - Ethereum Client-VM Connector API

EARAS B LAR 5 B EVMA T SRS R I ES o, T — DML R . BVMES TSR E,
HEVMCH: fnE - JHITEVMC, 180 IR ZFE L, AR TE S R9%EE T solidity AU AL -
B Hsolidity EEHUNL, £ AR FR Hinterpreter, T X FZfi#Rinterpreter 1S H -

EVMC #1

EVMCZEZE LT FE R 0 -
o InstancefZ H: T A AFHEVMEIE D
o Callback¥Z: EVMIEIET S AEE O

EVMA G ANMRIRSEIE, 17 558 Jinstance? D #/EEVM, EVMIE 2K, W Callback$Z [, X7 5/
PRASHATERAE -
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Node

Instance B0
ST AN WL ERIE, SiE0E, B, mES-
B0 %€ X fFevmc_instance (evmc.h) P

abi_version
name
version
destroy
execute
set_tracer

set_option

Callback#: 0
FESCTEVMA T SHERE, FEE N stateiE ~ KRG EINILESE
210 € M AFevme_context_fn_table (evmec.h) Ao

EVMC

Instance :

execute()
destroy()
set_option()

EVM

Callback Table:

get_storage()
set_storage()
call()

evmc_account_exists_fn account_exists

evmc_get_storage_fn get_storage

evmc_set_storage_fn set_storage

evimc_get_balance_fn get_balance

evmc_get_code_size_fn get_code_size

evmc_get_code_hash_fn get_code_hash

evmc_copy_code_fn copy_code

evmec_selfdestruct_fn selfdestruct

evmec_call_fn call

evmc_get_tx_context_fn get_tx_context

evimc_get_block_hash_fn get_block_hash

104
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e evmc_emit_log_fn emit_log

EVM HfT

EVM 54

solidity & A HIHATIE S, solidityfisolciiE)s, ZHELITICIRIIEVMIES - InterpreteriE 3. | —E5
TS % sohdlty?}j’iéﬁi#): AR RIS, j(ﬁ‘?fExEEVMTE E’jm &, oL ZiHrE
RAFET A, THEEE, BdEVMCHABEVMHUTIXEFE S - ZEEVMA, FARGRILSCEL T X Ledg
LB

Solidity &£ THERAIES , EVMAEHUT ZffIny, & DU r) 7 01 -

AT 24

— %4ADD¥E 4, FEVMH KRG SEH N - SPEMEMR A TEE, NRTIE % - M E
(SP[0] -~ SP([1]) EHEUE, BITNFUS, 5ALEHHSPPRITIELSPD (0] -

CASE (ADD)

{
ON_OP () ;
updateIOGas () ;

// pops two items and pushes their sum mod 2°256.
m_SPP[0] = m_SP[0] + m_SP[1];
}

PR 15 < 254

JUMPFE<, SKEL T b (TR (A ABkES « & e MHERRTTmsp (0] BUH R kAR Al 300E— T & Ak
G, WEIERPTEEPCH, 1 EL, H%N\PCTEFFTJE’J@Eﬁﬁ‘*?M?

CASE (JUMP)
{

ON_OP () ;

updateIOGas () ;

m_PC = verifyJumpDest (m_SP[0]);
}

RAEBESE L 26

SLOADF] DI E IR SR - REUSTER, MHER TSP [0 U Z 5 A ikey, 1EkeylENSEL, R)E
PHevmcflcallback i #{get _storage () , B MR AkeyX N Fvalue - 2 J5 RF 5L 2] fvalue 5 F| 45 5 HE
HSPPHITAYGSPP [0] -

CASE (SLOAD)

{
m_runGas = m_rev >= EVMC_TANGERINE_WHISTLE ? 200 : 50;
ON_OP () ;
updateIOGas () ;

evmc_uint256be key = toEvmC (m_SP[0]);

evmc_uint256be value;

m_context->fn_table->get_storage (&value, m_context, &m_message->destination, &
—key) ;

m_SPP[0] = fromEvmC (value);
}

REF 1L 26

SSTOREfE 2 Al LK H WS B T AR EF, KB LEE, NBIE —MEZ
i & (SP[O] ~SP[1]) E Hikeyflvalue, FkeyFlvaluefE H % %t ., H FevmcHcallbackp
%'if(set_storage() . BT SRR -
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CASE (SSTORE)
{
ON_OP () ;
if (m_message->flags & EVMC_STATIC)
throwDisallowedStateChange () ;

static_assert (
VMSchedule: :sstoreResetGas <= VMSchedule::sstoreSetGas, "Wrong SSTORE gas,,

—costs");
m_runGas = VMSchedule: :sstoreResetGas; // Charge the modification cost up,,

—front.
updateIOGas () ;

evmc_uint256be key = toEvmC (m_SP[0]);
evmc_uint256be value = toEvmC(m_SP[1]);

auto status =
m_context->fn_table->set_storage (m_context, &m_message->destination, &key,

—&value);

if (status == EVMC_STORAGE_ADDED)
{

// Charge additional amount for added storage item.
m_runGas = VMSchedule::sstoreSetGas - VMSchedule: :sstoreResetGas;

updateIOGas () ;

BRI RTELEEH

CALLYE S e MR E w1t H B 4 — > & 4 - B %&£, EVMA W 2CALLIE &, W
Flcasecall (), FEcaseCall)F , FlcaseCallSetup()M M i H & H 5038, % Mimsg, 1ENSEL,
Y FlevmcHlcallback B call - EthfE# Bl fcall)f5, Boh— 1T HEvM, WEER, ZFEBH
FIEVMAOHUTEE F, ilidcall ) FIZEUREIZA Y BT AUEVM, X Bl FEVMIG4E 5 A\ 45 B SSPH,
SR . ARIEMZH S B ER L .

CASE (CALL)
CASE (CALLCODE)
{

ON_OP () ;
if (m_OP == Instruction::DELEGATECALL && m_rev < EVMC_HOMESTEAD)
throwBadInstruction () ;
if (m_OP == Instruction::STATICCALL && m_rev < EVMC_BYZANTIUM)
throwBadInstruction () ;
if (m_OP == Instruction::CALL && m_message->flags & EVMC_STATIC && m_SP[2] !=_
<0)
throwDisallowedStateChange () ;
m_bounce = &VM::caseCall;
}
BREAK

void VM: :caseCall ()
{

m_bounce = &VM::interpretCases;

evmc_message msg = {};

// Clear the return data buffer. This will not free the memory.
m_returnData.clear();

bytesRef output;
if (caseCallSetup (msg, output))

{

(continues on next page)
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evmc_result result;
m_context->fn_table->call (&result, m_context, &msg);

m_returnData.assign (result.output_data, result.output_data + result.output_
—size);
bytesConstRef{&m_returnData}.copyTo (output) ;

m_SPP[0] = result.status_code == EVMC_SUCCESS ? 1 : 0;
m_io_gas += result.gas_left;

if (result.release)
result.release (&result);
}
else
{
m_SPP[0] = O;
m_io_gas += msg.gas;
}
++m_PC;

o g

IChEH

EVMyE — DIRASHATHINLES B A soliditydw 13 /5 B —#EHIFE @ A0 m APIRSEEE . B2 7 A0S
MIEEE o DURYTESEVMCSE I T 2 MBS - (EEZE B A7, 3K H IR FinterpreterZ 5117,
HIEAF AR E AL - HVF SN F — (R AR R R UL LB AR R S5 2R, B — R RMER R
16 - BCOSHHRFELRIE AR A &

10.4.2 Precompiled

Pga i S R A EHCHIR T SR T, Y EEIETE, ML Tsolidity & 2V BH I KM
fie, AT LB ESURZ LIS LT -

Tidmi¥ 4 295 Solidity & 2% .
RERGER

Precompiled N ZEFG IR B i 7

o XHRIGUFESAEHATEE 5 HIFHES IR IE B A & Ak R A 258 o sk 1-45808 UK S Fidm i &
2], #itik0x1000-0x 100002 C++ 4R F&2Y, HAthtZFEVM AL -
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7
/ X £RIGUF R (Block Verifier) \

Kk

o BUTTIGR A S0 75 B AR TR & A R ER B Pl i & 2 X 5
o« BNTIGRIFELINGE S E M cal 1L, FigRiFES AN BB % O L.
o calltRIER FHabigwis, HKEFE|Function SelectorflZE, RIGHATH M FZEE -

BOEX

BITRFESNEDTEME CcallEO, BOEZ=17"2%, 9 JZExecutiveContextHT
NI~ pytesConstRe £S5 Habidm i A AMERMK P itk F AR AMERIK P ik A T IR B B S AL
FR - Precompiled?ﬁﬁ% °

10.5 FAfEER

FISCO BCOSHA LUKI BRI, SIAT @y Rlt . ma k& . ma - mrEser o mzimeed . 77
f IR T AL FE B0

HFRE: Al —2P %15 B MPTState FI StorageState
* MPTState: [ FIMPTH 7EENK A HPIRE, 5 LIRS —EK

10.5. FFRERER 339


https://github.com/FISCO-BCOS/FISCO-BCOS/blob/04db9d5e9d7a9d321d90cef8dc5e2010a53ed8d3/libblockverifier/Precompiled.h#L37

FISCO BCOS Documentation, % 7i v2.2.0

. ?torageState: S ARG FEIR RS, NEHEFER, £ T XMPTH K,
THERER =
4 i I F7 i (Advanced Mass Database, AMDB): i# iS5 #4514, SCIL T SQLAINOSQLI ST —, 5# 1T
SIS N IAEAEIR SN, AT DISCRRAS REGRE, B AT 42 3 FFLevel DBAIMySQL -

#1775/ (Exectuor)

‘ EVM ‘ { Precompiled ]
\
A \
SRR (State) 475 777 4(AMDB)
[ amx | [ mex | ( REx |
[ MPT State ‘ [ StorageState
| LevelDBIEH || MySQLIRE |
N /
L—  sEm /
[ LevelDB ‘ [ Oracle ‘ [ MySQL ‘

10.5.1 AMDB

DA RFEE (Advanced Mass Database, AMDB) 83 % R M F% T, BERT DA B 3] % R AR 2 /K
F, N DIR M K VEE 748 - Gl ST N T A FEOE E R FAEX 5, AMDBH L b AT LS HF
T % RBIFIKV IEE E -

o CRUD#UE - XEUREINE L N ERF/EAMDB, THELE, YR ZEFHEARERELE
HMPTStateE{StorageState, TLILALEWFState, & LIRIIEATFELD)

o Y FMPTStatelNf , & 2R A & R 7 EMPTR HF o 24 {#f FStorageStates), &4/ &R &R T
7EAMDBEH -

o REMPTState FTAMDB ¢ 4 50 1R # 4 5 [ARocksDB, {H 3 {# F AN A fYIRocksDBEE i, % H HE %
P, R Y B E A FIMPTStatefs | $2ACEIERT 58 1T 2 5 205 1 RocksDBEUHE ~—3K -

ATy
Table

FRER T HIETEEURE - Table 77 AMDB Fkey 2| % R/ Entries BT, 7] LB T AMDB Ekey i 1734 2
B, XFRFMRL -

Entries

Entries ' 77 it 3 Key#H [7] #Entry, #(%H - AMDBH] FKey5Mysql™ i) Fkey N[, AMDBFkeyFH T 5
7REntry & THFTkey, #H[FlkeyEntry 2 77 /87E R — 1 Entries ¥ -

340 Chapter 10. R&ii1%it



FISCO BCOS Documentation, & 7i v2.2.0

Entry

SRR A —4T, BAT AL VE Nkey, R HIEE Nvalue, FRKVEER -« &M EntryiiE B C
FJAMDBEkey, ANFEEntry 27FE M [FIAMDB Fkey -

Condition

Table " FIMH ECE e 1 SCRFE AR, X =AM O 2R BRI SR AR5 /5 FOSE R « ARSI, AV
FEART 715 =

B Sopral B AT RE P, 7 BUARIE £ Key RIS R 0 Bdfe 507 2l append B2 1E, K5 5 [BI 77 1%
A4 Hit, fE—"FKeytf N HIAEntries F Entry MARZ FIB 5, BUTRCR 2200, R, 200
RINFEEER - Fril, SEFRAE P g R F Key XS N A Entries H Entry MCRNEIE £ -

24

DI AR G AP B0 R NG, AR R4 im .
FEREINT
« ZH Name;& AMDB Fkey -
o BHEIE—1TH— 1 Entry. —3H4 1 Entry, %1 Entry AMapf7E%UE - 47 Entryf1 |-
— Entryl: {Name:Alice, item _1d:1001001,item_name:laptop}
— Entry2: {Name:Alice, item_1d:1001002,item_name:screen}
— Entry3: {Name:Bob, item_1d:1002001, item_name:macbook}
— Entry4: {Name:Chris, item 1d:1003001,item_name:PC}

* Table# LIName &y Fkey, 77531 EntriestI 5t o 1/ EntriesH 78 Alicef24510 5%, 552/ Entries+
FFHBobI155I0F, 5531 EntriesH 77 Chrisff— %105 -

o i ATablek B9 & W OK , B B O F E 5 EAMDBFkeyfl 5 1, X B & i
HJAMDBZkey M Alice, st MNitem_id = 1001001, 2&EIMHEntryl -

AMDBZ 53 %
EHHIEentry, #SH_status_,_num_, hash NEFE-

RO

RERBONEE, HEEERIERSIRABIE -

MP®

FI P JAFCRUDE: O i Bl ##%, Dl_user_<TableName> N4, KE BRI _user ik
StorageStatellk 7 %

_contract_data_H—\ddress+_1/|5j'9%% ° %*ﬁhﬁﬁb%ﬁﬂ%ﬁ*ﬁa&%% ° %ziﬁﬂl[ﬂ:
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10.5.2 StorageState

StorageState & — it F§ AMDB S LA T PR S 77 20 - A EG T MPTState =225 DL T X5

MPTState® M - 5 FIMPTI 7 (i &G, S R 8dE R g 20, SR R #7105 20t
BE 7] &% - StorageStateﬁ/l\mKF' X R —Table 7 i HAH K £, B35 Bnonce,code,balance®
2%, TMAMDBR] LU o SEEIE B 1 A7 8 3K B SCRF AN [R] 98508 22 LA mi e e . FATT 48 FHRocks DB 3 &
I, StorageStatettfE K4 EMPTState TP 1% -

10.5.3 MPT State

MPT States& DK B 42 S EUE F#%T7 20 SBIMPTIR T30, A E S 2UmEdRH AR, L
TR E AR -

BEE: EF{TH storage state

MPTH¢

MPT(Merkle Patricia Trie), J&—FHFhashZ 51538 A FI 2 -

MZEM SRV, MPTH & —#RETZEN, Fkey & flvalue - iBidkeyZ & ifjvalue, /& Hkey X EMPTHI b
HATRG, BRI EZNFRETAE, REIEFEEIRRM A .

AT _ERUL, MPTH, J&—ffMerkleft, S H LTSRS, #REIXAT 5 Fhash(E - 7E Fkey &
Hovalue I 2, BIRPEkey £ 3T S AN L, KRBT — 175 Z B A 5. Whashff, EE T — 1T &
Hhash{H, A BEMNEEMEGRESTEH T — M1 AR, 25, BHkey, EF—TTAFEBT I
T s HhashfE, HZ2|iEvalue T 7E I 717 5, o

S MPTH E 5777 SRR BB e , O 79 f Ahash B 2 R, BEZ TOREY, 20X 7777 L e
INEIARTT AR PR A A hash#P 2 BB - B, MPTART S fThashth 2 8007 o 2 ZR5LX1HTAIEL
JERS, FHMPTHTHOMR Y fihash, WREEIEZFEEHHMRT S, BEE—RZERN, RELIGHIIE
¥ o ARSI L EAE, AT HZ AR Rhash, WEREHEEBGEERRT A, BETES, sl
B E I SR -

MPTH SRR (& B LURY 8 B 43)
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Ethereum Modified Merkle-Paricia-Trie System
An interpretation of the Ethereum Project Yel
- Wood, “Elberum: & sesiee decntlsed gmeralined rsacior

Block Header, H or By,

Hash function:

KECCAK256 ()

[ Simplified World State, o

Keys Values
I i3]s]s] soem

la|7]7]d]3]3]7] 100w

World State Trie

ROOT: Extension Node

prefix | shared nibble(s) next node < | a | 7 | f | 9 ‘ 3 ‘ 6 ‘ 5 \ﬁ

0 a7 [a]7]7]d]3]9o]7] o0126TH

Branch Node
0|1(2(3|4|5|6|7|8|9|a|b|lc|d|e]|f]| value
e L o~ _
Leaf Node Extension Node Leaf Node
prefix | key-end value prefix shared nibble(s) next node prefix | key-end value
2 1355 |(45.0ETH 0 d3 2 9365 | 1.1ETH
Prefixes
0 - Extension Node, Branch Node
even number of nibbles ol1|2]3f4ls|6]7]8lolalb]clale]f] vae
10 - Extension Node,
odd number of nibbles, /'
2 - Leaf Node, even 7
number of nibbles / \
30 - Leaf Node, odd Leaf Node Leaf Node
number of nibbles ) y
O = 1% nibble prefix | key-end value prefix | key-end value
1 nibble = 4 bits 30 7 1.00WEI 3 7 0.12ETH

R State

7 lf)ljiiﬁii I 2 Dlaccounty AL /), B ThaccountN , TR FE X AN HMLHE - &
# - nonceZF TG - accountIELHE , i@ TaccountfI Mtk (address) FHFATERF| - LIRS L AMPTH X
Haddress{E N E K key, LHL T FfaccountH ] «

bt & accountFUHE A 2L ZF . accountfJhashtl #1720 2r « FIL[EIAT, MPTHIMR E’Jhash& 35 o AN[R]E RS
1, accountPJEIEANE, XN FIMPTHIARELANE « tbah, DUIRIFIEXZE & 7T B, =BE TR
IS o #HEMPTAR fhash, MYstate root- /[F] Fistate root, X K& AS[F] E‘]“liji A, N EIEEAFE
FIMPTHR 7 5., 5 FaccountfJaddress \ AN [A] FIMPTAR 7 5 EL 1 E IR T AaccountidE - N Astate,
ZIFMPTR T SAF, EiEHaccounttB 2 E AIE

state root;& X R P — N F B, BRI EANFEAIORE . XERHRIZE 5 2 % FaccountiFH 1T 1E,

T 2 account F FIEHE - ANFEIFIXIRT, accountfIEHFREFTAE, BRI IXBRAPRESH FiAE, /E:TZYSE’J
FEstate root/N[F] o MIEA X B A B H X A X B ffstate root, EIAIEIMPTRIMR T &, FLEERSIEIX X B
X Ffaccount PR T 5 -

(B AR ELARTTEES)
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PREVHASH | | STATE_ROOT | | TIMESTAMP NUMBER | PREVHASH | | STATE ROOT
Vi \ A A\
VAN RN

AN

NONCE BALANCE CODEHASH STORAGE_ROOT

/

CODE

89125124 2025125

Trade Off

MPT Statef15] A, & T LI R AIB 3 - AR TS AR X ER R Hstate root, it BE 2 1) 2] =4 i [X Bk
TFaccountfJ[j] 5215 8. - TMPT StateFJ5[ A, #A T K&hash I E, FIRHBITEL T REEIEHITEHERE
S AEVERET T, MPT StatefFE& RIRNIH T - ATLIYL, MPT State 2 IR EFHE R ATEHINE, AR
72 T 1HERE -

TEFISCO BCOSHNL &&=, YERES vl BIMEM L, THERER W EZE - FISCO BCOSK I Z HIFMEH 1T
TEFPN&TE, SEELT Storage State - Storage StatedffiE T E > AURLEMINE, (BRR T HERE LAV -

10.6 Z2¥HH

KT RET SRR E e, DU S AR &M, FISCO BCOSTHIA T 17 SyEANLE - CAZE
S BRI RIS =ML, 7E RSN 2 T T T A% ) & a5 -

oA 2% 22 T 2 4 5 i
o TRER] SSLiERE , PREE E(EEURE AP
o GIA REZHEADLS , FREERAREET R MIHRT S AR T HPR, REE T ALt
o EE BHEBLAEYE  RIES DA OO B RE B, PRERA (R (S50 AR B
« 5IAN CARZBYUH] , 7T L 5 1R ST IT 7 4505 12

o St A EABR R AL, T - DRI SN K AR B S LA O - A - HBRFNE
W PR AR -
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e

T AAERE, SR AR BRI, DURYE - DR RER 2T R UR ), 1t

i%ﬂé%@%ﬂmﬂ@ﬂ%%%Fmm@mﬂﬁ%%wﬁ,Wﬁ%ﬂﬁﬁ@%@%%%\%%@@\
5 4R -

10.6.1 T HEAEHNA

AT REANE BT AR, SSETES I (NS ERIEO) .

Bk
BEEZ KA

XIRBEROARTE—Fp RO - ATFER D AREIRFEROR, ERRREERA, T2 R
YEACH. « SR X EREE 158 5 B30 Th I [ A THE 5 B -

o MTAFEE, —TAITERMAMNS, N2RIKA+TREGITEEE;
o XFTHREEEE, REMEEANLS, BT SIAXREEE R AR B2 RK A AR -

{ERBRBEEFIFISCO BCOS, *f8E FFSAA X —[mlf, |H T HEELMKARRIAFERTTZ . FISCO BCOSIE it
SIABREME S, EREEEE MR A —8E — KA BB/ PUTHLEIT B oA — 8 2 KA BT, BT
FELE e P SEEN [R] — S5 5 L OSBRI S AR -

C}GHDigil

X A B B){C) | r#
e[ e [ wse
| R L R O i ’
. mA @A L i omE omm
. ®E KE 17f 17k e |1 EE | EE
Bs @ Es zﬁfmf i AR Bs @ Es |
HE T

| T REsirE | !
\— / :|‘ J 1

W LEER7R, TRABCIIABEGREAH, FARILES T AR, T 5 BRICH A RHEH T B AL IR,
TR AFIBIIAH AR 4 S KA . = DEPER R Z AL MRS, EARAHE K B RK
AIEE L G TG - & P 58 o R BN AT B IR M L, A AR 52 5 A7 4R
TR, HARRFERNZ AT 5 TO RSN AT I, -

TR EALH

ETRAMERIGIN, T NS AT 700 W2 AE AR A E fEABLE] « AL AN AT
B, T REShERREECE 5 R S 48 S B KT -

2 1A R
TRRE

AT FTE R T RN B e MM AT HETP2PIE F BT A - WIS UHE NS BRI BeP2P 11 m B S KA
ARAIUE A HEAE -
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« AV R ERMSHENFINARRAR TS HAT A RERLIRT AN S E L —. H
AT 2 5 R 5/ XCR ALY , BT A S5 KRFED - BAT AL B X Eh
AT SRS K -

« PWET R SERMGENEBEIATART A - FET AMAELRAEN, A5 53ANF
&

TERRUT:
s —H-
S HEHY S
I I

_l'_'...

TR JER A WA
[ itl
=R YN W=

PR HENEEAREETE: PP REESIR, THRIES, CABRLHE, BAT RHIIFRAM
HHANTRARER .

FREHRZEH
BHMERD TS I '\ RTH, BiEERHA
| |
| mmz 0 me |
r ,_%:;262_‘2-:: E“/*F':z;b L _g;:u_p;(.g_en_e;s-:
I | =
| mavnassk = ALY AR |
b I I LT T
l | P2 R |
St ! iy :
FT A ! : | e e
il <—+ Session | T EuEP :
EBZE:S : I
, CAEA M :
AMOP I config.ini |

TH, TaEHR

ﬁﬂ%ﬁiﬁi&%%ﬁﬂ%%% B b, &ikJ7 AA->BFRSBEHRIIAR R FO8HE . RN BREERIG T A4
GIAAD

RO
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L BB E SR
IR . ZHBEA HES. WHLSSL
RIEISSLIEH 1 5 A AR IR

e B e e 4

1
1
1
1
1
1
1
i
! EASSLER. P2PI S EEFIFACAR L BAIHHLP2P
1
1
1
1
1
1
1
1
1

— TR
WltHtk Al & iE$5 P2P e HEH E] 25
R ffﬁlis‘% fi B LR 22 R
¥ Gstart i
nERERE |

_E EEP2PIE 1

. \
i i i FRBAT SRR
i i i bR FHASS, |
: : : BHBPIER |
i FEERHI A k
[€-===m - oo B Eli i R Bt [ 1 \
H IR iE

TRAE KRB, SRS MRE, DU AR E R BN A S NBORF R
LHE . WAL EBAZ

CHismsh D

N wEsE '

FEFOR

BEEmESA
SBORRGR

Y MilEE
fEFREORAEEE

RES Y /m N

Erge RE—H

N Y

C A D CHisATH D
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X—MBREANS T AEANEHMARNEENSE: BAYSWEIIRS>HEY ARGE-
i
o F—IKARI TR SATEB0RE —2, RIE € R B —E

s TRESENERESIIRESRORG 8RS 5 B € E X —2 . WREERETHFRER, TR
HEsh S EEE, EASNRAIERBIE.

HETCARL BIT AR ERE
SSLINIEH THiE T M Z AR B UF AT AT SR EE . —&REE LT RBEEENSE =T (7 RIERR

MAiE) -

FISCO BCOSZ K SEIISSLIW [ ATE - 77 A ZEhandshakesd F2 A, M 75 17 i R A A TIE 5 A AR B 757 717 A
HnodelD, & 1ZnodelD2G7E BB HICARZL R . (NFLE, FHlZ%connection, WINLE, %3/ session o

CARZ AL SCFRSSLE RIIAIERI 5, (ERIRHLE: 77 S Esessionf 32 f5, 7 Msession R EUH 75
9 85 A nodeIDIF AT HIWT, 40K nodelD7E H 5 FICARE A B | B 25 37 fsession¥TiE -

TR R RE R H A

SR AR GURT R PWET ST A ANET AR QT N

— addSealer

B0 KB
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T RBECEFRK

i
[ o 6 i s i S 4 |
[ 102w i B oA |
B E
BE2H 1
| T 2L A |
| T 2L ) e S f |
BN

e B SO R AN . AR R EC B M ST B RE o B W] BORC RS - H R A R ST
ﬂﬁMEi#config. ini -~ ﬁ?ﬁ%Hﬂﬁiﬁ:group.N.genesis%ﬂﬁéﬁﬂfﬂﬁﬂﬁi#group.N.
ini, EANHTAERRES 5T MG E X, RO eE B8 CERLE TR
B, PR ZEETAERINE -

BC B A Bl

XF M Of " B B B X ffconfig.ini, W A W AN B H W KPPV
=3 % H 5| %[pr] ~ bt =3 ik 45 [network_security] - CAE %
H[certificate blacklist]- [certificate_blacklist]A[#t/ . FLEIZEHFIUT:

[p2p]

;p2p listen ip
listen_ip=0.0.0.0

;pP2p listen port
listen_port=30300
;nodes to connect
node.0=127.0.0.1:30300
node.1=127.0.0.1:30301
node.2=127.0.0.1:30302
node.3=127.0.0.1:30303

;jcertificate blacklist

[certificate_blacklist]
;jcrl.0 should be nodeid, nodeid's length is 128
;crl.0=

(continues on next page)
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;jcertificate configuration
[network_security]
;jdirectory the certificates located in
data_path=conf/
;the node private key file
key=node.key
;the node certificate file
cert=node.crt
;the ca certificate file
ca_cert=ca.crt

TR E E AL E X rgroup.N.genesis, T AVENEHI MEEHET S 01675 F [consensus] - Al &
TR0

;consensus configuration
[consensus]

;consensus algorithm type, now support PBFT (consensus_type=pbft) and_
—Raft (consensus_type=raft)

consensus_type=pbft

;the max number of transactions of a block

max_trans_num=1000

;the node id of leaders

node.

—0=79d3d4d78a747blb%5%a3eb248281ece286d49614e3cabb2ce3697be2da72cfa82dcd314c0£04elf)h

node.
—1=dab527a4b2aecaeld354102c6c3ffdfb54922a092cc9achbdd555858e£89032d7belbed99b6cf9%9a703e

node.
—2=160ba08898ele25b31e24c2cd4e3c75eed996ec56bda96043aa8f27723889%9ab774b60e969d9bd25d7

node.
—»3=a968f1e148e4b51926c5354e424acf£932d61£67419cf7¢c5c00c7¢cb926057¢c323bee839d27fe%ad6be

90da8db0b97d

p46462529ed9e.

€a8bb8779b70

715386df52ae2b

BAETHREEREX
BHARGEEOE X

ﬁgfﬂgauﬁif)ﬁ!ﬁéﬂﬁﬂﬁEZ$mfﬁﬂ (XL CARR & BSR4 ) B2 L) - R R GT RS ftn
HA:

contract ConsensusSystemTable
{
// ﬂkﬂﬁ T’)ﬁjj 1/\—]7/.\\
function addSealer (string nodeID) public returns (int256);
/) ABE T R SR A
function addObserver (string nodeID) public returns (int256);

/7 BT A MEH RS R PR

function remove (string nodeID) public returns (int256);

ThheRE

« AIEKBCE H AV ERUE ERAER, SRR INE, BERER R
« CAEBZ® EEﬁ%ﬂT%?nﬁ’]%% JREER] % FRE T I I B A B

10.6.2 CAEHZ NG

AR A BTN AR, EETES N (CARAZBRIETH) -
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2 1 R

CAEZH

o B FRUE 45 #5 48 51 & (certificate blacklist, & FRCBL) - CAH % # K Tconfig.inil
Fi[certificate_blacklist]ALE FINodeIDFEFTHIWT, fE48tNodelDTT & & HEHE; -

CAH%ZH®

o B FRIUE F ¥, % 5 £ (certificate whitelist, & #RCAL) . CAH %4 ¥ % Fconfig.ini 3 #F
Fcertificate_whitelist] Bt E FINodelDIFFE1THIWr, TEAER & BANTE T A K EIHE

SE
% o

CAR . HABENBECERE
« ETIEREE (MBEEMKARE) TR N MBECE, RoEE A W48 177 moE R ST

E;
« ETREWH (THECE/MEERE) RS HATHEE, AR, EREER
« BTHERAE CRHFGEAE L) QR RI NARAFEE, NACRERM, NMETHEL .

TRBRIE

NEIFRRCAR L BT LRI IR I H R R o EFlA->BRRBERAKIAR IR (EE, [FRFBEIR B
TABRYIIAIL . F4 B 5 B BARE -

BEELRNOTS : : RTEH, MIEE R e
| |
| om0 weme |
o :”:’1‘1-:: %‘/*F':z;j] L _g;:m_p;(.;an_e;s-:
| IR I
| maviRsk b S WAL A |
te===F-=-=-- I | LT
| | 4 Pap RS |
et | yd :
EFRA 1 ]y
P2l 132 ! Session ] TEuE :
EPZER ! N !
I |
| Awop | ____ configini]
| | T
: : Tiah, &4k

J&JZ S BESSLAL 8] B UE « 79 s, AEhandshakeid 72 7, 3@ i % 75 52 1 A9 0E B 4R BOS 7 77 5 HnodelD,
& ZnodelD5 T HECEME - HZBETHERA - WRRER . ABBMEE, ELZKH

ffJconnection, AKEES5 LR -
TE452 5

o B, EME TR B BT R

« A4 ERFARIEEESASBPNT AU . BRBNSRRIHR, BXEMERE-
%R
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BABRMMERSTEASE. G0, BARERETA, B, C, 2EMEDRERE, B4 5 B FERE
TA, A S PR EE .
=2 P

o CARE . B4 BXT ML ZHIP2PTT S iEH: MAMOPIIEEE T, 2 2R3
o SIKARZ BOIRFIREE R B AE M, 23R K B 25 78 B8R R A -

FLEH
By

ﬁﬁﬁiconfig.iniﬁﬂiitpigﬂﬂ[certificate_blacklist]E%%é ([certificate_blacklist]fE
BoE %) - CARKHEANZANT HNodelDF| 3, node. X AT s E LR %S /777 55 NodelD . CAR
2B ERFUREIT -

[certificate_blacklist]
crl.
—0=4d9752efbb1del1253d1d463a934d34230398e78703112805728525ed5b9%d2ba29%e4ad92c6fcde515
crl.
—1=af57c506be%ae60df8ad4al6823fa948a68550a9b6ab624dfd4dafcdl3f75ce3afcbbblidlobecb7018el

bede8baabacal

n22cS5ecbdll6a

SPA

W Hconfig.inifif BN [certificate_whitelist] 12 ([certificate_whitelist]fF
B & H Al 3% ) - CAH & 3N & N 17 ANodeIlD¥] £ , node X h AT S Al R EENN H T
i NodeID . CAH%BRIBCER T REIIT -

[certificate_whitelist]
cal.

—0=4d9752efbbl1del1253d1d463a934d34230398e78703112805728525ed5b9%d2ba29%e4ad92c6fcdeb515¢6ede8baabacal

cal.

—1=af57c506be%ae60df8ad4al6823fa948a68550a9b6ab624dfd44afcd3f75ce3afcobbl4dlbbecb7018ela22c5ecbhbdll6a

10.6.3 FUPR#H]

AR A48

SHEEMAEY . BEXS - BERENAGEMAL, BEEEEALT - X5HE/-0 - EFRE
BaFA R A% . EFAE TR . R, B R ST B AR TR R R s A -

P REAL PR S5 ) B8, FISCO BCOS & & T mzlfifs, 1= o= R =S fdLE, AT
PLRIE, AR S T A RO RIS, BB VA PRI M B AROR F B o AR SR PR s s
TFHMERIKE P (tx.origin) FILH RIALE], X EIEELEE, ROGIE, ROSEE A FTHImE) #i7
BRI ], RETSHRIENZARE®] - ERFRRIES, BDIKP ML BME— R AREXN, AR5
HTTEEE%%?L% %, BT LB AR ERL S EEEEW MK &, SSRGS R E RS
SRE LB

AR 2 A LN
AUREE M0 -
1. PURAZERI R/ R R, E T AN AT 45 -
2. BRI, REEESIRE, BOAZRBOT, RPrE MRk~ S5 5H0R -
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3. MBREEFIFARBRE (_sys_table_access_) o AUFRF L ERAL TSN~ Hdk, TIZEAZIK - ox
RABEGIIR, REZIMIMK %2 OUF AR -

PR 1 73 2K

AT R P 50 9 P AN R GER OBRIZ S - FH A=A P e AT O« H =g m L
BEMR - RGTRIEFISCO BCOS[XIREE ML N E IR, RGURANRIT W A7 6 0 - RETRIREE
LRI

X P RAE D RGEER, SDKA AL =82 O AT AR AR KR
° /EHF' ?%:

— public String grantUserTableManager(String tableName, String address): R /7 #4 F15h
BRI P i EARAE S,

— public String revokeUserTableManager(String tableName, String address): R & F 7 32 4 1
SR P Bk £ BRARAE S, -

— public List<PermissionInfo> listUserTableManager(String tableName): REH /% 4 &%
B RIPRICTS R (FEFRIC R S AN P ik Fl AR AR =) -

o _sys_tables_i@ :
— public String grantDeployAndCreateManager(String address): DA P H Ak O E A

LRI PR AR -

— public String revokeDeployAndCreateManager(String address): £ R/ P Ho ik FIE & &
LIFIBIEE P B -

— public List<PermissionInfo> listDeployAndCreateManager(): £ iH#E T E & A H -
FRPRHIAPRIL RS2 -

* _sys_table_access_7%:

— public String grantPermissionManager(String address): 3 il 7MERI 7 30 1k A& EE AN R AL
PR -

— public String revokePermissionManager(String address): % B/ P L 41E 54 & AL FR AOAL
FR -

— public List<PermissionInfo> listPermissionManager(): &85 & FAURAIAPRIC K F -
* _Sys_consensus_3%:

— public String grantNodeManager(String address): 3 1ZMFIK ikt B & FEALR -

— public String revokeNodeManager(String address): 5 FRFMERIK 7 Hihk 1777 s & AR -

— public List<PermissionInfo> listNodeManager(): 25 71 S B H IARIC R 3 -
* _sys_cns_¥%:

— public String grantCNSManager(String address): 34 /17MEFIK P # kb 75 FHCNSHURR -

— public String revokeCNSManager(String address): F5FRSMERIK 7 #b 31k A4 £ FHCNS AR -

— public List<PermissionInfo> listCNSManager(): & H#5 fiff FHCNS I FRIC RS -
* _sys_config_%:

— public String grantSysConfigManager(String address): #415MERIK P #UhE i R 25 5508 HAL

fR

— public String revokeSysConfigManager(String address): F2FR/MNTIK - #hk ) RS 50E
PR -

— public List<PermissionInfo> listSysConfigManager(): & iH#H RS EEHONRIC TS
%,
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BB R AR 2 O 3R EljsonF £F 8, Scodefimsg™ By, X IR B AER , HcodeiE Y-
50000, msgiE X “permission denied” - 4 pINi% BAPRES, HcodeN0, msgh“success” -

PUPRAE B ARG RN T ZAT T g, PUPRER A Ty _sys_table_access_, HFBfFEE LT

FE A | 2mon=E | EHE | 5k

table_name | string | No PRI | REW

address string | No SRR P H BE

enable_num | string | No PR B AR X B =

_status_ string | No ShANAERBEHTER, “OCFRAH, TR

Hep, RBRFAIEASE R, 07 XRAER, SR T — XRAER - REFBO0R, &
ABRIESRAE T IEFERCRTE, R FoReMbr, RIZoRBERICTAE T RICRAS -

PR s
PR P Th e T

RIEIL T 5 BB INERI S, R BRI U 30 R ERIR N P R AR SIR - AR T
il XERBER) RGITNRE, P R T KR BERML S TRE, 40 T BIRT7R » ShERI P e d B 1 AR R
PRAHREE, FENRIG AR AR P RAR T, AT LA A S R ST RERT L S5 THRE -

PR P R T

PPRIZEBIRRAEIN T EIEHF P m AR HENR, TR S 8dE, W TifE sk P AR e
FUUSARIERI T RAIWHRIET FON G 8AE, MIREIZINRIK P R ERRADIREE  (BUR
FRMBPREFEIIR) - HREFHR, MHTEHRE, THEFNT, FRETMR, MHELS
B, BETAREER - WRANERETT0OERE, WAMSERIRER, EFHITEHRE, REEH
Bl AR

PR T2

FISCO BCOS 53 A A A IR A2 5 4n 1 (8 FH 5 =X
< BOXPEEA P, EE RS G A FERDERIIEE, RSB AIRIH T -

o BIXIH AL, SDKARIEAPRIEHIAIH P RGN RS RIILI T =180, S5, fEEf
BT REE O - 7] LU SDK APIHYPermissionServicets M i FHAY R THEE -

10.7 P2PM %%

10.7.1 &it Bix

FISCO BCOS P2PHER SR {H Bk « @ A% & H MLl (5 ERThRE, SCFF XIREETH B0 8% - HIkAmS
&, SCREXHRBET rUREBRE, SR 2 M.
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10.7.2 P2PFE Tt

o XERBETT fbRIR

il REETT AR IAME—FRIR— D XERBETT ., FE X EREE R 2% Ll sdh [XREE T bR iR, X REE T AT
Sk

o EHMKER

HERFDXERBEM 2% L XERBETT MU TCP KSR, BT 2o EE, HiAEESE
< HEME

FE X RBE N 48 B X ERBE TS 6], EATVH BB - HAR e 3%
o REF D

P XEREETT i 8] [F] RS

10.7.3 XEREET SARIR
XEHRBETT AR HECCREIARI A A, B XHREET L HUE ME—RIECCE AN, [XEREETT SPRIRTE
DX BRBE WA 5% R ME— BRI — > XERBE T
WHBLT, — TR EIMAXRERL, 2DEMEE =30
* node.key T HZH, ECCHE
e node.crt T AIES, FHCADA
e ca.crt CAIES, CAUAHR{E
DXCERBETT SR T A ME— XEREETT SARR, EBERE Topic, HSHEMEMH
X EREETT m Sk
o XEREETT RPRRS IR
T DXCERBETY RRIR 7R BB 9 28 7 g 7 M — ) DXCBRBE 7 A
* Topic1ik
JE 1 Topic, 7EXHREERM 48 8 i —2H R E 1% Topic T L

10.7.4 E M FEE;

XHBET S E], & BEh & RABRTCP KIS, HRGHEE . MERER, THEREE
(X B 5 5 ] S SRR, 2 FHCATE B HETIAE

B AR

10.7.5 JHEW A

DXHRBETT i (FITH B SCFr A% - HIERI 78
o BER, B DXCEREETY AU D XKIREET SAOATHE,, B XEREETT SRR FHIE
o HIE, B XEREETY R —HXRBET S ATHE, 8 TopicFHIE
o TOHE, B DXEREET A BTE XEREE T mUAATH B
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10.7.6 K& H

GV ERET B GRS, FFEERERSeq e £MENT 1%, SHTH SRS

10.8 RPC

RPC(Remote Procedure Call, T2 IHA)ER PS5 X RERRTEN—EWHNCRIED - HAHE
HRPCH: O ] i X REEFARAG R (ke ~ KB T SOEESE) MAERLS -

10.8.1 1 ZiAlfER:

* JSON(JavaScript Object Notation): — 2 & FIEIE L #Ag = . Bl LRREF - F/H & §F
F3 | FBg{E T -

¢ JSON-RPC: —FhFIRE - BERERETBIEAN . ZIEEEE LT LIRS KH
SOEHLN . T R FIE T AEEE Tsocket, httpE 1 £ AN FIVH B MR A —#FEH - B {HFHISON
(RFC 462 /ERNEHEHEE - FISCO BCOSH HISON-RPC 2.01h -

10.8.2 2 LM

N

RPCHE B f1 57 2 HEFISCO BCOSHI#M &R M, & F i il ;Y RPC A i£ 15 3K, RPCHE i 1 FHIIK 7% 5 # 5
HeRIp2p i SR BUAE Je e B, 45 I B3R 5] 28 22 7 oty o L AR K A T FE AR5 5 2 T AL A X R
HERZ ROME R, BRGSO [P XERE TR 32 5 AR DL R X R ES TR

10.8.3 3 H#EE X
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3.1 F P uiiEsk
B PRE SR R IR B X HEETT S S A RPCHE T, & imis SR 35 N FIEE i 5 -
« jsonrpc: T8 EIJSON-RPCHIMMARAHIFAF B, TR S °2.07 -
» method: A IERIZFR -
o params: VI IETHREMSE, HIESE % - FHTFISCO BCOS 2.0/ H T ZMKANHI, KA
HIVEE SR AP — S EL AR FELEID -
o id: B E P uEIME—FRRID, IDUE— T FAF 8« BUESNULLZE « (R EL & %R 5]
BN E N — B A -

RPCIE R A& R
{"jsonrpc": "2.0", "method": "getBlockNumber", "params": [1], "id": 1}
E:

o T G R FINULLE iU, (R0 A 6 2 (A S R AR -
o R SR RN idE, B B R

3.2 IR 55 el

YR —PRPCUHHN, BRiBAIZ SN, XIRBET SEL A EIE MR o MR KR~ A — ISONXK &, (LA
IR :
* jsonrpc: & EIJSON-RPCIHIS AR A FIFFF & o W AVERRE 72.07 -
o result: IEFfZE BT B« %A A FEMN B AN R BB AL &, YR 7 VRS R BRSNS
B
o error: SRS R T B - MHAERMBGE LA S, ST EEERN LA E LA - ZK
SEE VIR 3. 3777 7 5E LA 5
o id: MR - RS, FA R EL IS N R E SR idE — B B EE R S
HlidkEiR (FlINSEEERETS0EK) |, MZELAHZEE -
RPCHi B A A& ZL R 7

{"jsonrpc": "2.0", "result": "Ox1", "id": 1}

‘a0

L

e ARSI R AL S resultEerrorf 51, {HF R A BERIIT AL o

3.3 FHirN %

4 — P RPCYH B RS RS, IR B AR RN AL & errorff IR GG R F B, MHRIIFATIERIG, 1§55
. RPC iR

10.8.4 4 RPCE: O Wikt

FISCO BCOS#tHt=F & HIRPCHE: A& Fimif i - HA o h33%k.
o DlgetTSk &I EEED: Bl [getBlockNumber ] #H, AL HHTHI X HE .
* [sendRawTransaction]¥M: HUT—EZLHIRL S, FERXHEELIRE A RENERL -
o [calll#MO: HUT—MERFASOEERS, AFEXREEILIR, TR IREAR LR E] -
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